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LLNOPOBOE NPABO
LIEJTU U 3A1AYM

Llenb 3neKTPOHHOrO XypHana «Lludposoe npaso» (Digital Law Journal) — co3ganne AMCKYCCMOHHOW MNOWAAKM ANA OCMbIC-
NeHUA B HAYYHO-NPAKTUYECKOI NNOCKOCTH Neranu3aumum L poBbIX TEXHONOTMIA, 0COBEHHOCTEI 1 NEPCNEKTUB UX BHEAPEHUS
B HOpMaTUBHO-NpaBoBOe none. OCO6EHHO OCTPO 3Ta 3ajaua CTOUT Neped POCCUIICKUM COOGLLECTBOM NPaBOBEOB B CBS3M
C pa3BuTHEM LN(POBOI IKOHOMUKM B Halwen cTpaHe. C 3TOM e 3afauelt CTanKMBAETCA U OCTaNbHOI MUP, pewas eé 6onee
UM MeHee ycnewHo. B mupe chopmmpoBanach o6WwMpHan NPaKTUKA HOPMATUBHOTO PErynMPOBaHUS LMGPOBOI IKOHOMUKM,
OHa AéT XopoLKiA MaTepuan Ans NpoBeAeHUs CPaBHUTENbHBIX MCCEA0BAHMIA MO 3TOI NPOBAemMaTUKe. B TeopeTueckom nia-
He «LndpoBoe NPaBo» ONMPAETCA Ha CHOPMUPOBABILIEECS B aHITIOA3bIUHOM HAYUHOI TUTEPATYPE akafieMUUecKoe Hanpasne-
HIe KMHTEPHET-NPaBO», KOTOPOE Psf UCCNefoBaTeNel PacCMATPUBALOT Kak OTAEMbHYH 0TPAC/b NpaBa.

3azayamu xypHana siBnsTcS:
= [ly6nukaums nccnefoBaHnii B 06nacTin LMdpoBoro npasa v LUGPOBOI IKOHOMIKIA C LIENbH0 MHTEHCM(UKALLIN MEXAYHA-
POAHOT0 HAYYHOTO B3aMMOAENCTBIS 11 COTPYAHNYECTBA B PaMKaXx Hay4YHOTO COO6LLECTBA IKCMEPTOB.
= YAoBNeTBOPEHNE MH(OPMALMOHHBIX MOTPEOHOCTEN CNeLnancToB-NPOGeccoHanos, ROMKHOCTHBIX ML, OPraHoOB rocy-
AAPCTBEHHON BNACTY, NPeACTaBuTeNei 06LeCTBEHHbIX 06BEANHEHINA, HBIX TPXAAH M OpraHN3aLMil B HAy4HO-NPaBo-
BOIl OLiEHKe COBPEMEHHbIX MOAXOA0B K NPABOBOMY PErynMpoBaHNI0 LUGPOBOA IKOHOMMKN.
= PacnpoctpaHeHne JOCTVKEHWA aKTYanbHON IOPUANYECKON 1 IKOHOMUYECKOW MbICAW, Pa3BUTHE MPOGECCUOHaNbHBIX
CBA3€I1 U HAY4HOrO KOOMEPATUBHOIO B3AMMOAENCTBUS MeXAY UCCNeA0BaTeNAMM U UCCNER0BATENbCKMMU rpynnami Poc-
CUI 1 3apybeXHbIX rocyAapcTs.
B ypHane nyb6nukyioTca CTaTbit N0 CNeaylowWwyM HanpasneHnam pasBuTuA 1 3a4ayam, CTOALMM nepes HOPMaTUBHbLIM pery-
NNUPOBaHNeM LM(POBOI IKOHOMUKI.
1. HopmaTuBHoe o6ecneueHue HAOPMaLMOHHOI 6e30nacHoCTH, hopMUpoBaHIe eauHOi WtpoBoit cpeabl JoBepus (MaeH-
TUdMKaLWs CYGHEKTOB B LHPOBOM NPOCTPAHCTBE, O6MEH I0PUANUECKM 3HAUNMON UHCIOPMALWMEN MEXAY HUMU 1 T. A.).
2. HopmatnsHoe obecneyenne 3NeKTPOHHOTO rPa¥/aHCKOro 060poTa; KOMNIEKCHbIe MPaBoBble UCCnefoBaHns 06opota
AaHHbIX B YCNOBUAX Pa3BUTUA LMGPOBbIX TEXHONOTMIA, B TOM YUCNE NEPCOHANbHBIX AHHbIX, 0OLEAOCTYMHBIX AAHHDIX,
“Big Data”.
3. HopmatnBHoe obecneyeHne ycnoBui s c6opa, XxpaHeHns n 06paboTky aHHbIX.
4. HopmaTuBHOe o6ecrneyeHne BHEAPEHUA U UCNONb30BAHNA HHOBALMOHHDIX TEXHOMOTMA HA (hUHAHCOBOM pbiHKe (Kpun-
TOBaNKOTHI, GNOKYEIH 1 Ap.).
HopmaTiBHOe CTUMyNNpOBaHUe Pa3BUTUA LUGPOBOI IKOHOMUKN; NPaBOBOE PErynupoBaHie JOTOBOPHbBIX OTHOWEHWH,
BO3HMKAIOLYMX B CBA3M C Pa3BUTMEM LNGPOBbIX TEXHONOMMIA. CeTeBble FOrOBOPLI (CMAPT-KOHTPaKTbI). MpaBoBoe perynu-
poBaHue 3NEeKTPOHHOI TOProBAN.
. opmupoBaHue NpaBoBbIX YCNOBYIA B Chepe CYFONPOU3BOACTBA U HOTApHaTa B CBA3M C Pa3BUTMEM LM(POBOI IKOHOMUK.
. O6ecneyeHne HOPMATMBHOIO PErynMpoBaHus LMGPOBOro B3aNMOAEACTBUA NPEANPUHUMATENbCKOTO COO6LLeCTBa U ro-
CynapcTBa; onpefenexune «UyndpoBbix 06bEKTOB» HANOrOB M pPa3paboTka NpaBoOBOTO PexuMa Hanoroo6noxeHus npea-
NPUHNMATENbCKOW AEeATENbHOCTM B Cthepe LMdpPOBbIX TexHonorni. LindpoBoi GIOMKET; KOMNNEKCHOe MCCneaoBaHme
MpaBoBbIX YCNOBUI UCMONb30BAHNA PE3YNLTAaTOB UHTENNEKTYaNbHOW AEATENbHOCTH B YCNOBUAX LU(POBON IKOHOMUKI.
Lindposas 3KOHOMMKA M QHTUMOHOMONbHOE PerynupoBaHue.
. HopmatnBHoe perynuposaHue LpoBoii IKOHOMIKOM B KOHTEKCTE UHTErPaLMOHHDBIX MPOLLECCOB.
KomnnekcHble nccneaoBaHus NpaBoBbIX U ITUUECKMX aCMEKTOB, CBA3AHHbIX C Pa3paboTKoi 1 NPUMEHEHNEM CUCTEM CKYC-
CTBEHHOTO UHTENNEeKTa 1 POBOTOTEXHNKN.
10. N3meHeHne NOAXOA0B K MOATOTOBKE 1 NEPenofroTOBKe I0pUANYECKIX KafPoB B YCIOBUAX Pa3BUTUA LLUGPOBbIX TEXHONO-
ruit. HoBble TPe60BaHNA K HaBbIKaM 1 KBANM(UKALMM IOPUCTOB.
TemaTuka XypHana COOTBETCTBYET rpynne cneuuanbHocteil «lOpugnueckne Haykm» 12.00.00 n «IKOHOMMUYECKIE HAYKMY
08.00.00 no HomeHKnatype BAK.
B XypHane ny6nuKyioTcs CTaTbit HA PYCCKOM 1 aHIMUICKOM A3blKax.
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DIGITAL TRANSFORMATION VS.
COVID-19: THE CASE OF JAPAN

Junzo lida

Soka University
1-236, Tangi-cho, Hachioji, Tokyo, Japan, 192-8577

Abstract

Whilst the DX policy of the Japanese government started in 2001, then called the E-Japan Strategy and being
replaced a few years later by the i-Japan Strategy, in the 20 years since then IT has not been a success in Japan’s
administrative system. On the other hand, the private sector, concerned about Japan’s lagging in its adoption of
information technology, has been gradually moving forward to DX measures, such as electronic contracts. Then,
this year, the COVID-19 pandemic broke out. Japan is (as of July 2020) about to experience a second wave of this
disease. The need for DX has become imperative in all aspects of Japanese society, especially the government
and business sectors. In the first half of 2020, the government set up DX policy rapidly; for example, civil court
proceedings, the traditional carve seals custom, and the submission of administrative documents to govern-
ment agencies have also been forced to move forward to DX due to COVID-19. It might be said that the crisis has
been the catalyst for Japan’s shift to DX. However, it will be at least a few years before it can be known whether
Japan’s DX will succeed, looking at the past examples within the Japanese bureaucratic system and politicians’
attitudes towards DX.

Keywords
DX, digital transformation, digitalization, digital currency, Japanese government, Coronavirus, COVID-19,
Japanese law, digital law
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LLWOPOBU3ALLAA U COVID-19:
OMbIT ANOHAK

A. Unpa

Yuusepcutet Coka
192-8577, Anonus, Tokno, TaHrnyo, Xatnoasu, 1-236

AHHOTaUWA

MpasuTenbcTBo AnoHuu B 2001 rogy B3sN0 KYpPC Ha MOAUTUKY LMdpoBoi TpaHcthopmauun (E-Japan Strategy,
BNoCneacTBuM — i-Japan Strategy). Tem He mMeHee 3a nocnegHue 20 NeT UHGOPMALMOHHbIE TEXHONOTMN TaK
W He 6bINK YCMEWHO BHeAPEHbl B CUCTEMY FOCYAAPCTBEHHOTO YNpaBeHNs. B To e BpeMs YacTHbIA CEKTOp,
06eCMOKOEHHbIN 0TCTaBaHWeM SINOHIN B 3TOI 06NACTM, UHULMATUBHO BHEAPSET LM(POBbIE MEXaHU3MbI, OfJHUM
U3 NPUMEPOB KOTOPbIX CIIYAT CMApT-KOHTPAKTbI. B Hauane 2020 rofa mup CTONKHyncs ¢ naHgemuein COVID-19,
B HaCTOsILLEE BPeMs B fINOHMM OXMAAETCA BTOpas BOMHA. [10TPe6HOCTD B LudpoBoiA TpaHChOpMALK CTAaHOBUT-
€S aKTyanbHo BO BCex cthepax AMOHCKOro 06LLECTBA, 0COHEHHO B FOCYAAPCTBEHHOM YNpaBneHuu 1 6u3Hece.
B nepBoit nonosuHe 2020 roga npaBuUTeNbCTBO NPUCTYNUAO K peanu3aLyuu LuchpoBoi NOBECTKU: HOBOBBEJEHNS
KOCHYNUCb PaXAaHCKoOro npoLecca, Nofaun A0OKYMEHTOB B OpraHbl roCyAapCTBEHHON BNACTH, @ Takke Tamo-
XEHHbIX NpoLieyp. Takm 06pa3om, KpU3NUC YCKOPUN NPOLLECC BHeAPEHMS LM(POBbIX TEXHONOMNI B NpaBo fno-
HUW. YUNTbIBAs OCTOPOXHDIIA, KOHCEPBATUBHbIN MOAXOA OTAENbHbIX NONUTUKOB, NOTPEOYETCS MUHUMYM HECKOMb-
KO N1eT UT06bI OLEHUTb YCMEWHOCTb LMHPOBOI MOZENM IMOHCKOO 06LECTBa.

Kniouesble cosa

undpoBas TpaHchopmaLus, Nepexos K LndpoBoit IKOHOMUKE, LndpoBU3aLLAs, LU(POBas Baniota, Npasu-
TenbCTBO ANOHMM, KopoHasupyc, COVID-19, npaso SinoHuu, LMcpoBoe NpaBo

KondnukT untepecos ABTOp €0061La€eT 06 OTCYTCTBUN KOH(NMKTA NHTEPECOB.
(DuHaHcupoBaHue liccnepoBaHune He UMENo CNoHCOPCKOW MOAAEPKKIA.

AAnga uuTNpoBaHua Wupa, A. (2020). Lindposusauus n COVID-19: onbiT AnoHuu. Lughposoe npaso,

Moctynuna: 11.06.2020, npuHsTa B neyarb: 13.07.2020, ony6nukosaHa: 20.07.2020
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Introduction

As of July 2020, Japan is in the midst of the turmoil of battling COVID-19. The numbers of infected
persons have risen since lifting the Declaration of National Emergency on 25 May. PCR testing is
limited to the person who is seriously ill or gets special permission for this test. Compared with
countries such as Korea, China, and the U.S.A., the numbers of PCR testing are remarkably limited,
seemingly controlled by the Ministry of Health, Labour and Welfare, to about 17,354 nationwide as
of 31July', and 4,851 per day in Tokyo Metropolitan as of 30 July?. This crisis, happening so suddenly
in early 2020, has pushed the Digital Transformation (hereafter, DX) movement all across the coun-
try forward, especially for the Japanese government, which has been moving toward DX gradually.
Indeed, the Nihon Keizai Shimbun, a famous economic newspaper in Japan, ran an article subtitled

“Twenty Years, the Japanese Government Tried to Become an IT Nation, but Failed” (Yasoshima, 2020).
DX in Japan arguably started in 2001, when the Japanese government adopted a national plan of DX,
called the E-Japan Strategy®. In July 2009, i-Japan Strategy 2015 was announced, which was intended
to be completed by 2015 and seemed to be a revised plan for E-Japan Strategy*.

Since then, policies and plans were made, but they seem not to have fully succeeded. This is
because it has been thought that promoting the DX policy as a campaign pledge is not a way for
lawmakers or the ruling party to win elections (Yasoshima, 2020). Whether this analysis is correct or
not needs to be analyzed more, but it may be that politicians usually focus on subjects that will win
them votes in elections; DX policy was not in such a criterion.

The coronavirus outbreak has dramatically turned these circumstances upside down. Japan is now
in a situation where it is necessary to push forward its DX policy. The government, led by the Liberal
Democratic Party (LDP), is beginning to see that the DX policy will hold one of the critical elements
to the House of Representatives elections scheduled for the next year (though perhaps these might
happen in the fall of 2020).

On the part of Japanese bureaucracy, DX is recognized to have accelerated. In April 2020, the
Minister of Justice told the press that to promote the digitalization of legal administration and the
adoption of Al and ICT, the Minister was invited to participate in the Ministry of Justice Web-meeting.
The Minister said that the Ministry of Justice Web-meeting would be held periodically. On the other
hand, the Minister admitted that the Ministry of Justice currently had a video-meeting system with a
line that did not connect to any place other than in the Ministry, which was a big problem intended
to be solved soon. The comment of the Minister reflects the fact that there is a problematic tradition
in bureaucratic sections. It might be said that the coronavirus outbreak forced these bureaucratic
organizations to the realization that digital transformation must be advanced.

In short, due to this coronavirus pandemic, it has become more apparent that Japan has now
entered a new era in which the DX process must be fast-tracked. The author would like to describe
current measures for DX that the Japanese government has been tackling.

T Ministry of Health, Labour and Welfare. (2020, June 30). Situation update for COVID-19 and the MHLW's response.
https://www.mhlw.go.jp/stf/covid-19/ kokunainohasseijoukyou.html

“ IT Strategic Headquarters. (2009, July 6). I-Japan Strategy: Striving to create a citizen-driven, reassuring & vibrant digital
society towards digital inclusion & innovation. https://japan.kantei.go.jp/policy/it/i-JapanStrategy2015_full.pdf
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Recent DX Policies of the Japanese Government

DX policies of the Japanese government are currently being planned and implemented by several
organs. The Ministry of Economy, Trade and Industry (METI) has taken the lead in formulating and pro-
moting policies for DX in economic and industrial sectors. The Expert Group for Digital Transformation
was established in May 2018 within METI, and this unit has researched various issues of DX and exam-
ined countermeasures: The DX Report — Overcoming the IT System, “the Cliff of 2025” and the Full-Scale
Development of DX, was published in September 2018%. In July 2018, METI set up a small team called the
DX Office. Its mission is to lead the digitalization of the procedure of the public administration along-
side the DX movement of the Japanese government as a whole®. Pursuing a concrete measure, the Min-
istry METI formulated the DX Promotion Indicators and Guidance for Promoting Digital Transformation
to clarify these issues; it says that executives should be aware of and to help boards of directors and
shareholders review DX initiatives (Ministry of Economy, Trade and Industry, 2019).

COVID-19 has accelerated these movements for DX. The IT Strategic Headquarters, and the Na-
tional Center of Incident Readiness and Strategy for Cybersecurity, both belong to the Cabinet, for-
mulated basic government policy in 2020. On 27 April 2020, the “Intellectual Property Promotion
Plan 2020" (hereafter, 1P2020) was adopted by the Japanese government. It is a plan to promote
digitalization through intellectual property. Section 3 of 1P2020 is titled “Promoting the Strategic Use
of Intellectual Property in the Innovation Ecosystem”, saying that DX should be accelerated’.

A further step for DX taken in 2020 is the proposal, put forwards by the special committee for
promotion of the digital society of the Liberal Democratic Party (LDP), of the establishment of a
ministry to promote DX. Moreover, a new organization for the digitalization of public administration
was proposed by the LDP's Economic Growth Strategy Headquarters.

Not more than a month later, this proposal was swiftly crystalized as a government policy; on
17 July 2020, the Cabinet Office officially announced the cabinet decision “the Basic Policy of Eco-
nomic and Fiscal Management and Reform 2020” (hereafter “the Basic Policy 2020"). The Basic Policy
2020 consists of three chapters: Chapter 1: Overcoming the Crisis Under New Coronavirus Infections
and the New Future Ahead; Chapter 2: Responding to the Spread of Infectious Diseases and Phasing
Out Economic Activities; and Chapter 3: Realizing the “New Normal”. In particular, Chapter 3 stressed
that the intensive investment in and implementation of digitalization would be a driving force for
the “new normal” age, called the Digital New Deal. In this chapter, regarding decisive action about
digital government, promoting Digital Transformation is particularly mentioned. It also says that
the Japanese custom of using paper documents, stamping carved seals, and face-to-face meetings
should be reexamined.

5 Ministry of Economy, Trade and Industry (2018). Repoto— IT shisutemu’ 2025 nen no gake' no kokufuku to DX no honka-
ku-teki na tenkai [DX Report — Overcoming the IT System, «the Cliff of 2025,» and the Full-Scale Development of DX].
https: /www.meti.o,jp/press/2018/09/20180907010/20180907010-3.pdf

& Ministry of Economy, Trade and Industry (2018). Keizai sangy6-sho no dejitaru-ka o suishin suru‘ keizai sangyo-
sho oyobi chii sho kigyo cho dejitaru. toransufomeishon-shitsu’ o secchi shimasu [Ministry of Economy, Trade and Indus-
try establish «Ministry of Economy, Trade and Industry and Small and Medium Enterprise Agency Digital Transformation
Office» to promote digitalization]. htps://www.meti.go jp/press/2018/07/20180725002 20180725002 htl

7 |P Strategic Headquarters (2020). Chiteki zaisan suishin keikaku ni rei ni rei— shingata korona-go no' nyii. nomaru’ ni mu-
keta chizai senrya ku [Intellectual Property Promotion Plan 2020 — Intellectual property strategies for the «new normal»

post-new coronavirus]. https://www.kantei.go.jp/jp/singi/titeki2/ kettei/chizaikeikaku20200527.pdf
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Figure 1

The Administrative Structure and Comprehensive Plans for DX Policy
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Note. Illustrated by the author, based on websites of each relevant organization of the Japanese
administration system.

The Basic Policy 2020 further points out that “looking at the recent implementation of support
measures in response to the infectious disease, it is clear that digitalization and online system are
lagging behind, especially in the administrative sector”. Regarding Digital New Deal, the Basic Policy
2020 declares that the Japanese government will actively promote the digitalization of Japanese
society as a whole. It also indicates that building a digital government would be the highest prior-
ity policy issue, and that promoting DX in the private sector and creating an environment that en-
courages investment and innovation in private sectors should proceed. Meanwhile, the Basic Policy
admits that the digitalization of public administration is lagging, and emphasizes the need for inten-
sive reformation and acceleration of the digital government for the entire government. It says that
concentrating on standardization and sharing business processes and information systems among
national and local governments is also needed, adding that the development of digitalization and
cloud computing of the local governments, through cooperation between the government and the
private sector, is essentially important.

0n 15 July 2020, the Japanese government held a joint meeting of IT Strategic Headquarters,
headed by the Prime Minister, and decided a Declaration regarding Creation of World's Most Ad-
vanced Digital Nation, aiming for the digitalization of the whole of Japanese society. This Declaration
was officially announced on 17 July 20208,

& Cabinet Office. (2017, May 30). Declaration to be the World’s most advanced IT nation basic plan for the advancement of
public and private sector data utilization. Prime Minister of Japan and His Cabinet. https://japan.kantei.go.jp/policy/
it/2017/20170530_full.pdf
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Figure 2

The Numbers of Web-Conferencing
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Note. Created by the author.

Two days later, after the announcement was publicized, the government’s Cyber Security Strategic
Headquarters issued a new plan, “Cybersecurity 2020". Although it is only a guideline with no legal
effect, it aims to encourage government agencies and private enterprises to carry out digital trans-
formation. To promote DX in Japan, the government demanded that all parties take positive cyber
defense to prepare for potential attacks.

It remains to be seen whether all of these policies will be successfully implemented, and whether
Japan will be able to join the ranks of advanced IT countries. Also, the reformation of administrative
tradition — the so-called vertical administration system — seems to be one of the critical elements
for Japan’s DX success.

DX and the Litigation Procedures in Civil Courts

On the part of the judicial sector, the Office of the Supreme Court in Japan announced using IT
tools to sort out issues, such as web conferencing, as a first step in introducing IT into civil litigation
procedures. Eight district head courts out of fifty district head courts across the country, including
some division of the Tokyo and Osaka District Courts and an Intellectual Appeal Court, would be ex-
pected to introduce web conferencing®. As of 6 July, fourteen district courts nationwide have already
started web-conferencing®.

However, in April and May, the numbers of web-conferencing decreased because of the Declara-
tion of National Emergency for COVID-19. After the Declaration was lifted, this number increased, as
shown in the graph below.

°  Supreme Court of Japan (2020). Webu kaigi-to nolT tsiru o katsuyo shita soten seiri no un'yd no kaishi ni tsuite [Re-
garding the start of the operation for legal issue arrangement using IT tools such as web conferencing]. Courts in Ja-
pan. https://www.courts.go.jp/about/topics/webmeeting 2020_0203/index.html

" Supreme Court of Japan (2020). Webu kaigi-td nolT tsiiru o katsuyo shita soten seiri no un'yd o kaishi shite iru cho
ni tsuite [Regarding the courts that already started a new operation of the controversial arrangement using IT tools

such as web conferencing]. Courts in Japan. https://www.courts.go.jp/about/topics/webmeeting_2020_0706/index.html
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Web conferencing for sorting out issues is not open to the public. In the legal sphere, the advan-
tages of IT-based court proceedings are now apparently due to the fact that attorneys can attend the
meeting at each law firm. The Japanese government plans to amend the related laws to allow for oral
arguments via web conferencing in 2023 and online submission procedures of complaints in 2025.

From Carved Seals to Electric Seals

Carved seals (hanko or inkan in Japanese) are used in all aspects of daily life in Japan, such as receiv-
ing a parcel delivery service, making a notification at a bank, or receiving something at a post office. It
is so common that when people get married, their friends and parents give them a high-grade carved
seal made of blackwood or a similar material for their private seals as a gift to make Jitsu-in (meaning
an officially registered carved seal). This is required when borrowing a loan or buying real estate, for ex-
ample. A carved seal — especially a registered carved seal — is required in the business world to make
contracts. It can be said that a carved seal is a part of Japanese customs, even a culture. A few cases
have taken place where a challenge has been made so as to avoid such a custom™. This kind of custom
has been considered necessary for official administrative procedures. A carved seal is required in court
proceedings and ordinary governmental affairs as well.

However, COVID-19 seems to have made Japanese society dramatically pay attention to the fact
that the carved seal may be unnecessary. The demand for electronic contract services is increasing
rapidly. Unlike traditional written contracts, electronic contracts do not involve printing, stamping,
enclosing, or mailing the contract. It makes operations more efficient and reduces postage costs.
Indeed, in June 2020, the government already issued a guideline on carved seals; it says that carved
seals would not necessarily be required in contracts for private companies and public-private trans-
actions to promote tele-work, And even if not stamped with a carved seal, it is possible to certify
a contract by email texts and other digital documents, records of transmissions and receipts, and
digital signatures.

On the part of the private sector, the trend for electronic contracts has now stopped. Fuji Xerox
announced that it would sell an electric contract system nationwide. The Nomura Real Estate Devel-
opment, one of the leading real estate companies, would positively introduce an electric contract
system in winter 2020.

Considering the movement of introducing an electric contract system, the government announced
another measure for its intention to promote DX policy. In the past, when a digital signature was
made, a digital certificate had to be attached to the digital signature to verify that it was the person
who made it. However, it took several weeks to obtain a digital certificate, which raised questions
about its convenience. The government confirmed that digital signatures without a digital certificate
would also be valid.

Based on these measures, further growth of the electronic contract service industry is expected. It
may be said that this could lead to a new social phenomenon whereby a larger number of companies
will use electronic contracts instead of paper documents with carved seals.

This trend was boosted by the fact that the Japanese government and four economic organi-
zations have announced a joint declaration aimed at reducing the amount of paperwork, carved
seal, and face-to-face work. These practices have continued for a long time due to Japanese
legal systems and practices in corporate contracts and administrative procedures. Indeed, con-

" Nikkei BP Company. (2016). A case study: Japan mortgage loan company: Japan’s first contract system without a registered
seal: Breaking the barriers of business practices with wisdom and IT. Nikkei Computer, (925), 48-51.
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trary to the private sector that remarkably introduced electric contracts, sixteen of twenty-one
organizations of the Japanese government did not use electric contracts in the 2019 fiscal year™.

A Recent Decision by the Japanese Supreme Court, Reflecting the Digital Age

Intellectual property rights, such as copyrights, are likely to pose various challenges in the digital
transformation era. The recent decision of the Japanese Supreme Court seems to symbolize Japan's
digital age. The outline of the case and the judgment are as follows®.

A photographer (hereafter X) took a photo of a flower and posted it on his website. X put a copy-
right mark and X's name on the edge of the picture. A Twitter user saw this photo and posted it on
Twitter without permission. Twitter users who saw this photo retweeted the photo, and in these
cases, the part of the picture with X's name and copyright mark on it was automatically trimmed
by Twitter's system. Alleging that the rights of attribution — one of the author's moral rights — had
been violated, X claimed Twitter should disclose the email addresses of the users who retweeted the
photo. However, the company refused to do so.

In 2016, the Tokyo District Court found copyright infringement by unauthorized tweets. However, it
denied that retweet users infringed X's rights. On appeal, the Intellectual Property High Court found
that the retweet users had violated X's right, and decided to disclose the email addresses of those
people who retweeted. This time, the Supreme Court’s decision upheld the Intellectual Property High
Court's decision, requiring Twitter reveal its user's email addresses.

Interestingly, although all five of the judges made a unanimous decision, one judge added a dis-
senting opinion. The judge said that it presented too excessive a responsibility for the retweeters,
since they did not know the photos were trimmed simply because Twitter automatically trimmed the
photo. On the other hand, the presiding judge’s additional comment is that retweeters who do not
know about Twitter's trimming system might violate the right of attribution. Twitter has become one
of the most critical information distribution tools in society today. It is not reasonable to entrust
individual Twitter users to raise their awareness of the rights. Concerning the protection of attri-
bution rights and the avoidance of burden on Twitter users, Twitter is expected to take appropriate
measures regarding a provider of information distribution services' social responsibility, which has
become an essential social infrastructure™.

It can be said that the judges strictly interpreted the Copyright Act. The only way to protect the
rights of the original author of the photo is to acknowledge the responsibility of the retweets. Nev-
ertheless, the question remains. As the dissenting opinion says, the retweeters did not know the
pictures were trimmed due to Twitter's automatic trimmed system. Since no comment has been
made on this legal case, future analysis of this case by the legal scholars and digital experts should
be expected.

2 Horigome, T. (2020, July 7). The public administration’s electric contracts spent 1% last fiscal year, of the maintenance cost
of 1.6 billion yen, a lack of progress in de-carved seals. The Asahi Shimbun. Retrieved from Kikuzo Il database.

B Abe,S.(2020). Trimming and reprinting the photographer's name is “infringement of rights” Supreme Court rules: beware
of image retweets. The Asahi Shimbun. Retrieved from Kikuzo Il database.

% Supreme Court of Japan (2018). Heisei san rei nen (ju) dai ichi yon ichi ni go hasshin-sha joho kaiji seikyt jiken-rei
wa ninen shichi gatsu ni ichi nichi dai san sho hotei hanketsu [Case Received in 2018, No. 1412 Caller Information Dis-
closure Request Case July 21, 3rd Small Court Judgment]. Courts in Japan. https://www.courts.go.jp/app/files/hanrei_
jp/597/089597_hanrei.pdf
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Digital transformation involves Al, Cloud, loT, and Big Data. It should be added that it is

vital that the laws and legislative policy, including interpretation of legal rules, also align
with the DX era.

Conclusion

The author has illustrated current DX policies of the Japanese government, especially in the ad-
ministrative and judicial sectors. A few cases should be added to understand to what extent Japan’s
current DX movement is underway. For instance, the government announced that it has begun study-
ing the introduction of digital currencies. The Bank of Japan (BOJ) has already begun joint research
with overseas central banks, and the government is now in line with the BOJ. The Bank of Japan said
that it was the government that determines the issuance of digital currency.

Further movement of DX in Japan is seen in the so-called insurance-tech business. Tokio Marine
& Nichido Fire Insurance Co. Ltd. has recently launched a new system in which Al analyzes the data of
the drive recorder installed in a car and produces an accident investigation report. It previously took
a week to create an accident investigation report, but it can be completed in 5 minutes by using this
system (Fujimura & Hiramoto, 2020).

The Japanese government is facing a second wave of COVID-19 as of July 2020. Its policies for DX
were in place in the first half of the year. Future historians may argue that 2020 was a turning point
in history for the world and Japan. Under these circumstances, for Japan, 2020 will become the year
when the digital transformation became indispensable. The private sector and the administrative
sector are accelerating digitalization at all criteria and levels. It will become clear whether or not the
Japanese digital transformation proves to be successful, perhaps within the next five to ten years.
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Abstract

“Regulatory sandboxes” are regarded as a special mechanism for setting up experimental regulation in the area
of digital innovation (especially in financial technologies), creating a special regime for a limited number of
participants and for a limited time. Russia has its own method of experimental regulation, which is not typical
but may be helpful for other jurisdictions. There are three approaches to legal experiments (including digital
innovations) in Russia. The first approach is accepting special regulation on different issues. There are recent
examples of special laws (e.g. Federal Law on the experiment with artificial intelligence technologies in Moscow).
An alternative to this option is establishing experimental regulation by an act of the Government if legislation
does not prohibit it (e.g. labeling with means of identification). The second approach deals only with Fintech
innovations and provides a special mechanism to pilot models of innovative financial technologies. The par-
ticipants of such a “sandbox” may create a close-to-life model in order to estimate the effects and risks. If the
model works fine, the regulation may be amended. The third approach works with creating a universal mecha-
nism of real-life experiments in the sphere of digital innovations based on the special Federal Law and the
specific decision of the Government of the Russian Federation or the Bank of Russia in the financial sphere. The
author compares the three approaches and their implementation within the framework of Russian legislation
and practice and concludes that this experience may be used by developing countries with inflexible regulation,
in order to facilitate the development of digital innovations.
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AHHOTaUWA

«PerynaTuBHbIE MECOUHULbI» PACCMATPUBAIOTCA KaK 0COBbI MEXaHU3M 3KCMepPUMEHTANbHOTO PerynnpoBaHms
B 06MacT LMpPOBbLIX MHHOBALMI (B NepByto ouepesb B 061aCTh IMHAHCOBbIX TEXHONMOTWIA), KOTOPbIA CO3AAET
CMeLyanbHbIil NPaBOBON PEXNM ANsi OTPAHUUEHHOTO UNCNA YUACTHUKOB B TEUEHUE ONpPeeNeHHOr0 BPeMeHN.
B Poccum npepcTaBneH cO6CTBEHHbIN CNOCO6 MOJOGHOTO PerynupoBaHms, KOTOPbI He ABMSETC TUMNYHBIM,
HO MOXET 0Ka3aTbCs MONE3HbIM N1 APYTX rocyAapcTs. Tak, CyLLeCTBYIOT TPU COOTBETCTBYIOLLNX NOAXOAA K NPa-
BOBbIM 3KCiepvMeHTaM. [lepBblil — BBeieHMe CreLManbHOro NpaBoBoro PerynMpoBaHus. Peub et 06 u3gaHum
CnewuuanbHbix 3aKoHoB (K npumepy, GedepanbHblil 3aKOH 06 IKCNEPUMEHTE C TEXHONOTUAMN UCKYCCTBEHHOTO
nHTENNeKTa B MoCKBe) 60 YCTaHOBNEHINM IKCNEPUMEHTANIBHOTO PErYNNPOBAHUA NOA3AKOHHbIM aKTOM MpaBu-
TenbCTBa (Hanpumep, MapKMPOBKA CPEACTBAMN MAEHTU(UKALMK). BTOPOI NOAXOA KACAETCS TONbKO MHHOBALMIA
B chepe (hMHAHCOBBIX PbIHKOB M NPEAOCTABASET CNELNanbHbIi TPABOBOK PEXIUM A1S NTUIOTUPOBAHMS Mofieneit
WHHOBALMOHHBIX (MHAHCOBBIX TEXHOMOMNA. YUACTHUKN TaKOW MECOUHMLBI» MOTYT CO3AaTb MPUGNMKEHHYIO
K )W3HWU MOZENb NS OLEHKN MOCNEeACTBUI U PUCKOB ee BHeApeHus. Ecnu mogenb 6YAeT dyHKLMOHNPOBATL
ONTUMANbHO, B MPABOBOE PErynupoBaHue MOTYT 6biTb BHECEHbI COOTBETCTBYlOWME W3MeHeHus. TpeTuit nog-
XOZ Kacaetcs Co37aHus YHUBEPCaNbHOTO MeXaHM3Ma peasibHbiX MPaBOBbIX IKCNEPUMEHTOB B ciepe LudpoBbIX
WHHOBALWI. ABTOP COMOCTABNAET YKa3aHHbIe MOAX0fbI, NCnonb3yemble B Poccuiickonn MefepaLnm, U npuxogut
K BbIBOJ1Y, UTO 3TOT OMbIT MOXET 0Ka3aTbCs MONE3HbIM N1 PA3BUBAIOLLMXCA CTPAH C JOBOJIBHO XECTKUM perynu-
POBaHNEM B LeNnsx COfeincTBUA Pa3BUTMIO LG POBLIX NHHOBALWIA.

Kniouesble cnosa

NMeCOUHNLbI, PEryNSTUBHAA NECOYHMLA, LMGPOBbIE MHHOBALWMN, TPABOBON IKCNEPUMEHT, POCCUICKIN OMbIT,
uudpoBoe npaso

KondnukT untepecos ABTOp €0061La€eT 06 OTCYTCTBUN KOH(NMKTA NHTEPECOB.
(DuHaHcupoBaHue liccnepoBaHune He UMeNo CNoHCOPCKOW MOAAEPKKIA.

Anga uuTNpoBaHnA Canuxos, /. P.(2020). «PerynaTnBHbIE NECOUYHNLbI» B POCCMU: HOBbIE TOPU3OHTDI
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The idea of so-called “regulatory sandboxes” is not brand new; this approach is pretty common in
the experimental regulation of digital innovations, especially fintech innovations.

A basic prerequisite for this institution is in the problem of the development of technologies
happening faster than regulation (Fenwick & Wulf, 2017). Under these circumstances, the government
is looking for ways to make regulation more flexible to assist with sustainable and effective develop-
ment across different areas of the economy.

The motherland of “regulatory sandboxes” is the United Kingdom (the first “sandbox” was de-
signed in 2016)".

The same mechanisms exist in the Unites States of America (Allen, 2019), Australia?, Singapore?,
the United Arab Emirates’, Hong Kong (Huang et al., 2020), Switzerland’, Thailand®, Indonesia’, Re-
public of Kazakhstan?, Bahrain®, Jordan®, Sierra Leone", and a few other countries.

According to mass media, at least eight countries are working on the same idea — Brunei, the
People’s Republic of China, India, Kenya, Mexico, Mozambique, Nigeria, and Pakistan.

This diverse mix of countries shows that specific countries with different legal and political tra-
ditions are interested in this institution. Undoubtedly, the list of countries will be broadened within
a few years.

In general, the mechanism of “regulatory sandboxes” provides methods for testing new technol-
ogies and business processes within the limited number of participants, followed by special legal
prescriptions, which means either cancelling assorted mandatory requirements for the purposes of
experiments, or developing special requirements and “individual” provisions. Both of these options
have a limited period, which is necessary for checking up the new technology or business processes,
and the effects of their implementation.

2 Australian Securities & Investments Commission. (2017, December). Retaining ASIC's fintech licensing exemption
(Consultation Paper No 297). https://asic.gov.au/for-business/innovation-hub/fintech-regulatory-sandbox/

5 Balzli, T. (2019, July 01). FinTech license and sandbox — Adjustments to FINMA circulars 08/3 and 13/3. PwC Switzerland.
https://www.pwc.ch/en/insights/regulation/Fintech-license-and-sandbox-adjustments.html

& The Astana Times. (2015, October 10). Astana International Financial Centre to cement capital’s place in global finance.
https://astanatimes.com/2015/10/ astana-international-financial-centre-to-cement-capitals-place-in-global-finance/
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This mechanism is needed given the unpredictable consequences and risks herein, and is poten-
tially useful for the business and social opportunities of using the testing technology or processes.

For instance, the state has some mandatory requirements for taxi drivers, including a daily medi-
cal checkup and a special type of driving license. These requirements cannot be applied for a drone
taxi, which has no human driver within the car but may have a “driver” outside observing the entire
processes. Prohibiting this type of taxi only on the basis of not corresponding to some mandatory
requirements seems unreasonable, yet society may not ready to prescribe this or that regulation for
this type of taxi without research and testing. Both horns of this dilemma show the difficulties herein.

Under these circumstances, and due to the fact, that with no practical experience it is impossible
to establish adequate regulation for most innovations, the government is seeking ways of how to try
the new approaches without fundamental changes of legislation.

“Sandboxes” are the perfect mechanism for these purposes, since they are a framework (not typ-
ical for other companies beside the current participants) set up by a regulator (e.g. a Central Bank
in Fintech area) that allows “innovators” to conduct “live” experiments in a controlled environment
under a regulator’s supervision. In other words, this mechanism creates a controlled experiment,
where the government and the participants are able to find the most balanced and fair legislation,
minimizing the risks for public values and maximizing the positive effects.

Returning to the example of a drone taxi, the government may cancel some of the requirements
and, at the same time, add other special requirements (e.g. for protecting pedestrians, for insuring
liability including civil and criminal liability, for control of all drone taxis online, etc.) based on their
risk analysis.

The metaphor of the “sandbox” is illustrative, as the entire experiment is limited to participants,
technologies, applicable requirements, etc. Being under the supervision of the state, the “sandbox”
may be converted on the basis of special regulations. Novel financial products, high technologies,
and innovate business models or processes may be checked under a special set of norms, rules, and
requirements, providing appropriate safeguards and protecting public interest.

This tool for the development of digital innovations is used in global practice (to a greater extent,
it relates to the financial services market), and enables the reduction of the time and costs in intro-
ducing innovative products and improving the relevant regulatory legal framework. Due to the fact
that, from time to time, current regulation does not fully consider new practices and use of new tech-
nologies, special legal regimes help to reduce legal uncertainty and legal risks for all participants.

In theory the idea is clear, but in practice there are many issues — tax policy, preventing of the
risks for lives and health, the limits of converting the experimental regulation during the “sandbox”
period, antitrust legislation, and so on.

Another issue is devoted to the areas of experimental regulation. Historically there was the only
area — financial technologies (Bromberg et al., 2017). However, some countries extended the mecha-
nism to digital innovations in general (Wechsler et al., 2018).

In fact, there is not a commonly accepted notion of “digital innovation”. This is another fre-
quent issue, as whilst it is possible to outline the list of technologies that are novel and should
have priority (e.g. big data, artificial intelligence) there are other technologies that cannot be
considered novel but still are important for businesses and people yet simultaneously entail risk
(e.g. city supervision systems, data bases of social services like the services of an operator of a
postal service or telecom companies).

Typically, there are two approaches — limiting “sandboxes” to financial services, or providing a
wider list of technologies that may be applicable for “sandboxes” in case of regulatory approval
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(on the basis of discretionary powers). Historically and traditionally, the first approach is more
applicable, but at the moment there are experiments with digital innovations in other areas (e.g.
transport, medicine).

0On the one hand, the COVID-19 pandemic may lead to the development of both digital innovation
and “sandboxes”, as within the pandemic, digital technologies are becoming increasingly important
in new areas of social life, the economy, the state, and municipal administration (Efremov & Yu-
zhakov, 2020). The experimental nature of their introduction in new areas should be guaranteed by
(within reason) clear and flexible legislation.

On the other hand, there are doubts about the effectiveness of flexible norms for balancing public
interests and business strategies (Zezsche et al., 2017).

The Russian approach is not typical, and may be helpful for other jurisdictions. However, in order
to estimate the actual effectiveness of the regulation and practical results, we need to wait at least
a couple of years after the enforcement of the law and “sandboxes” in practice.

The Russian Federation has no special law on “regulatory sandboxes” at the moment. Instead,
there are two approaches towards legal experiments (not only in digital area).

The first approach entails accepting special regulation on various issues.

There are three recent examples of special laws — the Federal Law on the experiment to establish
a special regulation in order to create the necessary conditions for the development and implemen-
tation of artificial intelligence technologies in Moscow™; the experiment in taxation for a special cat-
egory of taxpayers (“professional income tax")®; the experiment of the use of electronic documents
in employment relationship management®.

Another option is to establish the experimental regulation by an Act of Government, if the legis-
lation does not prohibit it. This option was used for experiments with labeling of certain categories
of goods (perfume and toilet waters, footwear, clothes, tobacco products, etc.) with means of iden-
tification (by individual 2-D code for each item). Prior to the implementation of mandatory labelling
in each category, under the decision of the Government, experiments were conducted for interested
governmental, non-governmental, and business participants. There are a number of initiatives for
experiments in different areas on the basis of bylaws.

The second approach is actively launching “sandboxes”. Following in the footsteps of British col-
leagues, in 2018 the Central Bank of the Russian Federation (subsequently — the Bank of Russia),
within the framework of the implementation of the Basic Guidelines for Financial Technologies De-
velopment for the period 2018-2020, launched its own “sandboxes"™.

2 Federal'nyy zakon N 123-FZ «O provedenii eksperimenta po ustanovleniyu spetsial'nogo regulirovaniya v tselyakh
sozdaniya neobkhodimykh usloviy dlya razrabotki i vnedreniya tekhnologiy is-kusstvennogo intellekta v sub»yekte
Rossiyskoy Federatsii — gorode federal’nogo znacheniya Moskve i vnesenii izmeneniy v stat'i 6 i 10 Federal'nogo zakona

“0 personal'nykh dannykh”» [Federal Law No. 123-FZ “On conducting an experiment to establish a special regulation to
create the necessary conditions for the development and implementation of artificial intelligence technology in the sub-
ject of the Russian Federation — the city of federal significance in Moscow and amending Articles 6 and 10 of the Federal
Law” On Personal Data"] (2020).

® Federal'nyy zakon N2 422-FZ «O provedenii eksperimenta po ustanovleniyu spetsi-al'nogo nalogovogo rezhima “Nalog na
professional’nyy dokhod”» [Federal Law No. 422-FZ “On conducting an experiment to establish a special tax regime “Tax
on professional income”] (2018).

% Federal'nyy zakon N@ 122-FZ «O provedenii eksperimenta po ispol'zovaniyu elektronnykh dokumentov, svyazannykh s ra-
botoy» [Federal Law No. 122-FZ “On conducting an experiment in the use of electronic documents related to work”] (2020).

5 Bank of Russia. (n.d.). Regulyativnaya «pesochnitsa» [Regulatory “sandbox”]. https://www.cbr.ru/fintech/regulatory_sandbox/



Digital Law Journal. Vol. 1, No. 2, 2020, p. 17-27
Damir R. Salikhov / “Regulatory Sandboxes” in Russia: New Horizons and Challenges

This mechanism provides an opportunity to pilot innovative financial technologies and services
on the financial market. Priority areas for piloting, according to the Bank of Russia policy, are Big
Data and machine learning technologies, mobile technologies, artificial intelligence, biometric tech-
nologies, distributed registry technologies, open interfaces, digital profile technologies, and others.
Any organization that has developed or plans to use an innovative financial service or technology
can initiate piloting in a “sandbox”.

The main problem of this initiative is the absence of any legal background, which leads to limited
opportunities of potential participants. In fact, a participant’s most fruitful opportunity is to create a
model of whichever process they prioritize, and to convince the regulator that it is safe and not risky
from the perspective of protecting important public values. The regulator is able to initiate changes
in legislation, but this process takes much time. This type of “sandbox” is not flexible and risky, since
the opportunity of launching “live” experiments is not available.

Unfortunately, the Bank of Russia does not post official information about the number of applica-
tions, decisions on them, and results of proposed “sandboxes”. However, in February 2019, the Bank
of Russia announced that the first project from the “sandbox” received legal approval. According to
their official website, work on the project, which deals with the service that allows remote manage-
ment of corporate client accounts for transactions in bank branches, began at least in August 2018.
Sberbank (the largest bank in Russia, Central and Eastern Europe) was the initiator of this project.
The testing was conducted jointly with professional associations of financial market participants and
relevant government agencies. The Bank of Russia, as well as experts, found it expedient to launch
the service taking into account recommendations provided by the regulator®.

This case demonstrates the potential mechanism, but there are at least two specific details. First,
there was not any testing in real life, but only modeling by experts and agencies, so there remain
potential risks in real life conditions that cannot be forecasted within the model. Second, the Bank
of Russia found the service does not require amendments to legislation — it was legalized by a bylaw.

According to mass media there are about 20 applications for the Bank of Russia’s “sandbox”, but
the official statistics is not available.

This “theoretical” option is only for banks and other financial institutions that are supervised by
the Bank of Russia. The same option is not available for other companies and other services.

Within the framework of the Digital Economy National Program”, the Government of the Rus-
sian Federation mandated the Ministry of Economic Development to establish “legislative regulation
of the creation and functioning of special legal regimes in the digital economy (“regulatory sand-
boxes”)” by the end of July 2019.

With the short delay, in March 2020, Russian Ministry of Economic Development prepared a draft,
agreed upon by all relevant federal executive agencies, of the Federal Law “On experimental legal
regimes in the area of digital innovations in the Russian Federation™; now this has been proposed
by the Government to the State Duma, it may finally be approved by the end of the year.

% Sherbank. (2018, August 17). Sberbank’s service is first to pass piloting of Bank of Russia’s requlatory sandbox.
https://www.banki.ru/ news/lenta/?id=10619991

7 The Digital Economy National Program is aimed at creating a safe and powerful infrastructure for high-speed data transfer,
processing, and storage, which will be made available for all organizations and households of Russia. One of the focus areas
of the project is developing an up-to-date legal regulation, which involves creating favorable competitive conditions for the
participants of the digital environment and introducing uniform requirements for electronic operations (Hohlov & Ershova, 2019).

' The draft of the Federal Law is available in Russian on the official website of the State Duma of the Federal Assembly
of the Russian Federation. https://sozd.duma.gov.ru/bill/922869-7
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However, the draft requires a satellite law with the details in relevant legislation (18 laws that
should be amended are in the list of the Government), but this draft has not been prepared on time
due to arguments within the federal agencies.

The key idea of the suggested regulation is pretty close to typical models considered above, and
is under development within the experimental area, through which it will be able to do what is not
quite allowed yet. If the experiment is successful, this regime will become the prototype of the new
regulation across assorted areas of using digital innovation.

According to the draft, “regulatory sandboxes” will work in eight areas:

1) medical practice, including telemedicine technologies, technologies for the collection and pro-
cessing of information on citizens’ health and diagnoses, pharmaceutical practice;

2) design, manufacture, and operation of vehicles, including highly automated vehicles and un-
manned aerial vehicles, certification of their operators, provision of transportation and logistics
services, and the organization of transportation services;

3) e-learning and distance learning technologies;

4) financial markets;

5) remote sale of goods, works, and services;

6) architectural engineering, construction, major repair, reconstruction, demolition of capital
construction objects, operation of buildings and structures;

7) state and municipal services providing and executing state control and municipal control;

8) industry.

The legal experiment is supposed to be extended to systems based on digital innovations, includ-
ing Big Data, blockchain, neurotechnology and artificial intelligence, quantum technologies, robotics,
etc. However, the draft does not have the list of technologies — it uses the term “digital innovation”
in its broader meaning (a new or highly improved product).

In order to legalize special bylaw norms that overrule legislation for “sandboxes”, the draft op-
erates with two notions — general regulation (for all entities) and special regulation (for the partici-
pants of a “sandbox” for the limited period of an experiment).

Surprisingly, the list of participants consists of not only legal entities and entrepreneurs, but
also of governmental (federal and regional) bodies, municipal bodies (for monitoring and oversight
activities), and state and municipal services. This provision seems illogical, as in this area the state
is able to make such legislation flexible.

The key idea of the draft is to create a procedure for developing the special (experimental) regula-
tion of up to three years for participants in using different digital innovation and connected processes.

As oppose to the Republic of Kazakhstan, where the special regulation works only within the As-
tana International Financial Center®, the Russian legislator does not draw the limits for territory?® —

“sandboxes” may work within the municipality, the region, or nationwide.

¥ According to the Constitutional Law of the Republic of Kazakhstan of December 7, 2015 No. 438-V “On International Financial
Center Astana” (as amended and supplemented as of 30.12.2019), the hierarchy of norms within the Centre consists of three le-
vels — the present Constitutional Law; acts of the Centre that are not contradicting the Constitutional Law, which may be based
on the principles, norms, and precedents of the law of England and Wales and (or) standards of the leading world financial centers,
accepted by the Centre’s bodies within the limits of powers provided by the present Constitutional Law; and the current legisla-
tion of the Republic of Kazakhstan, which is applied in the part not regulated by this Constitutional Law and Acts of the Centre.

2 There is a special regulation of the Innovation Centre “Skolkovo”, but this example is unique. See: Federal'nyy zakon
NQ 2 44-FZ «Ob innovatsionnom tsentre “Skolkovo”» [Federal Law No. 244-FZ “On Innovation Centre “Skolkovo”] (2010).
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The draft creates a procedural mechanism for setting up, changing, cancelling, and monitoring
“sandboxes”. Under this mechanism, upon the application of an initiator or the request of the reg-
ulator (e.g. the Ministry of Digital Development, Communications and Mass Media of the Russian
Federation for telecommunication or postal services), the government and business community or-
ganizations will be able to estimate the initiative and suggestions for the special regulation, and
decide whether this regulation may be settled.

The initiator should provide the draft of the “sandbox” Program complete with an analysis of the
risks, specific regulatory problems, and gaps that are considered to be boundaries for the implemen-
tation of the digital innovation with no special regulation.

The final decision on the application or request is made by the Government of the Russian Fed-
eration (of the Bank of Russia for its area of regulation) after the approval of two federal executive
bodies (the regulator and “the designed in experimental legal regime” body) and a business commu-
nity organization in the area of the experiment.

The procedural mechanism is clear and pretty democratic: it offers the opportunity to settle dis-
putes and other disagreements, but the grounds of these decisions, as well as the authorities, are
not transparent.

It is not obvious whether a business community organization is the only organization for all

“sandboxes” or not; the criteria for this organization are not mentioned, and nor is the procedure of
nominating whichever organization is chosen.

As the draft of the law declares, “sandboxes” will make it possible to check how a new technological
solution works in real life within the special regulation, as well as to determine whether its universal
use is acceptable and what requirements should be set when implementing it. The experiment includes
assorted specific exemptions from mandatory requirements or special requirements for the participants
of the “sandbox”, in cases where there is a gap in regulation. The experiment may require the special in-
currence of liability, but it is not mandatory. These exemptions, however, must not limit the level of pro-
tection of the rights and freedoms of citizens, state security, and other important constitutional values.

Reduction of terms helps to both reduce costs and replicate new solutions. Moreover, it allows
quickly sifting out failing business models.

According to the results of the experiment, the new regulation of innovation areas is formed by
the regulatory bodies if the “sandbox” is successful.

However, the detailed prescriptions about the requirements to these special regulations are go-
ing to be determined in relevant legislation (e.g. medical law for telemedicine services; transport law
for drone taxis).

The advantage of suggested regulation is in the creation of the unified universal mechanism for

“sandboxes” in all areas, and in detailed procedures with limited terms, authorities, and methods
of decisions for each stage of approval. Moreover, this system is flexible enough, and not limited to
financial services.

Meanwhile, the suggested mechanism has disadvantages and weaknesses that should be con-
sidered.

There is also a theoretical issue — how to protect public order if the executive bodies are able
to postpone (or even cancel) laws for the list of entities. The rule of law guarantees that legislation
cannot be overruled by bylaws. However, it is important to remember the concept of “delegated
legislation™ — this theoretical challenge may be easily solved by special law on “sandboxes”.

2 With regional specific, this notion may be defined as the mechanism of delegation by the parliamentary authorities to
executive bodies on the basis of legal provisions and within the framework of these provisions.
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There are also practical issues that are important in the draft of federal law; three of these are the
most urgent for consideration:

1) Firstly, the proposed mechanism contains multiple corruption risks at all stages, as there are no
criteria for decision-making. All discretionary powers have no limits and/or adequate criteria for any
decisions they may make. In fact, this is not a big problem, but the absence of an effective and fast
judicial review gives the authorities unlimited power for the purposes of the application processing.
In theory the standard judicial mechanism is undoubtedly still available, but this may work only in
cases of procedural major violations that are significant enough. However, the grounds of decisions
are closed and their publication is not mandatory; this leads to no judicial review being conducted of
them. Another point is the grounds for choosing the “business community organization”, as designed
for the purposes of “sandboxes” processing.

2) Secondly, there are risks of unfair components and restricted commercial data disclosure dur-
ing the application processing. Almost each digital innovation deals with new business processes
and ideas that should not be disclosed. Another point is about the potential conflicts of interests of
competing companies, and the opportunity to protect corporative interests only. The same problem
is possible for startups and small companies with no representation in “a business community orga-
nization”. In practice (even with at least three bodies at the first stage), “sandbox” processing may be
used as a way of competence at whichever market companies see as fit. The absence of a predictable
level of protection of interests is a significant gap in the draft for initiators and their commercial data.
According to the previous version of the draft of the law, the Federal Antimonopoly Service opinion
was mandatory; this provision however was not included in the final governmental draft.

3) Thirdly, business models are connected with other regulatory factors like taxation, licensing,
and similar fields. Changing of legislation that affects the “sandbox” leads to the cancellation of
it, according to the provisions of the draft of the Federal Law. On the one hand, this refers to the
sovereignty of parliament and the law as the highest level of regulation. On the other hand, if the
law comes into force, parliament will give the “mandate” to the Government or the Bank of Russia to
exempt regulation for the limited period of time and limited list of participants. The previous version
of the draft has the provision that the tax burden for participants of sandboxes cannot grow during
the experiment; the current draft does not have this provision.

However, it looks like the Government does not plan to take “sandboxes” into force soon. Neither
a draft of satellite law is ready, nor have the plans for preparing the draft for the second hearing at
the State Duma been announced.

There is an idea to hold an experiment on settling “sandboxes” before or alongside changing the
regulation. On June 16 2020, it was announced that the Ministry of Economic Development prepared
the list of the projects that they are going to test as “sandboxes™.

There are six initiatives in this list, including: the service to protect subscribers from fraudulent
calls based on Big Data and machine learning (the main regulatory issue is in the special regime of
call data); remote signing a cellular service agreement with no necessity to visit the office of the
operator (there are regulatory gaps in the legislation on communication as well as counter-terrorism
provisions); “smart hotels” with automatic check-in; cargo transportation with drones; autonomous
driving system with drones (with no engineers operating the system); medical care services through
telemedicine (there is a provision that requires the first offline doctor’s appointment).

2 Vinogradova, E. (2020, June 16). Eksperimental'no, Vatson: Minek uzakonit antifrod-servisy v «pesochnitsakh» [Ex-
perimentally, Watson: Ministry of Economic Development will legitimize antifraud services in “sandboxes”]. lzvestia.
https://iz.ru/1023765/ekaterina-vinogradova/eksperimentalno-vatson-minek-uzakonit-antifrod-servisy-v-pesochnitcakh
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On June 16 2020, the draft of satellite law was published for the purposes of independent an-
ti-corruption expertise®, but it is not final draft.

Unfortunately, the draft provides tailored solutions as it consists of the closed list of mandatory
and other requirements that may be limited, cancelled, or modified within a “sandbox”. This draft
includes pretty brief regulations with amendments to 8 laws (in the areas mentioned above)* with
the lists of articles and provisions “which apply unless otherwise provided” by a “sandbox”.

The analyzed Russian approaches are illustrative and may be helpful for other jurisdictions, espe-
cially for developing countries that do not have the analogue experience.

The idea of “sandboxes” has already been added to by the new direction of regulatory develop-
ment, which may be considered as “smart regulation” (Hohlov & Ershova, 2019), but these concepts
are not competing — both of these institutions may be used simultaneously.

Moreover, if the regulation is rigid and not flexible enough (as is pretty typical for most post-Soviet
countries, as well as a number of developing countries), “sandboxes” will help to improve legislation
after testing all processes and requirements in real-life circumstances to facilitate the intensive and
effective development of digital technologies and innovations.

The provisions of the suggested regulation may be changed dramatically during hearings in the
Federal Assembly of the Russian Federation, but it is best to hope that the key ideas and approaches
will be included in the law.

Time will tell how effective and appropriate this universal mechanism of “sandboxes” is to the
reality of life and law in Russia.

% The draft available in Russian at the official web-site: https://regulation.gov.ru/projectstnpa=102951

% Before, the Government of the Russian Federation outlined 18 federal laws to be amended.
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Abstract

The subject of the research is the transformation of the state institution under the influence of the digital revo-
lution. The choice of topic is determined by the transition of the state institution from bureaucratic to service
and from service to digital. This transition entails significant changes in the methods of regulating public rela-
tions, the forms of state participation in the life of citizens, as well as the architecture of interaction between
state, business and society in the new environment. The aim of the research is to create and justify a model of
digital public administration, in which the necessary access to personal information of the digitized state will
not be used against citizens. Therefore, the digitalization of public administration should be a tool to improve
the efficiency of public services. The research methods are: institutional and comparative legal analysis, as well
as methodology of value chain management by M. Porter. The results of the research show that (1) the created
value chain of public administration includes main and auxiliary activities in the system of public administra-
tion in the digital state, (2) changes in the governance due to the increasing role of the digital state have been
proved based on the doctrinal components of the new public administration of C. Hood, and (3) substanti-
ated the reasons for the evolution of public administration through the prism of management structures: from
linear-functional to project-functional structure and, as a result, to state digital platforms. Based on the decla-
rations of the UN General Assembly, the conclusion is made that it is necessary to strengthen the control of the
judiciary over the executive to avoid the establishment of digital totalitarianism. These findings reinforce the
methodological significance of the evolution of public administration, as well as the practical value in reforming
the system of governance under the influence of the digital revolution.
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NOPOTA U3 XXENTOIO KUPMUYA
K LLUOPOBOMY rOCYZIAPCTBY
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MOCKOBCKMI rOCYAapCTBEHHbIA UHCTUTYT MEXIYHAPOAHbIX OTHOLIEHMIA
(yuusepcuter) MUJ Poccum
119454, Poccus, Mocksa, npocn. BepHaackoro, 76

AHHOTaUWA

MpeaMeToM MCCneoBaHus B CTaTbe BbICTYMAET TPaHC(HOPMALMA UHCTUTYTA rocyAapcTBa Nof BAUSHUEM Lnd-
pOBOIA peBoMioLMK. Bbibop TeMbl OnpefenseTcs NepexofoM rocyAapCcTBEHHOMO YUpexaeHus OT 6lopokpatuye-
CKOFO K CEPBUCHOMY 11 OT CEPBUCHOMO K LinchpOBOMY. 3TOT Nepexoz BreueT 3a Co060i 3HaUnTeNbHbIE M3MEHEeHMWs!
B Cnoco6ax perynupoBaHns 06LecTBEHHbIX OTHOWEHWH, hopMax yuacTus rocyAapcTBa B XU3HM rpaxzaH, a Tak-
e B apXUTEKTYpe B3anMOofieiCTBISA roCyAapCTBa, GU3HeCa 1 061ecTBa B HOBbIX YCNOBUAX. Lienblo uccnegoBaHus
ABNAETCS CO3/jaHNe U 060CHOBAHME MOZENH LuthpoBOro rocyapcTBEHHOTO YpaBneHus, B KOTOpoil Heobxoau-
Mbli JOCTYN K TMYHOI MH(OPMALLN LUpOBU3MPOBAHHOTO FOCYAAPCTBA He ByAeT UCMoNb30BaTbes NPOTUB rpa-
¥zaaH. Mo3ToMy LMdpoOBU3aLLAS TOCYAAPCTBEHHOTO YNPaBNeHUsl JOMKHA CTaTb UHCTPYMEHTOM MOBbIWEHNS -
(heKTMBHOCTY FOCYLAPCTBEHHbIX yCNyr. MeTofibl MCCNe0BaHNS: MHCTUTYLLMOHANbHBIIA 1 CPAaBHUTENbHO-NPABOBO
aHanus, a Takxe MeTOLONOrNs YNpaBNeHns Lenoukoi LeHHoct M. MopTepa. Pesynbtatbl MccnegoBaHus noka-
3anu, uto (1) CO3AaHHAA LENOoUKa LeHHOCTU TOCYAAPCTBEHHOTO YNPABNEHUA BKMIOUAET OCHOBHbIE U BCMIOMOrA-
TesbHble BUbl AEATENbHOCTU B CUCTEME LM(POBOTO roCyAAPCTBEHHOIO YNPABIeHNS:; (2) Ha 0CHOBE AOKTPMHANb-
HbIX KOMMOHEHTOB HOBOTO FOCYAAPCTBEHHOIO ynpasreHus Y. XyAa NpesnoxeHo COOTBETCTBYIOLLEE U3MEHEHNE
B CUCTEME FOCYAAPCTBEHHOTO YNIPaBNeHIs B CBA3N C BO3pACTaHUEM pofin LudpoBoro rocyaapctea v (3) asonto-
LS 6IOPOKPATUECKOTO, CEPBUCHOTO 11 Li(POBOTO roCyAAPCTBa, a TAKKE UX annapaToB NOCPEACTBOM CTPYKTYP
yNpaBneHns NpOMCXOAUT MO CNeAyiollemy CLUEHapuio: OT NMHeNHO-(PYHKLMOHANbHOM K MPOEKTHO-(YHKLMO-
HasbHOW CTPYKTYpe 1 K rocyAapCcTBeHHbIM LncpoBbiM nnaTdopmam. Ha ocHoBaHNM Aeknapaumii [eHepanbHol
Accam6nen OOH cienaH BbIBOA 0 HEOGXOAUMOCTY YCUNEHUS KOHTPONA CyAe6HO BNACTU HaZ UCTONHUTENbHON
BO U36eXaHNe YCTaHoBNeHUs LdPOBOro TOTaNNUTapu3Ma. 3! BbIBOAbI NOATBEPHIAIT METOLONOMNUECKYIO 3Ha-
UMMOCTb 3BOMIOLMY TOCYAAPCTBEHHOTO YNIPABNEHNS, @ TakKXKe MPAKTUUECkyio LLEHHOCTb pedhopMUpOBaHNS CicTe-
Mbl TOCYapCTBEHHOTO YNpaB/eHus Nog BAMSHUEM LM(POBOI PEBOIOLUN.

Kniouesble cnosa

uMhpoBoe rocyaAapcTBo, rocyAapCTBEHHOE ynpaBreHue, LLenouka LLeHHOCTU FOCYAapCTBEHHOTO yrpaBeHus,
npaBa uesioBeka 1 rpaXAaHNHa, LMGPOBOI TOTANUTapU3M
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Introduction

States that transition from one political order to another do so with different aims. Their eco-
nomic situation, sustainable power structures, the maturity of civil society, and their international
competitiveness are factors that inform this transition. This last feature requires the creation of an
effective institutional environment to attract investments, raising the quality of human capital and
technological modernization.

A favorable environment for economic development has been created by the technologies of the
4™ industrial revolution, the Internet of things, and the digitalization of an increasing number of pro-
cesses for production and service. They help to increase efficiency after all other management tools
have already been implemented and have exhausted their capabilities. When the public adminis-
tration system is assessed, the problem of efficiency can clearly be found there too. The transition
from a bureaucratic state to a service state was done with the aim of increasing how efficient public
administration could be. This would transpire by reducing the cost of performing public functions,
whilst also improving their quality by optimizing service times, reducing waiting times, using budget
funds in a targeted way, and individualizing state support for citizens.

The idea itself turned out to be quite attractive; it was first adopted by the United Kingdom (Bar-
ber, 2008), and later by many other states, including Russia. Criticism, however, was leveled at this
approach almost immediately; service standardization was introduced as part of the transition to a
service state, raising new problems. It turned out that, since citizens differ vastly in their require-
ments, their needs do not fit into the approved standards for the provision of public services. The
transition from a bureaucratic to a service state was reminiscent of the transition from artisanal
production to mass production; however, it was business that realized the significant diversity of
human needs, and thus the inefficiency of mass production. Due to the hyper-competitive struggle,
business was forced to switch to mass customization, which could individualize and satisfy various
consumer needs. The inconveniences that service states place on their citizens also exposed how
dissatisfied they were with public services. Here, however, this problem resulted in a decrease in the
level of trust citizens held in their state, which could be fraught with social upheavals. This outcome
did not suit the authorities.

The transition of the political order from a service state to a more efficient system proved to be an
urgent problem, yet a solution was found rather quickly, prompted yet again by business. For states
that are rapidly losing their citizens’ trust, digitalization has shown itself to be a lifeline. There has
been a rapid growth in states which are transferring the order of their services to digital platforms.
Estonia and Denmark were ahead of all other countries in the digitalization of their public adminis-
tration.

In terms of the digitalization of the public services system, Estonia and Denmark are world lead-
ers. In Estonia, almost all public services are provided digitally, apart from acts of civil status where
a personal presence is necessary (marriage and divorce, as well as the purchase of real estate while
making entries in the state cadastre). The authorities of both Denmark and Estonia were able to im-
plement state digitalization projects; in terms of scale, these projects were comparable to the largest
internet platforms (Fuchikawa, 2020). Importantly, the governments of countries leading in digital-
ization, as well as internet platforms, have set consumer needs as priorities, and agile technologies
(flexible testing and learning methods) as their implementation method. The use of agile methods
alone would not ensure success when digitalizing public services: changing the flow of information
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is not consistent with consumer interests and, vice versa, the interests of consumers do not always
coincide with the results of optimizing information flows.

At the same time, some state bodies cannot provide a unified architecture for their digital envi-
ronment. In these situations, they are forced to coordinate their actions and projects at the govern-
mental level (Osipov, 2016); when digitalizing their public service system, this acts as a consolidating
and directing center. The role of each national government is not limited to consolidating the ideas
of disparate and independent state bodies; the tasks faced by national government are much greater
than might seem at first glance. The government should not only develop, approve and implement
their digitalization strategy (in which the goals, objectives, priorities, and methods of its implemen-
tation are clearly fixed); it should also offer a unified IT platform, as well as the technical standards
necessary for developing the components necessary to underpin their digital environment (with the
possibility of their integration with each other based on a single digital platform), and ensure the
timely submission of hills to parliament, which will fix new institutional conditions for the provision
of public services amongst many others'.

The transition from a service state to a digital one also has a number of requirements. The first
consideration is the coverage and quality of internet connection. It is no coincidence that it was
Estonia and Denmark that were among the leaders in constructing a digital state — for implementing
such large-scale internet platform projects, a small territory and a small population turned out to
be positive characteristics.

Both in terms of population and territory, Russia is much larger, which means that its task of
digitalization is much more complicated. However, this is merely the technical side of the matter;
cell towers, satellite launches, and fiber optic networks can solve the coverage problem. However,
another, much more serious problem almost always casts a shadow over technological advances in
public administration: respecting the right to privacy. In countries where either bureaucracy and/or
the service state are the prevailing political ideologies, it has been relatively easy to balance efficient
digitalization with non-interference in citizens’ private lives. For such public administrations, it is
relatively easy to adopt a system of internet platforms and digitalize public services.

Institutions streamline how citizens and organizations act and contribute to stabilizing the state.
If, however, the state is the main institution (or institution of institutions), the different levels of
institutions must be clarified; branches of Big Government include executive institutions, legislative
institutions, and judicial institutions. The most important condition for state sustainability is the
balance between these branches. Obviously, the violation of this balance ultimately leads to insta-
bility, social upheaval, and even revolution.

However, it must be not forgotten that, at the end of the 20th century, about forty countries tran-
sitioned from authoritarianism or totalitarianism regimes to democracy. As the USSR collapsed, and
a number of former socialist states transitioned to democracy, this mass change of regime should, in
theory, have bought the problems of state science to the forefront of theoretical and legal research
in sciences, especially since this transformation affected 24 CMEA countries (including observers and
associate members). Some CMEA member countries have split up into separate independent states —
for example, the Socialist Federal Republic of Yugoslavia, the Czechoslovak Socialist Republic, the
USSR, and the German Democratic Republic completely ceased to exist. Considering this, it seems

' Daub, M., Domeyer, A, Klier, J., & Lundqvist, M. (2017). Digitizing the state: Five tasks for national governments. McKinsey&
Company. https://www.mckinsey.com/industries/public-sector/our-insights/digitizing-the-state-five-tasks-for-national-
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more than strange that the crucial issue of rediscovering the laws of formation and disintegration of
states was not discussed in legal sciences; these were driving forces behind these states’ historical
development. Among such regularities, so-called “path dependence” can be clearly traced, which
assess how future developments depend on previously achieved results, national characteristics,
habits, beliefs, etc.

It is interesting to imagine that, by virtue of digitalization, such states can receive total control
over the individualized information of each citizen, despite their background of exerting a totalitar-
ian political order. Due to the gauge effect, individual statesmen could seek to establish unlimited
power using the received official information.

In connection to this, in his famous “History of the Government”, S.E. Finer convincingly argues
that, throughout the 5200 year historical trend he describes, “the longevity of the state is ensured
by the well-developed institutional structure of the state and its ability to unity in action” (Finer,
1997). Thus, it is not only international competitiveness that is dependent on a well-developed insti-
tutional structure, but also the longevity of the state.

This is a transition (or departure) away from the Marxist-Leninist doctrine, where the state is an
arm of the ruling class and reflects their political power; notoriously, Lenin noted that the state can
be a special tool for exerting control. When the state had the grounds for keeping one part of society
from another, the Marxist-Leninist philosophy predicted that, if the basic conditions for creating a
classless society were fulfilled, “the socialist state may wither away”; Lenin’s hope was for the onset
of communism to instigate this withering. The utopian idea of a classless society, as well as the polit-
ical transformation in almost forty countries (CMEA countries and the Republics of the former USSR),
should have manifested itself in political studies into the process of how a political order transforms
and the results of such a process. Furthermore, the result of the transformation process is reflected,
as we see it, in the institutional structure of the state and its stability.

Following the previously expressed ideas, special institutions play a rather important role in the
development of states, contributing to the formation and transition to the next stage of develop-
ment.

We are critical of the economic category of “institution”, and use it only as a term denoting insti-
tutions rather than norms and rules (although they remain in the theory of law). Our definition of the
state follows that of Maurice Hauriou, the French lawyer who first conveyed the idea that the State —
acting as the organizer, controller, and coordinator of social and political order — is the institution
of institutions. Therefore, for us, regarding the political, economic and legal systems which society
follows, the state is an institution of institutions, or the main institution above all (Hauriou, 1910).

Methodology

Institutional analysis and legal comparative analysis were used in the article to identify and jus-
tify the institutional structure of a state on its way to digitalization. An interdisciplinary approach
was used in the research because institutional theory has a duality, based to both legal and eco-
nomic sciences. Legal science laid the theoretical foundations of institutionalism, and economic sci-
ence contributed to the implementation of the ideas of institutionalism in the practice of political
order transition and public administration.

The necessity to move from a service state (with its mass standardized approach to satisfying cit-
izens' needs) to a digital state (with mass individualized satisfaction of citizens' needs for public ser-
vices) was brilliantly shown by Michael Porter in his famous figure of the value chain (Porter, 2004).
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We have taken advantage of its development, and will show how the public administration system can
be analyzed from the perspective of this value chain; the needs of the consumer must be met as and
when it is convenient for them. We called this figure the Value Chain of Public Administration (Figure 1).

As can be seen in figure 1, public policy can conditionally be divided into two large groups of
policies: main and support.

The main policies have conditional stages, as well as stages in the manufacture of a product
in business: from incoming material, information, and financial types of flows (amongst others),
through their transformation, into an outgoing flow. The marketing block comes afterwards. By
thinking about what products we associate with individual countries, it becomes clear that each
country, due to the international division of labor, specializes in its own product groups. Due to the
transition to the VI technological structure, obviously, services occupy an increasing share of the
structure of the economies of highly developed countries; therefore we distinguish services as the
final level of the main policies of the state, which is something slightly separate. State policies which
support this are diverse and specifically relate to each individual state, but we can distinguish these
as: infrastructure, human capital development, technological development, and institutional policy.

Infrastructure is a block of supporting policies in the field of social development, industrial policy,
transport, and the financial structure, but it is not limited to them.

The development of human capital affects the areas of healthcare and medicine, education, cul-
ture, science, food safety, ecology, social insurance, etc.

Technology development stands out as a separate policy group, since it relies on the state at
whichever stage of technological development it is; that is, it is reliant on how effectively the busi-
ness is heading towards technological modernization.

Institutional policy forms the basis of all other policies. It consists of the quality and integra-
tion of effective market and state institutions that are aimed at the quality protection of property
rights, quality justice, and protecting competition. This is the only part of the Value Chain of Public

Figure 1

Value Chain of Public Administration, Doctrinal Components of Modern Public Administration

Infrastructure (social, industrial, transport, financial etc.)
Human capital development (qdugation, health care, culture, science,
S%?pton ! food security, social insurance, ecology etc.) )
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level of technological development etc.) o;)?%
X
Institutional Policy (quality and embeddedness of institutions, quality of court 2%
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Note. Created by the author.
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Administration that the state can use in a coordinating role. The most important function here is to
ensure fairness, without violating human and civil rights, when making decisions about security, pro-
tection, and law and order. The main institution here should be a court, which must be independent
from the executive and legislative branches.

At the right end of the value chain, it can be seen that most politicians aim for a minimum of
budget expenditures; this is the target performance indicator they aim to meet precisely. At the same
time, supportive politicians aim to meet citizens’ public service needs. It is here that a citizen faces
the state face to face.

The unique, combinatory nature of the main and supporting policies — their quality, their in-
teraction and their coordination — are a condition for a state’s stable institutional structure as it
transitions from one political order to another. In this case — in the transition from a service state to
a digital one — the most important role is played by institutional policy, since all other policies seem
to retain their essence in this transition. We take this methodology to describe the transition process
of the state from a bureaucratic to a service and to a digital one.

Almost all the types of policies included in the Value Chain of Public Administration can be dig-
italized; due to new technologies, both the efficiency of spending budget funds and the quality of
public administration services can be improved. The only policy which largely cannot be digitalized
is institutional policy, since this is a mechanism on which the architecture of the entire public admin-
istration system of a digitalized state can be founded. The sustainability of the state depends on how
effectively this function is realized and how sustainable the institutional structure is. For a digital
state, this is also true, since satisfying the needs of public service consumers is not reliant on if the
quality of these services is low and if citizens express their dissatisfaction through social upheavals
that shock the state. Thus, institutional policy is the main component of state policy for maintaining
the state’s sustainability and development.

The philosophy of transitioning from a service to a digital state is based on satisfying the needs
of the consumer, which is expressed precisely as a tool of the value chain.

Discussions

Public and private managements have long been interacting with each other (Lepawsky, 1949;
George, 1972; Bourdieu, 2012; Mann, 2012). The business analogy and the methodology of profes-
sional economics revealed their influences on public administration. Public administration on all
levels must be made cost-conscious — and hence efficient — by measuring the productivity of their
services at whatever level they originate. It was argued that only by this macro means, in which the
country was again made fully competitive, can the state hold its competitive global position (Dimock
etal, 1983).

When Hood (1991) formulated his principles for new public management, he focused on the busi-
ness practices and management tools of a business enterprise. As it happens, his ideas turned out
to be revolutionary precisely because of how business practice transferred to the sphere of public
administration. Paying tribute to Hood's ideas, we note that they remain relevant when reviewing the
transition from a bureaucratic state to a service one, nor from a service state to a digital one.

Firstly, Hood correctly noted that, if a state maintained a long peaceful condition after the Second
World War, they created for themselves a set of unique social prerequisites and economic conditions
which contribute to the growth of the global economy. Indeed, a lasting peace creates opportunities
for long-term forecasting, and thus public administration systems can be designed on an increas-
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ingly effective basis. In wartime, this is completely impossible, since the logic of public administra-
tion is subordinated to a mobilization economy, as Andrain correctly notes (Andrain, 1994)

Sustainable economic growth created the conditions for a positive change in the levels of income
and distribution mechanisms. Revolutionary technological changes have also had a significant im-
pact on the socio-economic system, which has led to the removal of traditional barriers between

“public sector work” and “private sector work” (Jessop, 1988). The work of state apparatus has be-
come more and more like how corporations function: similarities can be seen in management tools,
decision-making mechanisms, methods of selecting personnel, their promotion along the career
ladder, etc.

The use of business tools in government — which are significantly different from bureaucratic
tools — has led to a uniform approach to business and government.

This trend could not but lead to the digitalization of the state. The digitalization of business, and
the creation of internet platforms and ecosystems, had already been rapidly developed. The state
simply had to follow.

Swan noticed that one implication of blockchain governance is that the model of government could
shift from being the compulsory, one-size-fits-all, “greater good” model — as it is at present — to one

Table1

Doctrinal Components of New Public Management with Specific for Digital State

1 ‘Hands-on

Active, visible, discre-

Accountability

Responsibility for

professional  tionary control of orga-  requires clear as- creating an internet
management’ nizations from named  signment of respon-  platform in the form of
inthe public  persons at the top, ‘free  sibility for action, not  value chain of public
sector to manage’ diffusion of power administration

2 Explicit stan-

Definition of goals,

Accountability

Transition from the

dards and targets, indicators of requires clear state-  mass satisfaction of

measures of  success, preferably ex-  ment of goals; effi- citizens' needs to mass

performance  pressed in quantitative  ciency requires ‘hard  customized individ-
terms, especially for look’ at objectives ualized satisfaction
professional services of citizens in public

services
3 Greater Resource allocation Need to stress results This task remains, since

emphasis and rewards linkedto  rather than proce- the project approach to

on output measured performance; dures solving public admin-

controls breakup of centralized istration problems is

bureaucracy-wide per-
sonnel management

not removed from the
agenda when moving to
a digital state
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Continuation of Table 1

4  Shifttodis-  Break up of formerly Need to create Creation of a system of
aggregation  ‘monolithic’ units, ‘manageable’ units, distributed solutions of
of unitsin the unbundling of U-form  separate provision public administration
public sector management systems  and production inter-  problems in public

into corporatized ests, gain efficiency  project offices
units around products,  advantages of use of

operating on decentral- contract or franchise

ized ‘one-line’ budgets  arrangements inside

and dealing with one as well as outside the

another on an ‘arm'’s public sector

length’ basis
5  Shiftto Move to term contracts  Rivalry as the key Increased competition
greater com-  and public tendering to lower costs and between state and
petition in procedures better standards business for IT pro-
public sector fessionals capable of
creating and managing
internet platforms
6  Stresson Move away from Need to use ‘proven’  Strengthening the trend
private sector  military-style ‘public private sector man-  towards the adoption
styles of service ethic’, greater agement tools inthe  of business tools
management  flexibility in hiringand  public sector regarding the creation
practice rewards; greater use of of internet platforms
PR techniques and digital technologies
from business to public
administration
7 Stress on Cutting direct costs, Need to check The trend continues
greater raising labour disci- resource demands of  and intensifies with the
discipline and pline, resisting union public sector and ‘do  transition to a Digital
parsimony in  demands, limiting more with less’ State
resource use  ‘compliance costs’ to
business

Note. Created on the base of Hood (1991).
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that can be tailored to the needs of individuals; it is thus possible to imagine a world of governance
services which is as individualized as Starbucks coffee orders. As an example of personalized gover-
nance services, one resident might pay for a higher-tier waste removal service that includes compost-
ing, whereas their neighbor pays for a better school package. Personalization in government services,
instead of the current one-size-fits-all paradigm, could be orchestrated and delivered via blockchain
(Swan, 2015). As can be seen, blockchain — as one digital technology — may be used in public adminis-
tration videlicet for individualized needs in the satisfaction of citizens in public services.

The logic of state transformation and its apparatus is laid out in the following figure.

As history shows, the process of transforming from a bureaucratic state to a digital state requires
going through a service state type. Due to this, it must be observed that transitioning directly from
a bureaucratic state to a digital state is impossible, as states cannot jump from single production
directly into mass individualized customization. This is a kind of law of the evolution in business and
public administration. In this paradigm of transforming into a digital state, it is necessary to note the
risks of violation of human rights.

As law is digitalized, the risks of a technocratic attitude towards individuals increase; a per-
son, their basic human rights and freedoms, and their security and dignity may be more sus-
ceptible to this threat. Berman noted that people mainly see the law as a mass of legislative,
administrative, and judicial rules that apply in their country (Berman, 1994). Digitalization runs
the risk of taking a further step towards the mechanization of law coming true. Primarily, the
robotization and algorithmization of law enforcement are the main contemporary trend (Hong &
Goodnight, 2020; Eldem, 2020).

Robotization is a specific technocratic paradigm which, in a developed and politically organized
society, transmutes the law into a tool of social engineering and a highly specialized form of social
control.

Pound noted that, under these conditions, “law” was given a new meaning. Conditions for this
change include: social control as state control; the state as an end in itself; the legal order as a re-
gime for ordering all conduct and dictating all adjustment of relations by official application of the
force of a politically organized society to the case at hand; law as what those officials do because
they do it; the judicial process as simply effective exertion of the power of the state officials (in other
words, an omnicompetent state, in contrast with politically organized society carrying on a regime

Figure 2

Evolution of Types of the State and its Apparatus’ Structure

Bureaucratic ; Service } Digital
Type of the State State State State
Y Y Y
Type State apparatus’ Linear-Functional | .| Project-Functional | State Digital
structure Structure Structure Platforms

Note. Created by the author.
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of social control through orderly application of force according to prescribed models or patterns of
decision and determination); a law state (Pound, 2002).

Facial recognition systems provide a very useful digital technology, which can make public ser-
vices individualized, as has been noticed by Swan (2015). This technology is already used in banks
for financial services, where offices no longer require documents to prove identify before providing
financial services. Another way facial recognition systems are used is by the police and Interpol; the
Interpol Face Recognition System (IFRS) contains facial images received from more than 160 countries,
making it a unique global criminal database. As Interpol's official site makes clear (www.interpol.
int), computerized facial recognition is a relatively new technology which law enforcement agencies
around the world are introducing in order to identify persons of interest. Coupled with an automated
biometric software application, this system is capable of identifying or verifying a person by compar-
ing and analyzing the patterns, shapes and proportions of their facial features and contours. Proving
its effectiveness, more than 650 criminals, fugitives, persons of interest, or missing persons have
been identified since the launch of Interpol’s facial recognition system at the end of 2016.

Of course, facial recognition systems allow wanted criminals to be identified; however, people
who have committed no crimes or offenses, but whose movements will be controlled in order to
track criminals, should be allowed to voice their opinion. Such controls could lead to the develop-
ment of secrets in a citizen's personal life. There are people who take pleasure in showing them-
selves to the whole community, but not everyone shares this feeling. Knowing that they are being
constantly monitored, does this not pose a threat to a citizen’s mental health, as was notoriously
noted by George Orwell (1945)?

Conclusion

The resolution adopted by the General Assembly on 18 December 2013 (on the report of the Third-
Committee (A/68/456/Add.2)). 68/167 “The right to privacy in the digital age”, reaffirms the right to
privacy, according to which no one shall be subjected to arbitrary or unlawful interference with his or
her privacy, family, home, or correspondence, as well as reaffirming the right to the protection of the
law against such interference, as set out in article 12 of the Universal Declaration of Human Rights
and article 17 of the International Covenant on Civil and Political Rights. Following on from that point,
the General Assembly notes that the problem of human rights in the digital age is in the full growth,
with no reasons to say that almost 7 years the situation is becoming better; the General Assembly
also affirmed that the same rights that people have offline must also be protected online, including
the right to privacy. In this case it must be noted that this point runs counter to the task of security
and facial recognition systems, and also with free access of state security bodies to mobile calls, SMS,
and suchlike. In addition, the access internet platforms have to the private lives of citizens must be
assessed. Internet platforms track user requests and offer contextual advertising, information, or
products in accordance with user requests. As mentioned above, the General Assembly’s Resolution
warns of threats to privacy, and names the tasks the state must undertake to respect and protect
the right to privacy, including in the context of digital communication. It also suggests measures
that must be implemented to put an end to any violations of those rights, and the conditions that
must be created to prevent such violations, including by ensuring that relevant national legislation
complies with obligations under international human rights law. Using digital platforms to collect
personal data runs counter to personal privacy.
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The resolution adopted by the General Assembly on 18 December 2013 (on the report of the Third-
Committee (A/68/456/Add.2)). 68/168 “Globalization and its impact on the full enjoyment of all hu-
man rights” recognizes that while globalization may affect human rights (by its impact on, inter alia,
the role of the State), the promotion and protection of all human rights is first and foremost the
responsibility of the State. Protecting human rights holistically is a task for individual actors/States,
who have their own goals of security, and thus may be interested in violating human rights — for
altruistic reasons — to achieve such security. However, if the State predicts threats against its power,
such data can also be collected and used against individuals. Looking to the future, there is conflict
of interest between the responsibility of Digital State to protect privacy as basic human right, and
the task of Digital State to control people and their political activity.

This conflict of interest is the key problem Digital States face at present and in the foreseeable
future. If this problem is not solved, people around the world will face a new digital totalitarianism;
if s0, supposed democracies could exert total control over the behavior of their citizens.

The essentials of digital totalitarianism include the extinction of the spirit of justice, the removal
of emotional sources of thoughts, formal logical solutions to disputes, and the denial of the spirit
of the law in favor of its letter. The problem is that all citizens are different from each other, but in
the framework of algorithmization, these differences in nature cease to exist and each citizen be-
comes just a registration object with serial number. Commonly, this political order is called “digital
totalitarianism”, as there are many similarities between this public administration and the worst
examples from history.

Strengthening the role of the Constitutional court could solve this problem; this is the solution
we propose. By virtue of its authority, the court should work more diligently to verify that execu-
tive authorities, if they try to establish control over the society using digital technologies, comply
with fundamental human rights. Such a decision is possible only if the constitutional court is truly
independent from the executive authorities, which today seems utopian. It would be necessary to
strengthen the role of legislative power in the formation of the constitutional court, and to protect
the judges of the constitutional court from pressure from the executive authorities. The power bal-
ance of legislative and executive bodies in the formation of a constitutional court can lead to the
judiciary as a whole exerting increased independence; to us, this seems the only way to avoid slip-
ping into digital totalitarianism.
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Abstract

This paper focuses on identifying key legal considerations and developments in the area of surveillance in Eu-
rope in human rights, with its emphasis on the jurisprudence of the European Court of Human Rights. The aim of
this research was to enhance and align law and practices in this area in Russia and Europe. The author analysed

the core and most novel Court cases that may be applicable to the subject matter, including by analogy, as well

as the latest research in this area. This paper considers, inter alia, ability to challenge relevant law and practices

in abstracto, legitimate aims justifying interference, the requirements for the relevant laws, fetters to authori-
ties' discretion on surveillance matters, and appropriate nature of supervision by authorities and the scope of
their powers, as well as certain other safeguards. This paper also discusses interactions and balances between

freedom and security, modern approaches taken by the EU and the US, and tensions on pervasive surveillance

matters. This paper reveals that, in a COVID-19 world, with those privacy issues that arise from the “track and

trace” system and similar practices having already been widely scrutinised by the courts, it is possible to fight
COVID-19 through surveillance methods with minimum interference with human rights. Key considerations out-
lined in this paper are pertinent to all sorts of surveillance features in the modern world. This paper should

serve as an impetus for enhancing human rights protection through case law and legal framework in this area,
with a view to strengthen democratic values without compromising health and safety concerns.
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YACTHAS XV3Hb M CIEXKA

B LIMPOBYIO ATIOXY:

MPABA YE/IOBEKA

B EBPOMEVICKOW NEPCIIEKTVIBE

P.B. lpyaenToB

Opewdunac bpykxayc Aepunrep N
EC4Y THS, Benuko6putanus, oH[oH, GauT cTpuT, 65

AHHOTaUWA

[laHHas CTaTbsl HanpaBfeHa Ha BbiiBNEHWE OCHOBHbIX KPUANYECKUX NPO6GAEM U 3BONIOLUIN BOMPOCOB CleX-
Ku B EBpOne B KOHTEKCTE MpaB YeNoBeKa, C aKUEHTOM Ha npakTuky EBponenckoro Cyaa no npaBam YenoBeka.
Llenbto MccnefoBaHus ABNSIETCA COBEPLIEHCTBOBAHNE W CUHXPOHM3aLMs NPaBOBON MaTepui U npaBonpume-
HUTENIbHOW NPAKTUKM B faHHOI ccepe B Poccun u EBpone. ABTOp NpoaHanu3npoBan qyHAameHTasbHble W ca-
Mble nocnegHue pewenus Cyaa, KOTOPbIE MOFYT GbITb MPUMEHMMbI K PacCMaTPUBAEMON TEMATUKE, B TOM Uncne
Mo aHanoruK, a Takke HefaBHNUe UCCNEA0BaHNS B AaHHOK cepe. [laHHAA CTaTbs paccMaTpyUBaET, NOMUMO NPo-
uero, BO3MOXHOCTb OCMapuBaHus in abstracto COOTBETCTBYIOWLETO 3aKOHOAATENbCTBA M NPAKTUKI ero NpuMeHe-
HUS,, 3aKOHHbIE Lienu, ONpaBabiBaloLLNe BMeLIATeNbCTBO, TPEOOBAHMSA K COOTBETCTBYIOWEMY 3aKOHOAATENbCTBY,
OrpaHNyYeHNs YCMOTPEHUS BNACTEN NO BOMPOCAM CIEXKI, HAANeXALNA XapaKTep OpraHoB Hag3opa U 06beMm
X MONHOMOUNN, a TaKXE HEKOTOPble UHble TapaHTUW. [laHHAA CTaTbs Takke 06CYyXAaeT B3aMMoAencTBIe 1 6a-
NaHC Mexzay CBO6OA0N U 6e30MacHOCTbI0, COBPEMEHHbIE NOAXOAbI U HaTAHYTble oTHOWeHus EC u CLLA no pac-
NPOCTPaHEHHbIM BONPOCaM Cnexku. Hactoslwas cTatbs nokasbiBaet, uto B mupe COVID-19 BONpOCHI 3aLmTbl
UACTHOW XI3HW, BO3HUKatOLMeE B CBA3M ¢ “track and trace” 1 nOXOXWUMM NPAKTUKAMK, e FY6OKO NCCNEef0BaHbI
cynamu, n 6opb6a ¢ COVID-19 BO3MOXHA Yepe3 METOAbI CAEXKIA C MUHUMANbHbIM BMeLATeNbCTBOM B NpaBa ye-
noseka. OCHOBHbIE NPO6IEMbI, 3aTPOHYTbIE B JAHHON CTaTbe, NPUMEHUMbI K N106bIM hopMaM CIEXKN B COBpe-
MeHHOM Mupe. [laHHas CTaTbs JOMKHA CNYXKUTb CTUMYNOM AN1A YCUNEHUA 3aLUTbl NPAB YeNoBeka C NOMOLLbIO
Cyne6HON NPaKTUKM M NPaBOBOrO MOMA B PAacCMOTPEHHON Chepe C Lenblo YKpenneHns [emMoKpaTueckmx
LieHHoCTeN 6€3 yuep6a 340p0Bbto M 6e30MacHOCTH.

KntoyeBble cnosa

CNexka, HernacHble Mmepbl, nepexsat MHq)OpMaLI,I/I N, YaCTHaA XU3Hb, NpeacKkasyemocTb, csoboga

KoHdpnukr untepecos ABTOp €0061a€eT 06 OTCYTCTBUN KOH(NMKTA NHTEPECOB.
(QuHaHcupoBaHue lccneoBaHine He MMENO CMOHCOPCKOW MOAREPKKIA.

[Anga uuTnpoBaHus MpynenTos, P. B. (2020). YacTHas uU3Hb 1 CEXKa B LU(POBYIO 3MOXY: Npa-
Ba UENOBeKa B eBPOMENCKOW nepcnektuse. Lugposoe npaso, 1(2), 41-52.

Moctynuna: 10.06.2020, npuHATa B neyatb: 12.07.2020, ony6nukosaHa: 20.07.2020
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Introduction

It has become increasingly common to speak of the emergence of a surveillance society. Dataveil-
lance, CCTV in public areas, and police officers armed with video cameras at public gatherings form
an integral part of our living, with governments and various companies gathering large amounts of
personal information and, to some extent, knowing us better than our friends and family.

Governments, civil society, tech companies, and cyber-criminals are constantly involved in an
ongoing fight for our data, which is approached through powers, civil rights, revenues, and criminal
activities, respectively. By way of mere example, in recent years all over the world, use of encryption
in various forms of digital communications has exploded, with governments engaging in a public
battle over access to encryption codes and contents of communications with smartphone makers
and app developers. Most such battles have proven successful for governments, reinforcing seri-
ous privacy and political concerns, but also facilitating international efforts in combating terrorism,
drugs, weapons, money trafficking, and other crimes.

On account of the European Convention on Human Rights and other similar pieces of law around
the world on national and supranational levels, all surveillance activities, regardless of their justi-
fication, should be scrutinised in terms of their cost to personal and political freedom, as well as
in maintaining democratic values. Notably, the most constant thing in life is change, whereas law
(including law-making and law enforcement) is generally conservative, slow, and incremental by its
very nature: it takes time to craft, and it quickly becomes outdated in the face of rapid technological
and social change (Goold, 2010). These concerns prove topical in the digital area of life in general and
surveillance in particular; that fact makes this paper pertinent to several new dimensions of surveil-
lance practices addressed herein.

The European Court of Human Rights (hereinafter the “Court”) has contributed greatly to the
development of a legal framework for surveillance. The influence and authority of the Court is
universally acknowledged, and its case law is prone to adapt (albeit sometimes belatedly) to
various social and technological changes. Notwithstanding notorious political pitfalls, the Court’s
jurisprudence plays a remarkable role in providing the impetus for implementing best practices in
a human rights context in Europe, including in the areas of respect for the private life and surveil-
lance.

This paper focuses on identifying key legal considerations and profound human rights law devel-
opments in the area of surveillance in Europe (with emphasis on the Court's jurisprudence), with the
aim to facilitate the enhancement of this regime in Russia and elsewhere in the world.

Methodology

This paper focuses on the jurisprudence of the Court on several pervasive topics that should be
considered by lawmakers and practitioners in the course of applying, enforcing, challenging, or de-
fending various surveillance measures in different circumstances. The choice of case law for analysis
was based on author’s experience in teaching ECHR law, numerous Court decisions, and commentar-
ies by multiple scholars and practitioners. The format of this paper naturally circumvents detailed
analyses and discussions of many topics, each of which may warrant an entire research article. By
the same token, selected highlights of international legal considerations and suchlike surrounding
modern surveillance human rights issues were chosen based on their timeliness and pivotal nature,
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each deserving (and gaining) separate scientific discussions. The above factors contributed to the
use of comparative (involving critical analysis of different bodies of law considered by the Court),
empirical (involving designing and analysing key legal issues arising in the surveillance context), and
doctrinal (involving analysis of the letter of the Court’s case law) legal research methodology.

Results

Interference with Private Life

It goes without saying that surveillance can invade a person’s private space. Whether or not sur-
veillance interferes with “private life” depends on the circumstances. To set the scene, the Court
has consistently emphasised that “private life” is a “broad concept not susceptible to exhaustive
definition" and interpreted this notion in various instances. The surveillance issues discussed in this
paper concern two primary categories of interest within ‘private life’ decisions: freedom from inter-
ference with physical and psychological integrity, plus the collection and disclosure of information.

The Court acknowledged that the monitoring of an individual's actions in a public place does
not, as such, give rise to any interference with that individual's private life, but the recording and
subsequent use of the data (and the systematic or permanent nature of the record) may give rise to
such considerations?. For instance, in 2003, the disclosure of the CCTV footage showing an applicant’s
attempted suicide to the media constituted a disproportionate and unjustified interference with the
applicant’s private life?.

Importantly in the current circumstances, the Court recently recognised that non-covert sur-
veillance in public may also constitute an interference with private life. This was in connection
with video surveillance in a university amphitheatre, where professors interact with students and
thus develop mutual relations and construct their social identities".

The Court accepted that GPS surveillance is less intrusive than other methods of visual or acousti-
cal surveillance, but nevertheless found that GPS surveillance and the processing and use of the data
obtained thereby amounts to an interference in private life’.

Challenge in Abstracto

As a matter of fact, it may be difficult for a person to prove that their communications have been
intercepted, or that they have been subject to surveillance, given the very secrecy of these activities.
Considering this, the Court ruled that an individual may, under certain conditions, claim to be the
victim of a violation occasioned by the mere existence of secret measures or laws permitting such
measures, without having to allege that such measures were in fact applied to them. In other words,
in cases concerning secret measures, the Court has allowed individuals the right to challenge a law
in abstracto®.

At a later stage, the Court expanded this, claiming it applies only where there are no effective
domestic remedies, and thus a widespread suspicion and concern among the general public that

' Peck v. the United Kingdom, ECHR (2003)

Peck, 2003

3 Peck, 2003

“  Antovi¢ and Mirkovi¢ v. Montenegro, ECHR (2017)
5 Uzun v. Germany, ECHR (2010)

¢ Klass and Others v. Germany, ECHR (1978)

~
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secret surveillance powers are being abused cannot be said to be justified’. In that context, the effec-
tiveness of remedies is genuinely undermined by the absence of a requirement to notify the subject
of interception, or an adequate possibility of requesting and obtaining information about secret
measures from the authorities?. The scope of the legislation permitting secret surveillance measures
should also be examined to ascertain whether the applicant could possibly be affected by it.

Otherwise, where effective remedies pertaining to secret measures exist, applicants must meet
a fairly low test of demonstrating that they are “potentially at risk of being subjected to such
measures™.

Legitimate Aims

Surveillance — or other secret measures amounting to interfering with the right to respect for
private life, home or correspondence — may be justified by reference to the interests of national
security or public safety, for the prevention of disorder or crime, or for the protection of the rights
and freedoms of others, as per Article 8 (§ 2) of the European Convention on Human Rights. The Court
has considered various legitimate aims on many occasions.

One of the illustrative cases herein involved storage of information, for some of the above pur-
poses, on the secret police register, pertaining to the applicants’ private lives. It was kept on record
as bomb threats made in 1990 by the first applicant and certain other persons were relevant, and
proved sufficient reasoning as regards the aim of preventing disorder or crime. By contrast, no le-
gitimate aims described above could be validly asserted in connection with the continued storage of
the information concerning (i) the second applicant's participation in a political meeting in Warsaw
in 1967, (ii) the third and fourth applicants’ membership of the Marxist-Leninist (Revolutionaries)
Party, and (iii) an allegation that the fifth applicant had advocated violent resistance to police control
during demonstrations in 1969".

Necessity

More than 40 years ago, when considering these matters for the first time, the Court already ac-
knowledged that democratic societies found themselves “threatened by highly sophisticated forms
of espionage and by terrorism, with the result that the State must be able ... to undertake the secret
surveillance of subversive elements operating within its jurisdiction”. On this basis, the Court ac-
cepted that “the existence of some legislation granting powers of secret surveillance ... is, under
exceptional conditions, necessary in a democratic society in the interests of national security and/or
for the prevention of disorder or crime™™,

Therefore, domestic legislature enjoys a certain (but not unlimited) discretion as concerns the
fixing of the conditions and procedures under which the system of secret surveillance is to be oper-
ated. However, such a law poses a risk of “undermining or even destroying democracy on the ground
of defending it", and so states may not adopt whatever measures they deem appropriate. There
must be “adequate and effective guarantees against abuse” implemented, depending on the nature,
scope and duration of the possible measures, the grounds required for ordering such measures, the

7 Kennedy v. the United Kingdom, ECHR (2010)

& Roman Zakharov v. Russia, ECHR (2015)

°®  Roman Zakharov v. Russia, ECHR (2015)

0 Segerstedt-Wiberg and others v. Sweden, ECHR (2006)
™ Klass, 1978
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authorities competent to permit, carry out, and supervise such measures, and the kind of remedy
provided by national law (Klass and Others v Germany, 1978).

Notably, with respect to GPS surveillance, the purpose and necessity still need to be considered.
Such requirements were deemed satisfied, for example, in a 2010 case, where the investigators had
first attempted measures which interfered less with private life, and only then, within three months,
then conducted GPS surveillance (and essentially only at weekends, and when the suspect was trav-
elling in his accomplice’s car); this was in connection with very serious crimes (attempted murders of
politicians and civil servants by bomb attacks)™

Legality

Whereas surveillance measures were originally analysed from the perspective of necessity (see
above), the issue was subsequently considered in the context of the overlapping notion of legality,
i.e. that such measures should be applied “in accordance with the law”, meaning, generally, a suf-
ficiently clear and precise legal and procedural framework is in place.

First, the impugned measure should have some basis in domestic law and be compatible with
the rule of law, such that the law must thus meet quality requirements: it must be accessible to the
person concerned and its effects should be foreseeable®. These requirements are not met where, at
the very least, surveillance is regulated merely by administrative practice, the details of which are
not published, so that the Court is unable to say “with any reasonable certainty” what powers are
incorporated in legal rules and what elements remain within the discretion of the executive®. It is
worth mentioning here a recent (and patently outrageous) Turkish case where the judiciary failed
to follow (“flagrantly failed to observe”) even the basic requirements of the law when ordering the
relevant interception. Such approach is obviously unacceptable®.

The “foreseeability” element in the context of surveillance measures bears a specific connotation.
A person should not be able to foresee when the authorities are likely to intercept their communica-
tions. On this basis, there should be no rule providing for advance warning in relation to surveillance,
where to do so would threaten the object of such surveillance®. It is evident, nevertheless, that the
executive’s secret exercise of powers may be arbitrary. Therefore, the Court established that the law
must be sufficiently clear to adequately indicate the circumstances in which, and the conditions on
which, public authorities are empowered to resort to any such measures”.

Discretion and Supervision

Given that the implementation of secret surveillance measures is not open to scrutiny by the in-
dividuals concerned nor the public at large, the competent authorities (i.e., the executive or a judge)
should not enjoy unfettered powers, and the law should indicate the scope of their discretion and
the manner of its exercise with sufficient clarity to give the individual adequate protection against
arbitrary interference®. Those provisions of the law should have a binding force circumscribing dis-
cretion in the application of such measures (Valenzuela Contreras v Spain, 1998).

2 Uzun, 2010

B Malone v. the United Kingdom, ECHR (1984); Rotaru v. Romania, ECHR (2000); Kennedy, 2010
™ Malone, 1984

5 Mustafa Sezgin Tanrikulu v. Turkey, ECHR (2017)

% Mersch and Others v. Luxembourg, ECHR (1985)

7 Malone, 1984; Leander, 1987; Rotaru, 2000

'8 Malone, 1984; Leander, 1987
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The rule of law also implies that any interference by the executive authorities should be subject
to effective control by democratic and/or independent institutions, which should normally be as-
sured by the judiciary (at least at the last resort), with judicial control offering the best guarantees
of independence, impartiality, and proper procedure. Supervision by non-judicial bodies may be
acceptable where such bodies are independent and are vested with sufficient powers and compe-
tence®.

Supervision of the English RIPA regime? was considered satisfactory, and it may be treated
as an example of acceptable supervision arrangements that are worth highlighting here for
reference. First, intercepting agencies were required to keep detailed records of interception
warrants that were periodically reviewed by them and, where appropriate, by the Secretary of
State. Second, an independent (of the executive and the legislature) office of the Interception
of Communications Commissioner was established for overseeing the general functioning of the
surveillance regime and the authorization of interception warrants in specific cases. The Com-
missioner reported annually to the Prime Minister, and his report was laid before Parliament. In
addition, any person who suspected interception of their communications could apply to the
Investigatory Powers Tribunal (hereinafter “IPT"), with it also being an independent and impar-
tial body that has adopted its own rules of procedure. Both the Commissioner and the IPT had
access to all relevant (including closed) documents and material, and each of them comprised
of persons who hold or have held high judicial office (or, in the case of the IPT, have been ex-
perienced lawyers). The IPT also had powers to quash any interception order, to require the de-
struction of intercepted material, or to order compensation to be paid. Both the Commissioner’s
report and the IPT's legal rulings were available to the public, and thus open to public scrutiny?.

By contrast, the Court found that no meaningful supervision regime existed in Russia. Logging or
recording interceptions was prohibited, which made it impossible for any supervising authority to
discover unlawful interceptions. At the same time, the law enforcement authorities were technically
able to directly intercept all communications. Moreover, judicial supervision was limited to the initial
authorization stage, with subsequent supervision being entrusted to the President, Parliament, the
Government, the Prosecutor General, and competent lower-level prosecutors. For the first three bod-
ies, there were no regulations or instructions describing the scope, procedures, and conditions for
their review, or for remedying the breaches. In theory, there was a legal framework for some super-
vision by prosecutors of secret surveillance measures; however, prosecutors lacked independence,
given that they were appointed and dismissed by the Prosecutor General after consultation with the
regional executive authorities, and noting that they also gave approval to requests for interceptions.
Moreover, the scope of their supervision was limited; information about the security services’ un-
dercover agents, and about the tactics, methods, and means used by them, was outside the scope of
prosecutors’ supervision. Interceptions performed by the FSB in the sphere of counter-intelligence
could be inspected only following an individual complaint that was unlikely to ever be lodged (given
that individuals were not notified of interceptions). Supervisory activities were not open to public

®  Klass, 1978

% This was the regime established under the Regulation of Investigatory Powers Act 2000. Note that this regime has been
substantially modified over time; notably, an office of the Interception of Communications Commissioner was repealed
by the Investigatory Powers Act 2016, s 240(1)(a) and (2)(a), with effect from 1 September 2017. The relevant review powers
now lie with the Investigatory Powers Commissioner. Investigatory Powers Act, Part 8 (2016).

2 Kennedy, 2010
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scrutiny in Russia, as prosecutors’ biannual reports were confidential documents that were submit-
ted to the Prosecutor General only and contained statistical information only

On a similar prominent case related to members of a non-governmental ‘watchdog’ organisa-
tion voicing criticism of the Hungarian government, the system of supervision (that was eminently
political, and carried out by the Minister of Justice) was found inadequate. Although this Minister
was formally independent of both the police force and of the Minister of Home Affairs, he was

“inherently incapable of ensuring the requisite assessment of strict necessity"?.

In short, the level of scrutiny over the surveillance control systems would depend on the scope,
manner, and origins of surveillance; furthermore, however, generally speaking, the independence of
the oversight body, its jurisdiction, its power to access data, and its power to effective reactions are
pivotal in ensuring the rule of law, and hence the compatibility of surveillance with the principles of
human rights (Malgieri & De Hert, 2017).

Other Safeguards

More specifically, a few minimum safeguards should be set out in law in order to avoid abuses of
power: the nature of offences which may give rise to an interception or another surveillance order; a
definition of the categories of people subject to surveillance; a limit on the duration of surveillance;
the mandatory procedure for examining, using, sharing, storing, or destroying the data obtained; the
precautions to be taken when communicating the data to others; and the circumstances in which
recordings may or must be destroyed or otherwise extinguished®.

In addition to all of the above, appropriate safeguards may also involve “provisions designed
to reduce the effects” of any interference “to an unavoidable minimum”, and certain limits on
the use of information (such as public prosecution and obtaining of citizenship).

The approach taken by Western democracies proves that the publication of information concern-
ing rules and procedures for dealing with intercepted material and other surveillance projects is
essential in a democratic society, and should not be viewed as damaging the efficacy of the intelli-
gence-gathering system or otherwise giving rise to a security risk. The German Law of 13 August 1968
on restrictions on the secrecy of mail, post, and telecommunications (hereinafter the “G10 Act”) is a
widely cited example of democratic enactments in this area. In particular, the G10 Act stated that the
Federal Intelligence Service was authorised to carry out monitoring of communications only with the
aid of search terms which served, and were suitable for, the investigation of the dangers described in
the monitoring order, and which search terms had to be listed in the monitoring order. Moreover, the
rules on storing and destroying data obtained through strategic monitoring were set out in detail:
the authorities storing the data had to verify every six months whether those data were still neces-
sary to achieve the purposes for which they had been obtained by or transmitted to them, and if that
was not the case, they had to be destroyed and deleted from the files or, at the very least, access to
them had to be blocked, with the destruction having to be recorded in minutes and, in certain cases,
having to be supervised by a staff member qualified to hold judicial office. The G10 Act further set
out detailed provisions governing the transmission, retention, and use of data obtained through the
interception of external communications®.

2 Roman Zakharov, 2015

% Szabé and Vissy v. Hungary, ECHR (2016)

% Huvig v. France, ECHR (1990); Liberty and Others v. United Kingdom, ECHR (2008); Roman Zakharov, 2015
% leander v. Sweden, ECHR (1987)

% Weber and Saravia v. Germany, ECHR (2006); Liberty, 2008
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Discussion

Freedom and Security

It is important to recognise the political value of privacy. Reagan argued that privacy is essential
to the maintenance of democracy, primarily because it ensures that citizens are able to hold elected
governments to account and place limits on the expansion of the state. Unfettered mass surveillance
may have a chilling effect on political discourse, creating fears of reprisal. At all times, various forms
of surveillance (starting from the census) can be justified on the grounds of safety and security, or as
a means to improve public service. These justifications are sometimes treated as mere excuses for
an expansion in state power (Goold, 2010).

It is not only governments and secret agencies with the capabilities to possess and produce
profoundly pervasive and complicated data mining and information collection, storage, and shap-
ing of surveillance information, but also (and perhaps to a larger extent) the big tech companies,
constituting a quarter of the entire US stock market: Amazon, Apple, Google, Facebook, and Micro-
soft. The desire for security is driving the rampant expansion of government powers of colossal
surveillance activity. It is hard to ascertain whether it is possible to say certain things on a cell
phone without running afoul of the surveillance systems. The fine balance between freedom and
security is uncertain and possibly eventually unsustainable, given rapid changes in the modern
world. However, the question is whether this emanates into the concept of a “post democratic”
state or not (Barnhizer, 2013).

EU and US: Modern Approaches and Tensions

In the early 21t century, much debate and controversy arose from the terror attacks and the sub-
sequently increased counter-terrorism powers. In Europe, the Data Retention Directive was rapidly
adopted; from this, metadata derived from the communications of every individual or legal entity
within the EU must be retained and made available for the purpose of “the investigation, detection
and prosecution of serious crime”, as defined by each Member State (by way of background, “meta-
data” concerns the context (as opposed to the content) of communication, revealing the ‘who’, the
‘when’, the ‘what’ (type of communication), the ‘how’ (the device used), and the ‘where’, combined
with results from the aggregation and analysis of this). The revelations made by Edward Snowden in
2013 prompted a global debate concerning the rapid pace of technological developments in the area
of communications surveillance and the related privacy implications. Ultimately, in 2014, the Court
of Justice of the European Union quashed the aforementioned Data Retention Directive, based on
its disproportionate scope (applying to all persons and all means of communication), the length of
the retention period, and a lack of provisions ensuring the ‘irreversible destruction’ of the data or
control by an independent authority (Ni Loideain, 2015).

In the US, public privacy discussions in the area of surveillance focus on the need to demonstrate
probable cause (or solid grounds and articulable suspicion) before acting, and on whether surveil-
lance constitutes a “search” or “seizure” in the context of the Fourth Amendment (Slobogin, 2002). At
the same time, US authorities are notorious for using personal data arbitrarily.

To this end, privacy concerns more and more often are becoming the subject of substantive ten-
sions amongst these countries, and are creating problems for both businesses and government se-
curity. For instance, the latest Judgement of the Court of Justice of the European Union quashed
the core hasis of data transfers from the EU to the US, on the grounds that the limitations on the
protection of personal data arising from the US domestic law on the access and use by US public
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authorities of such data are not circumscribed by the principle of proportionality, as the surveillance
programmes are not limited to what is strictly necessary. In addition, data subjects do not enjoy
actionable rights before the courts against the US authorities”.

Role of Regulators

It has generally been established that private-sector surveillance shapes individuals’ reason-
able expectations of privacy, and hence regulation of the private sector has effects on the govern-
ment as a surveillant. On this basis, regulators dealing with private-sector surveillance also affect
the stance on civil liberties of the state. Such regulators should make companies more respon-
sible for their surveillance technologies, increase the quality of consent necessary to engage in
surveillance, and make companies liable for using certain surveillance techniques and systems
(Hoofnagle, 2017).

Lifelogging

Many ideas emerge around the subject of this paper. One worth noting relates to the idea of
“lifelogging”, referring to a comprehensive archive of an individual’s quotidian existence, created with
the help of pervasive computing technologies. This is a sort of “time capsule” containing digital
archives of a person’s lifetime as a means to remember, digest, and possibly use for the best. The
emerging interest in this concept obviously stems from the growing capacity to store and retrieve
traces of one’s own life via digital devices. It is characterized as a combination of personal “sous-
veillance” (to the extent that it captures data from the perspective of oneself) and surveillance (to
the extent it captures data about others that interact with the first person). The resulting memory
(in general and in its physical sense) can be a very good thing used for entertainment, sharing, or
improving health or personal insight. It may also generate substantive privacy concerns as discussed
in this paper (which may be eliminated by ethical limitations and design parameters), not to mention
other troubling implications, such as mental and moral health hazards (Allen, 2008).

COVID-19 Considerations

Most recently, digital technologies are being innovatively adopted to combat COVID-19, with vari-
ous forms of surveillance being exploited (including CCTV, cellular data, and special apps), allegedly
for the public good. Any related disclosures of personal information may help to better identify
infections and track the spread of the decease.

At the same time, current digital solutions have implications for privacy and data protection.
Governments are collaborating with telecom providers to access geolocation data; new mobile ap-
plications are also being launched with different degrees of privacy and data protection. Leveraging
biometric data has both benefits and challenges. The OECD recommends that governments consider
the legal basis of the use of these technologies, which should vary depending on the type of data
collected, the requirements of proportionality, transparency, and accountability, and limited time
periods for collecting and retaining personal data®.

The Court's legal positions, outlined above, are vital in considering privacy concerns around anti-
COVID-19 digital measures.

7 Data Protection Commissioner v. Facebook Ireland and Maximillian Schrems, ECLI, CJEU (2020)
% Qrganization for Security and Co-operation in Europe (OECD). (2020, April 23). Tracking and TRACING COVID: Protecting
privacy and data while using apps and biometrics. https://www.oecd.org/coronavirus/policy-responses/tracking-and-
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Scholars also note that the most privacy-protective app design should be used which meets the
public health goal, and the benefits of meeting such a goal outweigh its deleterious effects on pri-
vacy. When balancing constitutional values, it is also important to consider the extent by which the
app usage reduces the need for restrictions in the form of self-isolation (thus promoting freedom of
movement and work) (Austin et al., 2020).

Developed democracies have created solid legal frameworks related to the COVID apps. One ex-
ample worth noting is Australia, although issues related to the possibility of obtaining this app in-
formation by law enforcement agencies and courts remain largely open®.

Conclusion

Surveys published in several media reveal that many people are concerned about how companies
or the government are using their personal data, believing that most of what they do online or while
using a cell phone is being tracked by the government, advertisers, and technology firms. Few un-
derstand what is being done with their information. When it comes to data collection, people tend
to see more risks than benefits.

This paper was meant to outline key human rights considerations arising in the legal area related
to surveillance in the modern world. The Court’s rulings and international legal framework should
hopefully enhance democratic values without compromising health and safety concerns. They should
also become the basis for further positive development of laws, case law, and research in this area.
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[IPABOBBIE ACTIEKTbI
PErY/IMPOBAHUA TENEMEAULIMHDI

E.N. TpeTbaKoBa

MockoBckui ochuc l0puanueckorn komnanuu «Menenses Mpynn»
125047, Poccus, MockBa, yn. 3-1 Teepckas-fimckas, 39, ctp. 1

AHHoTauus

HecmoTps Ha TO uTO TenemefuuMHA B NocnesHue 20 NeT akTUBHO Pa3BUBAETCA BO BCEM MUPE, 3aKOHOAATENb-
CTBO 3apy6eXHbIX CTPAH He BbIpaboTano YHNBEPCANbHOM0 MeXaHU3Ma, NO3BONSIOLLEr0 A0CTUUYb TaKUX MABHbIX
Lenei TenemeanLMHbI, Kak yao6cTBo, 3 eKTUBHOCTb U JOCTYNHOCT.

BbI30Bbl, C KOTOPbIMM CTONKHYNCA Mup B 2020 rofy, Nokasanu noTpebHOCTb B COBEPLIEHCTBOBAHUN CMCTEMbI
3/1paBOOXPAHEHNS TOCYAAPCTB, @ TENeMeANULMHCKNE TEXHONOTMM NMPUMEHSNNCh PAJOM CTPaH NpU OpraHu-
3auum 60pbbbl C HOBON KOPOHABMPYCHON WHAQEKLMeN. TaKoW ONbIT AOMKEH 6bITb BOCMPUHAT rocyaapcTBamm
KaK MONOXMTENbHbIA W UCNOMb30BATHCA NPU NOAFOTOBKE 3aKOHOAATENbHBIX M3MEHEHMNI, HANPABNEHHBIX Ha CO-
BEpLIEHCTBOBAHIE PErYIMPOBAHNSA TeNeMeaNLMHbI.

CoBmecTHas paboTa rocyfapcTs B chepe pa3BuTHS TENEMEAULMHCKIX TEXHONOI NO3BONMT CHOPMUPOBATD OMbIT
11 3HAHNS, KOTOPble BO3MOXHO BYAET MCNOMb30BaTb NPK TPAHCOPMALMN TENEMEANLMHCKON NOMOLLMA B TPAHCIpa-
HIUYHYIO0 TENEMESMLIMHY, B TOM YACIE NOCPESCTBOM NPUHATUS aKTOB MEXIYHAPOAHOTO XapakTepa.

B npouecce nccnenoBaHus aBTop aKLEHTUPYET BHMMAHME HA KOMMIEKCHOM PerynupoBaHuN TenemMesnumHbl.
Mpw 3TOM MofeNb TeNeMeaMLIMHCKOIN NOMOLLYY, peann3oBaHHas B Poccuitckon Megepawun, He ABNAETCA NOMHO-
LieHHON BBUAY OTCYTCTBUS BO3MOXHOCTW AMArHOCTUPOBATh 3a60NMeBaHUA AUCTAHLNOHHO. TaKoe OrpaHuyeHmne
BNEYET BO3HUKHOBEHME PAAA BOMPOCOB B APYruX chepax: OTBETCTBEHHOCTI AOKTOPA, BO3MOXHOCTM TPAHCTpa-
HUYHOI MENLMHDBI, CTPAXOBOTO BO3MELLEHMS.

Llenbto cTaTby ABNAETCA PacCMOTPEHWE MPABOBOTO PerynMpoBaHNA TeNeMesNLMHCKUX TeXHONOrui B Poccuii-
ckor QDefepaunu, CpaBHEHNe OTEYECTBEHHOTO M aMepPUKAHCKOTO PerynupoBaHns B COOTBETCTBYHWEN cdepe,
a TaKxKe aHan|3 NoXof0B 3apy6exHbix uccnefoBartenei.

Knioyesble cnosa

3/1paBOOXpPaHeHNe, TenemMenLMHa, NepCcoHanbHble AaHHble, LM(POBOE 30PABOOXPAHEHNE, KOPOHABUPYC,
NNLEH3NPOBaHNe

KonchnukT untepecoB ABTOP COO06LAET 06 OTCYTCTBUM KOH(NKTA NHTEPECOB.

(DuHaHcupoBauue liccnenoBanme He UMENo CNOHCOPCKON MOAAEPIKKIA.

bnaropapHocTu bnarosapHocTb PykoBOAMTEN0 NMPAKTMKN 3APaBOOXPAHEHUs OPUAMYECKON
tupmbl «Menenses pynn» MaHoBy A.A. 33 HEOLEHUMYH) MOMOLLb NPU MOAFO-
TOBKE UCCNef0BaHus.

Ans uMTMpPOBAHUSA TpeTbsakosa, E. M. (2020). MpaBoBble acmeKTbl PerynMpoBaHusa TeNemeanLnHbl.

Mocrynuna: 27.05.2020, NpuHATa B Neuatb: 17.06.2020, ony6nnkoBaHa: 20.07.2020
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LEGAL ASPECTS OF TELEMEDICINE

Ekaterina P. Tretyakova

Healthcare Practice at Pepeliaev Group Law Firm, Moscow
Building 1, 39, 3rd Tverskaya-Yamskaya str., Moscow, Russia, 125047

Abstract

Although distance medicine has been actively developing worldwide over the past 20 years, no universal mech-
anism of legislation has been developed across foreign countries to achieve main goals of tele-health services:
convenience, effectiveness, and accessibility.

The need to improve states’ healthcare systems has increased after dealing with the challenges that the world
faced in 2020. While organizing the fight against the spread of the coronavirus infection, a number of countries
invoked telemedicine technologies. The experience of using e-health in difficult epidemiological situations
should be perceived by states as positive and thus incorporated when preparing legislative changes aimed at
improving the regulation of telemedicine.

States should act jointly in relation to the development of remote medical care technologies. This will help to
build up experience and knowledge that can be used in the future when transforming telemedical assistance
into cross-border practice, including the adoption of international acts.

Telemedicine should be regulated comprehensively, instigating legal regulations for such issues as medical care
provision, digital technologies, medical insurance aspects, licensing, and the protection of personal data. As for
the Russian Federation, the remote medicine care model implemented in the country is incomplete due to the
inability to diagnose diseases remotely. Such a restriction entails the appearance of a number of questions in
other areas: the responsibility of the doctor, the possibilities of cross-border medicine, or insurance compensa-
tion issues.

The purpose of the article is to describe the legal regulation of telemedicine technologies in the Russian Fed-
eration, comparing Russian regulation with American experiences, and analyzing the main approaches taken by
foreign researchers.
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Beeaenue

YeTBepTas NpoMmbliliIeHHas PeBONOLMA fana MUPY LUdPOBble TEXHONOTMM, BO3MOXHOCTb OCY-
LeCTBNEHIA B3aUMOEACTBUS B MIUPOBOM KOHTEKCTE C UCMOMb30BAHUEM Pa3HOOBPA3HbIX CPEACTB
CBSA3W. Takne BO3MOMHOCTI He OrpaHUUeHbl MECTOM HAXOXAeHUs 1 NO3BONSAIT OCYILECTBAATb KOM-
MYHUKALMI0 MEX/Y CTOPOHAMN, HAXOAALMMMCA B PA3HbIX YACTAX NNAHETDI.

BnusiHue umdpoBbIX TEXHONOTMIA Ha MEeRULMHCKYIO eATENbHOCTb HeNb3s HeoOoLEeHNBaTb. MosB-
NAKOTCA HOBble CNOCO6bI Cbopa 1 yueTa MHGOPMALMN O NaLMeHTaX — TaK Ha3biBaeMble MH(OpMALK-
OHHble CUCTeMbI, NOSIBNAETCA NPOrpaMmHoe obecneueHine, No3BONSAIOLEE 3aMEHUTb MELULIMHCKIE
KapTbl Ha MaTepUanbHbIX HOCUTENAX HA 3NEKTPOHHbIE MeAULMHCKIE KapTbl, BCE 60MbLIE CTPaH BHe-
APAIOT TEXHONOTUN UCKYCCTBEHHOTO UHTENNEKTA NPU 0Ka3aHWUN MeAULMHCKOW NOMOLLW.

OTaenbHbIM HanmpaBneHueM, NOAYUNBLIMM 3aKOHOfATENbHOE 3aKpenaeHne BO MHOTUX rocyAap-
CTBaX, ABNAETCA TeneMeAuLMHA. B yCNoBMAX NOBbILEHWA KAUeCTBA XN3HN Y 0611ECTBA NOBbIWALETCSA
CNpOoC Ha nonyueHne KBanUULMPOBAHHON MELMLLMHCKOW NOMOLLY, a TaKKe NPOABNSETCA NOBbILIEH-
Hblii NHTEPEC K COCTOSIHMIO 3A0POBbA. HeKoTopble yueHble Ha3blBaloT TeneMeguLHy cebMoil peBo-
nioumet B cepe 3apasooxpaHenns (Bauer & Ringel, 1999).

[latb onpefeneHue TenemeAuLUMHE CNOXHO, B MEPBYI0 Ouepefb 3TO CBA3AHO C MPOrpeccus-
HbIM Pa3BUTUEM JAHHOTO HaNpaBfeHNs B NOCIeAHNE FOfbl, TAKXKe pa3Hoobpa3mnem hopM, B KOTOPbIX
OHa NposBAsAeTCA.

B 2010 roay BcemupHas opraHusauua 3apasooxpaHeqns (nanee — BO3) Hacuutana 104 onpe-
AeneHns TenemefuLMHbl B rocyAapCTBax-uneHax U Npeanoxuna yHUBepcanbHoe OnpefeneHune’,
KOTOpOe Ha CamMoM jefle He W3MEHUNO CyLecTBa ONpefeneHnit, UCNonb3yemblX B HOPMATMB-
HbIX aKTax rocyaapcTB-uneHoB. Tem He MeHee creuuannuctbl BO3 Takke NOAYEPKHYNM, UTO OAHOK
13 npobnem TenemeauLLMHbI NPeACTaBASAETCA HEAOCTaTOYHOCTb NPABOBOrO perynmposaHus?. l0pu-
AnuecKkue BONpoChl B chepe TenemeguLiHbl OCTAIOTCA aKTyaNbHbIMI U MO CEN [iEHb.

HecoBeplieHCTBO NPaBOBOTO PerynupoBaHus TenemeAuUuHbl B GONblueil cTeneHn o6ycnos-
NeHo ABYMA npuunHamu: 1) ABNeHue NpeacTaBnAeTca HOBbIM ANs cepbl 34paBoOXpaHeHus,
MeULMHCKOEe CO0BLECTBO U PErynaTopbl He ONpeaenuanch ¢ Npefenamin BO3IMOXHOCTeN Tene-
MEeMLMHBI N PUCKAMU, BO3HUKAIOWMMU NPU €e BHEeAPEHUN; 2) KOMNNEKCHbIA XapaKTep perynu-
poBaHus TpebyeT CO6M0AEHNA HE TONbKO TaK Ha3biBAEMOT0 «MeANLMHCKOT0» 3aKOHOAATENbCTRA,
HO W NULLEH3MOHHBIX TPe6OBaHWiA, TpeboBaHUI B chepe 3aluTbl NePCOHANbHbIX AaHHbIX, 0becne-
ueHns BpauebHOIl TanHbl.

Paccyxpaas o TenemeanuUmMHe, He06X0AMMO NOMHUTb, UTO €e MOXHO MOHUMATb B WUPOKOM U Y3-
KOM CMbicnax. TenemenuLiiHa B Y3KOM CMbICNE C Y4ETOM 3aKOHOAATENbCTBA Psifia roCyAapcTs nped-
CTaBnAeT coboil B3aumogeicTeme 1) «nauueHT — Bpau» 1 2) «Bpay — Bpau».

TenemenuumHa B WNPoKom cmbicne (telehealth) onpepensetcs kak oTpacib OTHOWEHNN, BO3-
HUKAIOWNX B CBA3M C MCMOMb30BaHNEM LM(POBbIX CPEACTB AN NOMyuYeHus UHdopMaLum o 3a0-
POBbE, COCTOSHMMN UeNOBEKa, MHBIX [aHHbIX, UCTOUHUKOM KOTOPbIX ABNAETCA OpPraHU3M YenoBeka.
Clofia MOryT 6bITh OTHECEHbl NPOrpamMmbl, 0606waLMe MHHOPMALMIO O 340POBbe (Hanpumep,
MO6UIbHOE MPUNOXKEHIE), UMW e NPOrPaMMbl, KOTOPbIE HAMpPaB/eHbl Ha pacyeT HeobXxoanMON

' BcemupHas OpraHu3auma 3apasooxpaHenus. (2012). TenemeduyuHa. BOIMOXHOCMU U paseumue 8 20Cy0apcmeax-uieHax.
Jloknad o pesynbmamax emopoeo 2n06abHo20 06c7ed08aHUS 8 067acmu 3eKMmpoHHo20 30pasooxpaenus. (Cepus
«[mo6anbHas 06cepsatopus Mo 3NeKTPOHHOMY 3apaBooxpaxeruio» (T. 2)). hitps://apps.who.int/iris/bitstream/handle/
10665/44497/9789244564141_rus.pdf
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JONU NPUHMMAeMbIX NpenapaTos, HaNpMMep Kak 310 AenalT NoMMbl, KOHTPONUPYIOLLME YPOBEHDb
caxapa B KpoBM U coo6uiaiolme Yepes creumanbHoe MO6UNbHOE NPUIOXEHNE 0 He06X0[UMOiA
[03UPOBKe MHCYNNHa.

PacnpoctpaHeHue B 2020 rofly HOBOW KOPOHABMPYCHOW WHAEKLUN CTONKHYNO Psf rocyaapcTs
NULOM K NULY € npobnemamu, CBA3aHHbIMI C OpraHu3aluei 3paBooxXpaHeHms. [13-3a orpaHnye-
HWil, BBEAEHHBIX B LENAX YMEHbLIeHUA CNyyaeB pacnpoCTpaHeHUs KOPOHABUPYCHON MHeKuun,
MeANLNHCKNe YupexaeHnua Hapaay ¢ ApYruMn opraHn3aLmamm NpuoCcTaHoBUN CBOK feATeNbHOCTb
B YaCTM NNAHOBbIX NocelleHnit (0cMoTPOB). Kpome Toro, rpax/aaHe B CUNY BBEAEHHbIX OrPaHNUEHN
Ha CBO6OAY nepemelLleHUs NUWNUANCD BO3MOXHOCTU NOCelleHns Bpauei. Mpu 3ToM NOTPeBHOCTb
B NONAYYEHUM MEANLMHCKON KOHCYNbTALMN He CTAHOBUTCA MEHblle, Hanuune orpaHueHui ewe pas
NoATBEPXAAET BOCTPEOOBAHHOCTb TeNEMeULIMHbI, NPEUMYLLECTBA ee [UCTAHLMOHHOIO XapakTepa.
B COOTBETCTBMM C MCCNEAOBAHNEM KOHCANTMHIOBOM KoMnaHuu Frost & Sullivan’s B 2020 roay nporHo-
3UpyeTCa PoCT CNpoca Ha TenemeauumHckme ycnyru B CLUA Ha 63,4 %°.

OfHaKo, HeCMOTPSA Ha TO UTO HanpaBfeHne TenemMefuLMHbI NOSBUAOCH HA py6exe XX-XXI BeKoB,
Mo Cel AeHb CYLLECTBYIOT NPO6EMbl, CBA3aHHbIE C NPABOBbIM PEryANPOBAHNEM OTPACAY.

3aKOHOAATENbCTBO O TenemefuUMHe NpeacTaBnfeT Co60il COBOKYMHOCTb HOPMATWUBHBIX Mpa-
BOBbIX aKTOB, PErynnpylownx OTHOLWeEHUS B chepe 34paBOOXPAaHEHNA C UCNONb30BaHUeM UHGOP-
MaLMOHHO-KOMMYHUKALMOHHbIX TEXHONOMMA NPU B3aUMOAEACTBAM Bpaya W nauuexta u (unn)
B3aMMOJENCTBIN Bpaueid Mexay coboi. Mpu 3TOM Ha TaKMe OTHOWEHUS BCEraa pacnpocTpaHaeTcs
3aKOHOAATeNbCTBO, PErynupylollee okasaHue MeAMLMHCKON NOMOLM, MHOPMALIMOHHbIE TEXHOMO-
ruun, 3aWNTy MHPOPMALMK, a TAKXKE UHbIE BONPOCHI.

Camn no ce6e HOpMbl 3aKOHOAATENbCTBA KaK OTEUECTBEHHOTO, TaK M 3apy6exHbIX CTPaH, NoCBA-
LEHHble TenemeauUMHe, MPEACTaBNAT CO60M MACCUB PErynnpoBaHUs, UMNAEMEHTUPOBAHHbIN
B aKTbl N0 BOMPOCaM 3APaBOOXPAHEHUSA. B CBA3M C 3TUM BO3HUKAKOT NpO6AeMbl perynnpoBaHus Tene-
MELMLIMHCKNX TEXHONOTUM, K KOTOPbIM OTHOCATCSA: IKCTEPPUTOPUANbHBIA XapaKTep MEeAULMHCKON
MOMOLLM, OKA3blBAEMOW NOCPeACTBOM TeneMeANLNHCKIX TEXHONOTUI, 0COBEHHOCTN NNULEH3MpPOBa-
HUSl TenemeaNLMHCKON NOMOLLY, 3aliMTa NepPCoHaNbHbIX JaHHbIX NpU 06paboTke onepaTopom Tene-
ME/IMLIMHCKOW CUCTEMbI; OTBETCTBEHHOCTb Bpaya 3a JeNCTBUSA, CBA3AHHbIE C OKasaHuem u (unn)
KOHCYNbTUPOBAHUEM C NCMONb30BAHNEM TeNeMeAULMHCKIX TEXHONOTUIA.

Bo3HuKawwme B pesynbrate BHEWHMX (PAKTOPOB OrpaHNUeHns U O6GBEKTMBHAA OTAANEHHOCTb
nayuyueHTa OT HeobXOAUMOro emy CneuuanucTa U BO3MOXHOCTb MCMONb30BAHUA TeneMeanLnHbI
He [I0MXHbI CO3AaBaTb PUCKOB NS 300POBbSA rPaXaaH, no 3T0M NpUUNHe TPedyeTca cneuuanbHoe
HOPMaTUBHOE PerynnpoBaHue, yunTbiBatoLiee COBNIOAEHINE 1 rapaHTUM OCHOBHbBIX NPaB rPaXaaH.

K npumepy, AOMKHA 6bITb 06ecneyeHa 3alMTa NEpCOHANbHbIX AAHHbIX MALMEHTa, a TaKxe
cobntoaeHne BpauebHon TaiiHbl. Takum 06pa3oM, BO3HUKAET HEOOXOAUMOCTb B 3aKOHOAATE/IbHOM
3aKpenneHnn HopM, NPeabABAAILLNX TPeOOBAHNA K pa3paboTunKam TenemMeanLMHCKMX CUCTEM, UX
onepatopam, KOMMaHWUAM, OCYLECTBASAIOLMM CEPBUCHOE 06CNYKMBaHUE. TpKU 3TOM HOPMbI AOMK-
Hbl 6bITb NOAKPENIEHbI MEpaMI FOCYAAPCTBEHHOTO NPUHYKAEHUSA, U 33 UX HAPYLIEHWE JOMKHbI ObITb
npesycMoTpeHbl CAHKLMKW. TaKMM 06pa3oM, BYAET YCUANBATLCA KOHKYPEHLMSA Ha PbIHKE Tenemeam-
LNHCKMX TEXHOMOTUIA U COMYTCTBYIOWLMX €MY PbIHKAX.

Mpwn ncnonb3oBaHUN TeneMefuLMHCKNX TEXHONOTUI MOXET BOSHUKHYTb PAZ TEXHUYECKMX CNOXK-
HOCTEl, KOTOpble He MOIM NPeaBUAETb BPaU UK NALMEHT.

3 Frost and Sullivan. (2020). Telehealth—a technology-based weapon in the war against the coronavirus [Tenemegnumna — Tex-
HOornyHoe opyxue B 6opbbe ¢ KopoHasmpycom]. hitps://go.frost.com/NA_PR_TH_MFernandez_K&88_Telehealth_May20
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Ecnu cMOTpeTb B MepCnekTMBY PasBUTUS TenemeduLMHbl, TO MeAVLMHCKUA paboTHUMK, OCy-
WECTBAAOWMIA KOHCYNbTUPOBAHME B PaMKaXx OKa3aHWA TefeMeAMLMHCKONW MOMOWM, AOMKEH
UMETb rapaHTN 1 HEeCTU OTBETCTBEHHOCTb 33 CBOM J€NCTBUS, KaK U MERULMHCKME PaBOTHUKM, OKa-
3bIBalOLLLME MOMOLLb OUHO. B HaCcTOsLEe BpeMSA ClIeAyeT YUMUTbIBATD, UTO B Peanuax 0TeueCTBEHHOTO
perynupoBaHus TenemeanUMHa He ABNAETCA CaMOCTOATENbHbIM BUAOM MERWULMHCKOA MOMOLLY,
a NpeAcTaBnseT co60i NNLLb MHDOPMALMOHHO-KOMMYHUKATUBHOE B3aUMO/EICTBIE MEXY NaLneH-
TOM 1 BpauoM 160 0 NepBOro 0YHOro Npuema, 6o Nocne Takoro npuema.

OnucaHHble Bbille Npo6aembl 1 TeKyllas MUpOBas CUTyaLmMs TpebyloT paccMoTpeHus BONpPOCOB
NpaBOBOr0 PeryNnpoBaHNs TeneMeanLMHCKIX TEXHONOTIA, aHANM3a OTEUECTBEHHOTO U 3apy6eXHO-
ro OMbiTa, @ TaKke (HOPMUPOBAHUA NPEAIOKEHINA NO COBEPLIEHCTBOBAHMIO NPABOBbIX HOPM, pery-
NNPYIOWMX TeNemeanLIAHY.

MeToz0n0rMs UccneA0BaHNs

B pamkax HacToAlLEro NCCnenoBaHNs OCHOBHbIM METOOM NP U3YUeHUU aKTOB, HANPABNEHHbIX
Ha perynupoBaHine TenemeauLHbl, 6biN aHANUTUUECKUI METOf.

Bbi6Op aHanMTUUECKoro MeTofa O6YCNOBMEH TeM, UTo TenemeauuuHa NpeacTaBnser cobou
KOMMNEKCHBIA WHCTUTYT, KOTOPbIA HEOBXOAMMO paccMaTpuBaTh Uepe3 Npu3My 3aKoHOAATeNbCTBa
1 6330BbIX YUEHUI O NPABOBOM PErynMpPOBAHNN 3PABOOXPAHEHNSA, NEPCOHANbHBIX [AHHbIX, NHBIX
aCneKToB, KOTOpPbIE NMPUMEHNMbI KaK B TeneMeauLMHe, Tak U NP OUHOM B3aMMOAENCTBUN Bpaua
1 nauueHTa.

Mpu paccMOTpeHNN NPAKTUKI BHEAPEHUSA TeNeMeaNLIMHCKIX TEXHONOTUIA B 3apy6eXHbIX CTpaHax
NCNONb30BANNCh AHANUTUUECKUIA U CPABHUTENbHbIA METOAbI.

Bbi6Op CPAaBHUTENbHO-NPABOBOrO METOAA 06YCNOBNEH U3YyUeHUEM HOPMATUBHbIX NPABOBbIX K-
TOB, PETYNNPYIOLLMX TENEMEAULIMHCKIE TEXHONOTMM B 3apy6eXHbIX CTpaHax 1 B Poccuiickon Oefepa-
LK, C Lenbio hopMMpOBaHUA 0BILMX TEHAEHLNA PETYIMPOBAHNS TeNeMeauLHbI, BbieneHus pas-
nunin B cthepe TenemeanUMHCKUX TEXHONOTNNA, A TaKKe GopMUPOBAHMA MONOXEHNA O TeKyllen
cUTyauum B chepe MUPOBOI TeNeMEeAULMHDI.

PesynbTatbl uccne0Banms

o pesynbTatam NPOBEAEHHOr0 UCCNef0BaHMA aBTOP MPUXOQUT K BbiBOAY, UTO COBpEMeHHbIVI
3Tan perynuposaHuna tenemeanLUnHCKNX KOHcyﬂbTaLI.I/Iﬁ HaXoAunTCA Ha CTaAuk pa3BuUTUA.

lpaBoBble aKTbl, HaNpaB/ieHHble Ha PerynupoBaHue CMeXxHblX BOMNPOCOB, TpE6yIOT coBeplleH-
CTBOBAHUA, a MOAe/Nb TenemeanLHbl, 3aKpenieHHasa B Poccuiickoi (Dep.epaumm, NO0/MKHa pa3BuBaTb-
CA B CTOPOHY neranbHOro paspelieHnsa ,[lMCTaHLLMOHHOVI AVNArHOCTUKN.

MaHpemus, Ha Haw B3rnsf, nokasana BOCTpEﬁOBaHHOCTb MeauLnHbl 1 elle pa3 noavyepkKHyna
OorpaHuyeHna n I'Ip061'IEMbI, KOTOpble ecTb B TeKylem perynuposaHuu. Mbl nonaraem, 4o 60pb63
C KOpOHHBI/IpyCHOI?I |/|HC|I)€‘KLLI/IEI7I CTAHET KaTa/In3aTopom And YCKOPEHHOro pa3sButua tenemeanLnHbl
1N COOTBETCTBYHOLWNX U3MeHeHN 3aKoHOAaTeNnbCTBa.
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JIluckyceus

TenemeAnuMHa KaK 371EMEHT LI,VI(IJDUBOTQ 3ﬂ,EaB00)u(paHuBHMﬂ:
CTatyc TeNeMeAULUNHCKUX KOHCYNbTaLUK B FOCCUUCKON dJeAepauMM

B Poccuiickon Pepepauun o pasBuUTMM TenemMefuuUMHbl peub wWwna ¢ Hayana 2000-X rofos.
B 2001 rogy MuHncTepcTBO 3apaBooxpaHeHus Poccuitckoit Mefepaunn coBMeCTHO ¢ Poccuinckon
aKkafieMuen MeAMLMHCKUX HayK yTBepauno KoHuenuuio pa3Butus TenemeanunMHCKUX TeXHOMOTNi
B Poccuitckoin ®efepaumun’. Yka3aHHbI JOKYMEHT paccMaTpuBan TenemequunHy Kak «MefuLuHy
Ha PacCTOSIHM» U CTaBUN LENbIO HE TONbKO pa3BUTUE B3aMMOAENCTBIS «BPay — NALMEHT» U «Bpay —
BPau», HO 1 YCOBEPLIEHCTBOBAHME 06pa30BaTeNbHbIX TEXHONOIUIA, BO3MOXHOCTEN NPOBEAEHNS IK-
3aMeHOB 11 TeCTUPOBAHMA, NEPCNEKTUB B3aUMOfeNCTBIUA Bpaueid co cnacatensamu u ap. Cpeau nep-
BOHAUa/bHbIX 33[1a4 TeNemMeULNHbl B PaMKaxX KOHLENLNUIU CTOANU Cnegyiolne HanpasneHus:
= KOHCYNbTALMK COXKHbIX 60MbHbIX HA PA3MIMYHBIX 3Tanax OKa3aHus NOMOLLY;
= IKCTPEHHbIE KOHCYNbTALMN BOMbHbIX, HAXOASALLMXCA B KPUTUUYECKOM COCTOSHUN;
= KOHCYNbTaLlMM B NpoOLLECce OKa3aHMs NOMOLLYM NOCTPAAABLUNM B UPE3BbIYAMHbIX CUTYALLUAX;
= JIOrOCMUTaNbHOE KOHCYNbTUPOBAHME 6OMbHbIX ANA YTOUHEHNS NPeaBapUTENbHOTO AMarHosa |

METO/a NIeYeHmns U peLieHmns Bonpoca 0 MecTe 1 CPOKax NPeLCTOALLEro eyeHns.

B TeueHue nocnepytowmx Aecaty et HOPMATUBHbIX NPABOBbIX AKTOB, HAMPaBNeHHbIX Ha pa3Bu-
TUE TenemMeAnLMHbI, He NPUHUMANOCh. U Tonbko 29 utons 2017 roaa 6611 npuHAT GenepanbHblii 3aK0H
N@ 242-®3 «0 BHeCceHUM U3MeHeHWI B 0TAeNbHble 3aKOHOAATENbHbIE akTbl Poccuiickon Qegepauuin
Nno BONpocam NpUMeHeHNs NH(OPMALMOHHDIX TEXHONOTMI B Cdhepe OXPaHbl 30POBbSY’, NeranbHO
3aKpenuBLWNA TenemeauumrHy B Poccuitckoit Mefepaumu. YkasaHHbIMU U3MEHEHNAMU Gbina BBEfe-
Ha B MeaepanbHblit 3aKkoH 0T 2111.2011 NO 323-®3 «06 0cHOBax OXpaHbl 300POBbs rpaxaaH B Poc-
cuiickon Qeepauun»® (nanee — 323-M3) crarbsa 36.2, B KOTOPOW ONMUCIBAIOTCA OCOBEHHOCTN Mefu-
LNHCKOM NOMOLLY, OKa3biBAE€MON C NPUMEHEHNEM TeneMegULMHCKMX TEXHONOrMiA. Bo ncnonHeHue
AaHHOI HOpMbl MUHUCTEPCTBOM 3ApaBOOXPaHeHNs 6bin yTBepXaeH MopAAOK OpraHN3aLLmMm 1 OKasa-
HUS MEANLMHCKON NOMOLLM C NPUMEHEHNEM TeneMeaNLMHCKIX TEXHONOruiA’.

CnegyeT OTMETUTD, UTO BBefiEHNE TeNneMeanLMHbI 6bIN0 He eANHCTBEHHBIM WaroM K uudpoBu-
3auMK 34,paBOOXPAHEHNS, OAHOBPEMEHHO C 3TUM BbINO YTBEPXKAEHO PerynnpoBaHue, Nonoxmsellee
OCHOBY iNA EAMHON roCyfapCTBEHHON CUCTEMbI B Cdhepe 3[paBOOXPAHEHNS, a TaKKe AN INEKTPOH-
HbIX PELenTOB Ha IeKapCTBEHHbIE Npenaparbl.

Onpegenenue TenemeanLMHbl Kak TakoBoe B 323-O3 OTCYTCTBYET. BAM3KUM NpeacTaBNAeTCA nog-
xof, BO3, koTopbIli onpefenseT 3NeKTPOHHOE 34PaBOOXPAHEHUE KaK «MCNONb30BaHME NH(OpMaL-
OHHbIX 11 KOMMYHUKALMOHHbIX TexHonorui (IKT) 4ns 34paBooXpaHeHnaxs,

OTeuecTBEHHbII 3aKOHOAATENb TaKKe OTTANKMBANCA OT KNKOUEBOr0 3HAUEHUS NPUMEHAEMbIX TeX-
Honoruid. lencTeytowan penakuns 323-O3 faet cneayioulyo AeUHALNIO TeneMeaNLUHCKIM TeXHO-

4

Mpukas Munsapasa PO NO 344, PAMH N2 76 o1 27.08.2001 «06 yTBepxaeHuun KoHuenuuu pa3BuTua TenemeanLMHCKIX Tex-
Honorui B Poccuitckor Oepepauum 1 nnaxa ee peanusauuny. JokymeHT ony6nnkoBaH He Gbin.

5 (3 P®,31.07.2017, N2 31 (Yactb 1), cT. 4791.

& C3PO,2011, NO 48, cT. 6724.

Mpuka3 Mun3zapasa Poccun N2 965H «06 yTBEPKAEHUN NOPAAKA OPraHN3aLMN 11 OKA3aHUS MEAULIMHCKON MOMOLLY C Npu-
MeHeHUeM TeneMeuLIUHCKIX TexHonorni» (2017).

World Health Organization [BcemupHas opraHusauus 3apasooxpaHerus]. (n.d.). eHealth [3nektponHoe 3apaBooxpate-
Hue]. https://www.who.int/ehealth/en/
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NOrnAM: KUHGhOPMAaLUOHHbIe mexHonoauUu, obecneyusgarouue AUCMaHyUOHHOoe 83aumodelicmeue me-
AUUYUHCKUX pabomHukoe mexdy cobol, ¢ nayueHmamu u (unu) ux 3aKOHHbIMU Npedcmasumensmu,
udeHmucpukayu U aymeHmuguKayuo yKa3aHHbIX AUy, 00KyMeHmuposaHue cogepwaembix umu
deticmeuli npu npoeedeHUU KOHCUAUYMO8, KOHCYnbmayul, OUCMAaHYUOHHO20 MeOUyUHCKO20 Ha-
61100eHus 3a cocmosHUeM 300p08bs nayueHma.

Ncxoas m3 npencTaBneHHOro neranbHOro onpegeneHns, Mbl MOXeM BbiAennTb Ba YPOBHSA B3au-
MOAENCTBUSA C UCMONb30BAHNEM TeNeMeANLMHCKIX TEXHONOUIA: BEPTUKAMbHbIA U TOPU3OHTaNbHbIN.
BepTuKanbHbI YpOBEHDb NPeACTaBAsfeT co60i B3aMMOACACTBIE «BPAyU — MALMEHT» U paccMaTpuBa-
€TCA KaK KNIUeBOil B paMKax HAaCTOSAWEro UCCNeaoBaHuUs. T0pU30HTaNbHbIA YPOBEHDb NPeacTaBnseT
060 B3aUMOAIENCTBME MeXaY Bpauamm, NPOBEAEHNE KOHCUINYMOB, KOHCYNbTALMA U UHOTO B3al-
MOJENCTBUS.

BaxHO 06paTUTb BHUMaHKE Ha TO, UTO COBPEMEHHOE perynupoBaHue B Poccuitckon Qefepa-
LMW He OTHOCUT TeneMeAULMHY K YCNOBUSAM, B KOTOPbIX MOXET ObiTb OKa3aHa MeAWLMHCKas no-
Molb (BHe MEeMLMHCKOW OpraHn3aLuu, ambynaTopHo, B HEBHOM CTaLMOHAPe, CTaLMOHAPHO).
CraTba 36.2 323-M3 ycTaHaBNAMBAET 3aKpPbITblii NepeyeHb Cnyyaes, KOrAa BO3MOXHA KOHCYNbTaLUSA
nayueHTa:

1) cnyuan npodunakTuku, c6opa, aHaNN3a Xanob naLueHTa u AaHHbIX aHaMHe3a, OUEeHKKU 3¢-
(heKTUBHOCTN NeYeBHO-ANArHOCTUUYECKNX MEPONPUATUI, MEANLMHCKOTO HabMIoAeHNA 33 COCTOAHN-
eM 3[0pO0Bbsl NALMEHTS;

2) cnyuau NPUHATUA pelleHus O HeobXoAMMOCTM MPOBEAeHUs OuHoro npuema (ocmotpa,
KOHCynbTaLmm).

Takum 06pa3om, Tekywuit noaxoq 323-O3 npefycmaTpuBaeT UCMNONb30BaHNE TeneMefuLLUMHbI UC-
KMIQUMTENbHO B MHOPMALMOHHDIX LLeNsiX, TO €CTb B paMKax TeneMefuLMHCKON KOHCYNbTaLu Bpay
HE MOXET OCYLECTBAATb KOPPEKLMIO PaHHEe Ha3HAUEHHOro NeyYeHUs UAKU JUarHo3a 6e3 OYHOro
ocmoTpa. HabntofeHne 3a COCTOSHUEM 3[40POBbS NALMEHTA TaKKE BOSMOXHO TOMbKO NOCAE OYHO-
ro npuema. licxogs n3 ONMCAHHOIO Bbllie MeXaHW3Ma, OTeYeCTBEHHAsA TeNeMeAnLMHa He No3BoNs-
eT 6e3 OUHOro NoceLeHNs Bpaya onpeaenuTb 3aboneBaHne 1 NONyUNTb Ha3HaueHHoe neveHune. Oue-
BUAIHO, UTO Takas (hopma [0/MKHA NepepacTit B CaMOCTOATENbHYD (IOPMY OKa3aHUs MEeAULMHCKOM
MOMOLLM HAa OCHOBAHWUN MpPaKTUKM, JOCTXXEHWI TEXHONOMMI M yueTa NPodeccoHanbHOro MHe-
HUA MeOULMHCKOTO co06LLeCTBa. B CBOIO ouepenb, He ANS BceX HanpaBneHUid MeanLIMHbI BO3MOXHA
NOCTAHOBKA AMAarHo3a AMCTAHLUOHHO, TEM He MeHee B HEKOTOPbIX 3apy6exHbIX rocyfapcrBax Ao-
MyCKAeTCA NpK NOCTAaHOBKe AUArHo3a UCnonb3oBaTh TenemeguuuHy. 3T0 Kacaetca rpunna, aHruHbl,
Pa3NUUHbIX MH(EKLMIA, B TOM YMCNIe PecrupaTopHbIX, CUHYCOBbIX 1 Apyrux 3abonesawui (Halpren-
Ruder et al., 2019).

MOCKOMbKY LeMblo TeneMeguLHbl ABAAETCA He TONbKO 0611eryeHue paboTbl Bpaueln, HO 1 obecne-
ueHmMe JOCTYNHOCTM MeAULUMHBI B TPYAHOAOCTYMHON MECTHOCTH, TO NOTPEBHOCTb B AUCTAHLMOHHON
JINarHocTuKe Heobxogmma.

Ecnn 06patuTbCa K CTaTUCTUKE, MOXHO YBUAETD, UTO HE BCe NALMEHTbI, MOAYUMBLULE NEPBUUHYIO
KOHCYNbTaLMI0 C UCMOMb30BaHNEM TeNeMeNLMHCKIX TEXHONOrMIA, 06pallaloTcs K JOKTOpY NOBTOp-
HO. Tonbko 20 % NALMEHTOB NOCAE NINYHOMO NMPUeMa UCMONb3YIT TeneMeuLLMHCKIE TEXHONOMN
ANA NPOAOMKEHNS B3aUMOACWCTBUS C BPAuOM. ECNM nepBUUHBIM 6bIN OHNANH-NPUEM, TO Konuue-
CTBO MOC/eAylowmMx obpaleHuii Bapbupyetca B npeaenax 6 % (Vladzimirsky, 2018). Takue nokasa-
TeNu MOXHO 06BACHUTL TEM, YTO YCTAHOBMUTb AUArHO3 1 MOMYUNUTb COOTBETCTBYIOLIEE HA3HAUYEHHOE
fieyeHmne oT Bpaua MOXHO MOJIbKO NPpU OYHOM Mpueme, a €Cin ANArHo3 He NOoCTaBNeH B pamKax Tene-
MeNULUHCKOW KOHCYNbTaLMM, TO NALMEHT BOCMOMb3YETCA TPAAMLMOHHBIM CMOCO6OM MOMyYeHus
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KOHCYNbTaLMM N HEOBXOANMOCTb B NOCNEAYIOLIEM 06paLLEHUM C UCMOMb30BaHNEM TenemMeanLnHbI
oTnapaert. Mocneaytowee o6palleHne ¢ NOMOLLbIO TeneMeanLMHCKIX TEXHONOMMIA HeceT Lenb nog-
AepXaHUA KOMMYHMKALMN C BPauoM W COMPOBOX[EHME MpoLlecca neueHus. Mocne ouHoro noce-
LeHUA Bpaya NuLo, KOTOpOe paHee He 06pallanoch 3a TenemeanLMHCKON KOHCYNbTaLMeNd, C Hau-
6onblueli BepPOATHOCTbIO 06PATUTCA 3a Hel ANs NOAAEpPKaHMA NMPOLECCa NeUeHus, a He C Lenblo
MoNyueHNs TaKoro NeYeHus.

B nepnoa naHaemun fenytatamu nofgHMMancs BONPoC 0 BHeCEHUN n3MeHeHnit B 323-(03, HanpaB-
NIEHHbIX Ha BO3MOXHOCTb YCTAaHOBNEHUA NPeABAPUTENBHOTO ANArHo3a B paMKax TenemeanLnHCKON
KOHCynbTauum’. OfHaKo MHULMATNBA He Gbina peann3oBaHa.

B ycnoBuAX pacnpocTpaHeHus KOPOHaBUPYCHOI MH(EKLMN pa3BUTUS 3aKOHOAATENbCTBA B Cthe-
pe TenemefuLMHbI Ha hefepanbHOM YPOBHE He NPon3oLwo. Tem He MeHee Ha PermoHanbHOM ypoB-
He UCMoNb30BaCA MexaHn3M TenemMefuLMHbI ANs ONepaTUBHOMO NOMyYeHUs MHdopMaLun U faum
KOHCYNbTaLlMi MNLAM C NOATBEPXKAEHHON KOPOHABUPYCHOW NHeKLMel. ApKAM NPUMepOM UCMONb-
30BaHNs TeNeMefuLMHCKNX BO3MOXHOCTE ABnAeTca MpuKa3 AenapTamMeHTa 34paBOOXPaHEHUs ro-
pofa Mocksbl 0T 6 anpens 2020 r. N2 356 «O npumMeHeHUN TeneMefuLMHCKIX TEXHONOMIA NPY opra-
HMU3aLMN OKa3aHUA KOHCYNbTaLMiA N0 BONPOCaM KOpOHaBMpycHon uHdekumm COVID-19 n nog6ope
nepcoHana B MeJULMHCKIUE opraHusauuu ropofa Mocksbl» (nanee — Mpukas)®. B cooTBeTCTBUM
¢ MpuKa3om Ha TeppuTopui r. MOCKBbI 6bIN cO3aaH TenemegUUMHCKUIA LIEHTP AN NpeAoCTaBneHus
AVCTAHLMOHHOW KOHCYNbTAaTUBHOM MEAMLMHCKON MOMOLWM NaLyeHTaM ¢ NOATBEPXAEHHOW KOpPOHa-
BUPYCHON UHbeKumen. Cpean OCHOBHBIX 334 TeNnemeaNLMHCKOTO LIEHTPA BblAeneHo:

= OLeHKa COCTOSHMA 340POBbA NaLMeHTa HA OCHOBAHWM aHaNN3a %anob 1 JaHHbIX aHAMHE3a;

= MOHMTOPMHI COCTOSHUS MALMEHTOB, B OTHOLIEHNI KOTOPbIX MPOBOAUMUCL KOHCYNbTALMN C NpU-
MeHEeHUeM TeneMefuLLIMHCKNX TEXHONOTUI;

= OLeHKa 3eKTUBHOCTU Neue6bHO-ANATHOCTUYECKMX MEPONPUATUIA;

= [MHaMUYecKoe MeaNLNHCKOe HabnioaeHne 3a COCTOAHUEM 3[10POBbS NALUEHTA;

= MpPUHATME PELeHUs O HeobBXOAWMOCTW NMPOBEAEHNS OUHOTO OCMOTPA BPaAuOM MOMAUKIMHUKIA
UNN BPauoMm 6pUrabl CKOPOM MeANLMHCKON NOMOLLYM AN FOCNNTANN3aLMM B CTaLMOHAp Kpyrno-
CYTOUHOrO HabNAeHMS;

= MpPUHATME pPEeLeHNs 0 HeobXOAMMOCTI KOPPEKLMM paHee HA3HAUEHHOro fleYeHUs BPauoMm
Nnpyu OYHOM OCMOTPE;

= cbop, 06paboTKa U aHANU3 MOMYYEHHbIX CTATUCTUYECKNX AAHHBIX 06 OKAa3aHWUN KOHCYNbTaTMB-
HOW MEAWLMHCKON MOMOWM NalMeHTaM C MOATBEPAEHHON KOPOHABUPYCHON WHeKLme
COVID-19, cocTosiHME KOTOPbIX NO3BONSAET HAGMIOAATHCA HA AOMY.

MpuKa3 He fJOMKeH NPOTUBOPEUUTD NONOXeHNAM 323-O3 1 He AaeT BO3SMOXHOCTM YCTaHABNNBATb
[INArHo3, OjHaKo NO3BONSAET LIEHTPANM30BaHHO (Ha YPOBHE PeruoHa) OKasbiBaTb KOHCYNbTATUBHOE
COAeICTBNE OfiHOW rpynne nauueHToB. Takue mepbl NO3BOAMAM PeWMUTb Npo6nemy nepenonHeH-
HbIX 60MbHNLL, @ TAKXE NPeAoCTaBNUTb BO3MOXHOCTb 60/bLLIOMY KONNYECTBY rpaxaaH OLEHUTb NTOCI

°  Znak. (2020, Mapt 24). B locdyme 8cromMHunu o menemeduyuHe: oYeHb HyXHa 6 nepuod 3nudemud. https://www.znak.

€om/2020-03-24/v_gosdume_vspomnili_o_telemedicine_ochen_nuzhna_v_period_epidemiy

" Tlpuka3 [lenaptameHTa 34paBooXpaHenns r. MockBbl 0T 06.04.2020 N2 356 «O npumeHeHnn TenemesnLMHCKNX TeXHO-
NOrNA NpY OPraHM3aLii OKasaHUs KOHCYNbTauuMii MO BOMPOCaM KOPOHaBMpYcHOW uHdekumu COVID-19 u noabope
nepcoHana B MeAMUMHCKME OpraHu3auum ropoga Mockebi» (BMmecTe ¢ «MonoxeHnem o TeneMeauuMHCKOM LEHTpey,
«BpeMeHHbIM pernaMmeHToM OpraHn3aLyi OKa3aHnA KOHCYNbTaTUBHOW MEAMLMHCKOM NOMOLLYN rpaxaaHam ropoga Mock-
Bbl C NMOATBEPKAEHHOW HOBOW KOPOHABUPYCHOW MHekumelr COVID-19, cocToHMe KOTOPbIX MO3BONSET HABNIOAATHCA

Ha foMy»). loKyMeHT Ony6nuKoBaH He 6bin.
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1 MUHYCbI TenemeanLnHbl. CTPYKTYpbl, aHanoruHblie TenemeanuyuHCKOMy LEHTPY, MOTYT ObITb CO3Aa-
Hbl Ha YPOBHE PErMOHOB He TONbKO B LieNsAX 60pbbbl C KOPOHABUPYCHON UHDEKLMENA, HO U ANs 0Ka3a-
HUA KOHCYNbTALWMIA AN FPYRN NALMEHTOB C Hanbonee pacnpoCcTpaHeHHbIMKM 3a60M1eBaHNAMN.

OTCyTCTBMNE BO3MOMHOCTM OCYLLECTBAATb AMArHOCTUKY 3ab60neBaHNs TOPMO3UT pa3BuTue Tene-
meguunHbl B PO. B pamkax 0603HaueHHOro BOMPOCa MHTEPECHO PAacCMOTPETb PerynupoBaHue
TenemeanuuHbl B CLUA™, Tak, Hanpumep, 3aKOHOZATENbCTBO pAAa WTATOB JOMYCKAET BO3MOXHOCTb
YCTAHOBNEHNSA ANArHo3a AUCTaHLUMOHHO (wTaThl Anscka, Apu3oHa, Konyméusa u ap.). B 1o xe spe-
Ms 3aKOHOAATeNbCTBO WTaTa Anabama B YaCTi YCTaHOBNEHUS AMArHO3a MMEET HEKOTOpble aHano-
MK C POCCUICKUM MOAXOAOM: AMArHO3 MOXHO YCTaHABNMBATh TOMbKO nocne ocmotpa face-to-face
UMK KOTAQ NALMEHT IMYHO NOCeLLan pyroro LOKTOpa paHee™,

ﬂMLI,BHSVIpOBE\!HMB N KPOCC-/IMLIEH3NPOBAHNE KaK obecneyeHue J0CTyNHOCTY
MEAULMHCKOW NOMOLLK

Kak 6b1n0 yka3aHo paHHee, TenemMeanLMHa C TOUKIU 3peHIUs TPaBOBOro perynupoBaHns npeacras-
nAeT co60i KOMMNEKCHBIA UHCTUTYT, BKNKOUAOWNIA B Ce6S OKa3aHuUe MeaULMHCKON NOMOLLM, HEKO-
TOpble NoNoXeHNs 06 MH(OPMaLLKMK, a TaKKe TeNeKOMMYHUKALMOHHbIX TEXHONOrMsAX. Bce 3Tn acnek-
Tbl TPE6YIOT 0CO60r0 BHUMAHNS, NOCKONbKY K/HOUEBOI LIeNbl0 BHEAPEHNS TeneMeanLmMHbI ABNAETCS
obecrneueHne npasa rpaxaaH Ha NonyueHne MeAULMHCKON NOMOLL.

Poccuiicknin 3aKoHofaTeNnb Hapsay C pAAOM APYrux Tpe6oBaHMi YCTAaHOBUN, UTO Tenemeau-
LNHCKME YCIYrA MOMET OKa3blBaTb MCKIKUNTENbHO OpraHu3auus, obnajarwolan MefuLUHCKOM
NUUEH3Nen. B oTeueCTBEHHOM 3aKOHOAATENbCTBE Hanuune NULEH3UU NO3BONSET OCYLWECTBASATD
AeATeNbHOCTb Ha TEPPUTOPUM BCEN CTPaHbl, HaNpuUMep nauneHT u3 MOCKBbI MOXET 06paTUTbCA
33 TenemMeMLMHCKON KOHCYNbTaLMen K CneLuanucTy, HaxoAalWemycs u npakTukytouemy Bo Bnagu-
BoCTOKe. OHAKO aMepMKaHCKOe 3aKOHOAATeNbCTBO NpesyCMaTpUBAET MHOE PerynupoBaHme.

[lo HegaBHero BpemeHu npakTuyecku Bo Beex wrarax CLUA HannuecTBoBano 3akoHogaTeNnbHOe
NOMOXeHue, NO3BONAKLLEE flerasnbHO UCMNONb30BaATb TeNeMegULUHCKIE TEXHONOMMN TONbKO B Cyyae,
eCNN MeCTOM HaXOX/EeHWs NaLUeHTa U MeCTOM OCYLLECTBEHNA 1eATeNbHOCTI Bpaya (MecTo nonyue-
HUA NIULLEH3NN) ABNACTCA OWH 1 TOT e wWTaT. CNeunanucTbl 0TMEYaloT, 4To NPOQeccMoHanbHoe niu-
LLeH3MpOoBaHNe B TAKOM C/lyyae ABNAETCA NPenATCTBMEM ANA Pa3BUTUA TeNeMeANLUHCKNX TEXHONO-
TUil 1 UX WPOKOro ucronb3osaxus (Becker et al., 2019). BepxoBHbiM cyom KanudopHumM 0CTaBNEHO
B CUJe pelleHue HKeCTOSWEro cyaa 0 NPUBNEUEHNI AOKTOpa XereceTa K YronoBHOW OTBETCTBEH-
HOCTW 33 OCYLECTBNEHNe MefULUHCKONW AeATenbHOCTU B KanudopHum no nULEH3UM, BblAaHHOK
B wrate Konopazo (Hageseth v. Superior Court of San Mateo County). 310t ciyyaii noguepKHyn Heob-
XOAMMOCTb PACLINPeHns TPaHNL, NPU OKa3aHWN TenemeguLUMHCKMX KoHcynbTaumi B CLUA. Yka3aH-
Hblii npouecc coctoanca B 2007 rody, U No UcTeueHnn Gonee uem 10 NeT 3aKOHOAATENbCTBO MHOFUX
ITaToB 6bIN0 U3MEHeHO. OfHAKO FOBOPUTH O eAMHO06pPA3MN NPeXaeBpeMeHHO. ToNbKo 23 rocyaap-
CTBEHHbIX MEJULIMHCKNX COBETA LITATOB BbIAAIOT NMLEH3MK (CepTUdmMKaThI), KOTOPbIE AAKT BO3MOX-
HOCTb MPAKTMKYIOLWMM Bpayam OKa3blBaTb YCAYrM C MOMOLLbIO TeNleMeANLMHbI 3a NPeAenamu wrara.
Takue NuuEeH3MN Ha3blBaloTcA cross-state license. Ha caitte Center for Connected Health Policy (www.

"B cuny theaepatUBHOTO YCTPOMCTBA PerynnpoBaHne TenemMeauuHCKOM NOMOLYM HaXOAUTCA B BEJ€HMI WTATOB. 3AeCh
1 fjanee B pamkax HaCTOALLEN CTaTbl HEOGXOANMO YUNTHIBATD 3Ty 0COBEHHOCTD.

% Center for Connected Health Policy. (2020). State telehealth laws and reimbursement policies report [OTuet 0 3akoHo-
AaTenbcTe 1 obecneueHn B 06nactin TenemeguuyHbil. https://www.cchpca.org/telehealth-policy/state-telehealth-laws-
and-reimbursement-policies-report
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PucyHok 1/ Figure 1

Tekywas cumyayus CoanawieHus o AuyeH3uposaHuu medcecmep 8 wmamax /
Current NLC States and Status

— HI Vi
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M Pending NLC legislation M NLC State M NLC enacted: Awaiting implementation

M Partial implementation Currently No Action

Note. Adapted from National Council of State Boards of Nursing. https://www.ncsbn.org/nurse-li-
censure-compact.htm

cchpca.org) npecTaBneHa akTyanbHaa nHMOPMALMA 0 TEKYLEM COCTOAHIIA TeNeMefULNHbI B Kax-
JOM 13 LITATOB, NPK 3TOM BOMPOC NMLEH3MPOBAHNA 0603HAUEH KaK OANH U3 KNHOUEBbIX MYHKTOB.

Mo pe3ynbTataM COBMeCTHOM PaboTbl WTATOB 6bINO yTBEPXAEHO CornalleHue 0 NNULEH3MpPOoBa-
Hum mencectep (Nursing Licensure Compact — NLC), KoTopoe No3BONSET UMETb OHY NULEH3MIO
B OAHOM W3 LITATOB W NPAKTMKOBATb B UTATaX, KOTOpPble MOANUCANN Takoe cornawexnune. Gegepa-
uma meauuuHckux konneruid (Federal State Medical Boards) paspa6otana TekcT TMNOBOro f0ro-
BOPa 0 MeJULMHCKOM nuuen3nposaHui (IMLC), KOTOPbIA 6bI NPUHAT NOUTH B NONOBUHE LITATOB
(Chuchvara et al., 2020).

Bbilue Ha pucyHKe 1 npeacTaBneHa Tekyulas cUTyaLus, cs3aHHas ¢ umnnemenTaumuen NLC.

Mo CBOEI CyTH, TaKoW NOAXOA TOPMO3UT pa3BUTME TenemeanLUMHbI Ha MO6ANIbHOM YPOBHE, A TaKkKe
He No3BONAET OCTUUb LiENeN, NOCTaBNEHHbIX NPY BBEAEHNN MHCTUTYTA TeNeMeanLmHbI: AOCTYMHOCTb Me-
ANLMHCKON NOMOLL CENbCKUM XUTENsM, pa3BuTie Hgpactpyktypbl (Marcoux, & Vogenberg, 2016).

Tonuok Ana pa3BuTUA Kpocc-nuueH3nposanua B 2020 rogy Aana naHaemus. Ha nepuog pacnpo-
CTPaHEHUA KOPOHABMUPYCHON MHAEKLMM 49 WTAaTOB 0TKA3annCb OT TPe6OBaHUIA 0 Hanuuumu 06s3aTenb-
HOW NNULEH3NN B LUTATE, [1e HAXOAMTCA NaLueHT . Mbl nonaraem, uto B PerynnpoBaHnin TenemeamnLm-

B .S, States and Territories Modifying Requirements for Telehealth in Response to COVID-19 [U3meHeHue 3aKoHOfaTeNb-
CTBa WTATOB 1 TPe6OBaHMil K TeNnemeanuMHe B OTBET Ha Bbi30Bbl COVID-19]. (2020). Federation of State Medical Boards.
https://www.fsmb.org/siteassets/advocacy/pdf/states-waiving-licensure-requirements-for-telehealth-in-response-to-
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Hbl BO MHOTUX LWITaTaX HAMeThnacb nm6epaanaﬂ TeHaeHuud. Takue p,eﬁcmvm MOXHO pacCMaTpuBaTh

KaK LWar Ha NyTu K TpaHCcrpaHuuHOMy dhopmaTty TenemeauLMHbl U NyTb K MUPOBOMY COTPYAHNYE-
CTBY roCyAapcTB B 370K Chepe.

ConyTcTBytowee PerynupoBaHue TesemMeaULUHCKNX TEXHONO0TMI

Cratbal 36.2 323-®3 06s3bIBAET YUaCTHUKOB AMCTAHLMOHHOIO BO3[ENCTBUS B PaMKax Teneme-
ANLMHBI OCYLLECTBAATL MAEHTU(UKALMIO U ayTeHTUMKaLuuo Yepe3 EAUHYI0 CUCTEMY WAEHTH-
dukauun n aytentudmkauum (focycnyru), a Takke TpebyeT HanuunA y MEULMHCKOTO PaboTHU-
Ka KBanNQuUUUPOBAHHON 3NEKTPOHHON noanucu. Takue TpeboBaHuA 06YCNOBAEHbI LMBPOBbIM
XapaKTepoM paccMaTpuBaemMoro BOMPOCA M MO3BOAANT NPUMEHATb Ve AencTsylowme dop-
Mbl MOATBEPKAEHMA N YAOCTOBEPEHNUA NMUUHOCTU. TPYAHOCTU Bbi3bIBAET MONOXEHME O HANMUUM
KBanNULUUPOBAHHON 3NEKTPOHHON MOANUCK, MOCKONbKY ee MonyyeHue Tpebyetcs AN BHece-
HUS MH(OPMALMM B MEAMLMHCKYI AOKYMEHTALMI0, @ Takke AOKYMEHTUPOBaHUS MHQOpMaLum
00 OKasaHWNU MeAULIMHCKON MOMOLLM NALNEHTY C NPUMEHEHUEM TeneMeNLNHCKUX TeXHONOTNA.
Mpoueaypa nonyueHus 3NeKTPoHHON noanucy perynupyetcs QefepanbHbiM 3aKoOHOM «06 3nek-
TPOHHOW nognucu» ot 06.04.2011 N 63-03*. [inA nonyueHns KBAaNUMULNPOBAHHON 3NEKTPOHHON
noanucu Tpebyetcs NpefoCTaBUTb HEOOXOAUMblE JOKYMEHTbl B CheuuanbHbli cepTuduumpo-
BaHHbIN LEHTpP, ONNaTUTb COOTBETCTBYIOLIYIO ycnyry. Npu 3ToM Nepuog AencTBUs TaKoW NOANUCH
OrpaHuyYeH, Kak npaBuno, 1 roaom. [ins NONHOW UMNNEMEHTALMN TenemMeauLIMHbI B CUCTEMY 3apa-
BOOXPaHEHMA TpebyeTcs, uTobbl MegULUHCKAA OpraHu3alus npuHUMana Ha cebs 06s83aHHOCTM
Mo NonyyYeHnto COTPYAHNKAMMN, PaboTaloWMMI C UCNONb30BAHNEM TeNeMEeANLIMHCKMX TEXHONOT U,
KBaNN(ULMPOBAHHbIX 3NEKTPOHHBIX MOANUCEN, @ ONMaTa CTOMMOCTM UX MONYYEHWUA NPOU3BOAM-
Nacb 3a CYET CPeACTB COOTBETCTBYIOWMX YUpeXaeHN. 3aTpyaHEHNA He BO3HUKAET, Koraa peub
ULET 0 YACTHBIX MELULMHCKNX KNUHUKAX, YEr0 Henb3s CKa3aTb O BIOMKETHbIX MEJULMHCKUX yupe-
XAeHUAX (rocyaapCTBEHHbIX 60MbHULAX).

MogHMmas BoMpoc (MHAHCMPOBAHUSA, CnefyeT 06paTUTb BHUMaHWe HA NPOrpamMmbl 06s3a-
TENbHOTO MeQULMHCKOTO CTpaxoBaHus. B Poccuitckoit Qepepaliui cuctema 06s3atenbHOro Meau-
LWHCKOTO CTpaxoBaHWA MMeeT fiBa YPOBHA: 6a30Bas nporpamma®, kotopas umeer degepanbHoe
3HaueHWe, N TeppuTOpPMANbHAA NPOrpamma 0653aTeNbHOr0 MeJULMHCKOTO CTPAXOBaHUs, KOTopas
AOMKHA NPefoCcTaBnATb BCe 06beMbl MEAMLMHCKON MOMOLM, NPefycMOTPeHHble 6a30BOK, a Tak-
)Xe MOXET 6bITb pacluMpeHa no yCMOTPEHNI0 TeppuToprUanbHoro poHaa 06s3aTenbHOro MeanLMHCKO-
0 CTPaxoBaHUs COOTBETCTBYIOUIErO pPernoHa. Ha Tekywuit MoMeHT 6a30Bas NporpamMma He BKNIO-
yaer TenemeguuuHy. PernoHbl Ha CBOE YCMOTPEHMe NMPUHUMAIOT TeppPUTOpManbHbIe NPOrpammbl,
NOKpbIBatoLLe Pacxofbl Ha TenemeauLuHy. CTouMoCcTb TeNeMeaNLMHCKNX KOHCYNbTaLMA BapbupyeT-
€Sl B 3aBUCMMOCTH OT CMIELMANNCT], K KOTOPOMY 06paTiica nauueHt. Hanpumep, ot 959 py6. (odhrans-
Monorua) Ao 2772 py6. (3HAOKPUHONOrMA)®. YKa3aHHbIe CyMMbl, KaK MpPaBuio, MeHblie, Yem CyMMbl
33 aHaNOTNYHBIA OUHBIA NPUEM.

% «MapnameHTckas raseta», NO 17, 08-14.04.2011.

5 TloctaHoBneHue Mpasutenscrea PO ot 07122019 N2 1610 «O Mporpamme rocyAapCTBEHHbIX rapaHTi 6ECNNATHOTO Oka-
3aHUA rPAKAAHAM MEAULLMHCKON NOMOLLM Ha 2020 roa v Ha NNaHoBbIA neprog 2021 n 2022 rogosy. €3 PO, 23.12.2019, NO 51
(wactb 1), . 7606.

% KobepHuk, 0. (2019, Hos6pb 01). Tenemeduyura nonyyuna mapugp OMC. MenBectHuk. MopTan poccuilckoro Bpaua.
https://medvestnik.ru/content/articles/Telemedicina-poluchila-tarif-OMS.html
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OTcyTcTBUE B 6A30BOM MPOrpamme 06M3aTeNbHOr0 MefULMHCKOTO CTPAaXOBaHUs TenemefuLu-
Hbl NO3BOMAAET He BCEM PErMOHAM MCNOMb30BaTh TAKOW WHCTPYMEHT, COOTBETCTBEHHO 3TO TOPMO-
3UT Pa3BUTME MEAMLMHCKON MHGPACTPYKTYPbI, @ TaKKe He 06ecneynBaeT JOMKHbIM 06pa3oM f0-
CTYNHOCTb MEAMLMHCKON NOMOLLM ANA YAANEHHbIX PErMOHOB U CENbCKOM MECTHOCTM.

B omnnume ot 0TeUeCTBEHHOrO MOAX0AA K BO3MELLEHNIO CTOMMOCTY 3aTpar Ha TeNnemMeaunLHy, He-
koTopble wrathl CLUA ucnonb3yiot naputet yenyr (“service parity”)”, cMblcn KOTOPOro 3aKfiouaercs
B BO3MELLEHII 3aTPaT B TOM e 06beme, Kak eciu 6bl ycnyra Hbina okasaHa nuHo. Hactoawmin noga-
XOA ABNSAETCA BaXHbIM B YacTi POPMUPOBAHMSA CUCTEMbI ONNATbI TPYAA MEAULIMHCKIX PABOTHUKOB,
a TaKKe Co3[aHuA CUCTeMbI CTUMYNOB ANA UCMONb30BAHMA TeNeMeANLNHCKIX TEXHONOTUIA.

Mpu yaaneHHOM HabnAeHMN 3a 340POBbEM MaLMEHTa BPay OTBEYAET 33 KaueCTBO OKa3blBa-
eMON MeAULMHCKON nomouiy. Mpu 3TOM B OTeUeCTBEHHOM 3aKOHOAATENbCTBE MOTYT BO3HUKHYTb
CMOXHOCTU MO BONPOCAM OTBETCTBEHHOCTU 3@ Pe3yNbTaT KOHCYNbTaLum C UCMONb30BaHUEM Teneme-
JVLNHCKNX TEXHONOT U,

B poccuiickoit nutepatype ecTb NO3uLKMA, COMMACcHO KOTOPOW HEBO3MOMXHO NPUBAEUb K OTBET-
CTBEHHOCTU 3a HEKAUYeCTBEHHOE OKa3aHWe MeAULMHCKON NOMOLL/ Bpaua B CBA3M C TEM, U4TO B Npo-
Liecce B3aUMOfENCTBUA «BPay — NALMEHT» C MCNONb30BaHNEM TeNleMeAULMHCKNX TEXHONOTIA OKa-
3bIBAETCA NH(OPMALMOHHAA YCNYT], @ He MeaNLMHCKas (Bazina, & Simenyura, 2020). Ha Haw B3rmnsg,
TaKas No3uLMA ABNAETCA AUCKYCCMOHHOM, NOCKONbKY OTBETCTBEHHOCTb BO3HUKAET, KOrAa NPUUMHEH
Bpef 340pOBb0 MaLMeHTa HenpaBUIbHbIM JMArHO30M WM HA3HAUYEHHbIM fieyeHnem. B cootset-
CTBMM C NPOBEAEHHbIMM UCCNef0BaHUAMU BONee Uem B 65 % Cnyyaes Bpaun npeHebpernu npasmna-
M KOHCYNbTUPOBAHUA C MCMONb30BAHMEM TeNeMEeANLMHCKINX TEXHOMOTWA U Ha3HAUUNU MefMKaMeH-
To3HOe nevenune (Morozov et al., 2020). Monaraem, yTo CyLLeCTBYIOLLEe perynupoBaHue, He aaiwllee
BO3MOXHOCTU Ha3HAuaTb NleUeHne AUCTAHLMOHHO, JOMKHO BOCNPUHUMATBLCA CreLnanuctamm 3apa-
BOOXPAHEHUA UMNEePaTUBHO.

MocneaHas npobnema TenemMeaMUMHCKNX TEXHONOTWIA, paccMaTpuBaemMasl B pamMkax HacTosLen
CTaTbil, — 3T0 COXpaHeHue Bpaue6HOI TailHbl U obecneueHne MHPOPMALMOHHON 6e30MaACHOCTM
B LeNAX 3aluTbl MePCOHANbHbIX JAHHbIX. B CBA3M C TEM UTO Mexay NaLMeHTOM U BPauyoMm npu oka-
3aHUM MELULMHCKUX YCYT C UCNONb30BaHNEM TeNeMeAMLMHCKNX TEXHONOTMI BO3HUKAET TPeTbA
CTOPOHA — O0nepartop, TO HPUCAMKLNM, AONYCTUBLINE WUCMONb30BaHUE TenemefuuuHbl, LOMKHbI
NpefycMoTPeTb HOPMbI, HanpaBfeHHble HAa HEfONyLEHNe HApPYLWEHWA CO CTOPOHbI ONepaTopoB
B cthepe 3awmTbl MHOPMaLMK. B npoTMBHOM ciyuae 6yayT HapylweHbl 6a30Bble TpeHOBAHMS K Op-
raHu3aLuy 34paBooXpaHeHus.

Mpo6nema 3aLuTbl NEPCOHANbHbIX JAHHbIX TPEOYET OLEHKM He TONbKO CO CTOPOHbI roCyAapcTBa,
HO 11 CO CTOPOHbI 061L,eCTBA. JI060NbITHBIM NPeACTABAAETCA UCCIER0BAHME, TPOBefeHHOe B 2007 rogy,
KOTOpO€e NMOKa3ano, UTo 340POBble YYACTHUKM Bbin 6onee 06eCnoKOeHbl 6€30MACHOCTbI0 1 3aLlLK-
IIEHHOCTbI0 CBOMX AAHHbIX, YEM YUACTHUKN C XpOHUUeckumu 3abonesannamu (Walker et al., 2009).
Takue BbIBOAbI MHTEPECHBI C TOUKW 3PEHUS MOTUBALMN NALMEHTa U ero LIEHHOCTEN, HO He A0NX-
Hbl 6bITb OPUEHTUPOM AN 3aKOHOAATENS. [JaHHbIe O NaLMeHTaX HE3aBUCUMO OT COCTOSIHUA WX 340-
POBbA, HANMUNA CIOXKHDBIX 3a60/1€BAHUIA [OMKHBI ObITb 3aLNILEHbI B TONHON Mepe.

PerynupoBaHue [esaTenbHOCTM NO 06pPaboTKe M UCNONb30BAHUIO MEPCOHANbHbIX AAHHbIX
B Poccum onpepensetca GenepanbHbiM 3aKOHOM 0T 27.07.2006 N 152-M3 «0 nepCcoHanbHbIX jaH-
HbIX»', 3a 6€30MaCHOCTb NePCOHANbHbIX AaHHbIX OTBEYAET ONEepaTop CUCTEMbI: OpPraHuU3aLmu,

7 K 1akum Wwratam otHocuTcA KanudopHus, lenasap, Ixopaxus, fasanm, MunHecota, Hbto-MeKcuko.
8 «MapnameHTckas raseta», N2 126 <127, 03.08.2006.
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KOTOpble XpaHAT, cobupatloT, nepefalT uan 06pabaTbiBalOT NEPCOHANbHbIE AaHHbIE, [OMKHbI
BbINOMHNTD PAf TEXHUYECKMX N OpraHN3aLMOHHbIX TPe6OBaHNIA NO 3alLuTe 3TON UHDOPMALMN.
Kawpgan opraHu3aums o6s3aHa UMETb MaKeT [OKYMEHTOB, MOATBEPXAAIOWMX 3aLLNLWEHHOCTb
NepcoHanbHbIX AaHHbIX. OHAKO CTAaHAAPTHbLIX Mep 3aWuUTbl NEPCOHANbHbIX AAHHbIX ANA Tene-
MeAULNHBI He[0CTaTOUHO.

Onepatop B pamkax TefemMeanLyHbl MOXET BCTPETUTb PsiA NPobnem, KOTOpble He UMEKT MecTa
B APYriX MH(OPMALMOHHBIX CuCTeMax. ITO CBA3AHO C TeM, YTO TeneMeAMLMHCKME NPOrpamMmbl 06-
pabaTbiBAlOT JaHHbIe O COCTOSIHUM 3[0POBbSA, KOTOPbIE ABNSAKTCA CMELManbHOW Kateropuen nep-
COHANbHbIX flaHHbIX. B cuy TOro uTo AaHHble O 3[40POBbE ABAAKTCA CeLnanbHbIMU B KOHTEKCTE
NpaBoOBOro PerynupoBaHus, UMeeT MecTo 0cobas hopma COrnacus NauueHTa, B YaCTHOCTH, OHO
AOMKHO BbITb MUCbMEHHbIM. QUeBUHO, YTO TaKOW NOAXOM HE BNUCHIBAETCA B PaMKIU TenemeauLHbl
U LOMKEH ObITb NepPecMoTPeH C yueToMm LUcpoBM3aLMM 34paBOOXPaHeHUs. TaK, Hanpumep, eBpo-
nenckoe perynupoBaHie JONYCKAeT NoNyueHne He TONbKO NMMCbMEHHOTO, HO 11 TOYHO BbIPaXEHHOIO
YCTHOrO cornacua®.

3akntoyenve

TenemepuuMHa ABNAETCA CNOXHbIM AIBEHNEM /18 COBPEMEHHOT0 NPaBOBOrO PerynupoBaHus, no-
CKONbKY Heo6xoanmo cobntoaatb 6anaHc mexay, C OAHOW CTOPOHbI, BHeAPeHUEM LMdPOBbIX TEXHO-
NOTNi 1, C APYroi, 3alNTOM 300POBbsA rPaX/aH, a Takke obecneueHnem ux MHHOPMaLMOHHON 6e3-
0MacHOCTU. [laHHble 06CTOATENbCTBA CO3AAIOT ANS COBPEMEHHOT0 perynatopa psg npobnem.

KntoueBbIM HEOCTAaTKOM OTEUECTBEHHOW CUCTEMbl 3[paBOOXpaHEHUS ABMAETCS OTCYTCTBME BO3-
MOXHOCTYM NPOBOAUTb ANCTAHLMOHHYI0 AUArHOCTUKY 3a6oneBaHui. [lnbepannsaLmus 3akoHoaatenb-
cTBa B 370N chepe noBnekna 6bl M3MEHeHUA B 06M1ACTI 3aLLMTbI NEPCOHAMbHBIX [aHHDBIX, @ TAKXKe
00s3aTeNbHOI0 MeAMLMHCKOIO CTPaxoBaHus.

Monaraem, u4to OMbIT TeneMefuLMHbI, NPUMEHAEMbIA B YCIOBUAX PACcNPOCTPAHEHNs KOPOHaBU-
pyCcHoil nHdeKumm Kak B Poccuiickor @egepalin, Tak u B APYruX CTpaHax, 0TKPOET HOBbIE BO3MOX-
HOCTYW ANs TEXHONOTNI 11 COBEpPLIEHCTBOBAHMA NPABOBOTO PErynnpoBaHus.
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