
Biometric Access Control 

Biometric identification is a latest tool in the world of preventive security. Biometric access 

control stands on different plane than badge readers. Biometric control include the  

 fingerprints  

 handprints 

 voice patterns  

 signature samples 

 retinal scans  

Because biometrics cannot be lost, stolen, or shared, they provide a higher level of security than 

badges. Biometric identification is recommended for high-security, low-traffic entrance control. 

 

 

 

Basic diagram of biometric 

Finger Print:  A fingerprint scanner system has two basic jobs -- it needs to get an image of 

your finger, and it needs to determine whether the pattern of ridges and valleys in this image 

matches the pattern of ridges and valleys in pre-scanned images. 

 

Only specific characteristics, which are unique to every fingerprint, are filtered and saved as an 

encrypted biometric key or mathematical representation. No image of a fingerprint is ever saved, 

only a series of numbers (a binary code), which is used for verification. The algorithm cannot be 

reconverted to an image, so no one can duplicate your fingerprints. 



 

 

 

Retina Scanner:  These scan the unique biometric pattern in each person’s iris, and match it 

against a certain number of unique identifying marks that set every person apart from everyone 

else. 

 

 

Facial Biometric: Each person around the world has a distinctly unique face, even two twins 

that the human eye cannot tell apart. It may be something as small as the slightly different 

placing of the eyebrows, the width of the eyes, or the breadth of the nose. 

Voice Recognition software:  Every person in the world has a unique voice pattern, even though 

the changes are slight and barely noticeable to the human ear. However, with special voice 

recognition software, those tiny differences in each person’s voice can be noted, tested, and 

authenticated to only allow access to the person that has the right tone, pitch, and volume of 

voice. It can be surprisingly effective at differentiating two people who have almost identical 

voice patterns. 

 

http://www.biometric-security-devices.com/biometric-software.html
http://www.biometric-security-devices.com/biometric-software.html
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