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THE JOINT STAFF 

THE JOINT CHIEFS OF STAFF 
WASHINGTON, D,C 2030) 

22 March 1983 

MEMORANDUM FOR RECORD 

Subject: Notes on WINTEX 83 Senior Level First Impressions 
Conference, 22 March 1983 

LTG Prillaman Key note - had a good exercise overall 
- will focus on negative rather than positive 

-' Controller First Impressions 

, (1) JDA 

-- OPLAN data bases outdated 

(2) Execution Monitoring 

-- Matching US/NATO Rules of Engagement not smooth 

(3) OPLAN assignment errors made 

(4) Alert System - not fully known by all 

(5) Situation Monitoring 

(6) Seledtive Release 

NATO secure voice not reliable 

AUTOSEVOCOM limited JS 3.3(b)( B ) 

Examination of procedures need to be made 

-- Trend for improvement is insufficient 

(7) Crises Management 

Procedures need to be refined .•. OSD/JCS are 
improving 

-- -- - --- - -
C"\ r= Or 



Time di rences brought problems. Need full 
24 hour participation 

Declaration war only on ORANGE rather than all 
ORANGE Pact .•. confused allies 

Trend is insufficient 

(8) NEO 

Evacuation smoqth 

Lack of transit/safe haven agreements are in 
existence •.• need coordination 

(9) Security Assistance 

Reallocation/legislation coordination needs to 
be improved ••. standby legislation needs to be 
made 

(10) Log Sustainability (Civil-Military) 

-- Inadequate ••• needs fixing 

(11) WWMCCS ADP 

WIN reliability: 95% 

Data base transfer problem: Master Force List 
transfer by JDS - 50 hours 

(12) Space Operations 

Lots of play 

Passing of control satisfactory 

(13) Communications 

Actual degradations occurred • 

Minimize effected 

Messages backlogged and had to be flown between 
command centers 

OPSEC weakness 

Trend is poor 



Exerci f Controller (BG Penzler) 

- Najar Concern 

Comms to NATO 

- p not looking ahead 

Exercise not used as training vehicle by STATE/OSD 

- Major Progress 

- Better decentralization 

More participants 

Good test of NATO plans/procedures 

Fall 1983 exercise (November) will be PRESSURE POINT 84 

LTG Prillaman - Senior Player Comments 

, DEPSECDEF (Thayer) - We need player participation here in 
Washington to help improve crisis management ... try to 
get higher level players more involved .•. need high level 
attention 

OSD (Gen Stillwell) - Bringing a coalition from crisis to 
war is demanding. We must continue to practice these 
exercises •.. some activities provided a new man each 
day ... this is a poor way to learn. State Department 
participation was quite inadequate ... a noticeable lack 
of high level STATE play .•. especially you Mr. Ambassador. 
We are going to propose a Working Group of Exercise 
Planners for the next exercise (high level planners) ... 
we are still in a reactive mode ... we need active advanced 
planning involved 

STATE (Ambassador Landgen) - viell ... I was out of town. The 
criticism is justified •.. I feel strongly that we are 
generally deficient in terms of gam~s and exercises. 
We will improve! ... am surprised that we have no agree­
ments in advance on NEO ... surprised we had no evacuation 
by sea ... surprised by need for more secure comms ... 
generally surprised by our needs ... STATE must become 
involved ... 

WHITE HOUSE (Gen Boverie) 

Admin problem in declaring war on ORANGE rather than 
ORANGE "Pact" is our mistake ... we'll become more alert 

3 
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:8Eef'tEJ .. 
- Secure link Pentagon and White House is 

a problem ... tand work is underway 

FEMA (Mr. Guif raJ 

- Was distressed that OPSEC/COMSEC went down on this 
se 

- Mes addressed to wrong places ••• activit s 
to respond not addressed ... activi not needing 
respond were addressed ..• some of these actually 
responded 

ing 
to 

- Want to be informed on use of NUCS .•• only as an info 
addressee .•• we need to keep abreast of what's happening 

- We need higher level participation so that the problems 
can be addressed 

SEC ARMY (Secretary March) 

- Need for secure communications is apparent 

- If Soviet Union was to intercept our comms, I'm quite 
sure they would be confused, however ••. 

ARMY (MG O'Conner) 

Can't see a swing strategy - war will be allover 

'VCNO (Adm Small) 

- War must be seen as a global war 

DEPT AIR FORCE (Secretary McCoy) 

Need more senior players involved 

- Need better coordination with Joint Staff in crisis 
management 

- Need better information on which to base decisions' 

AIR FORCE (MG Burpie) 

MARINE CORPS (LTG 

- I'll keep quiet 

COAST GUARD (VAdm Stebbie) 

- Look forward to next exercise 
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NORAD (BG Brandt) 

- Excellent e xercise 

CINCCENT 

- No comment at this time 

JCS (J-4) 

- Exercise artificialities caused problems 

- We'll look at sustainability more closely 

(J-5) - No comment 

(C3S) - No comment 

~SC (Vadm Carrol) 

DECLASSIFIED IN FULL 
Authority: EO 13526 
Chief. Records & Declass Dlv, WHS 

Date DEC 1 4 2012 

- We need to test our sea attrition in war .•. we're fooling 
ourselves if we think we can get it all there without 
losses .•. this frightens me ... in 1942, we sent 33 ships 
to Mummansk - only 11 got through 

- We need to look at sealift attrition because 95% of 
our goods go by sea 

JCS (LTG Dalton) 

- The people who should have played in the exercise should 
have been the people with the expertise 

- OPSEC - We're not disciplined and we don't have enough 
secure lines 

- We need to educate people in understanding NATO procedures 

- Express appreciation to all who did participate 

-- Again, we're focusing on the negative today 

- Thanks 
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THE JOINT STAFF 

THE JOINT CHIEFS OF STAFF 
WASHINGTON, D,C. 20301 

12 April 1983 

MEMORANDUM FOR RECORD 

SUBJECT: Notes On: WINTEX 83 Senior Level First Impressions 
Conference, 22 Mar ~3 (U) 

1. (U) This MFR highlights four issues addressed at the 22 Mar 83 
First Impressions Conference. These issues are documented to 
respond to the following Dir, C3S, request: 

"Would like to have a simple list of each corom deficiency 
identified and short analysis of where systems improve­
ments (possibly would affect each)stands at the moment." 

2. ~U) The Issues: 

(U) #1: NATO - US Secure Voice. 

(1) tIP First Impression: Was Inadequate 

(2) ~ Status of Improvement:- ELCROVOX is the Normal NATO 
Secure Voice Equipment. It operates at data rates between 
1.8 to 2.4 kbps_and thus compares with our 2.4 kbps narrow­
band service as far as quality is concerned. There is, how­
ever, no interface with US secure voice equipment because 
of the different algorithms and technology used. Cross­
connecting the systems requires breaking back to clear 
voice and reencrypting with a loss in quality. The US has 
proposed a loan of up to 360 STU II until a NATO standard 
is approved and purchased. A decision on this loan offer 
is expected to be made in 3 to 4 months. The loan_offer 
will likely be rejected because of competing European mem­
ber secure voice programs. The Nethe~lands, Germany, 
Norway, Italy, and France all have bilateral agreements 
with the US to build STU compatible secure voice equipment. 

(U) #2: Data File Transfer Us WWMCCS ADP. 

(1) .., First Impression: Was Inadequate 

(2) .. Status of Improvement: This is misleading, because 
it leads one to believe that WWMCCS ADP, per ce, is the 
culprit in any inadequacies associated with data file trans­
fer. It was instead, a series of user errors that included 

1 



a 
no hardware 

was a problem. 
various commands to 

vent such errors in 

(U) #3: us - NATO Communications. 

(1) ., 

(2) ..... 

Were Inadequate 

A principal reason is that 
with NATO 75 Baud systems 

NATO systems could not maintain pace. Attached 
US 1200 
and the 
point and memo (Tabs A, B, and C) cite the following: 

(U) #4: 

Tab A: To partially alleviate the backlogs, 
USCINCEUR installed 1200 Baud equipment and 
delivered messages by courier. An interim 
solution has been suggested that would pre­
position high-speed terminals and send addi­
tional AUTODIN to NATO. 

Tab B: 48% of messages manually input into 
the teletype circuit at the Pentagon were 
rejected by the Belgium TARE. US delegate 
to the Military Committee at Brussels has 
recommended that US personnel visit NATO to 
analyze the reject problem. 

Tab C: NATO interoperability is hindered by 
the need for data security. NATO cannot dic­
tate standards. Major initiatives are being 
addressed, however, that involve interopera­
bility. These are: the encouragement of 
standards in equipment, procedfires, integra­
tion, and compatibiltiYi the cooperation in 

lopment and procurement; and, the recom­
mended adoption of common applications. 

Theater Communications 

(1) ... First Impression: Were Inadequate 

(2) ... Status of Improvement. A CINCMAC representative 
made this observation in relation to several related pro­
blems as follows: 

2 



OECLASSIFIf::O IN FULL 
Authority: EO 13526 
Chief, ReCOr'15 & Declass Dlv, WHS 
Data DEC 1 4 2012 

slow comms: Pertained to the AUTODIN switch badklog 
in Europe between USEUCOM and NATO HQs (which by the 
11th & 12th days of the CPX registered message back­
logs in terms of not "hours," but "days;" e.g. 8+ days 
at AFNORTH, 6+ days at UKAIR, and 3+ days at AFCENT. 
Such required the transit of US - NATO messages by 
aircraft and vehicular courier (see para c, Tab A, 
above) • 

unsecure comms: Pertained to shortages in PARKHILL 
equipment within USAFE to satisfy ~~C requirements 
and a lack of NATO compatible secure voice equipment. 

insufficient cornms: Pertained to insufficient Class A 
AUTOVON access lines needed to support the CINCMAC -
ALCE traffic. The basic problem is based on a general 
shortage of USAF funds that are needed for leasing 
lines for ALCE operations. 

Improvements center on a long standing problem facing CINCMAC 
involving exercises. This generally lies in the purview of 
the USAF to resolve funding issues. The SVIP/ALCEP/STU II 
programs may provide for long term relief; however, near term 
actions will require providing more PARKHILL and VINSON to 
meet needs. Some relief on the AUTODIN/AUTOVON saturation 
problem may be afforded on completion of the Digital European 
Backbone (DEB) and the European Telephone System (DTS) up­
grades and the eventual evolution to the Defense Data Net­
work (DDN). The problem of AUTOVON access will require USAFE 
assigning sufficiently high priority to the CINCMAC needs to 
insure that funds are available for leasing of required cir­
cuits. (In the past, these requirements have been deleted 
due to funding shortages.) 

3 Incls 

A - Point Paper "NATO Comms 
Backlogs," 21 Mar 83 

B - Point paper "Message 
Rejection," 21 Mar 83 -S~ 

C- Memo" ~vINTEX 83, If 5 Apr 83 
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\'lORKING PAPER 
' DESTROY WHEN NO LONGER NEEDED 21 March 1983 

@2ckE! 

, Point Paper for the Director for Operations for use during the 
SRAPE Post Exercise Discussion (PXD) 

II. PURPOSE: To provide background information on AUTODIN 
jcc }~-l0ngs \o;hich occurred during inl\TSX-CH~£X 83. 

III. ~AJOR POINTS: 

-fMb\.t:tta!2':£lr~.Tibr~:CiliiKf,E~·Eh~at:~~=-biudk' tlrus-;·~:"tlYe~~ ar'e'i 
~th-a bl e to a'C c e pt,'~far Q ~ _ v 01 ume s- of" -m ~s s ';a'~~ '':t /iifi c'~ fr-om 
rrfe:-.ftTTOp:f["_sy(~~_. ~ , ~ , 

- Peak backlogs were traffic for: 

Southwick, UK 
Kolsass, NE 
~ ~ :):- ~ ~-: " " ~ () C) d, U f: 
~22st~icht, Nt: 

791 messages 
2069 messages 
::. ~ ~:.. :-" ~- ~ :: -:. :: .: : 

D. USCINCEUR has proposed the following ~~rEff~ffC~S ... ~~u. t::~?~·''': 
(Tab A) : 

- Preposition high-speed mobile terminal equipment at 
specified locations within theat~. 

35 5 ulc.§SSl("')(!,) Add 

APPROVED BY 

Prepared 

f..T'?;\C!1~"ENT 

ngency/Crisis 
...-.......r-nsion 70007 
17 March 1983 

ThB h - USCINCEuR 131030Z l·~R 83 

I 1"'1ilP 115 t "IifF! 1 liFER 
: .. b97J_E C3:~r . . 5 · 81 886 HOP ]Q 

. DIRECTOR, C3S 

nt Division, C3S 

DECLASSIFIED IN FULL 
Authority EO 13526 

Chief, Records &fecla~~QW' WHS 
Date 0 E C 4 L U J l 

: : 2 1. ..• 



SEORE'fa 
DEPARTMENT OF DEFENSE 
~CS MESSAGE CENTER 

:·:::~.I~ -: .. : ;:::~.: ":;i- I
,.:: ~.:~:::~::~. :~,;:3 :~~:~: U1fJ:J: 

rF..:;7',":lc!~. Fe; r.':Q£Slll;~ U:''';'IO!, Ali: CF.!?i'L£S ,,:'T0 
C~",AI;!JEF.· 5 mor.:~ TO PlA~ FOP. [~PlOYHi~ AU;; SUSTAINllii; HIS 
FO?:E. (£COM~;IiD LOGISTIC ~SISTAIiC( RfQU£ST PF.OCEDUP,£S BE 
P'£V:S~!J Te' PROVID£ iIJo!£LY F.~S!'OOSL 

(2) .. Kl-JOR 114TO C~Ar.:J PRIORITIES: WlFLICTS 
Hi P.£SD'JilCf AlLOCf.Tloo ~;; KJ..JOf. IIATO C()IIoIAIIllS (SACLAIw1. 
SACEUP.. AND CIUCCHAII, HAD ~ CLEAP. STANDARD fOR RESOLUTI~. 
WlrlI:TS I~ REPLACEME~ REOU~STS FOP. U.S. SHIPS LOST IN 
SACEUP,'S MEDITERRANEAII OR $ACLANT'S ~~RTH SEA WiRE RESOLVED 
00 UIIILATERAL BASIS BY JCS II'ITH IiO IIIPUT FR()I NATO. 

(3) .. CRITICAL ITEI( IWlAGENEIIT: EXISTING P.EPORTS 
PROVIDE INADEQUATE IIiFORKATIDr TO UNIFIED COHMAHDEPj ON 
WlPt»iEII1 CRITICAL ITEllj III SERVICE EfFORTS TO CORRECT 
SHORTFALLS. SIlicr CIIIC CONTROLS THEATER PRIORITIES FOR BOTH 
/IIl.ifRIEL AI..'!J LIFT. SUCH llifORMI.TIa\ IS vmL. 

c. (U) EXfCUTI~ /I4OOITORI~ (P.:iNFORCEMEIiT Or NATO 
CHao OF FORCES. ROE, US/Nf.TO ALEF.T SYSTf~~, OPlA~ 
IMPLEMEWTATION). 

(1) .,AUOCATIOO Of RESOORCES: EACH IIATO KSC 
(m:s HORTH. CtIIT. AliD SOOTH) RE~E.mD REPLACEMENTS fOR 
OESTROY(D SHIPS, AIRCRAF1. All!) W£APa/ SYSTEMS EITHER 
OIRECTlY TO CJHCEUR OR TO SACEUR. SHAPE PASSED REQUIREMEWTS 
TO ClJiCWR II'ITtWT ESTABLISHINU AllY PRIORm. 
Of "lAND EXCEEDED AVAllABIlm. CDNSEQUfWTLY, WHE~ SHAP! DID 
~ ESTASLISH PRIORITIES FOR ALLOCATION Of RESOURCES. 
ALLOCATlOO fEll DE FACTO TO HQ USEur~. (THIS IS SIMILIAR TO 
ITE~ 38(2) ABOVE). 

criOl, ';3(5) (U.U.fl 
!'FC :J:S(l. C~;:I'\ JHli t;!~51"1 DO:[)JV(l) J;:t/~:C(" 

J~(~ I J5(2' C3S(5JC~)!Orf(l) uscJt;:CEI.'1LO(1) 
JO;:i.O::' 2EC('(S! SECDU(9! USD?m: ~.s[):MR:'t\2. 
~~:~,. I 

~CIC 'c~ 'o';,S1-:lIi;iOl; 0: 
~:~·!O~iL_': , 

(Z) .. COOP OF fORCES TO IUTO: l.lSm'CWR IS 
Al1I1IJRnEO TO OOP THOSE DEPLOYIt.'G fORCES LIST£]) IW THE ACE 
ORDER Of SAmE (ORBAn TO IIATO. FORm IIOT lISTED REWIRE 
SPECIFIC JCS/NCA APPROVAt TO CHOP. CURP.£h1 [OITION Of ACE 
om! com.HIS tEsoun INfO?I'!t.!IOI;. A~J MAlii ror:m 
If.i'E/;:nJ fOE tHO: Ar.: ~~. ~;sm. lP.~!;5fH (;! TH::5: :c~:£: 
T:; ,,;.,i: .'~S Tl~: CO!;St!-'.H'~ A~;: rF.~SiK~jf:· 0:); ~~ .. !r:.. ~:! 
MUST UPOAiE TH£ ACE ORSAi. 

(3) _GRAV~5 REGISTRmOli: GRAVES P.£GISTR:.nOl; 
PROGRAM 'iITHII' U.S, MILITAP.l· IS Jli:m.EL~ 0: FUI;:tJO!m;~ I~ 
i't.ml!~. DUF.!f':; (X[F.:rS!. r.tL mvrm i'!H: U~AS!..t Te 
PROC~!5 THEIR DEAC. TEHoORA?v EU?I~~ i'~ APFP.Ovrt 
IK~£DJf.TELY. HOWtViF.. f.C1UAl MANPOWEr. A~~ HATErtlAl TO 
PERFOP¥. TH!S fUH:TION WAS ~OIIEX!ST[W1. ~DOIT!ONALtv. 
PP'O:::5H,~ c: P:2S:)1i~;: ... £;:::;:~ J!.: h:V:~ kD:~~~!:: 

[ W' ClVj~-ti,!~ITAR" llmm..:: (m,. S~. Hr;s, U)~ 
SUPPOr.; TO II:'TOI. 

(1) .. ~'CfiWl8t.WIi mcul!T1011 Omr.TlOllS (N::Oi: 
NED PROCEOUP,£S IN FRG WIRE FULLY EXERCISED OOWK TO C~UliITY 
L£V!L. MANY NE" ASPECTS If ERr PLAYED. K!lST Of WHICH WENT 
ifIlL WHEti ooLY u.s. ASSETS WERE USED. ....rlEI\. tOiIvrF.. 
0UT5REAt Or WAR REQUIRED HOVEMEh1 THROUGH BElGI~ ANC 
NETHfRLAIiOS AIID BY CARRIEP.S Of oPPORTU~ITY. THERE WAS NO 
PROVISlOO OR PLA~ fOF. THIS EVOLUTION. PLANS HrED TO BE 
EXPANDED TO INCORPOR~TE FULL CAPABILITIES OF ~~C, HAC. KT~~. 
AND ALLIED AGENCIES. ADDITIONALLY. SIL~T£RAt NEO AGF.£fME~1S 
i'ITH I.PPROPRl/.TE tr.:lST HJ.TlOH$ SiO'JI-O 6f DeVELOPED. 

(2) tItIiIJI PORi AloII(UliITlOll RESTRI:nOO5: u.s. SHIPS 
ARRIVED AT ElJROPEA~ PORTS CARRYIIi~ ~~UNITI~ TONNAGES IN 
mm O~ THAT ALLMD III POPULAHD PORTS BY H:lST Nr.TlcmS. 
LlKITmCWlS PLACED ~ ORDNANCE OFFLOAD Ai POm Nm~ TO B: 
BASED Ok i'~?il~f VIC~ PEAcrTl~~ RrOUlp.E~E~1S AN~ GU!DA~:[ 
SHOULD E: SPECIrIED Iii Ni:T EXPLOSIVE IIEIGki ml'i vrcr Bun 
LOAD. 

(3) a Nac E~II'MEIiT: SHORTHLl mSTS THf1OU:.iHOOT 
THEATtP. FOF. 1m: CLOTHING A~'Ll EOfJIPHn;!. ADDmQ!jA~ ~m 
1;~!C~jIi.",l~;;Jr.:.:cId.:~- ":S;f:IE~it: . . ~( , c!>t! n:ICJ.-1~ "J'Jc -J.-.. ;.;.1! .' ~\i::'7-"-.~"-':'~"~.~; _h ." •• 

1'" .'.. ,~&1~;8~'io~"';;)~! t,;f ~1 :,;,~.w.,''':'; i. . E~ Atrroon .s~';T~m,.1iJ Ltl SFHD .1it-iO SYSTEI'oS 
JJAUSEUxCmIVt smum J.Lf.lJIOOJ~sw.m~ES,PRret.;~ lt~ 
~.PAmcut. ~O!£fAtC~HTOfId~.~. UfJ'll.-~IO,iARt .. StSHI< 
~ fRA, ~ ... JJ/Q)i!EPOSmClNI~ H1G~ ~i'.m "'.oBl~£" 
t. IIIAt EQU ~g. SPWFIto ~mO!iS ~ITJIltt: THmu.., 
"'TlIIS .W\JrPROVID£.l)r-tAU CAPABILITY TO, RECElv{~ TRAmt, , 

DEsrnlllrFOIf 'WATlCADDEEt FOP.: SU!s£~£Hi DELIY!nB~, COOR1ER.' 
l! onDfifnCJU.t-Au'roou TO 'WATO If Wo VIIOER . , 
IDERATIallf INTERlM NfASURC' -,"--~ ~~~ 
. ·"~m-., MINIHIIrmECflvrIi£SS: AlTIWGH MIIIIK12E 

WAS IMPOSED BY SEVERAL us AND NATO COMHANO£RS, TRAFfIC 
VOL()I[ 111 EUROPEAN THEATER WAS NOT IIOTICEABl Y AFFECTED. 
FOLLOW-UP ANALYSIS TO EVALUATE EFFECTIVENESS Of 
MINI~IZ[ EFFORTS ANt OrTERKIH£ EVEJiTS WHICH NrCESSIT~TE BT 

PlECLASSIFIED IN PART 
Authority: EO 13526 
Chief. Records & Oeclass Div, WHS 

Oate 2012 



WORKING PAPER 
DESTROY WHEN NO LONGER NEEDED 21 1-1arch 1983 

Point Paper for the Director for Operations for the WINTEX-CIl1EX 
83 PXD at SHAPE on 22 March 1983. 

~ ce nic ti ~S 

II. ?CRPOSE: To discuss the extent anc status of 

. ' -

.',;G 

em ~to the KKCS . 

E~rc~entl messa 
circuit at the-Pen agon 

. rej ectedEy'-the Evere 
i,.pl1lenf-.-J!!J.REr~Bel gl urn. 

s manually inpq~.into the 
Telecommunications Center 
'TeI~gra-ph-'-A~tomatic . 

~ Causes of WINTEX-CIMEX 83 PTC/TARE high reject rate, 
:1orma Ily about 10 percent, are unknO'.·,:n; can be caused 
by improper formatting or errors introduced by equip­
ments or circuits. 

are made available. 

. ..i.fi.il.:tary Corumi ttee, Bru Is, 
Pentagon.consoIiaated Telecommunications 

I visi. t"'N'ATO' Frci~~f;EverEi-tcf'~;-;alyze 
_-.= ..::); ~::,:~.. . . ~ ~--~p':' :~:" iiN~:~-.~ t'-:'~2"~"--: :~" ~"-'" ' 

B. Major Points other discussants may bring up: 

- The high message reject rate is caused by US operators 
not follo'Vling ACP (Allied Cpmmunications Policy) (TAB B). 

counterargument .... Some of the rejects result from this 
non-compliance with ACP. However, the rigid reject 
features of the TARE switch will al~o cause rejects from 
errors introduced by circuits and equipments. The PTC 
doesn't get timely or adequate feedback from TARE 
switch personnel on the number and causes of message 
rejects. They have no means to determine the causes 
of rejects in WINTEX-CIMEX 83. Although PTC 
personnel plan visit NATO Hqs at Evere, copies of 



all messages as received by the TARE switch during 
WINTEX-ClMEX 83 should be provided for analysis prior 
to 

IRECTOR, C3S 

... -~-" ,-._ ..... - .~ ......... -
: . . ' - : ... : 

- 1....':::- ':'.-..- ' .\.... 

2vere Telegraph Rejects", UNCL.Z,.SSIFI2D. 
T.~B B - USDELMC message 281738Z t·lar 83, "Real ~vorldProblem -

Evere Telegraph Rejects", UNCLASSIFIED. 

Jj,iJlfT'PPHhis ,",Ii a £ _ A!"ER 
REL~ASl!!l fii2llERE":' BY JOG H2P i.9 

, 

Puge determined to be Unclassified 
~eviewed Chief, ROD, WHS 
lAW EO 13526. Section 3.5 

Date DEC 1 4 2012 



DEPARTMENT OF DEFENSE 
~CS MESSAGE CENTER \ 

ROUTIH! ZYUV RUfHYJA1175 0131515 
• !3 
r14 USOEI.I!C ERUSSELS 8E 
TO 0,1. JASP~IIDAMO-C~S·CII 

CDR USACC OPS CO<!) 'IIASiiOClIWI(-CII 
OIt feTCS Vt\SHDC 

IXFO SECSTATE VASHOCIIC3I11 JCS VASHOCIIClSJl 
CCP. USACC FT HU~~JCA AZ/ICC-OPSII 
C:2 7iP~I5eCH FT RITCHIE HDIICC-oP/I 
CwS~CCL~ YASPDCIICC-L1CV11 ZE~/USMISSIOH USH~iO/POUCH 

L~lAS aRUSSELS BE 01715 

em: 2111!3 

~~Ecr: REAl. lIO(Ul PiU>IllHYER! TElEGRAPH REJECTS 
t':-~'"~~::""':_"~--~< ~~,~":_~"~':f!""..f..;~,-. ," ;" .. - :.'*:: __ 

~:F£::~::S: ,. ~~~ Z!!13!Z FEB 83 (NoTAL) 
O. 0.\ O$1515Z IlAI! &J OffiAU 

1. REF A. ImR AUA. IDENTIfIED A REAL \L()RUl CCM1tJi(ICA-
noo PR'Ct3lDf 00 PRO'{IDED IlIfo~m(W ABOOT u.s. RE­
CEIVED MESSAGE TRAfFIC AJlD mEtTs, AT TP!. EYER£: I..CCATIGI 
FOrI TIi! FIRST FaJR DAYS OF ffi;:m- tllml-oJa' arm 
8, IKTER All', Ae~EDGED RECEIPT Of REf A ~ ADVISED 
TP~T ADOIT1C«!l MEASURES HAD BEEN TA[EN TO IiSURE THAT 
U.S. !oIESSAG£S Cl)(PLY WITH THE HAID-VIDE ~ICATIOO 
STSTDt (II"fCS) F~T. 

Z. ACOITIOHAl lliFO~TIOH CONCERNING U.S, ME~E TRAFFIC 
EKTERIHG THE k)tS IS FURNISHED BEl~ FOR THE KEKAIHDER OF 
ElEP.ClS! VIlITq-CDlEl 83: 

. )().; S REO): /K). Of REJECTS: DATE: 

28 FEB 53 (1) 
39 lS 1 lUR 53 
3S 7 2 !CAR S3 
~o 12 3 'lUR S3 
l" " 18 " )cA~ e3 
.(s 24 5 )c.AR S3 _. 29 o )t~R 83 
41 20 7 lUi! S3 

~z 22 8 MAR &l 
24 12 9 I<AR 83 

W HOT~: CUE TO MAlfUHCTICH OF THE TARE E~IPI(OO THE NIJ(­
BER CF HlCS RECEIVED MtSS~GES I'AS NOT CAPTURED: SUT, DATA 
FOR REJrCTtll MESSJ.GES IS l~. THE U.S. Mt..S.SI,QE REJECTS 
TDTAlEn 28 feR THIS DAY. . 

3. TH~ ABOVE DATA REVEAlS: 

- A. THAT THE U.S. MESSA6E REJECT RATE FOil THE FIRST, 
fOOR EXERCISE DAYS, USIHG THE HVCS, WAS 52 PERCEliT. 

- B. EICLUDING 28 fEB 83 (OUE TO INCOMPLETE DATA) THE 
U.S. M~S!AG, REJECT RATE FOR THE RElCAINlli:i HINE DAYS I'AS 
-45 HEWff. 

- C. THE TOTAL N~8ER OF ~ MESSAGES RECErvro OVER THE 
W:":'iI~TON CIRCUIT WAS 5Z2. 

• D. n:£ TOTAL WISER OF MESSAGES REJECTED VAS 251, 
E\lJl7IIiG TO AX OVERAU U.S. MESSAGE REJECT RATE (EXCLUDING 
28 fESi Of 48 PERCENT. 

4. OURING EXERCISE VINTEX-CIHEX 83 LIAISON VAS M~INTAIIiED 
C~llY BEIYEEN usnE~C AhO TH£ CHIEF OF TH£ H~TO SITUATION 
(~hlr.~. VHO ~A1/AGES THE O?ERATlu~ OF THE NATO C~HICA­
T!C1IS wm!!. AfTER mEIvr~ REFERENCE B. VE P.tvIMD 
AS~ D!SCUSS~O THE ?EC~~ENDATIOH CONTAINED IN F~RAo~AFH 3 

r:iIOiI 0.8.0 
I~F0 CJCS(4) OJ5:(Z) HI~S(l) J3:N~CC(1) C3St51 

.. 

13 

THEREOF. ! VEJoiriiLY ro'lSl!]Er iT t()R(W{AllrPJjWJS ~TrlAfl'"\ 
PCTtS REPRESElITATM'VISIT HAlO ~S-EVER£ IiHER! 'liE tAl'" 
SIT fXl'IiH ~ETHER AHD GO ovn UIE HARII COPY EXAY.PlES OF 

. THE U.S. MESSAGES A.1fD SPECIfICALLY fOCUS ON liHAT U.lJSED 
THE VARlOOS REJECTS A!IO DISCUSS !Ii DETAIL !lAlO MESSAGE 

. fo,lIl(AT RE~IRE1400s A!IO PROCEDURES.: ON OCCASIOti III THE ! \ 
PAST', WE HAYE PRO'{IOED (UlIOfFICIALLY) THE HAR1l COPY Of U.S. 
EXERCISE TRAfFIC fOR PCTes USE/AIiAlYSIS. THE RESULTS H~YE .. 
BEEH LESS THAN SATISFACToav CUE TO VARIOUS RtAS~NS (E.G.. ' 
TUR1lOVER OF U.S. OPERATOR PERSON1iEl AND IHNIHAl USE Or THt: 
hIes \(ASHII;GiDN/EVERE CIRCUIT. EXCEPT ou;mi~ KAJOR SATO 
EXERCISES 'r'HERE I'ASlilMiTOH liAS PAliTICIPAmG). 

S. USOELMC WIll BE PLEASED TO COORDINATE A ~JTUAllY 
AGREEABLE DAif FOR A JOINT MEETING AND SUGGEST A ONE-DAV 
OR PERHAPS M-OAY HEml1ii WOULD BE ADEQUATE. REQUEST 
THAi YOU ASCERTAIN IF 001 ABOVE HEHTICIIE!l P.EC~UiOATIOW 
WI 5E A:;Ri::!l. 
o. THIS IS A JOI~i U5DELMC/~~IS5It~ USNATO y.ES5~r. B; 

......... ,_ ..... ____ 1_ .. ,.._.. ....,...I"'\_~""l_ ....... I • ....... 1'"\""" •• "'_"''''' .............. I. A..,e.,. !""f"\C'III.I.U.t. fOC:::O~ 



( i \1 ,,-to ~!1 E E- { ( 

DEPA~TMENT OF DEFENSE 

,RJ.IT!!:! 
l ZB113&1 ftC aJ 
f~ USnELHC C?,~SS:tS ~: 
l!') OA .;'S!i:lClIDt::cr·~4S·CII mcmv 

OIC us~tC ~rc ~~SHnc PhiO~ITY 
(i)~' US!,CC (i?S CCY«'1 \I.~S!L"C PRIO~iTY 

ni~O (i);;iTr.S1SW~ FT p.nC1'i!E rt)f/~C·~IPI/ 
P.t:·,ij~?ClCCR u:;~~c fi I:!;~W:JCA FT HU:'CHC:A 

JCS ;A5.9:JClIC3Si I 
SEcsrm \:ASii2C 

AU iCC ·Or 51! 
SErii£f V~S!C:j/C3r// 
WUUS~ISS:;;'i us:;no POUCH 

eliE: 1&4153 . 
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5 April 1983 

MEMORANDUM FOR C3S EVALUATION OFFICE 

Attention: ::res 5 L:>.'S..c".3 ~'2(ftJ)C~ 
Subject: WINTEX 83 

1 

1. Reference notes on: WINTEX 83 Senior Level First Impressions 
Conference, 22 March 1983. 

2. The following is submitted to assist in the drafting of a response 
to reference. 

4. Interoperabili ty with NATO can be further hampered by inco_ml'ati-
J2ll.d " • i)tj.e~,,":W~j:Jl~. Q~. i!l~.~F¥<;>E~.~§lgt!i~_ .. !!~~.~~. ~,r .. ~.~_)_a~<!..«p_r_ocedures~ 4~,dor::-
n):}jJ;Jat~~.e~ _i!d~~,!)~;!-ng .NA?;2...~~E.C:>I'~Eab_l:.!~ tl.:J!.~.:._~ . 

a·~~!Y:R~c10ifa1:rzal::~oft7!!~anct~~~E~a~To~Int;E:~~r~o~Eq::~(R7!LI) • 
ThIS pr2.sFa!!!·e;x~C:>.~,ts_the efITclent: use ofWnaE IS availabLe, .' 
andCJ!ncou~ ~.ge~. s tanqaI:cJS""l:n)~eqtIipme,nt· anct~proceatlreS71ntegratlon ' 
of forces ancr-t'acEics4wnere-possibLeTahd'~bal'ahcecJ~an(r(;rortii?ilf1ble 
force structures. These objectives, extended to NATO command 
and control, seek common design and proc~rement of systems, 
standards for intersystem operations and procedures, and.comple­
mentary national capabilities. 

b. [f<i~I}l31.!!<i_a'Qd~.cml~r~i·:~QQE~!"itI9n·In~iJ1:ieIQi>-ID~_~=-~ng'.p:f:,ocq~~~ftl:eilt- .. 
The Conference on NATO Armaments Development, t)1e",J;tigh,esJ;""NATO 

.Jllonitorand advisor of cooperative developmentL is concerned. .. 
!-,Ji! tQS_9Inl?_~1iJ?J-(r '~I],(f~!~ f~!:2peE ~g~,·_~':>~~~~~~cil!~."-~95)}'!~E~!~~ yst_emy. 

Although cooperat~ve NATO procuremenf neea not necessarilY ' 
mean common equipment, which may be undesirable due to national 
differences in equipment replacement schedules and other factors, 
i trca~--iestiYt: Iii-rediiced-'or - shared.-.acqtii'si f'f6n"~qsIs ~ reduced 
warti'ine-logisl:Tcs ,~maintenanc-e, -and"" friHnfng 'problems; and 
~9.mpliance.wi th_~nterface ?tandards ... ..l.Ma}OJ;.s¥~teiri~C2I~Et!iements 
t~!Cll}!1J~,~t.QL,c.Q.ordlna.f;~.9";_J:)y~<N~'.!?QI e.g~ , ... NAEW&C,. __ C~S.,-!}~~~~£.~~, 



r and tne--emerging Air Command ·-and Control Syst'em (AGeS) initia­
\£.tive, ' demonstrate -this tr-e'nd;~'-and ' focus on solving the 

pressing problems of NATO-national command and control 
compatibility and interoperability. 

c. Non-NATO multi-national oganizations concerned with 
communications and information exchange also contribute to 
NATO interoperability or to a conducive European 

r~gf~~·~tf:·I~~·~I~coffu~ t:-~{~~·~t-ci~r·f~~~~· ~~E~~fe~~¥p~~9~~~d . the 
r"Terei>lio~J ' -=- lctlTT·~-i:"e.c6mmende~-X·:25-~r~~6_c9):fC;i: packet .: /[s~ifChrnL~mmuiHcaETons~;>-anars"rec-ommendfng' adOPcion by i ts ­
{siSt*'rrlemb~ " "na£lonsorAd~i"ils""acomm6n- ADP -a: - liCa:tions·' -:--- --. 
4:#" , ", .~"" "" .. #...",,.~:t' Ii!i: :.~ ""' - "~~' .... ". .-.-;;... _ ........ _ • . ~. __ '''' t ~.-- . __ ....... _ ___ ._P~.~.""'"'---~ 
ilan:gua·9.~~: ___ Tne- rndependent European Planning Group, which is 
It't:11e ''as'sociation of the European nations within NATO, has many 
military panels which pursue cooperation and standards, and 
the joint design and production of families of systems. An 
example of a specially convened ad hoc effort was the 
Multifunctional Information Distribution Systems study group, 
consisting of military and industry representatives whose 
examination of electronic countermeasures (ECM) resistant 

,tactical communications (including maritime and IFF) should 
lead to a much needed NATO STANAG. 

2 

Pay:: d8lerm,ned to be Unclassified 
Reviewed Chief, ROD, WHS 
lAW EO 1352~ S~ctiqn ~ .~ 
Date : DEL 1 4 LulZ 
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