ELK

Elasticsearch, Logstash and Kibana at
Wikimedia






E is for 8 elasticsearch.

Document oriented full text search engine built
on top of Apache Lucene.

Licenced under Apache 2 Open Source License by Elasticsearch BV



http://www.apache.org/licenses/LICENSE-2.0
https://www.elastic.co/

s
L is for logstash

Pipeline processing system that connects
"Inputs” to "outputs” with optional "filters" in
between.

$ tail -f foo.log | grep bar |
awk '{print $7 $9}' >> foo-pretty.log

Licenced under Apache 2 Open Source License by Elasticsearch BV



http://www.apache.org/licenses/LICENSE-2.0
https://www.elastic.co/

K is for kleﬂQ

Browser based analytics and search dashboard
for Elasticsearch.

Licenced under Apache 2 Open Source License by Elasticsearch BV



http://www.apache.org/licenses/LICENSE-2.0
https://www.elastic.co/

How Wikimedia uses ELK

e |Log events sent to Logstash by various applications.

e |ogstash processes events to clean them up and
normalize things where we can.

e |ogstash stores events in Elasticsearch.

e |Logstash sends some metrics to statsd for trend
reporting.

e Use Kibana to search log events from Elasticsearch.

e Icinga alerts to watch for bad trends.



Logstash inputs

Apache2 & HHVM via rsyslog
MediaWiki via Monolog and Syslog handler
scap via log2udp forwarding
Various nodejs services via Bunyan and gelf-stream
Cassandra via Logback
Puppet via custom Report plugin
Syslog
IRC
Many others possible...



Logstash filters

e Strip ansi color escape sequences
e Join sequential lines into a single event for some types
e Normalizations to populate common attributes:
o type: Origin (eg mediawiki, apache2, hhvm)
o channel: Event type (eg memcached, proxy fcgi)
o level: Severity (eg INFO, WARNING, ERROR
e Normalize event level naming to PSR-3 standard
e Discard junk messages
e Many others possible...



Logstash outputs

Local Elasticsearch cluster
Remote Elasticsearch cluster
Statsd metrics for Graphite storage
Many others possible...



Using Kibana

e WMF production: https://logstash.wikimedia.org/

o Requires a signed NDA because of access to

potentially sensitive data.
e \WMF Beta cluster: htips://logstash-beta.wmflabs.org/



https://logstash.wikimedia.org/
https://wikitech.wikimedia.org/wiki/Volunteer_NDA
https://logstash-beta.wmflabs.org/

Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »

I DASHBOARDS

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoop - restbase - syslog - mysql - puppet
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Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »

Select time range to search
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Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »
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I DASHBOARDS

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoop - restbase - syslog - mysql - puppet
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Using Kibana

~all default an hour ago to a few seconds ago ~ <

QUERY »

I DASHBOARDS
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SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoop - restbase - syslog - mysql - puppet
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Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »

Load a saved dashboard

Try typing a few letters in the text

I MASHRUNSIOS field to find saved dashboards.

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - had

I EVENTS OVER TIME

View » | @ Zoom Out (37138) count per 30s | (37138 hits)
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Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »
Save the current dashboard

Make sure to change the name if

I DASHBOARDS you are making a new dashboard.

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - had

I EVENTS OVER TIME Dashboards are NOT versioned
View» | @ Zoom Out 7138 ooent per80s | ETIS0 NN so if you save over an existing
4000 dashboard the old version is lost.
3000
2000

22:05:00 22:10:00 22:15:00 22:20:00 22:25:00 22:30:00 22:35:00 22:40:00 22:45:00 22:50:00 22:55:00 23:00:00

I-1w 0 @ & 4 x ||-1D e @ & 4 x || -1H 0 @ & P x



Using Kibana

~nA default

an hour ago to a few seconds ago ~

QUERY »

Share the current dashboard

Note: A shared dashboard is
I DASHBOARDS saved for 30 days.

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoof
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Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »

Configure dashboard settings

J oaseeonnos Mostly used to add a new row.

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoop - restbase - syslog - mysql - puppet
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Using Kibana

~nA default

an hour ago to a few seconds ago ~

QUERY »

type:mediawiki AND channel:fatal

Enter an Elasticsearch "query string query"
I DASHBOARDS
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SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoop - restbase - syslog - mysql - puppet

I EVENTS OVER TIME

View » | @ Zoom Out (37138) count per 30s | (37138 hits)
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https://www.elastic.co/guide/en/elasticsearch/reference/current/query-dsl-query-string-query.html#query-string-syntax

Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »

. NACHRERNADNS

Click to expand filters section. Filters are AND'ed with the query string. Jstbase - sysiog - mysal - puppet

I EVENTS OVER TIME 0 @ » +$ x

View » | @ Zoom Out (37138) count per 30s | (37138 hits)

22:05:00 22:10:00 22:15:00 22:20:00 22:25:00 22:30:00 22:35:00 22:40:00 22:45:00 22:50:00 22:55:00 23:00:00

I-1w 0 @ & 4 x ||-1D e @ & 4 x || -1H 0 @ & P x



Using Kibana

~nl default an hour ago to a few seconds ago ~

QUERY »

I DASHBOARDS @G & S+ x

SAL - fatalmonitor - scap - mediawiki-errors - memcached - resourceloader - hhvm - apache - parsoid - hadoop - restbase - syslog - mysql - puppet

I eventsoverivy Click and drag in the histogram to zoom into that time range. o @ & + x

View » | @ Zoom Out {(3/138) count per 30s | (37138 hils)
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Using Kibana

EVENTS OVER TIME

View » | @ ZoomOut| @ (37138) count per 30s | (37138 hits)
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:med‘af(g Click on a type to add a filter that only shows that type.
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Using Kibana

EVENTS OVER TIME 0 @ & $ x
View » | @ Zoom Out | @ (37138) count per 30s | (37138 hits)
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Using Kibana

® ~55.12% H ® ~69.62% ® ~91.15%
TYPES ® @ # <4 x | LEVEL o @ #u $ x
® mediawiki (19615) @ syslog (15562) @ scap (1277) @ hhvm (306) @ parsoid (136) @ mw-ocg-service (120) ® NOTICE (2712) ® WARNING (2051)
@® puppet (88) @ cassandra (37) @ apache2 (6) @ Other values (0) ® ERROR (60S9) @ FATAL (84) @ EMERGENCY (36)
25000 @ CRITICAL (2)
20000 3000
15000
£ . _— o
5000
5 -
ALL EVENTS o @ & + x
© 0 to 100 of 500 available for paging =
@timestamp v » ] Click on an event to expand the row and show details.
2015-08-18T23:01:0! Jser for user Pywikibot-oauth f...
2015-08-18T23:01:05.152Z mediawiki INFO 7hwiki Aanlaument -madiawikin? | nadina CentralAuthUser for user Pywikibot-oauth f...
2015-08-18T23:01:05.144Z mediawiki  INFO zhwiki deployment-mediawiki02 Loading CentralAuthUser for user Pywikibot-oauth f...
2015-08-18T23:01:05.125Z mediawiki INFO ZNWIKI aepioyment-meagiawikiuz Mealawiki\extensions\OAuth\OAuthSignatureMethod::c...




Using Kibana

2015-08-19T700:52:45.997Z2 mediawiki INFO enwiki deployment-mediawikio1 Loading CentralAuthUser for user Test3544535452 fr...

View: Table / JSON / Raw

Field Action Value

@timestamp Q @ =2 2015-08-19T00:52:45.997Z2

@version Q @ =2 1

id Q @ ==k AUSDcad L 84KE6YCA-e4F

index w M == lcgstash-2015.08.19

type Q @ =2 mediawiki

channel Q O = CentralAuthVerbose

h D Diin AaflaEResimadiani el mm—

| Click magnifying glass to add a filter to only show
- events with fields that exactly match this field.

535452 from cache object

normalized_message Q @ =k Loading CentralAuthUser for user Test3544535452 from cache object

private Q @ =2 false

process_id Q @ =2 29383

referrer Q @ ==k http://en.wikipedia.beta.wmflabs.org/wiki/Talk:Flow

server Q @ =2 en.wikipedia.beta.wmflabs.org

tags Q @ =2 syslcg,es,es,normalized_message_untrimmed

type Q @ =2 mediawiki

uid Q @ =f 6171597

url Q @ =2 /Sw/api.php?action=flow&format=json&submaodule=view-
topiclist&page=Talk%3AFlow&vtloffset=0&vtliimit=50&vtisortby=updated&vilsavesortby=1

wiki Q @ ==z enwiki



Using Kibana

2015-08-19T700:52:45.997Z2 mediawiki INFO enwiki deployment-mediawikio1 Loading CentralAuthUser for user Test3544535452 fr...

View: Table / JSON / Raw

Field Action Value
@timestamp Q @ =2 2015-08-19T00:52:45.997Z2
@version Q @ = 1
id Q @ ==k AUSDcad L 84KE6YCA-e4F
index C. o "= lcgstash-2015.08.19
type Q @ == mediawiki
channel [~ B CentralAuthVerbose
n o S TVNTS P SPES SN Da L E——

'l Click ban circle to add a filter to exclude events
- with fields that exactly match this field.

535452 from cache object

normalized_message Q @ =k Loading CentralAuthUser for user Test3544535452 from cache object

private Q @ =2 false

process_id Q @ =2 29383

referrer Q @ ==k http://en.wikipedia.beta.wmflabs.org/wiki/Talk:Flow

server Q @ =2 en.wikipedia.beta.wmflabs.org

tags Q @ =2 syslcg,es,es,normalized_message_untrimmed

type Q @ =2 mediawiki

uid Q @ =f 6171597

url Q @ =2 /Sw/api.php?action=flow&format=json&submaodule=view-
topiclist&page=Talk%3AFlow&vtloffset=0&vtliimit=50&vtisortby=updated&vilsavesortby=1

wiki Q @ ==z enwiki



Using Kibana

2015-08-19T700:52:45.997Z2 mediawiki INFO enwiki deployment-mediawikio1 Loading CentralAuthUser for user Test3544535452 fr...
View: Table / JSON / Raw

Field Action Value

@timestamp Q @ =2 2015-08-19T00:52:45.997Z2

@version Q @ =2 1

id Q @ ==k AUSDcad L 84KE6YCA-e4F

_index Q € =z lcgstash-2015.08.19

type Q @ =2 mediawiki

channel QO EE CentralAuthVerbose

host L Dtis AaRlaEReslmad AniE S —

nttp_ . . . .

~1 Click grid to add this field as a table column.

]

—

level Q @ = INFO

message Q @ =2 Loading CentralAuthUser for user Test3544535452 from cache object
normalized_message Q @ =k Loading CentralAuthUser for user Test3544535452 from cache object
private Q @ =2 false

process_id Q @ =2 29383

referrer Q @ ==k http://en.wikipedia.beta.wmflabs.org/wiki/Talk:Flow

server Q @ ==k en.wikipedia.beta.wmflabs.org

tags Q @ = syslog,es,es,normalized_message_untrimmed

type Q @ = mediawiki

uid Q @ = 6171597

url Q @ =2 /Sw/api.php?action=flow&format=json&submaodule=view-

topiclist&page=Talk23AFlow&vtloffset=0&vtliliimit=50&vtisortby=updated&viisavesortby=1

wiki Q @ ==z enwiki



Search tips

e Equivalent of /a/mw-log/fatal.log on fluorine:
o type:mediawiki AND channel:fatal

e |n general:
O type:mediawikil AND channel:$logGroup

e If you get no results:

o try a larger time range

o check for filters in the collapsed filter section
e Shorter time ranges == faster searches



Better log output from MediaWiki

<?php
use MediaWikil\lLogger\LoggerFactory;

$logger = LoggerFactory:: ( "channel_name" );

$logger->debug( "Something too spammy for prod logging" );
$logger->info( "Valuable state change info" );
$logger->warning( "Soft error condition" );
$logger->error( "Hard error that needs attention" );



Adding context to messages

<?php

$logger->info( "Valuable state change", array(
'thing' => $thing,
'method' => __ METHOD _,
"line' => _ LINE__,

) ).

$logger->error( "Badness {exception}", array(
‘exception' => $exception,

) )



More fun with Logstash

[E SAL Prod | RelEng | Other

2015-08-20

16:38 <YuviPanda>
15:44 <akosiaris>
15:43 <krenair@tin>

15:42 <krenair@tin>

15:39 <krenair@tin>
15:38 <krenair@tin>
15:32 <krenair@tin>

15:31 <krenair@tin>

15:27 <greg-g>
15:25 <krenair@tin>

15:08 <urandom>

1-50 of 53207 results (21ms)

-mm-dd 0
yyyy g «12345 .. »

puppet swat done
uploaded to apt.wikimedia.org jessie-wikimedia: etherpad-lite_1.5.7-1

Synchronized php-1.26wmf18/extensions/ContentTranslation/modules/tools/ext.cx.tools.reference.js:
hitps://gerrit.wikimedia.org/r/#/c/232729/ (duration: 00m 12s)

Synchronized php-1.26wmf19/extensions/ContentTranslation/modules/tools/ext.cx.tools.reference.js:
hitps://gerrit.wikimedia.org/r/#/c/232730/ (duration: 00m 13s)

Synchronized wmf-config/InitialiseSettings.php: https://gerrit.wikimedia.org/r/#/c/206480/ (duration: 00m 13s)
Synchronized wmf-config/CommonSettings.php: https://gerrit.wikimedia.org/r/#/c/206480/ (duration: 00m 13s)

Synchronized php-1.26wmf18/extensions/ContentTranslation/api/ApiContentTranslationPublish.php:
hitps://gerrit.wikimedia.org/r/#/c/232687/ (duration: 00m 13s)

Synchronized php-1.26wmf19/extensions/ContentTranslation/api/ApiContentTranslationPublish.php:
hitps://gerrit.wikimedia.org/r/#/c/232688/ (duration: 00m 11s)

on mw2187: rsync: failed to set times on "/srv/mediawiki (30)

Synchronized wmf-config/InitialiseSettings.php: hitps://g httDS' //tOO'S WmﬂabS org /Sa| /

restarting restbase1001 to apply temporary heap size o



https://tools.wmflabs.org/sal/
https://tools.wmflabs.org/sal/

More fun with Logstash

4} Quips random search

go 141-160 of 507 results (23ms)

<TimStarling> just saying, since I'm a java developer, I have to tell you that PEP is not a real language and you couldn't
possibly do anything complex in it

link

<MarkTraceur> Then again, I've seen projects in the past that just used free licenses for convenience, so if you don't
actually want people to use free software, you could probably ignore this safely.

link

Silke> I am not a coder so I did not realize I have to ask for a style guide before starting. Now I got a lot of
contradictory comments from the "tabs vs. spaces universe", but nobody has actually given me feedback

link

< sumanah> I have just discovered that Roan is a GitHub repo https://github.com/cobrateam/roan specifically, he is a per-
model url purging Django app "Roan uses only an optional setting: ROAN_PURGE_URL"

link

<kaldari> jesus! this is the artcle on Islam! https//toolswmﬂabsOrq/bash/

link



https://tools.wmflabs.org/bash/
https://tools.wmflabs.org/bash/

Learning more

https://www.elastic.co/

https://www.elastic.co/webinars/introduction-elk-stack

https://www.elastic.co/quide/en/kibana/3.0/index.html

https://wikitech.wikimedia.org/wiki/Logstash

https://phabricator.wikimedia.org/tag/elk/

https://phabricator.wikimedia.

org/diffusion/OPUP/browse/production/files/logstash/

https://www.mediawiki.org/wiki/Structured _logging

https://phabricator.wikimedia.org/tag/psr3/
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