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Martin Rulsch
● active in Wikimedia projects since 2005

● photographer, admin, author, organizer, 

mentor, software developer and lecturer

● Wikimedia Steward since 2007

● Wikimedia Deutschland: board 2011–13, 

employee since 2015

● Classical philologist (M.A. 2014)
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Context
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Context within Wikimedia 
projects
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● simple vandalism, be it local or global, is often caused by IP addresses which can 

be seen in diffs, history, talk pages, etc. – handled by either admins or stewards

● trolling, sock puppetry, manipulations are often caused by registered users

● the IP address is logged in the background for every action of a registered account

● under some conditions,

local checkusers have

the right to investigate

the underlying IP addresses

License: Los Vegas, Tool of CheckUser, CC BY-SA 3.0

https://meta.wikimedia.org/wiki/CheckUser_policy
https://commons.wikimedia.org/wiki/User:Sandro_Halank_(WMDE)
https://commons.wikimedia.org/wiki/User:Los_Vegas
https://commons.wikimedia.org/wiki/File:Tool_of_CheckUser.png
https://creativecommons.org/licenses/by-sa/3.0/legalcode
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IP address in general
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● numerical label such as 192.0.2.1 that is connected to a computer 

network that uses the Internet Protocol for communication (individual 

users, websites, etc.)

● 2 main functions: network interface identification, location addressing

● IP address space is managed by Internet service providers (ISPs)

License: Michel Bakni, NAT Concept-en, CC BY-SA 4.0

https://commons.wikimedia.org/wiki/User:Sandro_Halank_(WMDE)
https://www.wikidata.org/wiki/Q81411358
https://commons.wikimedia.org/wiki/File:NAT_Concept-en.svg
https://creativecommons.org/licenses/by-sa/4.0/legalcode
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IP types: standard
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● static IP address: permanent number for one network section 

(government, school, university, office, individual, …); several static 

IP addresses can create one entity within one range (e.g., several IPs 

for one ministry)

● dynamic IP address: selection range of numbers within a network 

section which changes randomly, when resetting the router, etc. 

(mostly individuals) – gets reassigned to the next customer
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IP types: modulation
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● instead of using the IP address which is connected to your computer, 

it is possible to use a middleman system in between

○ for the good: getting access to tools which are connected to your 

work computer, hiding from surveillance, data protection, etc.

○ for the worse: doing illegal things, etc.

● sometimes in use without own knowledge: Apple iCloud, Opera in 

private mode, AOL, etc. – providers often knows the original address

● different types like open proxy, Virtual Private Network, Tor, etc.

● the use is forbidden by global policy m:NOP

Read more (English)
● Diff blog post about open proxies

https://pl.wikipedia.org/wiki/ICloud
https://meta.wikimedia.org/wiki/Special:MyLanguage/No_open_proxies
https://diff.wikimedia.org/2022/12/02/whats-happening-with-proxy-blocks/
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IPv4
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● numerical composed of 4 segments, divided by a dot

● each segment is composed of octets which can either be 0 or 1 = 

8 bit (= 2⁸ variations possible = 256) → decimal notation 0–255

● 4 bytes

License: Michel Bakni, IPv4 address structure and writing systems-en, CC BY-SA 4.0

https://commons.wikimedia.org/wiki/User:Sandro_Halank_(WMDE)
https://www.wikidata.org/wiki/Q81411358
https://commons.wikimedia.org/wiki/File:IPv4_address_structure_and_writing_systems-en.svg
https://creativecommons.org/licenses/by-sa/4.0/legalcode
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IPv6
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● number of possible IP v4 is limited: 2³¹ – 1 = 2 147 483 647

● numerical composed of 8 segments, divided by a dot

● each segment is composed of hexadecimalets which can either 

be 0 or 1 = 16 bit (= 2¹⁶ variations possible = 65 536) → decimal 

notation 0–65 535 = hexadecimal 0–ffff; starting 0 can be omitted

● 128 bit = 3.4 × 10³⁸ total addresses

○ ⇒ more static IP addresses possible → less data protection because everybody is 

unique ⇒ more use of modulations

○ easier composition of the address
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IPv6
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License: Michel Bakni, IPv6 address terminology-en, CC BY-SA 4.0

⇒ consequences: due to the almost unlimited number of IP addresses, 

the ranges for individuals can be much higher → more difficult

https://commons.wikimedia.org/wiki/User:Sandro_Halank_(WMDE)
https://www.wikidata.org/wiki/Q81411358
https://commons.wikimedia.org/wiki/File:IPv6_address_terminology-en.svg
https://creativecommons.org/licenses/by-sa/4.0/legalcode
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What is an IP range?
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● dynamic IP addresses are not randomly assigned

● the provider hands out an IP address from within a range 

which they have got for that region, bureau complex, etc.

● the ranges are different for IPv4 and IPv6 because of the 

different size, notation and composition of the number

● a range is noted with a slash / and a decimal number for the 

amount of bits which are stable (≠ dynamic)

● blocking an IP range can cause serious damage to innocent 

people in the same range, please check their contributions 

and help local users with IP block exemptions if need be

https://meta.wikimedia.org/wiki/IP_block_exempt
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Range calculation
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IP ranges in Wikimedia 
projects
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● it s̓ all complicated

● IPv6 makes it even 

more complicated 

with hexadecimals, 

longer numbers, etc.

● it is possible to 

calculate it manually 

but that wonʼt be 

explained here
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Basic knowledge I
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● basic knowledge for interpreting the results from the tools

● if you have more than one IP address at hand, check only the 

parts of the IP if they are the same

○ IPv4: first two of the four segments, 87.174.128.0

○ IPv6: first three of the eight segments, 

2003:C1:23C0:0:0:0:0:0 ( this can also be abbreviated to 2003:C1:23C0:: )

● if not the same, they are likely from two different networks 

and you donʼt need to open a tool

● sometimes a person gets dynamic IPs from two different 

networks from their provider, then you have to check both
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Basic knowledge II
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● regular ranges on Wikimedia projects are:

○ IPv4: /32 up to /16

○ IPv6: /128 up to /19

● admins can only block these IP ranges, not larger ones → if 

you have larger ranges like IPv4 with /15, you have to split 

them into smaller parts (not easy, ask an expert! or go “trial 

and error” in the tools)

● IPv6 /64 equals one individual access which allows dynamic 

change , see also this help page

https://en.wikipedia.org/wiki/User:TonyBallioni/Just_block_the_/64
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Tools
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Whois
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● one of the countless tools for checking the backgrounds 
behind an IP address – this one is hosted on Toolforge:
https://whois.toolforge.org/ (without geolocation)

● often, such tools are linked at the bottom of 
Special:Contributions

https://whois.toolforge.org/
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Whois
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IP proxy check
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● in case you have to check if an IP address 

is an open proxy, you can use a tool like 

Proxy API Checker on Toolforge:

https://ipcheck.toolforge.org/ (only available 

to active community members through OAuth)

● results can be confusing – check with the 

countless other tools or search for the IP 

address itself whether it s̓ on abuse lists

● more or less only these open ports can be 

abused when surfing: 80, 8080, 3126, 3127

● if in doubt, ask an expert

https://ipcheck.toolforge.org/
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IP proxy check
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Template
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● some larger Wikipedias have templates which automatically 

calculate ranges when multiple IP addresses are entered

● English Wikipedia has

Template:IP range calculator

which could be copied and

adjusted to other wikis

● due to its subnet function, it

can help you find smaller 

ranges to block (= less damage)

https://en.wikipedia.org/wiki/Template:IP_range_calculator
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Template

22
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IP-range-calc
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● there are countless IP range 
block tools, too – IP-range-calc 
is hosted on Toolforge:
https://ftools.toolforge.org/ge
neral/ip-range-calc.html 

● it calculates IPv4 and IPv6, 
most other tools can only do 
one of these

● it warns you if the range is too 
big for a block on Wikipedia

https://ftools.toolforge.org/general/ip-range-calc.html
https://ftools.toolforge.org/general/ip-range-calc.html
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IP-range-calc
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Checkuser tool
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● people with access to the 

checkuser tool likely have 

noticed the form at the 

bottom of the page which 

also calculates IP ranges

● IPs can be copied from the 

CU result, ranges will be 

automatically calculated, 

including affected numbers
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Checkuser tool
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One for all: Bullseye
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● one tool combines many of these functions: IP data, 

geolocation, proxy check, wiki contributions, etc.; also available 

on Toolforge: https://bullseye.toolforge.org/  (only available to active 

community members through OAuth)

https://bullseye.toolforge.org/
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One for all: Bullseye
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One for all: Bullseye
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Excursus
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The Future: IP masking
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● IP addresses are getting more and more considered as private data 

(esp. since the IPv6 introduction) as they can localize or even identify 

individuals through their computer networks

● some organizations help their users to hide their IP addresses (and 

sometimes user agents ~ computer data)

● instead, Wikimedia projects kept IP addresses of any kind in article 

histories, etc. – a complete removal would prevent anti-vandalism work

⇒ IP masking is planned → IPs only visible for

people who need them (checkusers, admins, etc.),

IP info will help reveal the IP address

https://meta.wikimedia.org/wiki/IP_Editing:_Privacy_Enhancement_and_Abuse_Mitigation
https://meta.wikimedia.org/wiki/IP_Editing:_Privacy_Enhancement_and_Abuse_Mitigation/IP_Info_feature
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Questions?

Some help pages (English)
● mw:Range_blocks
● mw:Range_blocks/IPv6

https://www.mediawiki.org/wiki/Help:Range_blocks
https://www.mediawiki.org/wiki/Help:Range_blocks/IPv6
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