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Bioterrorism in the US: 1984
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September 17, 1984 — First reports of gastroenteritis from
recent patrons of restaurants in The Dalles, Oregon

Laboratory tests confirm Salmonella typhimurim

Outbreak:
" 751 cases of salmonella poisoning but
" No fatalities

CDC investigation concludes that outbreak resulted from
food handlers’ inadequate hygiene

September 16, 1985 — rift between
cult member and leader reveals incident
was not a natural outbreak
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@) Bioterrorism in the US: 1995

® May 1995 — Larry Wayne Harris ordered 3 vials of Yersina
pestis from the American Type Culture Collection
® Arrested for obtaining the bacteria through falsified
documents
" Possession not acrimein 1995
® Led to the original Select Agent List — only regulated

transfers
" Anti-terrorism and Effective Death Penalty Act of 1996
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@) Bioterrorism in the US: 2001

® Fall 2001 anthrax attacks

" Highly refined: 4-7 letters contaminated over 60 different sites
® Sent to news outlets and US Congress

" Highly virulent: Kills 5, wounds 21

" Perpetrator(s) still unknown
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@ Necessity of Biological Research

® Despite threats associated with pathogenic
microorganisms, research with these dual-use agents
must continue

" Most vaccines use an attenuated or dead pathogen

" Therapeutic treatments may utilize )
dangerous pathogens or toxins

" Comprehension of pathogenicity aids
in disease diagnosis, treatment,
mitigation, and prevention

® Nonproliferation and counter-
terrorism strategies must
not hinder essential research

® New and rapid advancements in
biotechnology create novel threats
but allow for novel responses

Before and after botulinum injections
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@ US Policy Response to the Bioterrorist Threat

2005- p/6

Emerging US security regime has two sets of
objectives

" Enhance ability to respond to public and
agricultural health emergencies

" Reduce therisk that bioscience and
biotechnology could be used maliciously

Realization that bioscience facilities are
potential sources of biological weapons
material (viable and virulent pathogens)

USA PATRIOT Act of 2001 — US Public Law
107-55
" Restricted Persons
Bioterrorism Preparedness Act of 2002 — US
Public Law 107-188
" 42 CFR 73 (Human and Overlap)
" 9 CFR 121 (Animal and Overlap)
= 7 CFR 331 (Plant)
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US Select Agent Rule (2005)

Facility registration if it possesses one of 80 Select

Agents 5 =
Facility must designate a Responsible Official P;
Background checks for individuals with access to ; e
Select Agents T B
Access controls for areas and containers that contain _r= S
Select Agents % TR
Detailed inventory requirements for Select Agents “"‘
Security, safety, and emergency response plans ﬂﬁ -
Safety and security training j i;"_;
Regulation of transfers of Select Agents T
Extensive documentation and recordkeeping

Safety and security inspections
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Human Select Agents and Toxins

Crimean-Congo haemorrhagic
fever virus

Ebola viruses

Cercopithecine herpesvirus 1
(Herpes B virus)

Lassa fever virus
Marburg virus
Monkeypox virus

South American
Haemorrhagic Fever viruses
(Junin, Machupo, Sabia,
Flexal, Guanarito)

Tick-borne encephalitis
complex (flavi) viruses

Variola major virus and
Variola minor virus (Alastrim)

Rickettsia prowazekii
Rickettsia rickettsii
Yersinia pestis
Coccidioides posadasii

Abrin

Conotoxins
Diacetoxyscirpenol
Ricin

Saxitoxin
Tetrodotoxin

Shiga-like ribosome
Inactivating proteins
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Overlap Select Agents and Toxins

Eastern equine encephalitis
virus

Nipah and Hendra complex
viruses

Rift Valley fever virus

Venezuelan equine
encephalitis virus

Botulinum neurotoxins

Clostridium perfringens
epsilon toxin

Shigatoxin
Staphylococcal enterotoxins
T-2 toxin

Bacillus anthracis
Brucella abortus

Brucella melitensis
Brucella suis
Burkholderia mallei
Burkholderia pseudomallei

Botulinum neurotoxin
producing species of
Clostridium

Coxiella burnetii
Francisella tularensis

Coccidioides immitis
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Animal Select Agents and Toxins

African horse sickness virus
African swine fever virus
Akabane virus

Avian influenza virus (highly
pathogenic)
Bluetongue virus (exotic)

Pox viruses (camel, goat,
sheep)

Classical swine fever virus
Foot and Mouth Disease virus
Japanese encephalitis virus
Lumpy skin disease virus
Malignant catarrhal fever virus

Newcastle disease virus

Peste des petits ruminants
virus

Rinderpest virus
Swine vesicular disease virus

® Vesicular stomatitis virus

(exotic)

Cowdria ruminantium
Mycoplasma capricolum
Mycoplasma mycoides

Bovine spongiform
encephalopathy agent
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@ Plant Select Agents and Toxins

® Liberobacter africanus
® Liberobacter asiaticus
® Ralstonia solanacearum
¢ Xanthomonas oryzae

® Xylella fastidiosa

® Peronosclerospora
philippinensis

® Sclerophthorarayssiae

® Synchtrium endobioticum
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@ Hazardous Material Transportation Security

® Infectious substances (Class 6.2) and toxins

(Class 6.1) are defined as Hazardous Material | Bacillus

4{ anthracis

® 49 Code of Federal Regulations (CFR) 172
(2003) — HM 232 — mandates security measures
for the transport of some Hazardous Material

= Select Agents regulated under 42 CFR 73

require Hazardous Material transport security
measures

® Hazardous Material regulated security
requirements include:

" Training

® Security awareness training

® Specific training as appropriate
=  Written security plan

® Based on assessment of transportation
security risks

® Address personnel security, unauthorized Coccidioides immitis

access, en route Security
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Concerns About US Select Agent Rule
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REPORTS

Top-down security regime not tailored

7. Chemical Synthesis of Poliovirus
to laboratory realities

cDNA: Generation of Infectious

No need to steal a Select Agent to Virus in the Absence of Natural

p er p et rate b I Oter ro r I S m Jeronimo ceuo..l;i:f::::zkard Wimmer*

Fear that security will trump biosafety, e
increasing the risk of accidental e
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compromising research funding

ldentical protection measures for the
80 agents and toxins despite their
various degrees of attractiveness to
adversaries

No protection if personnel do not
understand and accept security
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Strengthening Biological
Risk Management

Vision for Integrated
BioRisk Management:

) + Increased focus on
Biosafety “awareness” to change
cument culiure
1 »  Clarify terminology
Biorisk +  Development of targeted
10T1S ) il =1
Integrated Biorisk ﬂmm} bl sinie ies
T +  Securing “commitment®

fl'{.'lil'I';I_EH stahehnlderf,

: including governmen

. . e T officials, who must be on

Biosecurity board

+  Confinue increasing

“capacity” based on
Regional/Country needs
and establish
accountability through
development of Country
‘report cards”
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@ International Perspectives

® Bioterrorism not perceived as a serious threat
in much of the world

® Apprehension that US biosecurity methods, or
international regulatory regime, would hinder
advances in basic biomedical research

® Acknowledgement that dangerous pathogens
need to be protected globally
= Biosecurity will support and strengthen the
biosafety agenda

" Biosecurity will maintain citizens’ confidence in
the activities of the bioscience research
community

" Biosecurity will provide confidence to investors
in the biotechnology industries

" Biosecurity will protect valuable assets
research and commercial assets

" Biosecurity can reduce the risk of crime and
bioterrorism

® Ultimately, success of biosecurity will depend
on willing implementation by the international
scientific community and internationally
available resources
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Anticipated Developments
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CLXC = MNIH

4th Edition

Next edition of CDC/NIH Biosafety in Microbiological
and Biomedical Laboratories will include extensive
recommendations on biosecurity

WHO/FAO/OIE developing joint international
biosecurity guidelines

OECD has expressed interest in establishing
biosecurity guidelines
Hopefully, these initiatives will

" Avoid conflicting recommendations

" Promote the concept of integrated biosafety and
biosecurity

" |ntroduce atiered system of protection based on risk
assessment and management methodologies

Biosofety in Microbiolegical
and Biomedical Labaratarias
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@) Biosecurity Based on Risk Management
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Security in a biological environment will never be perfect
Most biological materials can be isolated from nature
Critical not to compromise legitimate bioscience operations

Management must distinguish between “acceptable” and
“unacceptable” risks

= Ensure that protection for an asset, and the cost, is proportional to
the risk of theft or sabotage of that asset

l \
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c \ \
v \
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O \\ \ ® Develop incident
- \ response plans
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o N _ risk scenarios
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&) Conclusions

® Biosecurity regulations, guidelines, and implementation
methodologies are evolving

® The “internationalization” of laboratory biosecurity
practices is an important development

" Securing dangerous pathogens in one or a few countries
Is insufficient to mitigate the threat of bioterrorism or
biological weapons proliferation

® However, the US Select Agent Rule is not universally
applicable

" Laboratory biosecurity guidelines and requirements need
to reflect local and national concerns and priorities

National
Laboratories

President George Bush, November 2001

“Infectious diseases make no distinctions among people and recognize no borders” @ Sandia
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Contact Information

Jennifer Gaudioso, Ph.D.
Sandia National Laboratories
PO Box 5800, MS 1371
Albuquerque, NM 87185
USA
Tel. 505-284-9489
email: jmgaudi@sandia.gov

www.blosecurity.sandia.gov
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