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GENERAL HEADQUARTERS, FAR EAST COMMAND

ADJUTANT GENERAL’'S OFFICE
“RADIO DIVISION

,\INCOMII\{G MESSAGE
/Jgwm

(SECUR ITY INFORMATION)
ROUTINE

20 Mar 52
FROM 3 COMNAVFE TOKYO JAPAN

TO ¢ CM TTH FLT, CTF 77, CTF 95, CTF 90, CTF g2, CGC IST
‘MAR AIR WG, CTG 96.2, CTé@ 95 7, CTG 96.9, CTG 96,7

CNO WASH DC, CINCPACFLT PEARL HARBOR TH, CINCFE TOKYO
JAPAN, CG FEAF TOKYO JAPAN

NR ¢ 190816 Z

INFO

subject 1&ngcogn1tion signals for {riendly small craft
operating in Korean waters on aﬁecial intell missions) forx
period 150001 I Apr 52 thru 142400 I Jun 52. Ref GHQ FEC
Slgnal degognition Manval, Effective dates and authorized
signalg are as follows:

(A) 15 Apr thru 30 Apr recog A 432 Object C 552 emerg

¥ 101 .
- a (B) 1 May thru 1% May recog B 622 Object C 352 emerg
104, _ '
T (C) 15 May thru 31 May recog A 232 Object C 253 emerg
" (D) 1 Jun thru 14 Jun recog B 422 Object C 752 emerg
D 107. | |

Emergency proceedures not authorlzed except if avthorized
flare signals for operational periliods cannot be .made or have
explired. No sprecial purpose PFLW E or separate Object C signals
currently authorized except those in CINCFE 311035 Z Jan passed
a8 my 311430 Z Jan 52 NOTAL for Han River Estuary only.

CTF 95 pass to non-US holders of Signal Recognition Manual
who need to know, (over)
82583 ROUTINE

(SECURITY INFORMATION)

C, (OINFA E_NT\/\

CONSULT CRYPTC CENTER BHEFORE DECLASSIFYING

Paraphrase not required. Handle as correspondence of classification
carried hereon per paragraphs 179.(1)(2) and hlc(2)(3) and g(1),
AR 380-5, 15 November 1949. COPY No.
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NOTE ¢
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Ref meg 311035

LETITER Iy
A
- E 4

TR =—==T
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WEE TOKYO

L A [ o LAY wes
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f

L SOIVEEETE s S
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ROU

APAN

e '-::";.ﬁ-.’;;-..ﬁ;'i'-‘::.' £
> ]

TINE

NIL 8

TYm b

190810 Z

ROUT INE

3-3, TRANS, WAR ROOM

Jn e ey Y [ S

i CINCFE's rad "3

k

S
gy~ i
et

i -

NO SIG

b =t

g o

!

f.;?
hl'
¥y
f Ly
{ A
%
i‘h
¢
.
j, S—

Tt E TR

ey
e

ST

20 MAR 52 CONT!D

L ot W

. WSS e s

This msg recd dir fr COMNAVFE TOKYO JAPAN via Courier.

190816 Z
NONE:
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CONFIDENTIAL LV
SECURITY INFORMATION

Routine CINCFE Confidential
Dispatch, Promulgating
Recognition 3igmals

FEC/IG G2 : e D
) - A  Omdr M, J. Perry

FEC/LG=CCB/MIP/af
13 Mareh 1952

-

- ls Bnclosed herewith as Inclasure 1, for apnroval, is dispatch for 1.
Recognition Signals for period 15 April 1952 to 14 June 1952, inclusive, -

2, Subject dispatéh is in format preseriSed by CINCFE confidential : '.".; i - 5 i
1tr AG 311 (12 Nov 51)GB, for promulgation.of subject simmals and procedure . UL

for identification of ships and eraft supporting covert or clandestine

intelligence activities as set forth in GHQ PEC Signal Recognition Manual.

3. Future routine recognition signal plans (dispatches) will be iQSued
in- due course, ' . | '

Lo Hecommend signature and dispateh of Inclosure 1,

a/s

<
&
i
'
1
1
I
'
I
t
t
t
l
'
|
!
|
|
l

AdOD ¥IId ¢c=D ¢

CONFIDENTIAL
SECURITY INFORMAT

-

(oNFECAGLZ O w2
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By /1Z- NARA Date Mﬁﬁ}

L r———— . S T AT oy
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| .
; O EuN P y : | - -
(Do Not Detach) SR

o
SUBTECT s Cprlerre &% Cond. otoal
'R OM - .o "f:fL';- Lot ;;AZ% e ¢
N / | ’3.«‘ v ‘é »

gl

AC of S, G2 _
Deputy '
Secretariat
Deputy for Adm
beputy for Navy
Planning Groéup_
Asst Ex

s

Asst Sec Div
Asst SIA
Sp Asst L4lst CIC

Sp Asst Fiscal

sttt i e e o et it
Sp Asest Radio

Sp Asst FEC/LG
op Asst Comd Rpt

| Geog Braneh i
Targets Branch E
Tech Intell Branch (
SSO
Japan Secvion

Security Division

)

)

) (

) (
£ ) (
2. ) Admin (

) (

) (

) (

)

)

)

F i S g U e W e W s W e W W o

SESSNNEE:

T Al

Rl T TN

Operations

Sp Asst Library Pt Plans & Policies _‘ R
Admin Gfficer L= 8 CRY LS AR D L T ST,
Pers (Mi1) (Civ) S8 PSB E
Pers Sgt Ma jor BRTE o F i B, £
Japanese Liaison W FEC Intell School WA
- - - - - - - .- = .- Hq FEC/LG (L7)
Info (____) Approval (______) Signature (_____) Draft Reply _ (__)
Aetion_ () Comecur RO e YT (") Info for Reply _ (_ )
File__ (__) Comment (___) Dispatoh () Brief -~
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ByAZ, NARA Date ggi 3[;2-

g

mﬂmﬂmﬂmﬂmﬂmﬂmHmﬂmﬂmﬂmﬂmdmnmﬂmﬂmﬂmﬂmﬂn

GENERAL HEADQUARTERS, FAR EAST COMMAND /
ADJUTANT GENERAL'S OFFICE }

K“L

RADIO BRANCH

INCOMING MESSAqgg,odh
SECRET

{(SECUR ITY INFORMATION}

PRIORITY
31 Jan 52

FROM : CTF 95

TO 2 COM 7TH FLT

INFO 2 COMNAVFE (ADMIN} TOKYO JAPAN
NR 2 300143 Z

Paragraph 4 of Page 4 CINCFE signal recognition manual,
A. iHeguest authority to use specilal visual directional

signalpl

AE, In Han River estuary.

B, Due to fact that flares are observable by enemy f{rom
North shore and due to their frequent use for 15 day perilod it
18 considered that flare system 18 bound to be compromised in

this area.

NO STIG

INFORMATION: G=2, G=3, WAR ROOM

NOTE : This msg readdregsed to CINCFE TOKYO JAPAN for action by
COMNAVFE (ADMIN) TOKYO under DTG 3009004 Z

B6785 ' PRIOR TTY 00 . 300143 Z
MCN g NONE
(SECURITY INFORMAT TON)
SECRET
Nassh
An, o

CONSULT CRYPTO CENTER BEFORE DELASSIFYING
P Paraphrase not required. Handle as correspondence of claasi.fication
carried hereon per paragraphs 17a(1)(2) and 41¢c(2)(3) and g(1),

AR 380-5 , 15 November 1949.

3,(*5"” COPY No.
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N4
o

ey

lﬂw m 311 (12 h" ﬂm lﬁ‘ son i .

wmmm compander mmmm.a special
mmmmmﬁmmxmsm 1m1mtmuw1
1952 with inclusive dates for each operational period the
specially wrize mmwmm&mmm.
mmm

prefixes and code numbers of authorized signals
indicated: Lr.htmummmwzxummmm
mnmmumm

mxummnmm

Colanel, General Staff with Tresps
Deputy

THIS I3 AN ORIGINAL MESSAGE

v ¢,Th” :H .*."t T

—4 2.5 R 4

SE(‘JE‘IEW‘V TN I ORMATTON

140D TIId 29
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Authority 81354

By A@ NARA Date _ZZE 2 (22- '

AP o eTriegh el i Py R T T ofr— 5

§f Y2 s AT Tr YTy '!"'j*r. : Baa bk o B a0
! . L h q [ “5 | " '.: A | :
§ | x| . " b e | |
h o om P |
d ! , | -

(For use within G-2 only;

FEC/LG-CCB/WHL/af

File No: Subject :Recognition Signals Date :’1 Janu
FROM: FEC/LG TO : =2 e

1. Enclosed herewith as inclosure 1, for approval, is dispateh for

recognition signals for special tactical use in connection with naval island

defense activity in the Han River Estuary for the period 1 February to 14

April 1952, inclusive,

2. Subject dispateh is based on the verbal request of LCDR J, A,
MacLellan, USN (NAVFE Intelligence Liaison Officer with this office),
supported by copies of CTF 95 to COM7THFLT 300143Z Jan 52, and COM7THFLT
300752 Z Jan 52, setting forth the tactical and security reason justifying
the requests

a., Flares are observable by enemy from the north shore of estuary
which would compromise current signals,

b, For same reason, indications of friendly activities would be
revealed,

3, In general, subject dispatch follows applicable portion of
prescribed format for regular periodical raao?nition signal promulgation as
prescribed by CINCFE confidential ltr AG 311 (12 Nov 51 GB, Necessary
gdditions or alterations have been made to cover particular features of the
special situation in accordance with appropriate provisions of CINCFE Signal

Recognition Manual.,

L, Recommend signature and dispateh of inclosure 1,

_——— =

. Pormanent Record-—Do not Detach

- - ——— i e g B -

Xd00 TILd 2=

B.ﬂ-”'ﬂﬂﬂﬂ*ﬂ%ﬂ'“m-mﬂﬂ
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A - L Ik, TN W O,

Lt Olson res
26-8171 ~

Request for Gtﬁll Signs

withdrawn,

2, Also request that FEC/LC GHQ be sssigned fifty (50) eell sigr
thet these not be publisghed in the 50T .
‘ S/ES P
/7,

w*mn-nu.wnﬂﬂﬁﬂﬂﬂﬁﬂ##mﬂﬂﬂuﬂ#ﬂ.f"hﬁﬂ.F‘

5 Feb 52

- e e L B L “u L

MEMO FOR REC(RD

»

¢

Signal Section, CHQ, recommends an occasional & eange of call signs., Because of j:m :;
number of agent sets now in operation fifty (50) call signs ere required, Our operations -
So

would be compromised if the assignment of call signs were to be published in the S01. Thai
request for assignment has been coordinated with Mej Getchell, Signal Section, GHC ¢

o
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Sceurity Information

FMM: CINCFE, TO: CNO (CNC) TASH DG, AACS, CPASA 1ASH, CINC ALASKAN COM,
GINCPAC AND US PAC FLT, USARPAC, ARRIGHT (MAIN), ALASKATT AIR COM,
ALASKAY SEA FRONTIFR, PAC DIV MATS, SIXTEENCOR, JLCOM, RYCOU, HEDSERVCOM,

o | po e = - . - N q e P | - a.‘ : - e .:LT - ' ‘:g » 1_,--. ‘
COMNAVFE, FEAF, TUVOLOGCOM, CHQ LL SIG GP, 718T SIG SVC BN, 44151 CIC
DETACII, CHASAPAC, SC PO TMG/rh
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February Edition FEC Authentication System lo. &

considered compromised, Place Emerpency Edition (C) system No. 3 in
use effective 00012 1 Feb b2.

OF®TCIAL: APPROVED:

ELTON ¥ HAIMOND
Brigadier General, USA
- Signal Officer

C.C.B. VARDEN
Colonel, AGC
Adjutant General

Copies furnished:
AG-UR
PEC Ln Gp (G-2)
Sipg0 (ret)CD
Sig0 (ret)

COAEsDENT T4 &

Security Information
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B0 FOR RECORD:

. ‘ . i by | o e
k ) . oy q (53 o [0 0 R Y\ A - e ey b y Ssratran Ve P 2
SUBJICT: Compromise of Fcbrvary idition IFuC Aucthenticatlon POyStOl LOe o
o' ae e - i ¢ 1 FUBER W ¥ e avh Bl - L -
N TY. 8 oL R e , . ) i T A r; e =9
1 & [RTARS _[{u_jr : ¥ bh Al eSS E:l?:l: ¥ ‘4‘} o ) WAL Jtﬂ L DSy
A
<) TP RT I T gr , P I - ) -~
2+  RIPERELNUGHE: - Some &8 DAS1C.

b - DIISCUSH LU

a., Reference above reported possible compromils
{ ' : v SRR 3 TLVE ,ﬁ S ey
Bdition of FEC Authentication System No. 5 and TEAR Aiirere
- o a . S T mctded =g an ey © 1 = sy L Aoy
Authentication System No., 1. Fifth AF is investigouving and will forwerd

report of circumstances.

b. FEC System No., 3 Imergency Liditign (C) is in reservc and
should be placed in effect. f

¢ s, l % L"; e 4 SV
c. FPFOAF is disseminating instrugtions to holders ol wystom o .

A St - > 1 _ 1; Ly " K - iy oo
and will place [TAF Reserve Edition "B in efiecte

1 B e Y Tt :-I-rl X G o » G ; 1. ': » R
4. ACTION INDICATED: Prepare a messege notifying all holders ol

o @

System No. 3 of compromise and to plage Emergency Bdition (C) in effect

Q

5. RECOTIEID: Approval and dispatch of instant messapge To accom=-
plish action indicated above.

8. COORDIVATED Y ITH:

PEAF (Lt Smith)
NAVFE (Cmdr Hughes) :

e YITIINT T G
7 " C OPI He .I.*VU {lT ..Ll;.J.t,.l.,.l LIS

-

FEC Lisison Group (C-2)
’ o

O

. P20 file 311l.b refers.

O

. Clears action 7494,

™ s
e O ‘}j‘: O 2/

AN

CON /=2 DEN T/ L

: oy i i B o P el
Lecurity Jniormiclon
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Authority 81354

By AZ NARA Date 2/,3/12

L & L R e

CONFIDENTIAL JERE

SECURITY INFORMATION

. FEC/LO-COB/MAS/
Routine CINCFE Confidential Dispatch
Prom 1gating Ramgmitimn

13 May 1962

Signals
FEC/LG G2 268975
Lt Col Strieklen
ls Inclosure 1 is dispatch in form and format preseribed by CINCFE 1
confidential letter, AG 311 (12 Nov 51)GB, for promulgation of subject signals

and procedure for identification of ships and craft supporting covert or
;i:nd;stina intelligence activities as set forth in GHQ/FEC Signal Recoguition
Ua.L e

2. Recommend approval and dispatch of Inclosure 1, ~{) v -
2 I;cl
a/1 .
“ﬂ“j”'”ﬂ*“ﬂ” ﬂﬂ“ﬂﬂﬂﬂﬂhﬂmﬂc‘é.ﬁ)B.‘“ﬂ““ﬂﬂﬂﬂﬂ-

SROURITY INFORMATION

Adog #TTd 29

2 )1 \ BC /T & &
| : Wil | ' ks , < S “h .__" #
(J(.)NI’ I])de Fo B W , L ﬁ
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Apr recognition & 222 obj
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NEMORANDUN FOR RECORDs
Self-explanatory,
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Authority 81354

By Az NARA Date 2/ 3/iz-

. G-2, GHQ . 9lz)d
INTER - OFFICE MEMORANDUM

(For use within G-2 only)

Routine CINCFE Confidential FEC/LO-COB/WAS/ag

File No: Subject: Jispaten, "romulgating  pate: anyary 1952
FROM: ruc/ic TO: G2 ke PHONE: 267977 | Comment
| | NAME: Cmdy M.,J, Perry Number
l, Enclosed herewith as Inclosure 1, for approval, is dispatch for L.

Recognition Signals for period 15 February to 14 April 1952, inclusive,

2. Subject dispateh is in format prescribed by CINCFE confidential
1tr AG 311 (12 Hov'Sl)GB, for promulgation of subject signals and procedure
for identification of ships and craft supporting covert or clandestine
intelligence activities as set forth in GHQ FEC Signal Recognition Manual,

3, Future routine recognition signal plans (dispatches) will be issued
in due course,

e Recommend signature and dispatch of Inclosure 1.

N

1 Inclss /

|

;i*

ﬂ""'f:;' ; ﬁl{

¥
|?Ir-
\+.' 3 i 1
u*?.rlj Ji 4 III "4 : v f..fi.l. |'. ?{!
r“‘ ]!..I 4 4 ?‘ ".‘._ y '
g ‘5':: ¥ ' I _...' ‘;{IT? “yee T
d 1: 'I | ::.‘ !ﬁ ‘:”.*f : ﬁ|
' ¢ i A W
| AT AR > : : I

Permanent Record—Do not Detach FEC /1.G R

-
.
a/$ I {
'ﬂmﬂﬂwmﬂ“ﬁlﬂﬂﬂﬂﬁﬁﬂﬁﬂﬁﬂﬂﬂ*ﬂc. ‘-'.ﬂﬂﬂﬂﬂwm““mﬂﬂmﬂﬂﬂ
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DECLASSIFIED

Authority 3(3 5‘“

By Az NARA Date 2/ 3/iz-

3Ly

5
Qb

Signal Alreraft, double ghtar, AN=-40

28589

Oﬁlzgﬁﬁ“ FEC P&PC—1,52—500M

GENERAL HEADQUARTERS, FAR EAST COMMAND

ADJUTANT GENERAL’'S OFFICE
RADIO DIVISION

INCOMING MESSAGE, .
COWEIRDENT AT

P

£
Pt

SECURITY INFORMATION .
ROUT INE
15 Feb 52

FROM ¢ COTQ 95,7
TO ¢ COMNAVEE TCKYO OAPAN
CITe 65

141030 %

E‘é

by
- | Cﬁ::

S

oubject] Recognition signals for Covert Craft l Regcopnition
olgna i Manua I GHQ FEC requires single color 1 Thase flares

fired in specifiled order flares made asvallable this comnmanc are
>dgr irex oul WLhWE In 2 colors for simul-
vaneous ilrung as rollows: red red, red yellow, green yellow aisc
slugie svar red color. mmpusceible to make signal in riroper

order and proper color combinations. Please advise. |

NO ©IG
INFORMATION : SIGNAL, TRANS

ADDED DIST : G-2, G-3 (16 Feb 52)

NOTE : This msg readdresscd Lo CINCFE for infc by COMNAVFE under
DTG 150158 Z.

ROUTINE TOO 1410305
. MCN : NONE _
' SECUHITY INFORMATION) 0920
CONFIDENT AL

CONSULT CRYPTQO CENTER BEFORE DECLASSIFYING

KA s

Paraphrase not required. Handle as correspondence of classification
carried hereon per paragraphs 17a(1)(2) and 41c¢(2)(3) and g(1),
AR 380-5, 15 November 1949. dOPY -
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Authority 81354

By AZ NARA Date 2/,3/12

e e . L T, ST el Y,

FROM

TO

INFO

NR

for period 150001

&2

3

GENERAL HEADQUARTERS, FAR EAST COMMAND

- G|
; ~
L

ADJUTANT GENERAL'S OFFICE
RADIO BRANCH

INCOMING MESSAGE

CONFIE

w“ \% ¥

AL e

S g e

(SICURITY‘INFORM&TION)
DEFERRED

18 Jan 52

COMNAVFE (ADMINN) TOXKYO JAPAN

COM 7TH FLT. CTF 77, CTF 95, CTF 90, CTF 92, CG 187
MAW, CTG 96.2, CTG 95.7, CTG 96,9, CTG 96,7

CIIO WASH DC , CINCPACFLT PEARL HARBOR TH, CINGFE TOKYO
JAhPAN , CG FEAF TOKYO JAPAN

170558 2

Sub jeect :l.sl mcmgx_d ition signale for fradly small cmf‘t
operating in Korean mters! on special intellipence miesions

FEC Signal Recognitzlon Manual.
ive datesn are ag follows:?

15 Feb thru 29 Feb Recog B 122 Object C 653 emerg

D 105,
D 103,
D 104,

D 106,

A
B,

G s

D,

thra 142400 I Apr K2,

Ref 1s GHO -
Authorized signals and effect -

1 Mar thru 14 Mar Recog 3 422 Object C 952 emerg

15 Mar thru 31 Maxr Recog A 832 Object C

C 453 emery

1 Apr thru 14 Apr Recog B 222 ObJea.t C 752 emerg

Energency procadures not authorized except if authorizesd
flare gignalsy for Oper*atimgal pe)r:lod cannot be made or have "
Over -

DEFERRED

36354

@LD

01210, FEC P&PC-—~12/51—465M

SLLNT

(SECURITY INFORMATION)

CONFIDE m AL

CONSULT CRYPTO CENTER BEFORE DHJI.ASSIFYIN_G_;

Parsphrase not required.

Handle as correspondence of classificatiau

carried hereon per paragraphs 17a(1)(2) and 41c(2)(3) and g(1),

AR 380-5, 15 November 1949.

COPY No.
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DECLASSIFIED
Authority 813 5"(L

By A;, NARA Date 2/,2/12

e, TR e B

; ]

| ; b | i; ) | \i i: r!‘ ij . \i T E/\ | L..,,

DE¥E ERRED

FROM 3 COMMAVFE (ADMIN) TO NR 3 170558 17 JAN 52
>

HMWMmeﬂmmm“mmmmvaQMdm“muﬁumw“m““-ﬂtﬂ

expired. WNo spesial purpose flw 'E ar geparate O’b;rect ».
signals authorized by thie nlan, CTF 95 pases to non-US holders
of sigpal recognition mwanual who need to know. e

HO SIG

INFORMATION : cnmp OF STAFF, (=2, G-3, AG, SIGNAL, WAR ROOM

n,

NOTE : This msg recd dir fr COMNAVFE TOKYO JAFAN via Courier.

36354 - DEFERRED ‘ TOD ¢ 170558 &
' ~ MCHN 3 NQNE
f‘ﬂ‘m ¢y ; gr— g § Ry | . i: F |
CONEIDEN THAL
5 1
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GENE:<AL HEADQUARTERS, FAR EAST COMM:. ND

ADJUTANT GENERAL'S OFFICE p
RADIO BRANCH )./

INCOMING MESSAGE,,,,

N S
. El:’:..CHE.T

(SECURITY INFORMATION )

i

ROUTINE
14 Jan 52

FROM ¢ COMNAVFE (ADMIN) TOKYO JAPAN

TO 2 COM TTH FLT ,

INFO & CTF 95/CTG 95.7/, CINCFE TOKYO JAPAN
NR & 140250 % '

L7195

N""E Refer CTF Q9 120205 2 ahd your 130508 Z,. !Recognition
@ = signale pregeribed by CGHQ, FEC are intended for use only by
= small craft)eangaged in special intelligence miassions to
e o ldentily themselves upon beilng challenged. It is not con-
%’:_g templated that UN Naval ships or boatsg will use such flares
o = except occasional ROK ONI boats on missions authorized by
S CTG 95,7, JHCQ FEC has obtained afnd delivered to CCRAK a
nT= gupply of &N-M 8 projectors and authorized flares for
= Gdilstribution to subordinate units of TCRAK engaging in such
o= missjons., The responsibllity for properly equipping these
= amall craft rests with the command operating same and CCRAK
- = 13 the source of supply for all such units including CTG
-3 95,7 as needed for.ROK ONI boats. Suggest CTF 95 withhold
= clearance for any emall craft scheduled for apecial mission
ES-—E until he is assured that the vessel carries proper signal
= éaquipment, In view of above consider it unnecessary to
a-E request change 1in prescribed signal procedure.
N): NO SIG
O:= (over) e o
g 33535 ROUTINE ey
-l ' | T e ADNEETE
= - (QECURITY INFORMATION ) R
N—= ' F' ("‘ ? ' " 5
; \"::} Sh ! : ‘E T d)
= CONSULT CRYPTO CENTER BEFORE DECLASSIFYING
3_5 Paraphrase not required. Handle as correspondence of classification
= @ ) carried hereon per paragraphs 17a(1)(2) and 41c(2)(3) and g(1),
Dot 3 21219—FEC P&PC-—12 51—-460M AR 380'—53 15 November 191“'9’ o 0G I |
A= COPY No.
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DECLASSIFIED
Authority 5 { 1 3 54 ]

By AZ NARA Date 2/13/iz

FROM 3 COMN

INFORMATION

POy,

0 a1 i o
WS ]K L §

ROUTINE

AVFE TOKYO JAPAN NR s 140250 Z 14 JAN 52 CONT'D

——— o o e peey . amsr—. e -, LA™

¢ G=2, G=3, G-%, SIGNAL, TRANS

. e e vt v, - P by Boiy AP e, —— - . . nreeny A — .

NOTE 2 This msg rec dir fr COMNAVFE TOKYO JAPAN via Couriler.

33535

ROUTINE

(SECURITY INFORMATION ) *

TOO 3 140250 3
MCN 3 NONE
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DECLASSIFIED

Authority

81354

Byﬂ, NARA Date gﬁgﬁ} |

Copies this S/I previously fwded to G2, JLC, G-2, XVI Corps and
G=2, GSUSA via Targets Br. Text of 5/I to be published in Jan 52 issue Sc
(-2 Counterintelligence Review. Copy fwded herewith to ASAPAC as 2 T
possible interest to that agency.
Credit line on copy to ASAPAC.

lir J F Fesperman
26-T467

Incl attached &k to all file coples of ltr to O=2,J10, dtd 1 Jan 52,
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Opns 5/I, Subjs JOP Utilisation of Codes & Ciphers, dtd 28 Dee 51

Peuibly g8 @ mult of t.M.u immmué emphasis on security,
Jode is iknown to have remained in use for approximately ons
Copies of the code finally fell into peliece hands in
M.Memr 19§1. Whether the JOP was aware of its confiscation at that
um 3.: m olmr, bnt on 5 November 1951 an article appeaved in the Tokyv
_ paper Yomiuri Shimbun giving numerous details of the code and, accord-
muablo souree, the JOCP "Central Bureau® (covert organi-
ataly thmncr issued iutmtwm to i.ta Bullo=

?o !ho TOKEY #1 Gipvher:
In Mw latter part of October 1951, information was recelved
xistance of an enciphering chart believed to have been used
hy the JGP aince 1 mwwv 1951, This chart, mmhuu of a simple sub-
stitution table of "square, " was entitled the "J0KEI #1" and, according teo
instructions accompanying it, was amomd to M mod uuher alma or i.n
mm,‘)mﬁm with tvh@ TE}EW'I #0 Code, Th A LRV RS ) B , PRLAY
that in the event of the compromise of 'khﬁ ?m M Mﬂg m :..,
Cipher would continue to be used alnm. 1 wnedpherin
quite similay to the MISE Cipher of early 1951. was hauﬂ on an mi@w
ing "square" ten spaces in width and ten in depth., The 100 small spaces
thus formed contained all the Japanese y DUMETALE, mﬂ CommOn m‘tu—-
ation amlu. as well as a few commonl jenged Japanese kanii, Fack

- ing two=digit eipher, As in tm cose ef the MISE Ciph
p]m m m kapa or phonetic mbau could be converted intoc & uﬁm at
two-digit nunbers by use of the squere, and resonverted into plaintext by
the use ot the same souare, _

be With the TOKEI #1 Gm« m tadditive” (see par, 3a) feature
was again introduced, A sheel acecompanyling the cipher mntﬂmd instrucs
t:l.om fur tm m of certain "key numbers® (m suji) as additive to seramble
the ciphertexi, . "xq Mr" was designated mr’ use withm each ﬁm
1951; i.u-, tm “W Mﬁ’ or additive was to be changed every
¢ wmbers was made by mam of a rather
was assigned as its "key num-
Communist or proletarian ntmh
af tha mu thr with Japan, the beginnin
eV ion, Stalin's birthday, etes Thus, for the pﬂi@ﬁ u
‘assignec m m of the peage treaty signing, the numerical se-
quence 19510908 (1951/9/8 or "1951.09.08" as dates generally ave th
by the Jw) was to be used as the additive for all messages enciphered
TOKEL #1 Ciphere The obvious advantage of this usage ol well=kn
m.u was the fact that the appmpﬁ.m additive for a w-day peried eenw
11 mm by the persous using the cipher, eliminating the 86GU~
- rryin m adﬂuxw in mn.m furm, m.ko the mrnﬂ WL3

pn as w und a8 mucm to un&h the entire ciphertest
" 8 encly he TOKLI #1 squares

hs @ £m1 security feature, TUKEI /1 i crustions stipulated

- y seranb, shertext (plein ciphertext with edditive am ihm
tmmuod i.a m{am fum should be amzam to look like innocuous mm
of nm such a8 in {inancial reperis, etec, i cample message
POKET #1 system would be handled in the following stages

Paintext: 2 4 hi ka 1 gi hi va ke (mnt»muﬁll
begin on the 24th)

Ciphertext:37 17 29 92 81 32 86 99 72 (using square to
encipher)
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, headouarters is known to have mtm md mmmm an
phering vptu !‘er use in its higher echelon communi

lwum of such & system suggests that the JOF t.hm m M&y
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mh. felt m nnd for more mmw é.u :m .
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Sety Div/Opns /I, Subj: JOP Updli
thereafter to supplement §1, substituted the letter "V for "B." The use

of Codes & Ciphers, dtd 28 Dec 51

t

bl

wagoc

E of "V" to all appearanees has become standard throughout the JOP organisza-
= tion sinee that time. The hnglish letter designations for various regional
R "bureaus, " also originated in the Savings Passbook #1, likewise sre believed
= to be still in use, Thus, "HV" is the symbel or code word for "Holkkeido
0 = m:.* "'ﬂ‘" for "Kanto Im-un." "y" for "Kensal Bureau,” ete, In addi-
R = v English letter designations are known to be in
g = mmuwmwmmmmmmmm particu~
¢ = *u"tmmnm-mmm
6= 'eall” (saibe) is a temm which has been
Too-= au n&m 1%91 snother such designation believed
= ‘the inglish letber "C" for WL(WC M)y
o= - th anizatior | ,
= "gaptain” uta«u, omum or“hmn." Ml tm. uhhwtmm
= code words, are more in the category of such common JCP abbreviations as
3 "tec" (m) for "secret courier” of "repo" (for"repota” or reporter) for

. . Inomrmm,mqmanntMMuhntah
huﬁotinmthmatwutm.

il

ver
l

m” m w SOMewnhe G U
mmnmtuum mm:-mu“mﬂwuum:nl, o th
"mon" or family crest, mndnwarn logical as 1 In any case, the JCP
has during the past year adopted numerous such symbols to indicate publications
or certain types of activities, These seem 1o be used more as abbreviations
than as code symbols inasmuch as their true meaning is generally readily
pnuummmmtmmmnwwwm Ao used by, »rinuvm-
nection with, the Japan Communist Party, the symbol " or "maru-kyo" has
bm noted since the mnm days of the Oceupation »s an abbreviation for
jommunist Party" (Kyosanto). This symbol was, and often ttﬂ.l i.a used by
hth the Party itself mawm Jepanese police to refer to the m« Ho v
ever, during the past year the JCP is lmown to have used various other such
"maru" symbols to designate ite covert mbl&aaﬂ.m, such as " " or
*mmhd“ for its leading mvm mm-m "Heiws to Dokuritsu" (Pesce

¢l @”l‘{% LEI & [4

I e

91

Ll

81

o dependence) and " Naigai Hyoron" (Foreign and
- mmm«). mm.urumamumm:wmtummmm
N used by the M'ﬂ covert @rmiumn to duimtm urmin mmm

|

A

 rgta (gessaten),

0

¥4

gmm of u;mu have m mmm ' inglish letter aymh sueh as ﬂ'x 1,
mm have been mpluud by Mu and mmm duigmtmm.

8 In times of emergency, such ss when news is obtained of impend-
.m raids on JOP property, confiscations of illegal publications, or arrests
of Party leaders, the JCP generally is forced to resort to commnication
by telegraph to forewarn those concerneds In such cases, mrﬁm Lo uge
nally reliable sources, prearranged texts of a seem y innocuous nature
are dispatehed, If necessary, the warnings are Mapd hy mmrtm' at
e&eh 1@1‘&1 of Party atmtm dfam w the nm lower mholm m&mlrtm

44

€2

bttt bbbt

| L4

Y4

9¢

LT

8l

ablished that uw J&P mmmwm hud adm j“m
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Sety Div/Opns 5/I, Subjs JOP Utilisation of Codes & Ciphers, dtd 28 Dec

to which such warnings were disseminated within the JCP organizatio -
elear, but m;mumn indication that w-ymmmmme mym
to distriet committee level on a nationwide scale,

little Mt«mt, ‘and ean ha ha phm ln t-hl mtmn ef coded communis
cations, Judging from avallsble information on such systems, a list of tm
ten to fifteen brief aad imnocuous message texts are drawn up, each having
a particular meaning. For example, "lother is ill, please come tomorrow"
may mean "Arrests expected tomorrow™; or "Will arrive 23rd" may mean "Ralds
take place on 23rd." It may be noted mtumﬂmtmu mm«
wul in such mecsages are diﬂmind as noted in @ ptmm paragraph, k
adding or subtracting a prearranged number, - wstitute
mumtmmarummmmﬂ&.om mploye JCF oy &
-atmmmapmm the most important to the Party xtmldw
r unlikely that the JCP will at any time in the future be without such
ﬂmatmwum umlwnl of the Party's
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Selection of Words in J Codes :

ver
Y

uid not appear :ln om code lina. m tho buia at thm mamp-»
zlose 1 of the four codes believed to have been prepared
P Nat: Headquarters to date (namely:s the MISE Code, the Savings
/1 Code and the TOKEI #0 Code) reveals some inter-
m.w mmu at information sbout certain phases of the J@P'n interaal
structure and about some of its aet.’wiun. Firstly, a comparisor
am e.f t.hm codes reveals mz resumably out of mnity, t.hcx lnereased
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- ondly, apdson of the choiece of t-omimlou included in these m
mh mimmu change in eéch mmiw code until the mm i@, wh

' mmma phmm terms very nearly identicel te those of the preceeding
INKO #le Following are noted some of the major differences im the first
thm wdnt

Labor Union names: Included in the MIST Code and in the Savings
Pagsbook Code (Savings Passbook #4), but not
a1 -Wu
Only names for regions (i.e., Tohok
Kensai, etc.) included in the WISE
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0o be mm"umymxugmmn of the selection of words

2 included in JOP headguarters codes has been the faet that they help to sub-
C ~ stantiate or disprove allegations of the existance of sertain JOP depart-
& ments, and of other organe in the Communist sphere, Of particular interest
T is the fact that all such codes to date have included a ¢ode word for "Com-

inform"; but that, despite upum allegations of the existance of an
"hsiatic Cominfom" or "Far Hast Gmmn,' no mention of such an organ
has ever been made in any JOP code, While not conclusive evidence, this
rertheless & trongly supports the theory that no "Far Hast Cominform®
exists, ot least not under such & name, Terminology used by the JCP's
covert organiszation in several cases has been wnﬁ.m.dby uwu; ng ir
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o= reportedly has been to allow dlstriet m«u M com-

A

& gm urhtr of loeal’ nate sally-used eiphe:
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are elaborate beyond any Wuhh necessity. The ujnuy are designed
for use within or between prefectural committees and their subordinate dis-
triet committees, It will be noted umt the genersl prectice is for the
prefectural committees to be the relaying point for Mamtm from MM
echelons; i.e., informetion from the Party's National or teglonal

quarters may go as far down as prefectural level usin

headquarters cods syntem; mm utMMmllm M’ﬂhtﬂh
passed on to still lower echelons, it must be re- in thm mu
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