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2. The social dangers of Al realized! =
3. Intuitive evaluation -- AKA, how about we ask the
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e Wikipedia has socio-technical problems with newbies.
e Many of Wikipedia’'s problems are due to its scale.

e ORES is an attempt to address both at the same time.

e ... in a way that accounts for the complex dynamics of Wikipedia.

What is ORES?



The machine classifier

https://commons.wikimedia.org/wiki/File:Atrtificial.intelligence.jpg

Public Domain


https://commons.wikimedia.org/wiki/File:Artificial.intelligence.jpg
https://commons.wikimedia.org/wiki/File:Artificial.intelligence.jpg

The machine classifier

is_anon
chrs_added
chrs_removed
cust_ comment
repeated_chrs
longest_token
badwords_added




The machine classifier

is_anon
chrs_added
chrs_removed
cust_ comment
repeated_chrs
longest_token
badwords_added




The machine classifier

is_anon
chrs_added
chrs_removed
cust_ comment
repeated_chrs
longest_token
badwords_added




Counter vandalism

Need review

160k
Edits
Rikl'y Per
Probably OK




Without ORES: Reviewing 160k edits per day...

267 Hours

(33 people * 8 hours)

With ORES: Reviewing 16k edits per day...

27 Hours

(4 people * 8 hours) % é



Newcomer socialization

Vandals

1500
New
Editors
| Per
| Day

Need help

Doing fine

* New editors = “Newly registered users who have saved at least one edit”



Future work:

Make estimates for the amount of time spent socializing a newcomer...
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Getting there

e Production level web service @ https://ores.wikimedia.org

e Basic counter-vandalism support (ORES review tool) deployed on 6 wikis &
active projects with the WMF Collaboration Team and with tooI Developers

Namespace: |l ¥|  Invedseisclion  Associsled namespace

111111 Show
i= A Helpful, good-faith edits by newcomers

18 February 2016 Filters | @ Good-fath ~ | | \@ Not Damaging - | [ £ Newcomers | |+ Add fiter

« (User creation log): 23:21 . User account FlarianSW {talk | contribs) was ereated
» (User creati on log), 23:14 . . User account DarTar (talk | coniribs) was created

o (diff | hist) . . r Pants; 2246 . . (+2) . . Someone (talk | contribs) (Undo revision 58 by Samaeane (talk))
= (diff | hist) . . r Pants; 2246 . . (-2) .. Someona (talk | contribs) (Undo revision 57 by Someane (talk))

o [diff | hist) .. ¢ Pants; 2246 .. (+2) .. Somecne (iaik | conribs)

o (il | hist) . . ¢ Pants; 2245 . (+11) .. Someone (talk | contribs) (Uindo revision 55 by Someane (iaik))

H H H H .|aM|nn; ¢ Panis; 2245 ( 1) . Sameane (talk | contribs) (Undo revision 54 by Someone (taik))
° wikis an prediction models IR TN I N ol
.|ml‘|nrsi). Pan nu {11} .. Somecne (lalk | contribs) (Uindo revision 52 by 10.0.3.1 flak})
o (i : alk) {Undo revision 51 By 10.0.3.1 tak])

i) (Lindo revision 50 by 10.0.3.1 faik))

o reverted? i r.,.:.lm S e ————
0 gOOd'faith? © oottt - Posevandisn 2 Kevin
o damaging?

o wp10 assessment?

— D e
— D e

D e



https://ores.wikimedia.org
https://www.mediawiki.org/wiki/ORES_review_tool
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“Subjective algorithms”

"algorithms, often aided
by big data, now make
decisions in subjective
realms where there is no
right decision, and no
anchor with which to
judge outcomes."

Tufekci, Z. (2015). Algorithms in our Midst: Information, Power
and Choice when Software is Everywhere. CSCW (pp.
1918-1918). ACM.

https://commons.wikimedia.org/wiki/File:Zeynep_Tufekci_2_(5805394290).jpg



“Subjective algorithms”

"algorithms, often aided
by big data, now make
decisions in subjective
realms where there is no
right decision, and no
anchor with which to
judge outcomes."

Tufekci, Z. (2015). Algorithms in our Midst: Information, Power
and Choice when Software is Everywhere. CSCW (pp.
1918-1918). ACM.

What is good? relevant?
important? desirable? valuable?

https://commons.wikimedia.org/wiki/File:Zeynep_Tufekci_2_(5805394290).jpg



Who is allowed to participate? Who gets labeled “bad-faith™?

What types of contributions will be labeled “damaging™?



is_anon
chrs_added
chrs_removed
cust comment
repeated_chrs
longest_token
badwords added




is_anon
chrs_added
chrs_removed
cust comment
repeated_chrs
longest_token
badwords added

High quality

Low quality



is_anon
chrs_added
chrs_removed
cust comment
repeated_chrs
longest_token
badwords added




Please exercise extreme caution to avoid
encoding racism or other biases into an Al
scheme. [...] Wnt (talk) 12:58, 20 February

2015 (UTC)

From Wikipedia:Wikipedia Signpost/2015-02-18/Special report



https://en.wikipedia.org/wiki/User:Wnt
https://en.wikipedia.org/wiki/User_talk:Wnt
https://en.wikipedia.org/wiki/Wikipedia:Wikipedia_Signpost/2015-02-18/Special_report

Please exercise extreme caution to avoid
encoding racism or other biases into an Al
scheme. [...] Wnt (talk) 12:58, 20 February

2015 (UTC)

From Wikipedia:Wikipedia Signpost/2015-02-18/Special report



https://en.wikipedia.org/wiki/User:Wnt
https://en.wikipedia.org/wiki/User_talk:Wnt
https://en.wikipedia.org/wiki/Wikipedia:Wikipedia_Signpost/2015-02-18/Special_report

Please exercise extreme caution to avoid
encoding racism or other biases into an Al
scheme. [...] Wnt (talk) 12:58, 20 February

2015 (UTC)

From Wikipedia:Wikipedia Signpost/2015-02-18/Special report

Harassment

and messages from South Africans

Civil



https://en.wikipedia.org/wiki/User:Wnt
https://en.wikipedia.org/wiki/User_talk:Wnt
https://en.wikipedia.org/wiki/Wikipedia:Wikipedia_Signpost/2015-02-18/Special_report

Two stories

Good edit

is_anon
chrs_added
chrs_removed
cust comment
repeated_chrs
longest_token
badwords added

Damaging edit




Two stories

Good edit

is_anon
chrs_added
chrs_removed
cust comment
repeated_chrs
longest_token
badwords added

Damaging edit

e The ltalian word “ha”
e Anonymous editors




The Italian “ha”

Literally: Not a laughing matter



:m:Talk:ORES#Checklist for itwiki setup.

= Correzioni verbo avere: false positives related to italian verb "have" (why?)
--Rotpunkt (talk) 12:17, 23 November 2015 (UTC)

:it:Progetto:Patrolling/ORES

Correzioni verbo avere [ modifica wikitesto |

= Speciale:Difff76758000 (98%) correzione da minuscolo a maiuscolo del verho avere, dopo inserimento del punto, da parte di un
registrato

» Speciale:Diff 75006952 (100%) correzione verbo avere da parte di un IP

e Speciale:Diff/73011992 (97%) correzione verbo avere da parte di un utente registrato

= Speciale:Diff/75589352 (97%) correzione verbo avere da parte di un utente registrato

» Speciale:Diff[76784148 (95%) correzione con modifica da maiuscolo a minuscolo del verbo "ha", da parte di un utente registrato

« Speciale:Difff76793663 (89%) modifica che coinvolge il verbo avere, da parte di un IP

(
(
(97%)
(95%)
(89%)
¢ Speciale:Diff[76797177 (95%) modifica che coinvolge il verbo avere, da parte di un IP
= Speciale:Diff/ 76806685 (98%) modifica che coinvolge il verbo avere, da parte di un IP
e Speciale:Diff/76805417 (98%) modifica che coinvolge il verbo avere, da parte di un IP
« Speciale:Difff 76781896 (90%) modifica che coinvolge il verbo avere, da parte di un IP
e Speciale:Diff[76781249 (92%) modifiche alla forma della frase, tra cui il maiuscolo con il verbo avere, da parte di un IP
» Speciale:Diff[76826639 (98%) modifica che coinvolge il verbo avere, da parte di un IP
(

« Speciale:Diff/ 76831709 (100%) modifica che coinvolge il verbo avere, da parte di un IP
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badwords_added

Good edit

Damaging edit



Good edit

informals_added

badwords_added

Damaging edit

Badwords: Curse words, racial slurs and other offensive terminology

Informals: Casual speak that would be welcome on a talk page, but not within an
article.
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Damaging edit

Badwords: Curse words, racial slurs and other offensive terminology

Informals: Casual speak that would be welcome on a talk page, but not within an

article.

For example "hello" or "hahaha".



informals_added

badwords_added

Good edit

Damaging edit

Badwords: Curse words, racial slurs and other offensive terminology

Informals: Casual speak that would be welcome on a talk page, but not within an

article.

For example "hello" or|"hahaha".



revscoring/languages/english.py#L. 163 revscoring/languages/tests/test_english.py#L 103

r"don'?t", r"dum+b*(y|ies|er|est)?(ass)?", "dumb", "dummy", "dumbest", "dummies",
r"d+?u+?d+?e+?\w*", Ydad", "daddy”, "dada’,

r''good[-_]?bye", "goodbye", '"good-bye",
r"h+[aiou]+(h+[aeiou]*)*", *hi", "“hihi®, “*ha', "haha®”, "hehe", “ho”
r'"'mw?[au]+h+[aiou]+(h+[aeiou]*)*", "mwuhahaha",

r"h+[e]+(h+[aeiou]*)+", "hello", "helo", "hellloooo",
r'"hel+?0+", r"h(aa+?|e+?)y+?", "hey"; "heeeey", "haay",

r''h+?m+?", "hm", "hmmmm", "hhhmmmm",


https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/english.py#L163
https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/english.py#L163
https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/tests/test_english.py#L103
https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/tests/test_english.py#L103

revscoring/languages/english.py#L. 163

r''don'?t", r"dum+b*(y|ies|er|est)?(ass)?",
r'"d+?u+?d+?e+?2\w*",

r''good[-_]?bye",
r'"h+[aiou]+(h+[aeiou]*)*",
r'"'mw?[au]+h+[aiou]+(h+[aeiou]*)*",
r"h+[e]+(h+[aeiou] *)+",

r'"hel+?0+", r"h(aa+?|e+?)y+?",

IR,

revscoring/languages/tests/test_english.py#L 103

"dumb", "dummy", "dumbest", "dummies",
Ydad", "daddy"”, “dadd";

"goodbye", "good-bye",

"hi", "hihi", "ha", "haha", "hehe", "ho",
"mwuhahaha",

"hello", "helo", "hellloooo",

"hey", "heeeey", "haay",

"hm", "hmmmm", "hhhmmmm",

“Ha” is laughing in English, but “"Ha" is not laughing in Italian!


https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/english.py#L163
https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/english.py#L163
https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/tests/test_english.py#L103
https://github.com/wiki-ai/revscoring/blob/master/revscoring/languages/tests/test_english.py#L103

Hi Rotpunkt. Sorry for the long wait. We've been doing a lot of infrastructural work around ORES, so | wasn't able to
look at this as quickly as I'd hoped. ... So, I've been experimenting with different modeling strategies. It seems that we
can get a little bit better statistical "fitness"” with a en:gradient boosting (GB) model than the old linear en:support vector
machine (SVM) model. Here's the new scores that | get for these three edits:

e it:Special:Diff/77186648 (67.6%)
e it:Special:Diff/ 77186644 (75.7%)
e it:Special:Diff/77173988 (36.9%)

... <snip> ...

@Halfak Nice job, thanks from itwiki! --Rotpunkt (talk) 15:58, 25 March 2016 (UTC)
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https://commons.wikimedia.org/wiki/File:Enduring_Freedom_120707-A-DL472-175.jpg
https://commons.wikimedia.org/wiki/File:Enduring_Freedom_120707-A-DL472-175.jpg

Anonymous editors



Anonymous editors

% Maniphest > T118982 4. Maniphest > T129624
& hewiki "reverted" model weights strongly against anons  Investigate nlwiki 'reverted' model seems broken (always ~0.89
[ Closed, Resolved @ Public for anonymous edltS)

[ Closed, Resolved @ Public

Otherwise, anons seemed to dominate false-positive reports from
every wiki



... maybe anons are really
bad.



... maybe anons are really
bad.

e Generally, anon edits are twice as likely to be
vandalism



... maybe anons are really
bad.

e Generally, anon edits are twice as likely to be
vandalism

e 90% of anonymous edits are good



https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false
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https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false
https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false

https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false

{"prediction": false,
"probability": {"false": 0.656,
"true": 0.344}}
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https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false

https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false

{"prediction": false,
"probability": {"false": 0.656,
"true": 0.344}}

https://ores.wmflabs.org/v2/scores/enwiki/damaqing/642345235?feature.revision.user.is_anon=true

{"prediction": false,
"probability": {"false": 0.541,
"true": 0.459}}
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https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=true
https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=true
https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=true

https://ores.wmflabs.org/v2/scores/enwiki/damaqing/642345235?feature.revision.user.is _anon=false

{"prediction": false,
"probability": {"false": 0.656,
"true": 0.344}}

https://ores.wmflabs.org/v2/scores/enwiki/damaqging/642345235?feature.revision.user.is anon=true

{"prediction": false,
"probability": {"false": 0.541,
"true": 0.459}}

Just by being “anon”, we score this edit 11.5%
more likely to be damaging to the article.


https://ores.wmflabs.org/v2/scores/enwiki/damaging/642345235?feature.revision.user.is_anon=false
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Modeling strategies

https://en.wikipedia.org/wiki/Support_vector_machine#Linear SVM
Linear SVM  [edit)

We are given a training dataset of n. points of the form

@12, -ons (@nyva)
where the ; are either 1 or -1, each indicating the class to which the point Z; belongs. Each Z; is a p-dimensional real vector. We want to find the
“maximum-margin hyperplane” that divides the group of points Z; for which y; = 1 from the group of points for which y; = —1, which is defined so

that the distance between the hyperplane and the nearest point ; from either group is maximized.
Any hyperplane can be written as the set of points Z satisfying

w-E+b=0,
[

determines

where 1 is the (not necessarily normalized) normal vector to the hyperplane. The parameter

the offset of the hyperplane from the origin along the normal vector .

Hard-margin [edit]

If the training data are linearly separable, we can select two parallel hyperplanes that separate the two classes
of data, so that the distance between them is as large as possible. The region bounded by these two
hyperplanes is called the "margin”, and the maximum-margin hyperplane is the hyperplane that lies halfway
between them. These hyperplanes can be described by the equations

https://en.wikipedia.org/wiki/Gradient_boosting

I T 1 .
Gradient boosting
A C-class article from Wikipedia, the free encyclopedia

Gradient boosting is a machine learning technique for regression and classification problems, which produces a prediction model
in the form of an ensemble of weak prediction models, typically decision trees. It builds the model in a stage-wise fashion like other
boosting methods do, and it generalizes them by allowing optimization of an arbitrary differentiable loss function.

The idea of gradient hoosting originated in the observation by Leo Breimanl! that boosting can be interpreted as an optimization
algorithm on a suitable cost function. Explicit regression gradient boosting algorithms were subsequently developed by Jerome H
FriedmanZI3! simultaneously with the more general functional gradient boosting perspective of Liew Mason, Jonathan Baxter, Peter
Bartlett and Marcus Frean.™ll5] The latter two papers introduced the abstract view of boosting algorithms as iterative functional
gradient descent algorithms. That is, algorithms that optimize a cost function over function space by iteratively choosing a function
(weak hypothesis) that points in the negative gradient direction. This functional gradient view of boosting has led to the development
of boosting algorithms in many areas of machine learning and statistics beyond regression and classification.

User classes

Anon editor

{"feature.revision.user.is anon": true,
"feature...seconds since registration": O,
"feature.revision.user.has advanced rights":
false,

false,

false}

false,
"feature.revision.user.is admin":
"feature.revision.user.is bot":

"feature.revision.user.is curator":

New editor (2h since registration)
{"feature.revision.user.is anon": false,
"feature...seconds since registration":
"feature.revision.user.has advanced rights":
false,
false,
false}

18000,
false,
"feature.revision.user.is admin":
"feature.revision.user.is bot":

"feature.revision.user.is curator":

User:EpochFail (8 years since registration)
{"feature.revision.user.is anon": false,
"feature...seconds since registration":
"feature.revision.user.has advanced rights":
false,
false,
false}

257995021,
false,
"feature.revision.user.is admin":
"feature.revision.user.is bot":

"feature.revision.user.is curator":


https://en.wikipedia.org/wiki/Gradient_boosting
https://en.wikipedia.org/wiki/Gradient_boosting
https://en.wikipedia.org/wiki/Support_vector_machine#Linear_SVM
https://en.wikipedia.org/wiki/Support_vector_machine#Linear_SVM

wiki-Labels is a human computation service for
Wikipedia. In order perform difficult analyses and train
intelligent wiki-tools (e.g. for detecting vandalism and
assessing the quality of articles), we need labeled data

Campaigns

I8 Edit Quality - 2014 10k sample

and lots of it. Wiki-Labels is a tool that makes it easy to 2015-05-02 (10/10) review
collaboratively label wiki artifacts (like revisions) quickly 2015-05-02 (0/10) open
and easily.
» Documentation
ithub repo & . .
* 9 P + Edit Type -- 2015 january sample
fullscreen
Workset
Damaging? Yes | No Good faith? | Yes No
Thomas S. Hinde
Diff for revision 648970723
"L ofs of defails - question the purpose of some material, does not seem significant”
Line 31: Line 31:



wiki-Labels is a human computation service for

Campaigns

Wikipedia. In order perform difficult analyses and train paig
intelligent wiki-tools (e.g. for detecting vandalism and - Edit Quality —- 2014 10k sample
assessing the quality of articles), we need labeled data
and lots of it. Wiki-Labels is a tool that makes it easy to 2015-05-02 (10/10) review
collaboratively label wiki artifacts (like revisions) quickly 2015-05-02 (0/10) open
and easily.

» Documentation

« it repod + Edit Type -- 2015 january sample

fullscreen

Waorkset

Line 31:

Damaging? Yes | No Good faith? | Yes No

Thomas S. Hinde

Diff for revision 648970723

"L ofs of defails - question the purpose of some material, does not seem significant”

Line 31:



Natural Gradient Boosting
user =1,

class

Linear SVM

10.0- |

7.5 -

damaging

D False
504 | | i

density

2.5 -

—- — . I:'.Illr,-'_‘.llll-
0.0- S

000 025 050 075

100000 025 050

075  1.00
true_proba



N atu ral Gradient Boosting Linear SVM

12.5 1

user
class

759 ||
= : / damaging
:Ié: i DFalse
= True
ol | .=
| |

| K i

0.0 -

000 025 050 075 100000 025 050 075  1.00
true_proba



Natural
user
class

density

Gradient Boosting

Linear SVM

12.5 -
[}
10.0- ||
|
|
75- ||
5.0 - \il Ii
| 'I
| |
| 1
\ | |I
II IIII
25- | —\
- H/H—H% L ‘ e
000 025 050 075 100000 025 050 075 1.00

true_proba

damaging



Natural
user
class

density

Gradient Boosting

Linear SVM

12.5 1

10.0- ||

7.5 -

5.0 -

2.5 -

0.0 - ST e |

2?77

0.00 050 075

1.00 0.00
true_proba

damaging



OK. What if every edit was anon?
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What if every edit were from a
newcomer?
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What if | (EpochFail) saved all the
edits?
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Mwahahahaha!



Dec. 2015:
- Gradient boosting deployed



Dec. 2015:
- Gradient boosting deployed

Still needs work:
- Bias against anons/newcomers lessened,
but not gone

- New sources of signal

- HashingVectorization
- Probabilistic Context-free Grammars



Part 3: A call to action

How about we ask the humans?



Evaluation of Al



Evaluation of Al

e Historically, focused on quantitative metrics:
o Accuracy, Precision, Recall

F-score

ROC-AUC

PR-AUC

Etc.

O O O O



Evaluation of Al

e Historically, focused on quantitative metrics:
o Accuracy, Precision, Recall

F-score

ROC-AUC

PR-AUC

Etc.

O O O O

“How well does my classifier work in general?”



Evaluation of Al

Gradient Boosting Linear SVM

Both work pretty good in
general...
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“How well does my classifier work in general?”



Evaluation of Al

Gradient Boosting Linear SVM

Both work pretty good in
general...

maF
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“Does my classifier behave strangely sometimes?”




Step 1:

1

ORES is an experimental technology. We encourage you to take advantage of
it but also to be skeptical of the predictions made. It's a tool to support you — it
can't replace you. Please reach out to us with your questions and
concerns.

b



Step 1:

1

ORES is an experimental technology. We encourage you to take advantage of
it but also to be skeptical of the predictions made. It's a tool to support you — it
can't replace you. Please reach out to us with your questions and
concerns.

7
Step 2:

Get feedback -+ [terate & retrain ——— Deploy

‘\ /




Insight:

“Despite the black-box nature of Al, humans
are really good at noticing patterns and trends.”



https://commons.wikimedia.org/wiki/File:Bill_Gates_mugshot.png
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Human evaluation of Al’'s bias should be part of
standard practice for Al designers working in
social contexts.






Props to my collaborators
e User:Ladsgroup
o User:Actilley
e Sabya
e User:Rotpunkt
e User:Eran

SCIENCE

SCIENCE
SCIENCE SCIENCE

Aaron Halfaker

ahalfaker@wikimedia.org

enwp.org/User:EpochFail

https://twitter.com/halfak
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