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OPPORTUNITIES AND CHALLENGES IN AD-
VANCING HEALTH INFORMATION TECH-
NOLOGY

Tuesday, March 22, 2016

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INFORMATION TECHNOLOGY, JOINT
WITH THE SUBCOMMITTEE ON HEALTH CARE, BENEFITS,
AND ADMINISTRATIVE RULES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, D.C.

The subcommittees met, pursuant to call, at 2:06 p.m., in Room
2154, Rayburn House Office Building, Hon. William Hurd [chair-
man of the Subcommittee on Information Technology] presiding.

Present from Subcommittee on Information Technology: Rep-
resentatives Hurd, Walker, Blum, Connolly, and Lieu.

Present from Subcommittee on Health Care, Benefits, and Ad-
ministrative Rules: Representatives Walberg, Gowdy, DeSantis,
DeSaulnier, Cartwright, and Lujan Grisham.

Mr. HURD. The Subcommittee on Information Technology and the
Subcommittee on Health Care, Benefits, and Administrative Rules
will come to order. Without objection, the chair is authorized to de-
clare a recess at any time.

We are expecting votes fairly soon, so I am hoping we can get
through opening remarks, go do our vote series, and come back and
finish the hearing.

Good afternoon. I appreciate your being here today. You all know
that heart disease is a leading cause of death in the United States,
according to the CDC. More than 600,000 Americans die from heart
disease each year.

The American Medical Association recommends walking as the
simplest positive change you can make to improve your heart
health. Walking 30 minutes day, or around 10,000 steps, lowers
blood pressure, improves movement and mobility, and increases en-
ergy. Simply increasing the number of steps you take per day can
significantly reduce your risk of coronary heart disease and stroke.

Many of you could glance right now at your smart phones,
wearables, or other devices and report your number of steps and
calories burned for the same period of time. For most of us, I will
bet that number is probably higher than before we had the app or
device and we were tracking our steps.

It would not be an extreme exaggeration to say that the pro-
liferation of wearable devices and smart phone apps that track
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steps and the accompanying increases in the number of steps some
people are taking on a daily basis has saved lives.

This is just one example of the benefits technology has brought
to health and health care, and we have barely scratched the sur-
face. We are on the cusp of being able to use technology to truly
revolutionize health care and health care delivery.

Leveraging the power of the cloud will enable us to move more
health care tasks online, including consultations and data storage
and retrieval.

Sensors will make it easier for people to take care of themselves
before they get sick. Constituents in rural parts of Texas 23rd, my
district, will be able to speak directly with their primary care pro-
viders instead of commuting hours each way.

As more devices are connected and more data is generated, medi-
cine will become customized and personalized. Preventative medi-
cine and healthy living practices will increase, costs will decline,
and the prevalence of chronic diseases will decrease substantially.

But this will only happen if researchers, hospitals, entre-
preneurs, regulators, health care professionals, patient advocates,
and lawmakers come together to update antiquated laws and re-
form outdated institutions.

Right now, old and unclear privacy laws hinder interoperability
between health IT systems and devices. Right now, the sheer num-
ber of Federal agencies, and often conflicting rules one must navi-
gate to invest in the space, chills investment and entrepreneurship.
And right now, a fragmented and bureaucratic system places the
patient at the fringe of the process, rather than at the center.

In today’s hearing, I hope to hear specifically what laws or regu-
lations need to be changed or updated, and how they should be
changed or updated or abandoned.

Health IT is an exciting, innovative field, but to get this right,
we must collaborate. We must destroy silos. I am committed to
doing so. I know my friend and ranking member, Ms. Kelly, and
Ted Lieu are as well.

And I want to thank the witnesses for being here today, and I
look forward to their testimony.

Now I would like to recognize Mr. Cartwright for his opening
statement.

Mr. CARTWRIGHT. Thank you, Chairman Hurd. I would like to
thank you both for calling this hearing so we can hear about how
the Federal Government and private industry are working to-
gether, and for your interest and efforts at creating the next gen-
eration of health information technology.

I represent largely a rural district in northeastern Pennsylvania,
and I know quite well how health IT can bring affordable medical
care to those who might not otherwise be able to receive it.

In fact, that is why I cosponsored the Medicare Telehealth Parity
Act of 2015, the 21st Century Cures Act, and also the TELE-MED
Act. Bills like these help medical professionals provide patients
with the best health care available anywhere and at any time.

But even with the undeniable benefits technology brings, patient
safety must remain our foremost consideration. Technology brings
opportunity, but it can also bring unforeseen challenges, and I hope
we can talk about that a little today.
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As a career courtroom attorney, I have seen too many medical
malpractice lawsuits where carelessness caused injuries and death,
and where doctors have made grave and avoidable mistakes. Too
often these mistakes were due to failures in communication that
left physicians and nurses without all of the patient’s information
that they needed to complete proper assessment and treatment.

We worry that different computer system standards and methods
of tracking medical history often mean doctors, nurses, lab techni-
cians, and others involved in the treatment process cannot get a
complete understanding of the illness in front of them and the
treatment that is needed.

That is why it is so important that technologies like electronic
health records, which contain the complete medical and treatment
history of a patient quickly and efficiently give providers insight
and a comprehensive view into what is going on and all the facts
of the case. Standardized, industry-accepted technologies can make
that happen, in my view.

In the field of health IT, private industry has a critical role in
the process doing what it does best: drive innovation and keep
America at the leading edge in medical technology.

The Federal Government also has a role to play, making sure
these new technologies meet health care needs without compro-
mising patient safety.

I am looking forward to today’s hearing, to the testimony of all
of you. I am glad that industry and government are working to-
gether to bring about the kinds of technological advances that will
improve health care in this country, make it safer, and make it
more available to people in all corners and all pockets of this Na-
tion.

I thank you again, Chairman Hurd, and I yield back.

Mr. HUrD. Thank you.

I am going to hold the record open for 5 legislative days for any
members who would like to submit a written statement.

Ranking Member Lieu is here, and if he is ready, we will have
him give his opening remarks.

Mr. Lieu from California is recognized for 5 minutes.

Mr. Lieu. Thank you, Mr. Chairman.

Thank you to the witnesses who will be presenting today.

Today, we are here to learn more about how to make the primary
health technology laws work smarter and better. Laws and regula-
tions should be there to protect the public, but done incorrectly,
they can hinder innovation, and the same holds true in the health
IT space.

The Health Insurance Portability and Accountability Act,
HIPAA, contains provisions to create universal electronic medical
records and protect patient privacy. The Health Information Tech-
nology for Economic and Clinical Health, HITECH, contains provi-
sions to protect consumer privacy and give notice in case of data
breach. The Affordable Care Act also contains provisions to im-
prove the quality and efficiency of patient care with EHRs.

However, these laws and regulations were enacted before key
technological advances that we now take for granted. HIPAA was
passed in 1996 before broad adoption of the mobile revolution.
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HITECH was passed in 2009, before much of cloud computing ex-
isted.

Some might suggest that rolling back regulations is the answer.
While I agree that government regulation is not as nimble as tech-
nology, we still need some combination of regulations and enforce-
able guidance to protect the public.

For instance, last month, the IT system at Hollywood Pres-
byterian Hospital in Southern California was held hostage by
ransomware denying patients and providers access to their medical
records. The HITECH law has cybersecurity requirements that re-
quire notifications for data breaches, but the law says nothing
about notification for data that was frozen or held hostage where
it is stored.

I note that today the press reports that two more hospitals in
Southern California were hit with malware attacks.

Technology is moving very quickly. Telemedicine and text mes-
saging and mobile smart phone exposure requires that HHS and
FTC keep up with technology changes, update guidance reliably,
and keep rules and regulations flexible to encourage innovation.

Regulation done wrong or too little regulation makes it difficult
to protect the public and ensure that data flows freely. Regulation
done right spurs innovation and improves quality of care and pro-
tects the public.

I look forward to hearing from the witnesses today about what
we can do to encourage innovation and cooperation, and continue
to bring government health care into a more modern era of service.

With that, I yield back.

Mr. HURD. Thank you, Mr. Lieu.

If Chairman Jordan joins us and is interested in giving opening
remarks, we will let him do that as he arrives.

Again, I would like to thank the witnesses. I would like to recog-
nize you all now. I am pleased to welcome Dr. Karen DeSalvo, na-
tional coordinator for health information technology at the U.S. De-
partment of Health and Human Services. Thank you for being
here. Ms. Jessica Rich, director of the Bureau of Consumer Protec-
tion at the U.S. at the Federal Trade Commission; Mr. Matthew
Quinn, Federal managing director at Intel Healthcare and Life
Sciences; Mr. Neil DeCrescenzo, member of the executive com-
mittee at the Healthcare Leadership Council; and Mr. Mark Sav-
age, director of health IT policy and programs at the National Part-
nership for Women and Families.

Welcome to you all. Pursuant to committee rules, all witnesses
will be sworn in before you testify.

Please rise and raise your right hands.

Do you solemnly swear or affirm that the testimony you are
about to give will be the truth, the whole truth, and nothing but
the truth?

Thank you. Please be seated.

Let the record reflect that the witnesses answered in the affirma-
tive.

In order to allow time for discussion, please limit your testimony
to 5 minutes. Your entire written statement will be part of the
record.
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We are going to go through as many opening remarks as we can
before we get called to votes. If the bells go off while you are in
your remarks, go ahead and continue. We will finish after your re-
marks.

Now I would like to recognize Ms. DeSalvo for your opening re-
marks.

WITNESS STATEMENTS

STATEMENT OF KAREN DeSALVO, M.D.

Dr. DESALVO. Thank you, Chairman Hurd, and Ranking Mem-
bers Lieu and Cartwright, and distinguished members of the sub-
committees. Thank you all for the opportunity to appear here
today.

I am Dr. Karen DeSalvo, and I have the honor of serving as the
national coordinator for health information technology at the U.S.
Department of Health and Human Services for the past 2 years.
I'm proud to be here today representing the remarkable team at
the Office of National Coordinator and share with you the current
State of health information technology in our Nation and how we
are working with others to see that these systems realize their full
potential.

The Office of the National Coordinator for Health Information
Technology has a strong, bipartisan history. It was established in
2004 by executive order and charged with the mission of giving
every American access to their electronic health information. In
2009, it was statutorily established by the Health Information
Technology for Economic and Clinical Health Act, or HITECH,
which provided the resources and infrastructure needed to foster
the rapid nationwide adoption and use of health IT.

In the 7 years since HITECH was enacted, we have seen dra-
matic progress. Today, nearly all hospitals and more than three-
quarters of physicians report using a certified electronic health
record. This tripling in rates of adoption puts us as a Nation well
ahead of our peer countries, giving us a significant competitive ad-
vantage in health care innovation and scientific advancement. And
it is working in so many communities across this country.

But I also note that we haven’t realized the full potential of
health IT for every person in this country.

And this is not just an abstract policy idea to me. It is personal.
It is why I came to ONC 2 years ago, because I knew as a doctor
the promise of health IT, of having information available for me
when I was on call in the evening not at the hospital, such a leap
from the days in the early 1990s when I was a medical school stu-
dent at Charity Hospital and had to physically go up to a lab and
pull a lab slip with handwritten results from a wooden box, so that
Ihwould understand more about my patients and how to care for
them.

Today, that is all available electronically to me and other doctors,
and not just to us but to our patients, to really see that they can
be empowered and have the information they need to self-care. It
is a rapid and remarkable transformation in a very short period of
time. But the pace has come with challenges.
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Like others, I have been frustrated by the lack of interoper-
ability, by the usability of the systems, and by how hard it can be
to select the right system to buy. I hear about these challenges
from my colleagues whether at listening sessions but also from con-
sumers and other stakeholders.

We all want to move ahead with technology, but we want it to
work better. That is what I came to Washington to do.

Since I've been the national coordinator, we have been focused on
fixing those challenges in an urgent fashion to meet the expecta-
tions of the people that I serve, the American people. ONC does
this in a variety of ways.

For example, we can leverage our electronic health record certifi-
cation program. We also serve as a coordinator across the Federal
Government to see that agencies have shared policy and technology
approaches and will send clear signals to the private sector.

We have also worked with the private sector on setting a clear
path ahead for our nationwide interoperability. This roadmap that
we produced last year lays out who should do what by when to
achieve interoperability in the near term to see that electronic
health information is available when and where it matters to con-
sumers and clinicians.

ONC and others have been meeting our deliverables from this
plan and are advancing drivers of interoperability like payment re-
form, publishing clear standards, working with States and others
on harmonizing privacy and security expectations. The plan has
been publicly endorsed by our Federal partners, by the private sec-
tor, and we have been so pleased with everyone’s willingness to
step up and lead where appropriate, to see that we can innovate
and accelerate interoperability. Indeed, working with the private
sector is how ONC operates.

As another example, we recently convened stakeholders to ask
them to make a series of commitments to ensure that electronic
health information works better for patients and providers. It is a
really tremendous opportunity for the private sector to lead.

So last month, we were able to announce that companies that
provide electronic health records for 90 percent of hospitals in this
country, and health care systems with facilities in 46 States, in-
cluding the States for all the members of these two subcommittees,
and over a dozen professional associations and stakeholder groups
like the AMA and the American Hospital Association, all have
agreed to implement three commitments that will help make sure
health information flows.

The commitments are that consumers will have access to their
electronic health information, that entities will not engage in
health information-blocking, and that we will move to federally rec-
ognized national standards so that all these different systems will
speak the same language.

ONC and our partners in the Federal space and the private sec-
tor are working together each and every day to see that we can
move this future vision to an immediate reality. And Congress has
been one of the great partners in health IT, and I look forward to
continuing to work with you all to realize the full potential of
health IT for this country.
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Thank you for having me here today, and I look forward to your
questions.
[Prepared statement of Dr. DeSalvo follows:]
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Chairmen Hurd and Jordan, Ranking Members Kelly and Cartwright, and distinguished
Subcommittee members, thank you for the opportunity to appear today. Iam Dr. Karen
DeSalvo, the National Coordinator for Health Information Technology in the US Department of
Health and Human Services. I am proud to be here today representing the remarkable team at
the Office of the National Coordinator for Health Information Technology (ONC) and to share
with you the current state of health information technology (health IT) in our nation, and how we
have been working collaboratively with a diverse array of stakeholders to help these systems
realize their full potential now and in the future to support clinicians and consumers for better
care and healthier people and communities.

ONC was established by Executive Order in 2004 and charged with the mission of giving
every American access to their electronic health information when and where they need it most.
In 2009, ONC was statutorily established by the Health Information Technology for Economic
and Clinical Health Act (HITECH), enacted as part of the American Recovery and
Reinvestment Act (ARRA). HITECH provided the resources and infrastructure needed to
stimulate the rapid, nationwide adoption and use of health IT, especially electronic health
records (EHRs). In the seven years since the HITECH Act was enacted, we have seen dramatic
advancement in adoption and use of health IT. By 2014, nearly all hospitals (97 percent)
reported possessing certified EHR technology’. Roughly three-quarters of physicians report
possessing a certified EHR?. The combined efforts of HITECH initiatives such the Regional
Extension Centers, the ONC Health IT Certification Program, use of standard terminologies, and
the CMS Medicare and Medicaid EHR Incentives Programs have brought us past a tipping point
in the use of health IT. Today, we are firmly on the path to an interoperable, digital health care
system; but, we acknowledge that there is still much work to do to realize the digital dividend.

Prior to becoming the National Coordinator in January 2014, [ worked in a variety of
settings that provided me with keen insight into and experience working with health IT systems.
My previous positions include serving as the Health Commissioner for the City of New Orleans

and the Senior Health Policy Advisor to the Mayor of New Orleans, and a professor of medicine

! Charles, D., Gabriel, M., Searcy T. {April 2015) Adoption of Electronic Health Record Systems among U.S. Non-
Federal Acute Care Hospitals: 2008-2014. ONC Data Brief, no.23. Office of the National Coordinator for Health
Information Technology: Washington DC.

? Heisey-Grove, D., Patel, V. (September 2015) Any, Certified, or Basic: Quantifying Physician EHR Adoption,
ONC Data Brief, no. 28. Office of the National Coordinator for Health Information Technology: Washington DC.
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and vice dean for community affairs at Tulane University School of Medicine. In addition, I
have practiced internal medicine for close to a quarter century. In all of these positions, I have
established, purchased, utilized, implemented, and studied health IT systems. Inotonly
understand the importance of health IT to improving the overall health care in this nation, but [
also understand firsthand the numerous complications and frustrations that we have faced, and
continue to face along the way. I came to ONC to build on the incredible progress we have made
since 2009, and to move us forward into a new and exciting era of health IT. Thus far, I have
focused my energy and attention on what I believe is a fundamental piece of the puzzle to
moving us forward, and that is a ubiquitous, safe, and secure interoperable health IT
infrastructure.

As aresult, since I became the National Coordinator, ONC has been working
systematically and intensely to harness the health care industry’s energy and consumer demands
for interoperability to drive improvement in health. We respect and feel the strong sense of
urgency and have acted on it.

We delivered a clear strategy to get to an interoperable health system in “Connecting
Health and Care for the Nation: A Shared Nationwide Interoperability Roadmap version 1.0”.3
The Roadmap focuses primarily on impactful, near-term actions we all can take by the end of
2017 to improve interoperability. These actions are as follows: first, “Drivers,” which are
mechanisms that can propel a supportive payment and regulatory environment that relies on and
deepens interoperability; second, “Policy and Technical Components,” which are essential for
stakeholders to implement in order to enable interoperability, such as shared standards and
expectations around privacy and security; and third, “Outcomes,” which serve as metrics by
which stakeholders will measure our collective progress on implementing the Roadmap. Since
we released the Roadmap, we have been working systematically to meet our expected
deliverables and milestones. For example, in September 2015, we undertook a project to
develop a State Interoperability Roadmap with the National Governors Association. This on-
going work will help to guide states in addressing disparate state privacy laws that may impede
nationwide interoperability. We also recently launched the Interoperability Proving Ground, a

website that provides stakeholders with an open, community platform to share, learn, and be

3 hitps/www healthit, ov/sites/default/files/hic-interoperability/nationwide-interoperability-roadmap-final-version-

1.0.pdf




11

inspired by interoperability projects taking place across the nation. To help support and advance
the development of market-ready, user-friendly approaches, in March we launched a $625,000
strategic investment to connect and accelerate the industry’s use of Fast Healthcare
Interoperability Resources (FHIR)* standards-based application programming interfaces (APIs)5
for consumers and providers, which includes two challenge contests to spur private sector
innovation.

Additionally, ONC is currently taking advantage of a changing payment landscape that is
improving the business case for interoperable health IT. A key component of the
Administration’s Delivery System Reform initiative is expanding the use of alternative payment
models that reward value over volume and support better care coordination and population
health. A strong health IT infrastructure is a necessary feature to achieve those goals. ONC
actions are designed to drive towards better distribution of information and leveraging
technology to support Delivery System Reform. At the same time, the Department’s work to
advance payment reform directly supports the business case needed to drive towards an
interoperable, digitized care system.

Further, recognizing the essential role of the private sector in moving interoperability
forward, Secretary Burwell recently announced an important step in furthering several shared
priorities. On February 29, the Secretary highlighted that companies that provide 90 percent of
electronic health records used by hospitals nationwide, healthcare systems with facilities in 46
states, and more than a dozen professional associations and stakeholder groups ® have agreed to
implement three core commitments around consumer access, information blocking, and
standards. The organizations that made these commitments represent technology developers,
hospitals, integrated healthcare organizations, medical groups and physician offices, academic
facilities, Jong-term and behavioral healthcare settings, professional and advocacy organizations,
and patients throughout the country.

We understand the importance of a broad, all-of-government strategic approach to
achieving interoperability and a better health care system. In October 2015 we issued the Federal

Health IT Strategic Plan 2015-2020. This Plan, developed in partnership with over 35 Federal

* FHIR is a standard being developed by a standards development organization, HL7, to support the exchange
healthcare information electronically.

* These are technology tools that underpin many consumer applications {apps) and will enable the development of
new functionalities to build bridges across systems and provide increased data access.

¢ www.healthit.gov/commitment
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entities, demonstrates the extensive interest across the Federal Government in digitizing the
health experience for all individuals and facilitating progress towards a ieaming health system
that can improve health and care. The Plan has been designed to support important changes
already occurring in the health landscape, such as the Precision Medicine Initiative and the
Department of Defense's Military Health System's acquisition of a new health IT system, as well
as longer-range changes, such as FDA's Sentinel program. The Plan’s long-term vision of a
learning health system relies on the use of technology and health informiation from a multitade of
sources for a multitude of purposes, and working with our Federal partners, with the Congress,
and other stakeholders, our strategies will evolve to ensure we can meet this vision for the
Nation.

ONC is committed to moving forward by promoting the use of health IT to encourage
information exchange, not only across the Department and Gov-ennnent-wide, but also with
outside stakeholders, including the Congress. We realize everyone has a role to play in moving
health IT systems forward and look forward to the challenge ahead of us. Thank you again for

inviting me today.
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Mr. HUrD. Thank you, Dr. DeSalvo.
Now, Ms. Rich, you are recognized for 5 minutes.

STATEMENT OF JESSICA RICH

Ms. RicH. Chairman Hurd, Ranking Members Lieu and Cart-
wright, and members of the subcommittees, I am Jessica Rich, di-
rector of the Bureau of Consumer Protection at the Federal Trade
Commission. I appreciate this opportunity to present the commis-
sion’s testimony.

Consumers are increasingly taking an active role in managing
their health data, and there has been an explosion of new products
and services to help them. These range from wearable fitness de-
vices like Fitbit or Jawbone, to dieting apps like My Fitness Pal
and Calorie Counter, and to Web sites like WebMD where con-
sumers can get health advice and information.

These products and services offer enormous benefits to con-
sumers, but they raise privacy and security concerns, too. Who has
access to all of this data? And is it being stored securely?

Much of this activity now happens outside of the doctor’s office
and other traditional health care contexts. As a result, it is not pro-
tected under HIPAA, which only applies to health data held or gen-
erated by covered entities, such as health care providers and health
plans. In most instances, however, this activity is covered by the
Federal Trade Commission Act, which prohibits unfair or deceptive
practices across the marketplace, including in the area of health
privacy.

As the primary Federal agency charged with protecting consumer
privacy, the FTC has made it a priority to protect consumer-sen-
sitive health information. Our efforts include civil law enforcement,
policy initiatives, and consumer and business education.

Three recent FTC cases illustrate the challenges we face in pro-
tecting consumer health data and how the FTC is addressing them.

PaymentsMD is a medical billing company that offered an online
portal where consumers could pay their bills. The FTC charged
that the company misled thousands of consumers who signed up by
failing to tell them that it would also seek their highly detailed
medical data from pharmacies, medical labs, and insurance compa-
nies.

Henry Schein provided office equipment software for dental prac-
tices. We charged this company with misrepresenting to clients
that its software provided industry-standard encryption of sensitive
patient information as required by HIPAA. In fact, we alleged the
software used a weaker method of data masking that didn’t meet
HIPAA standards.

A third example is our settlement with GMR, a medical tran-
scription service. We charged that GMR assured its clients that its
services were secure but outsourced them to a third-party service
provider without adequately checking its security measures. As a
result, consumers found doctors’ notes of their physical examina-
tions freely available on the Internet.

Besides enforcement, the commission engages in policy initiatives
to encourage stronger protection for health information. Last year,
we hosted a public workshop on consumer health data to examine
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the products and services consumers are using to generate and con-
trol their data and how this data is protected.

We also released a staff report on the Internet of Things, which,
among other topics, examined the privacy and security issues
raised by connected medical devices and health and fitness prod-
ucts. Of greatest concern, panelists discussed the unique risks if
health devices like pacemakers and insulin pumps are not secure
and are vulnerable to hackers.

Finally, the commission promotes stronger data protections
through consumer education and business guidance. For example,
our new IdentityTheft.gov Web site provides customized advice to
consumers who have been victims of medical identity theft.

And last year, the FTC launched its Start with Security cam-
paign to educate small businesses around the country about how
to develop an effective data security program.

In addition, working with HHS and with FDA, the FTC is cur-
rently developing business guidance for health app developers to
help them understand which legal requirements apply to them.

The FTC shares the subcommittees’ concerns about the need to
protect the privacy and security of consumer health data. Although
we now use a variety of tools to protect consumers in this area, ad-
ditional tools would enhance our ability to do so.

To this end, the commission reiterates its longstanding bipar-
tisan call for Federal data security and breach legislation that
would allow us to seek civil penalties to deter unlawful conduct and
give us jurisdiction over nonprofit entities.

In closing, the FTC remains committed to protecting consumer
health data and looks forward to our continued work with Congress
on this critical issue. Thanks again for the opportunity to provide
the commission’s views today.

[Prepared statement of Ms. Rich follows:]
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L INTRODUCTION

Chairmen Hurd and Jordan, Ranking Members Kelly and Cartwright, and members of the
Subcommittees, I am Jessica Rich, Director of the Bureau of Consumer Protection at the Federal
Trade Commission (“FTC” or “Commission™).! 1 appreciate the opportunity to present the
Commission’s testimony on Opportunities and Challenges in Advancing Health Information
Technology.

Consumers are increasingly taking a more active role in managing their health data. It
seems like every day a company announces a new health-related app, device, or service. There
are apps that allow consumers to track their diet and exercise habits, devices that help consumers
track their glucose levels, and websites where patients with the same condition share
information. In addition, consumers are downloading their medical information into personal
health records and using this information to make decisions about their health.

Much of this activity now takes place outside of doctors’ offices and other traditional
medical contexts, and the tremendous growth in this area is not slowing down. Many of these
products and services offer consumers substantial benefits in the form of increased consumer
engagement in their health and fitness, reduced healthcare costs, and improved outcomes. But
these products and services also raise privacy and security concerns. Consumers may be
concerned about the unauthorized disclosure of their health data, which they often regard as
highly sensitive and private. In addition, data breaches involving health information can cause
serious harms to consumers, including fraud and medical identify theft. Finally, if consumer
health data is used for unanticipated, harmful purposes, consumers could lose confidence in the
health IT sector. Many of the entities creating these new consumer facing products and services
are not covered by the Health Insurance Portability and Accountability Act, or HIPAA, which
only provides protections for health information held or generated by certain “covered entities” —
namely health care providers, health plans, and health care clearinghouses, and their business
associates. The entities creating these new products are, however, within the FTC’s jurisdiction
in most instances. As the nation’s foremost consumer protection agency, the FTC is committed
to protecting health information collected by these entities. The Commission has engaged in
substantial efforts over the years to promote data security and privacy in this area through civil
law enforcement, policy initiatives, and business and consumer education. This testimony
provides an overview of the Commission’s recent efforts and provides recommendations for next
steps.

! This written statement presents the views of the Federal Trade Commission. My oral statements and
responses to questions are my own and do not necessarily reflect the views of the Commission or of any
Commissioner.
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1L THE COMMISSION’S PRIVACY AND DATA SECURITY WORK IN THE
HEALTH AREA

A, Law Enforcement

The FTC enforces several statutes and rules that impose obligations upon businesses to
protect consumer data.? The Commission’s primary authority is Section 5 of the FTC Act,
which prohibits unfair or deceptive acts or practices in or affecting commerce.” If a company
makes materially misleading statements or omissions about a matter, including privacy or data
security, and such statements or omissions are likely to mislead reasonable consumers, they can
be deceptive in violation of Section 5.* Further, if a company’s practices cause or are likely to
cause substantial injury to consumers that is neither reasonably avoidable by consumers nor
outweighed by countervailing benefits to consumers or to competition, those practices can be
unfair and violate Section 5.°

The FTC’s Section 5 authority extends to both HIPAA and non-HIPAA covered entities,®
though generally this authority does not reach nonprofit entities or practices that are in the
business of insurance to the extent that such business is regulated by state law.” The FTC Act is
currently the primary federal statute applicable to the privacy and security practices of businesses
that collect individually identifiable health information where those entities are not covered by

315 U.8.C. § 45(a) (Section 5 of the FTC Act); 15 U.S.C. §§ 6801-6809 (GLBA); 15 U.S.C. § 1681
(FCRA); 15 U.S.C. §§ 6501-6506 (COPPA) and 16 C.F.R. Part 312 (COPPA Rule).

*15U.8.C. § 45(a).

4 See Federal Trade Commission Policy Statement on Deception, appended to Cliffdale Assocs., Inc., 103
F.T.C. 110, 174 (1984).

5 See Federal Trade Commission Policy Statement on Unfairness, appended to Int'l Harvester Co., 104
F.T.C. 949, 1070 (1984) (“FTC Unfairness Statement™); 15 U.S.C. § 45(n). In addition to its FTC Act
enforcement, Congress in 2009 directed the FTC to implement a breach notification rule for certain web-
based businesses not covered by HIPAA that provide or interact with personal health records. 16 C.FR.
Part 318. The FTC’s Rule requires these businesses to notify individuals, the FTC, and in some cases, the
media when there is a breach of unsecured, electronic health information. In addition, the Rule requires
service providers to these entities to notify them in case of a breach.

¢ The Department of Health and Human Services (HHS) and the FTC have worked closely in areas of
concurrent jurisdiction, as they have common interests in ensuring the privacy and security of health
information for individuals, whether that health information is within or outside the scope of HIPAA. For
example, FTC staff collaborated with HHS’s Office for Civil Rights to bring a set of cases involving
faulty data security practices that implicated both HIPAA and the FTC Act. See Rite Aid Corporation,
No. C-4308 (F.T.C. Nov. 12, 2010) (decision and order), available at:
https://www.flc.gov/enforcement/cases-proceedings/072-312 1 /rite-aid-corporation-matter; see also CVS
Caremark Corporation, No. C-4259 (F.T.C. June 18, 2009) (decision and order), available at:
https://www.ftc. gov/enforcement/cases-proceedings/072-3119/cvs-caremark-corporation-matter.

715 U.S.C. §§ 44 & 45(a). The FTC does not have jurisdiction under the FTC Act over most non-profit
organizations, although it does have jurisdiction over sham charities or other non-profits that in actuality
operate for profit. The FTC’s Section 5 jurisdiction also does not extend to banks, savings and loan
institutions, Federal credit unions, common carriers, air carriers, or packers and stockyard operators.
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HIPAA.

One recent example of FTC enforcement involving health information is the
Commission’s settlement with medical billing company PaymentsMD, LLC and its former CEQO,
Michael C. Hughes.® The complaint alleged that the company deceived thousands of consumers
who signed up for an online billing portal by failing to adequately inform them that the company
would seek highly detailed medical information about them from pharmacies, medical labs, and
insurance companies. Specifically, the company allegedly used the sign-up process for its
“Patient Portal” — where consumers could view their billing history — to deceptively seek
consumers’ consent to collect detailed medical information from other entities foruse in a
separate Patient Health Report service.” The Commission’s order prohibits PaymentsMD and
Hughes from making future privacy misrepresentations. It also requires respondents to destroy
any information collected as a result of its allegedly deceptive sign-up process, and obtain
consumers’ affirmative express consent before collecting health information about a consumer
from a third party.”

The FTC has also used its Section 5 authority to bring enforcement actions against
companies that fail to maintain reasonable and appropriate data security practices regarding
consumer data, including health data. Since 2001, the Commission has obtained settlements in
approximately 60 cases challenging such failures. In investigating these cases, the FTC
determines whether a company’s data security measures are reasonable and appropriate in light
of the sensitivity and volume of information it holds, the size and complexity of its data
operations, and the cost of available tools to improve security and reduce vulnerabilities. The
Commission orders obtained in these cases have halted harmful data security practices; required
companies to provide strong protections for consumer data; and raised awareness about the risks
to data, the need for reasonable and appropriate security, and the types of security failures that
raise concerns. '’

An example of FTC data security enforcement in the health area is the FTC’s settlement
with GMR Transcription Services, Inc., and its owners for violations of Section 5. According
to the complaint, GMR provides audio file transcription services for their clients, which include
health care providers, and relies on service providers and independent typists to perform this
work. The complaint charged that GMR exchanged audio files and transcripts with customers
and typists by loading them on a file server. As a result of GMR’s alleged failure to implement
reasonable and appropriate security measures and to ensure that its service providers also
implemented reasonable and appropriate security, at least 15,000 files containing sensitive

8 PaymentsMD, LLC, No. C-4505 (F.T.C. Jan. 27, 2015) (decision and order), available at:
hutps://www.fic. gov/enforcement/cases-proceedings/132-3088/paymentsmd-lic-matter.

°Id.

0.

" See Commission Statement Marking the FTC’s 50th Data Security Settlement, Jan. 31, 2014, available
at hitp//www.fie.gov/system/files/documents/cases/14013 1 gmrstatement. pdf.

2 GMR Transcription Servs., Inc., No. C-4482 (F.T.C. Aug. 14, 2014) (decision and order), available at
https://www.ftc.gov/enforcement/cases-proceedings/122-3095/gmr-transcription-services-inc-matter.
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personal information — including consumers’ names, birthdates, and medical histories — were
available to anyone on the Internet. The Commission’s order resolving the case prohibits GMR
from making misrepresentations about privacy or security, and requires the company to
implement a comprehensive information security program and undergo independent audits for 20
years.

More recently, the FTC settled an action against Henry Schein Practice Solutions, Inc.
According to the complaint, Henry Schein, a provider of office management software for dental
practices, misrepresented that its software provided industry-standard encryption of sensitive
patient information.”® The Commission’s proposed order requires Henry Schein to pay $250,000
as an equitable remedy. The proposed order also prohibits Henry Schein from making
misrepresentations about security and requires the company to notify all of its customers who
purchased the software during the period when it made the allegedly misleading statements. "

B. Policy Initiatives

The Commission also undertakes policy initiatives to promote privacy and data security,
including by hosting workshops on emerging business practices and technologies affecting
consumer data, and coordinating, where appropriate, with other agencies. This testimony
describes three examples of such initiatives relating to the privacy and security of health
information.

First, on May 7, 2014, the Commission hosted a seminar on Consumer Generated and
Controlled Health Data to examine the greater role consumers are taking in managing and
generating their own health data, including through apps, connected health and fitness devices,
and websites that allow consumers to share information with others who have the same health
conditions.” During the event, FTC staff presented a snapshot showing the data-sharing
practices of twelve health and fitness apps, including two apps associated with wearable devices.
The snapshot revealed that the apps collect and transmit information to third parties, including
device information, consumer-specific identifiers, unique device IDs, unique third-party IDs, and
consumer information such as exercise routines, dietary habits, and symptom searches.

The seminar also brought together a diverse group of stakeholders to discuss issues such
as the benefits arising from the movement of health data outside the traditional medical provider
context, the types of products and services consumers use to generate and control their health
data, consumers’ expectations regarding privacy and security protections, and the actions some
companies take to protect consumers’ privacy and security. FTC staff followed up with two blog

"% Henry Schein Practice Solutions, Inc., No. 1423161 (F.T.C. Jan. 5, 2016) (complaint and proposed
consent order), available at https:/fwww.fic.gov/enforcement/cases-proceedings/142-316 1 /henry-schein-
practice-solutions-inc-matter.

B

13 See hitp://www.ftc.gov/news-events/events-calendar/2014/05/spring-privacy-series-consumer-
generated-controlled-health-data.
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posts providing additional guidance for businesses innovating in this area.'®

Second, at the beginning of 2015, the FTC released a staff report about the Internet of
Things (“IoT™)."” Among other areas, the report examined the growth of increasingly connected
medical devices and health and fitness products, ranging from casual wearable fitness devices to
connected insulin pumps. The report recommends, among other things, that companies
developing ToT products secure personally identifiable information and device functionality by,
for example, conducting risk assessments, hiring and training appropriate personnel, monitoring
access controls, and utilizing technologies such as encryption.

Third, FTC staff have worked with the Department of Health and Human Services’
(HHS) Office of the National Coordinator for Health Information Technology (ONC) on several
initiatives. For example, FTC staff provided comments on the Federal Health IT Strategic Plan,
a coordinated effort among more than thirty-five federal agencies to advance the collection,
sharing, and use of electronic health information in a manner that protects privacy and security in
order to improve health care, individual and community health, and research.”® FTC staff also
participated as ex officio members in the Privacy and Security Workgroup of ONC’s Health IT
Policy Committee which, among other things, considered the intersection of big data and
healthcare.

C. Consumer Education and Business Guidance

The Commission also promotes better data security and privacy practices through
consumer education and business guidance. On the consumer education front, the Commission
manages a consumer information website and blog with over 300 articles and blog posts related
to privacy and security.” The website gets over 18 million visitors each year, and the blog has

¢ See Using Consumer Health Data? (Apr. 2015), available at https://www.ftc.gov/news-
events/blogs/business-blog/2015/04/using-consumer-health-data; Using Consumer Health Data: Some
Considerations for Companies (Apr. 2015), available at, hitps://www.ftc, gov/news-
cvents/blogs/business-blog/2015/04/using-consumer-health-data-some-considerations-companies.

Y FTC Staff Report, Internet of Things: Privacy and Security in a Connected World (Jan. 2015), available
at https://www.fic.gov/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-
internet-things Commissioner Ohlhausen issued a concurring statement. See
hitps://www.fic.gov/sites/default/files/documents/public_statements/remarks-commissioner-maureen-
k.ohlhausen-fte-internet-things-workshop/1 3111 9iotspeech.pdf; Commissioner Wright dissented to the

release of the report. See
hitps://www.ftc.gov/system/files/documents/public_statements/620701/150127iotidwstmt.pdf.

'8 See https://www healthit.gov/sites/default/files/9-5-federalhealthitstratplanfinal 0.pdf. FTC staff also
commented on ONC’s Shared Nationwide Interoperability Roadmap for Health Information Technology
Systems, a plan to guide the future development of the nation’s health IT infrastructure. See
https://www.ftc.gov/system/files/documents/advocacy_documents/fic-staff-comment-office-national-

coordinator-health-information-technology-regarding-its-draft/1 504-roadmaphealth.pdf.

¥ See Health Big Data Recommendations (August 2015), available at
www.healthit. gov/sites/faca/files/HITPC Health Big Data_Report FINAL pdf.

® See generally https:/fwww.consumer.fic gov/.
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over 100,000 email subscribers. In addition, as part of IdentityTheft.gov, the FTC provides
customized advice for victims of medical identity theft. Among other things, these materials
help consumers determine if they have been victims of identity theft, how to correct mistakes in
their medical records, how to protect their medical information, and how to check for other
identity theft problems.

The Commission directs its outreach to businesses as well. “Start with Security” is the
Commission’s latest effort to educate businesses about information security. This initiative
kicked off with a business guide that highlighted what businesses could learn from more than 50
data security cases brought by the FTC in recent years.” The FTC is now following up with
conferences and webinars around the country, aimed at educating small- and medium-sized
businesses in various industries.” Qur goal is to help companies reduce security risks by starting
with smart data security practices. In addition, the BCP business blog, which has over 50,000
email subscribers, regularly explains FTC cases and illustrates lessons learned in plain language.
The Commission also has released articles directed towards particular non-legal audiences
regarding data security.” For example, the FTC has specific tips to help mobile app developers
build data security in from the start.”* The FTC also has released business guidance about
building security into connected devices.”

Recognizing that mobile health app developers are often confused about which legal
requirements apply to them, the FTC has undertaken a joint interagency project with HHS to
provide guidance on this issue. In cooperation with HHS’s ONC, Office for Civil Rights, and
Food and Drug Administration, the FTC is developing an interactive tool that uses a series of
high-level questions and prompts to show app developers which laws — including HIPAA, the
Federal Food, Drug, and Cosmetic Act, the FTC Act, and the FTC’s Health Breach Notification
Rule — apply to them. Once a developer determines which laws apply, he or she can use
hyperlinks within the tool to access each agency’s guidance and learn how to comply with
relevant laws. This interactive resource will reside on the FTC’s website with links from other
agencies. In conjunction with this project, the FTC also plans to release additional business
guidance to help mobile health app developers build privacy and security into their apps.

! See Start with Security: A Guide for Business (June 2015), available at https://www.ftc.gov/tips-
advice/business-center/gnidance/start-security-guide-business.

* See Start with Security — San Francisco, available at https://www.{tc.gov/news-events/events-
calendar/2015/09/start-security-san-francisco; Start with Security — Austin, available at
https://www.flc.gov/news-events/events-calendar/2015/1 1 /start-security-austin; Start with Security -
Seattle, available at https://www.fic.gov/news-events/events-calendar/2016/02/start-security-seattle.

2 See generally hitps://www.ftc.gov/tips-advice/business-center.

# See Mobile App Developers: Start with Security (Feb. 2013), available at

http://business. fic. gov/documents/bus83-mobile-app-developers-start-security.

» See Careful Connections: Building Security in the Internet of Things (Jan. 2015), available at
https:/Awww fte. govitips-advice/business-center/suidance/careful-connections-building-security-intemnet-
things.
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III. RECOMMENDATIONS FOR NEXT STEPS

The Commission shares these Subcommittees’ concerns about the need to protect the
privacy and security of consumers’ health data. Although the agency is using a variety of tools
to promote better privacy and security of this data, additional tools would enhance the agency’s
ability to protect consumers. To this end, the Commission reiterates its longstanding, bipartisan
call for federal legislation™ that would (1) strengthen its existing data security authority and (2)
require companies, in appropriate circumstances, to provide notification to consumers when
there is a security breach.” Reasonable and appropriate security practices are critical to
preventing data breaches and protecting consumers from identity theft and other harm. Where
breaches occur, notifying consumers helps them protect themselves from any harm that is likely
to be caused by the misuse of their data. And although most states have breach notification laws
in place, having a strong and consistent national requirement would ensure that all consumers are
protected while simplifying compliance by businesses.

Legislation in both areas — data security and breach notification — should give the FTC
the ability to seek civil penalties to help deter unlawful conduct, jurisdiction over non-profits,
and rulemaking authority under the Administrative Procedure Act. Under current laws, the FTC
only has the authority to seek civil penalties for data security violations with regard to children’s
online information under the Children’s Online Privacy Protection Act or credit report
information under the Fair Credit Reporting Act.™ To help ensure effective deterrence, we urge
Congress to allow the FTC to seek civil penalties for all data security and breach notice
violations in appropriate circumstances. Likewise, enabling the FTC to bring cases against non-

* See, e.g., Prepared Statement of the Federal Trade Commission, “Privacy and Data Security:
Protecting Consumers in the Modern World,” Before the Senate Committee on Commerce, Science, and
Transportation, 1 124 Cong., June 29, 2011, available at
http://www.ftc.govisites/defanlt/files/documents/public_statements/prepared-statement-federal-trade-
commission-privacy-and-data-security-protecting-consumers-modern/110629privacytestimonybrill.pdf;
Prepared Statement of the Federal Trade Commission, “Data Security,” Before Subcommittee on
Commerce, Manufacturing, and Trade of the House Committee on Energy and Commerce, 112" Cong.,
June 15, 2011, available at hitp://www.ftc.gov/sites/default/files/documents/public_statements/prepared-
statement-federal-trade-commission-data-security/11061 Sdatasecuritvhouse.pdf; FTC, Security in
Numbers, SSNs and ID Theft (Dec. 2008), available at
http://'www.ftc.gov/sites/default/files/documents/reports/security-numbers-social-security-numbers-and-
identity-theft-federal-trade-commission-report/p0754 14ssnreport.pdf; President’s Identity Theft Task
Force, Identity Theft Task Force Report (Sept. 2008), available at

hitp://'www . fic.gov/sites/default/files/documents/reports/presidents-identity-theft-task-force-
report/08102 1 taskforcereport.pdf.

* HIPAA has a breach notification rule, but HIPAA only applies to certain “covered entities” and their
business associates as discussed above. Although the FTC has its own health breach notification rule, see
supra 1.5, this Rule is narrow in scope in accordance with the 2009 legislation and would not cover, for
example, many health websites or online newsletters. Nor would it cover health apps or devices that are
not vendors of “personal health records” or “PHR-related entities” as defined by the Rule. See 16 C.F.R.
§ 318(2)(f) and (j). In particular, the Rule defines a “personal health record” as information that “can be
drawn from multiple sources,” such as a doctor’s office.

** The FTC can also seek civil penalties for violations of administrative orders. 15 U.S.C. § 45(]).
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profits” would help ensure that whenever personal information is collected from consumers,

entities that maintain such data adequately protect it.
IV.  CONCLUSION

Thank you for the opportunity to provide the Commission’s views on Opportunities and
Challenges in Advancing Health Information Technology. The FTC remains committed to
protecting consumer health information and we look forward to continuing to work with
Congress on this critical issue.

¥ Non-profits are generally outside the FTC’s jurisdiction under the FTC Act. 15 U.S.C. §§ 44 & 45(a).

30 A substantial number of reported breaches have involved non-profit universities and health systems,
See Privacy Rights Clearinghouse Clwonology of Data Breaches (listing breaches including breaches at
non-profits, educational institutions, and health facilities), available at http://www privacyrights org/data-
breach/new.
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Mr. HURD. Thank you, Ms. Rich.
Mr. Quinn, you are recognized now for 5 minutes.

STATEMENT OF MATTHEW QUINN

Mr. QUINN. Good afternoon, Chairman Hurd and other esteemed
members of the House Oversight and Government Reform Com-
mittee. Thank you for the opportunity to testify today on behalf of
Intel Corporation.

In my written testimony, I provide some tangible examples of
how Intel is working to make good on the promise of today’s health
technologies and to pave the way toward tomorrow’s. Today, I
would like to frame my comments in the context of recent personal
experiences.

Two Fridays ago, I received a call that no one wants. My sister
in Ohio said that dad had just taken a bad fall. He had just left
his doctor’s office where he was in for a checkup after a recent hos-
pitalization.

Things had gone well, and they stopped by a favorite restaurant
for breakfast. As my dad climbed the curb, he became lightheaded,
fell to the ground, and tumbled back into the parking lot. As we
S?l()m found out, he broke his clavicle, pelvis, and deeply cut his
elbow.

To say that my dad is a complex patient would be an understate-
ment. He is the poster child for needing all of his providers and
caregivers to be on the same sheet of music and have the whole
picture of his health and health care.

Let’s begin by thinking of the constellation of my dad’s health
data. Most familiar are the clinical and claims data captured at
clinics, hospitals, and the like. Secondly, there is diagnostic data
captured by medical devices and imaging. Adding to this is con-
sumer-generated data. And finally, there is ’omics, vast amounts of
information in his genome.

Personal precision medicine in the 21st century will need to
make sense of all of this.

The U.S. has made great strides to ensure that each person has
an electronic health record. Yet the goal of point-of-care and per-
sonal access to comprehensive health information has not yet been
achieved.

There are three recurring barriers that often limit data-sharing.
First, medical institutions using privacy and security policies and
laws like HIPAA as excuses for why they can’t share; next, medical
professionals lacking easy, affordable tools to share data, especially
because vendors fail to use or consistently implement standards;
and finally, payment reforms that don’t reimburse for new care
models like telehealth.

Back to my dad’s experience, when he arrived at the ER, the
same hospital where he had received his most recent treatment,
they pieced together his health history, partly from the EHR and
partly from my parents.

I fear that if he was brought to a different hospital, it would’ve
been basically starting from scratch. There exists a local health in-
formation exchange, but evidently, this hospital and my dad’s
nephrologist don’t participate. My mom is our de facto health infor-
mation exchange.
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My dad would definitely enjoy the kind of secure, standards-
based data-sharing that Intel’s own Connected Care program
makes available for over 33,000 of its employees. As we have
shown, it is all quite possible today, just not as widespread as it
could be.

We need to think about interoperability in much broader terms
than merely exchange of electronic health record data. That will
change as the Internet of Things takes hold and we connect smart
devices to the Internet in ways that generate data that can be
turned into valuable insights.

How would this affect my dad? Well, first of all, it would allow
him to get some sleep. Because the devices monitoring him in the
ICU don’t talk to each other and his vitals tend to bounce around,
there are endless, nearly always false alarms.

What if devices even from different vendors could talk to each
other? Innovators could create smart alarms from the new com-
bined data streams and save countless hours of nursing time,
countless lives, and just let my dad sleep. The data from all the
medical devices could automatically feed the EHR, millions more
nursing hours saved.

But let’s think bigger. What if when my dad was discharged that
he was outfitted with sensors or an app that constantly detected
whether his gait was making him prone to falls? Or what if instead
of having to drive across town to visit his doctor, he could do so
from his home via telemedicine, and his blood and vitals could be
automatically analyzed via his home dialysis unit? What if his
caregivers could track his progress in getting back up on his feet
as he rehabs?

I think we have come up with a half-dozen ideas for new busi-
nesses, but all of this relies on there being a solid foundation for
the Internet of Things to blossom: security from the sensor to the
cloud; connectivity, allowing devices to communicate their status to
the system; data normalization to allow devices to speak the same
language; and actionable analytics.

So to close, how do we believe Congress can help seize the oppor-
tunities and overcome the challenges?

First, sustain momentum toward standards and interoperability
for today and for tomorrow. As Intel’s Connected Care program
demonstrates, a rigorous standard-based approach enables quicker
and more rapid efficient deployments today. And to rapidly move
forward toward the Internet of Things, Intel invites active Federal
participation in industry-led initiatives such as the IIC, OCF, ICE
alliance, and Continua.

Second, encourage patient engagement by removing obstacles for
patients to access and share their data. Intel invites policymakers
to partner with industry to pursue a standardized, machine-read-
able consent form to allow patients to easily donate their data to
ongoing research.

And last but not least, continue to push towards value-based
care. We support the HHS goal to move half of care to alternative
payment models by 2018. When incentives are aligned to value-
based care, the demand for information-sharing goes up. Congress
can further drive innovation by providing reimbursement for re-
mote patient monitoring and other promising technologies.
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Thank you, and I look forward to your questions.
[Prepared statement of Mr. Quinn follows:]
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Good Morning Chairman Hurd, Ranking Member Cummings and other esteemed members of the House
Oversight and Government Reform Committee. I appreciate the opportunity to testify today on behalf of
Intel Corporation. Thank you for your leadership in focusing on this important topic. The health of our

nation literally hinges on our ability to seize the opportunities and overcome the challenges related to the

promise of health information technology.

Today I will share some tangible examples of how Intel is working with public and private organizations
across the care and research continuum to make good on the promise of today’s health technologies and

to pave the way toward tomorrow’s.

We’ll start with an overview of Intel’s own Connected Care Program, an initiative for value-based care, in
which we’re leveraging our purchasing power to both directly contract with healthcare providers and also
facilitate secure, standards-based data sharing among hundreds of care delivery organizations and 150

different EHR vendors for over 33,000 employees across the country.

Next, I'd like to highlight three key initiatives that illustrate the promise — and some challenges — of
what’s ahead with Precision Medicine and “The Internet of Things” or IoT: Our Collaborative Cancer
Cloud platform, collaboration with the Michael J Fox Foundation and “You 24x7” employee wellness

pilot.

I will focus on two foundational principles — full data interoperability and deep patient engagement ~
throughout, as solutions or approaches that are required to achieve a high functioning health care system
and will also focus on where government should — and as importantly, should not ~ play in advancing the

ecosystem.
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Let’s begin by thinking of the constellation of our health data over the course of a lifetime. Most familiar
are the clinical and claims data captured at clinics, hospitals, pharmacies, insurers, etc., including such
information as diagnosis codes, prescriptions, program notes, claims, vital signs, and test results.
Secondly, there is diagnostic data captured by medical devices and imaging equipment. Adding to this
now are two new data streams that are rapidly increasing in importance and opportunity: consumer-
generated health data, captured outside the traditional health system and including such infonnatioxi as
patient diaries, observations of daily living, vital sign monitors, fitness wearables, online and smartphone
apps, social media and gaming and ‘omics — vast amounts of information contained in each person’s
genomeﬁ(and proteome, metabolome) that will increasingly be used to attack disease at its molecular
roots. By their very nature, these diverse data (coming from what we at Intel call the “Four Circle Model”
depicted below) are collected at multiple sites, across long spans of time, and in a vast array of structured

and unstructured formats.

Secure,

Personal

The reality is that personal, precision health in the 21" century will need to make sense of all of this
information for deeper insights into population health and individual treatment. These data tell us critical
things about one of the most important aspects of anyone’s life — our very health and well-being. To me,

it’s just unthinkable that we would architect a health system — a whole health economy — without
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facilitating each person’s access to one’s own data, as well as the ability to contribute meaningful data

about oneself back to researchers and data scientists to gain insights into population health and wellness.

Sharing of interoperable data must be the foundation of targeted, individual care.

The US has made great strides to ensure that each patient has an electronic health record. Today, 8 out of
10 physicians are using an EHR, with 79% of primary care physicians adopting a certified EHR through
the Meaningful Use program.’ Yet the goal of point of care access to comprehensive patient records has
not been achieved. Through research in the studies of patient experiences that Intel has done across more
than 20 countries—we see three recurring barriers that often limit data sharing among institutions and
patients:

1) Medical institutions using privacy/security policies and laws like HIPAA as excuses for why

they cannot risk sending patients their data;

2) Medical professionals lacking easy, affordable, interoperable tools to share patient data,

especially because app and device vendors fail to use—or correctly implement-—standards;

3) Payment reforms that reimburse for new care delivery models that will improve health and

reduce the overall “total cost of care™ as evidenced by telehealth and remote patient monitoring.

Revisiting the four-circle model described earlier, we can see that, despite a great deal of progress, each
type of data is still not readily available to individuals-—or even their clinicians—in most cases:

o  Electronic health record data and claims: Under the Health Insurance Portability and
Accountability Act (HIPAA), patients have a right to see and obtain a copy of their medical
records. The American Recovery and Reinvestment Act (ARRA) extends those rights through
modifications to HIPAA, requiring healthcare providers who utilize EHRs to give patients copies
of their medical records in an electronic format, to another person or entity like a doctor,

caregiver, a personal health record or mobile health application. The information is typically

Jiwww healthit. gov/sites/default/fil

es/briefs/oncdatabrief28 certified vs basic.pdf, September, 2015.
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provided on paper or through a flash drive or CD, or an online clinic portal. Unfortunately, the
regulations have two significant loopholes. First, patients can receive the information in their
preferred electronic format only if the provider is capable of producing the copy in the requested
format; and second, providers have 30 days (and an additional 30 if the information is stored off-
site) to make the information available to the patient. (Certification for Meaningful Use Stage 2
is a huge improvement by requiring the information to be made available within 4 business
days.) Congress must have envisioned a much easier and faster method for patient access to data.
_ This could be much more readily achieved with today’s technology, particularly if more of the
information was captured as common data sets in standardized formats.
Consumer-generated health data: Today, there is a plethora of apps and services that collect
health and wellness data from devices we wear, carry around with us, or use in our homes and
workplaces. However, generally speaking, each have different logins, different and confusing
user interfaces, and different calibration of sensors, different apps and services. Very few
integrate with the systerns used by clinicians who make up an individual’s care team. And
consumers have a very difficult time pulling this information into one repository, controlled by
them, that will outlast the particular device, app, employer, or insurance company with which

they are currently associated.

As a founding member of Continua (http://www.continuaalliance.org/), Intel supports a
developing ecosystem of certified devices that “plug and play” to give consumer-friendly
connectivity to individuals who wish to better manage their health and wellness no matter where
they are. If industry adopts common standards, the information from the various devices can be
curated and exchanged with the goal of helping individuals understand their information, track
their progress, stay on track with their care plans, and generally take more ownership of their
health. The potential is enormous for remote monitoring of patients with chronic diseases, with
continuous feedback and more efficient, two-way communication between the patient and

clinicians, but only if these data are securely shareable and interoperable.
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* Imaging and diagnostic data: Medical images make up a large percentage ~— estimated as high
as one-third — of all stored data in the world. Although storage demands are high, fortunately,
cloud-computing environments enable much more cost-effective storage of medical imaging,
transitioning the hosting of medical images to the cloud for electronic retrieval through
healthcare provider systems. However, providing individuals with convenient, on-the-go éccess
to these often-large data files remains nascent. Think of the advantage to you as a patient if you
were able to log on to access all your X-rays, MRIs, ultrasounds, etc., any time you go to a new
provider or the ER, instead of filling out request forms and waiting for the files to be shipped, or
paying for an expensive test to be unnecessarily repeated. Since these data types are not usually
part of the official EHR per se, the progress on patient access to their own data misses important

classes of personal information today.

¢ Genomics and other ‘omics: The data from whole human genome sequencing are so large they
are impractical to send back and forth across institutions, and we are in the early days of having
tool for clinicians—let alone consumers—to make use of this data. As these new data types begin
to scale, it is important that we start with commitments to—and validation of—interoperability
and standards from the outset so we do not recreate the problems that have plagued us with EHR
data. Also, new tools for big data analytics are necessary to scale the potential for precision

medicine, such as the Collaborative Cancer Cloud described below.

Because each of these data streams is important to understand each person’s whole health picture,
providing the individual with access to parts of electronic health record (EHR) systems is necessary but
not sufficient. As the National Institutes of Health builds out the extremely promising Precision Medicine
Initiative, the 1 million person cohort, and our national strategy to compete globally in the economic
opportunity that precision medicine will present, let’s make sure we build an architecture for individual

access to personal health information from the beginning. It cannot be an afterthought, or it will never
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happen. We need to learn from the hard Iessons of the nation’s muitibillion investments in subsidies for
EHRs and grants for health information exchanges. We must think about interoperability in much broader
terms than merely the doctor-to-doctor exchanges of EHR data. We need to continue to support the
concept of individual’s having personal health records available to them and their care team, anytime and

anywhere, and not tied exclusively to a particular institution or company.
To help show what’s possible today within the current healthcare ecosystem, with currently available

EHRs, data standards, health information exchanges and , I’d like to share what Intel is doing in its own

journey to make health care more effective and affordable.

Intel’s Connected Care Program — an emplover initiative for value-based purchasing:

The Connected Care vision is to improve Intel employees and families® healthcare experiences, outcomes,
and reduce costs over time and EHR interoperability plays an important role to help Intel achieve this
vision. In 2013, Intel launched the Connected Care program in Albuquerque, New Mexico. It is
essentially an employer-sponsored and -facilitated accountable care organization (ACO). In focus groups,
we heard from our employees and families that they wanted streamlined access to primary care and
specialists. In response, Intel significantly changed its relationship with the healthcare system in the
Connected Care Program. We contracted directly with the healthcare supply chain, removing middle men.
We built a network of 11 primary care medical homes, including an onsite clinic, and medical
neighborhood of specialists and facilities. To ensure timely access to care, Intel and Presbyterian Health
Services agreed on protocols for call responsiveness and established acceptable levels of appointment
availability. We contracted directly with Presbyterian Health System in an arrangement that aligned
incentives and shared risk, with outcomes measured according to the following accountability metrics:
¢ Right care: Use of evidence-based medicine to improve population health, focusing on diabetes,
hypertension and depression.

s Right time: Timely access to care in the optimal setting, including a nurse hot line.

7
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+ Best outcome: Patient satisfaction 100 percent of the time.
» Right price: Material decrease in the cost of care, per patient per month.

* Best life: Rapid return to productivity.

Employee response has been excellent: More than 3 in 4 eligible employees opted to join the Connected
Care Program. So far, major successes have included greater member engagement with the healthcare
system, very high satisfaction ratings, and statistically significant improvements in diabetes control. We
have yet to demonstrate an improvement in costs. In the long term, we believe that promoting proactive
primary care with deep patient engagement and accountability should improve health outcomes and costs

as we iterate this program.

Successful preliminary results in New Mexico drove the decision to scale Connected Care to Oregon and
Arizona. These locations which integrated multiple institutions and sites had a deeper need for sharing of
our employees’ electronic health records. With our healthcare partners, we addressed the data liquidity
problem head-on through contracts that called for seamless care that required data sharing across

institutional boundaries.

The Connected Care interoperability team at Intel selected the Direct messaging standard and the
Healtheway eHealth Exchange (recently renamed The Sequoia Project) to support the business and
clinical requirements for coordinated care. The Connected Care data exchange model utilizes the HL7
Consolidated Clinical Documentation Architecture (C-CDA), which is a key part of the data
interoperability specifications in Meaningful Use. The EHR interoperability model in Oregon is
nationally recognized for having an innovative approach for point-of-care access to electronic health
records. New care coordination workflows are using data exchange with healthcare information coming to

them in real time, resulting in quicker access to care with less work for everyone involved, Having the
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most up-to-date healthcare data means a more efficient model where physicians and patients can now
make the best possible choices about their care planning, leading to lower costs over time. And, critically,
this data exchange model is enabling consumer health pilots that will improve Intel employee experience

and improve health engagement.

We relied upon the security, authorization and privacy measures governed by national standards {(eHealth
Exchange/NHIN and Direct messaging), and HIPAA for exchange of clinical records. This includes end-
to-end encryption of data, authorization, PKI/digital signatures and appropriate access controls. The
underlying technology standard is called SAML, which is used to assert authentication of the user.
Members of the eHealth Exchange secure their communications using x.509 certificates whose chain-of-
trust begins with the same Root Certificate Authority (CA), thus facilitating trust between organizations

without the need to exchange certificates.

Results: Tens of thousands of records are being queried and exchanged for our 33,000 employees in the
Connected Care Program. For more specific information on the interoperability challenges and the value
provided from joining Healtheway/Sequoia for a query-based system, Intel, Kaiser Permanente, and
Providence Health and Services, The Portland Clinic and Premise Health have produced a white paper

accessible at the following URL: https://www-ssl.intel com/content/www/us/en/healthcare-

P’d iike to re-iterate that Intel is making this

happen as we speak — with today’s EHRs, today’s standards, today’s health information exchanges and as
an employer within today’s healthcare system.

How could the federal government use its contracting power to achieve interoperability for
beneficiaries of the Department of Defense, Department of Vetérans Affairs, Centers for Medicare

and Medicaid and Office of Personnel Management or for the hundreds of thousands of
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government workers receiving federal health benefits? We have a tried and tested playbook for

federal provider contracting that could be a model for both government and private industry.

Next Id like to shift toward enabling the future. Precision medicine is an emerging approach for disease
treatment and prevention that takes into account the individual variability in genes, environment, and

lifestyle for each person.

Intel’s work in precision medicine

Intel and Qregon Health & Science University (OHSU) recently announced the Collaborative Cancer
Cloud, a precision medicine analytics platform that allows medical institutions to securely share insights
from their private patient genomic data for potentially lifesaving discoveries. Intel announced that key
technology components of the Collaborative Cancer Cloud (CCC) will be opened sourced. Hospitals and
research institutions of all sizes could use the technology to advance personalized cancer research. They
can also apply it to advance personalized research in other diseases that are known to have a genetic
component, including Alzheimer’s, diabetes, and more. Intel and OHSU also announced that they will
partner with two other large cancer institutions to extend this capability in 2016.

The project combines next-generation Intel technologies and bioscience to enable solutions that can be
used to make it easier, faster, and more affordable for developers, researchers, and clinicians to
understand any disease that has a genetic component, starting with cancer. It will enable large amounts of
data from sites all around the world to be analyzed in a distributed way, without having to move the data
itself, preserving the privacy and security of that patient data at each site. The end goal is to empower
researchers and doctors to help patients receive a diagnosis based on their genome and potentially arm
clinicians with the data needed for a targeted treatment plan. By 2020, we envision this happening in 24
hours — a challenge to the computing and life science industries that we call All in One Day. The focus is
to help cancer centers worldwide — and eventually centers for other diseases — share with one another

the insights that reside in their private clinical and research data without having to share the data itself.
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This approach is designed to protect data privacy and the business models of the research centers while at
the same time unlock the insights from far larger datasets to benefit research and inform the specific

treatment of individual patients.

Building and Accelerating the Health and Healthcare Internet of Things

Today, we often think of EHRs or health and medical devices in isolation or closed networks: Can we get
the EHR from one clinic or hospital to talk to the one across the street? Does that infusion pump talk to

that monitor? And we build and maintain a lot of interfaces.

But that’s all changing as the Internet of Things takes hold and we connect “smart” devices to the internet
in ways that generate data that can be analyzed and turned into valuable insight. Driven by dramatic
reductions in the cost of sensors, computing and bandwidth and the drive for improved cost and
efficiency, we will have a smart energy grid, smart transportation network and...we hope...a smart
healthcare system. All in all, these trends will unleash the IOT opportunity impacting the way we work
and the way we live. Some estimate that by 2020, there will be 50B smart devices with 212B sensors

generating 44 ZB of data.

Intel and key global partners collaboratively identified five critical IoT tenets which describe how
endpoint devices should connect to the cloud:

s  Security as the Foundation: With billions of internet-connected devices by 2020, it is important
that IoT is secure from the sensor to the cloud, including all hardware and software.

e Connectivity, Device Discovery, and Provisioning: Billions of devices cannot be managed
manually. Rather, devices need to be able to communicate their “status” to the rest of the system
independently.

¢ Data Normalization: With so many different data types, there must be some level of

interoperability between devices such that they are speaking the same language.

11
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s Actionable Analytics: The data must be turned into meaningful information through analytics.
s  Monetize Hardware, Software, and Data Management: The IoT infrastructure must be built to

allow developers to manage and monetize innovative applications and services.

To better illustrate these principles, let’s look at Intel pilots with specific healthcare applications.
Intel’s work with consumer-generated health data:

The Michael J. Fox Foundation for Parkinson’s Research (MJFF) and Intel Corporation are collaborating
on improving research and treatment for Parkinson’s disease — a neurodegenerative brain disease second
only to Alzheimer’s in worldwide prevalence. The collaboration includes a multiphase research study
using a new big data analytics platform that detects patterns in participant data collected from wearable
technologies used to monitor symptoms. This effort is an important step in enabling researchers and
physicians to measure progression of the disease, improve medication adherence and speed progress

toward breakthroughs in drug development.

With wearable technology, the potential to collect and analyze data from thousands of individuals on
measurable features of Parkinson’s, such as slowness of movement, fremors and sleep quality, could
enable researchers to assemble a better picture of the clinical progression of Parkinson’s and ;rack its
relationship to molecular changes. Wearables can unobtrusively gather and transmit objective,
experiential data in real time, 24 hours a day, seven days a week. With this approach, researchers could go
from looking at a very small number of data points and burdensome pencil-and-paper patient diaries
collected sporadically to analyzing hundreds of readings per second from thousands of patients and
attaining a critical mass of data to detect patterns and make new discoveries. It is a dramatic shift from

data-poverty to data-wealth — and in my view it signals the future of research and discovery.

MIFF and Intel share a commitment to increasing the rate of progress made possible by open access to

data. The organizations” aim to share data with the greater Parkinson’s community of physicians and

12
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researchers as well as invite them to submit their own de-identified patient and subject data for analysis.
Teams may also choose to contribute de-identified patient data for inclusion in broader, population-scale
studies.

What could government do to extend the Parkinson trial to the thousands of Medicare patients
suffering from the disease?

Unfortunately CMS has virtually no payment codes to provide services for the MJFF trial described
above. However, Congress is recognizing the need for payment reform to encourage Medicare
reimbursement for wearables and remote patient monitoring devices for patients with chronic disease
through legislation as outlined by HR 4442, the CONNECT for Health Act introduced by Reps. Black,

Harper, Welch, Thompson and Blumenauer.

Intel’s YOU.24X7 Study

The YOU.24x7 Study, a 6-month observational pilot study of nearly 500 participants uses an end-to-end
prototype platform consuming patient-generated data for research into health trends and behaviors to
analyze cardiovascular risk factors and potentially improve outcomes. Patient data are collected through a
number of devices: a Basis watch to track sleep and activity, plus blood pressure and weight scales in the
home. These data are combined with electronic medical record information, labs and other key metrics to
give more holistic view of the population. Data scientists and cardiologists are using an advanced
analytics platform created by Intel, looking at the de-identified data to gain trending and correlation
insights into cardiovascular wellness. Meanwhile, the individual participant has 24x7 access to all of his

or her own information through the secure personal health collaboration hub.

As an employer faced for years with unsustainable healthcare cost inflation for the 53,000 employees we

are proud to employ in the United States and their 88,000 Intel Health Plan dependents, Intel has initiated

these projects for business reasons — both to support a healthy, productive workforce and to grow the

13
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global market for the powerful computing needed to scale precision medicine. We hope these programs

can become examples for the rest of the country to build upon.

Congressional action is needed to ensure that these positive examples using Health IT innovation
are options for Medicare patients across the country.

1y

2)

Sustain momentum toward standards and interoperability for today and tomorrow: As
Intel’s Connected Care Interoperability team demonstrated, a standards-based approach for health
information technology enables quicker and more efficient deployments to share data from
different sources. This provides scalability, interoperability, and innovation as new services can
be bu'ilt upon a common framework of standards, data models and clinical vocabularies. Intel
supports an implementation specification compatible with baseline standards that are specific,
well-documented, tested vigorously, and shared publicly, as described in HR 6, the 21st Century
Cures Act.

Intel invites policymakers to consider standards and interoperability efforts beyond EHRs
(electronic health records) and into the domain of the health and healthcare Internet of Things
(IoT) through encouraging recognition and active federal participation in industry-led initiatives
such as Industrial Internet Consortium (IIC), OCF (Open Connectivity Foundation), ICE

Alliance, Continua and other organizations.

Encourage patient engagement by removing obstacles for patients to aceess and share their
data. With the adoption of electronic health records comes enormous potential for creating value
from data held in millions of patient records. Today, the use of this information is regulated by a
series of highly regulated consent requirements constructed by not only the federal government,
but by states. Intel invites policymakers to partner with industry to pursue a standardized machine
readable consent form to allow patients to donate their data to ongoing research without the need

for securing and faxing consent forms each time patient data is requested. The International Rare

14
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Disease Research Consortium has recognized this problem. The Consortium has assembled a
task team from the Global Alliance for Genomics and Health to explore the machine readability
of consent and its impact on data use and accessibility. PCORI has launched research into patient
preferences for consent,” as well as other government and private industry initiatives.

3) Continue to push toward value-based care: We support the HHS goal announced last year to
move 30 percent of care to alternative payment models by 2016 and to 50 percent by 2018. When
incentives are aligned toward value-based care and managing population health, the demand for
information-sharing goes up. Fee-for-service models work the opposite way, in which providers
are paid based on the volume of service they deliver. Based upon Intel’s experience with
Connected Care, we have seen increased patient engagement and better outcomes based upon
shared risk, shared goals and consistent metrics for success. As the U.S. healthcare system moves
to outcome-based payments through the Medicare Access and Chip Reauthorization Act
(MACRA), Congress can assist through providing funding for new care delivery tools for training
and discovery until the 2019 implementation date for remote patient monitoring (RPM), which
remains mostly unpaid in today’s fee-for-service environment in spite of studies showing as much

as a 75 percent reduction in hospital readmissions when provided to chronic care patients.3

4) Facilitate the right hani and i tives for ging and reducing cyber security risk:

Open collaboration and communication among regulators, industry medical and healthcare
practitioners are key to managing and reducing cyber security risk. Public-private partnerships have
proven to be successful in helping a wide range of industries improve their cyber security readiness
and overall capabilities in the past. More recently, the NIST Cybersecurity Framework has provided a
tool for healthcare organizations to review their security posture with a focus on risk management.

The Framework provides an organization the ability to evaluate its current security posture, create a

-/ /www.pcori.org/research-results/2014/demonstrating-respect-and-acceptable-consent-strategies-what-
matters-patients
® http://hesalthaffairs.org/blog/2014/04/04/the-role-of-remote-care-management-in-population-health/ o
http://www.telehealthresourcecenter.org/sites/main/files/file-attachments/sneli-smalley_hospital_-physician-
summit-feb-2013.pdfr
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target for risk tolerance and allow the organization to develop a path towards achieving the target.
The U.S. Department of Health and Human Services” (HHS) mapping between the HIPAA Security
Rule and the Framework through an effort developed in conjunction with NIST and the Office of the
National Coordinator for Health IT (ONC) provides a means for healthcare organizations who have
aligned their security programs to the HIPAA Security Rule to be able to use the Framework to
identify and address gaps in their security. Collaboratively developed efforts such as the NIST
Cybersecurity Framework provide real benefits to healthcare organizations wishing to better
understand and improve their organization’s cyber risk management processes and posture. Security

must be stressed at the outset, rather than as an afterthought in the design process.

Cyber security must be baked into the equipment, systems and networks at the very start of the design
process - intrinsic to an organization’s thought processes, its business processes, and its design,
development, and manufacturing processes. It must be embedded in a product or network element so
that it becomes an integral part of the product’s or element’s functioning. This approach is not only
more effective; it is less cumbersome ahd less expensive than trying to lock down systems that are
inherently insecure after the fact, as has happened all too often in the past in a wide variety of

industries, including health care.

‘While Information Sharing and Analysis Organizations (ISAOs) and associated liability protection for
participation have been proposed to allow increased sharing of information on cyber threats among
private sector participants, such proactive information sharing could be a valuable tool in preventing
cybercrimes. Gaining active participation in such organizations — whether in support of cybersecurity

or patient safety - will require carefully crafted mechanisms and incentives.

Ensure privacy as an enabler of innovation: Intel believes that privacy is a key enabler of

innovation in this sector. If individuals are to feel at ease with these technologies and data uses, they
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must trust that their devices are secure and data about them is protected and used in privacy respectful
ways. Intel endorses the application of long recognized, proven principles of fair information
practices to address concerns about data practices and privacy. Intel further endorses implementation
of "privacy-by-design" - that is, addressing privacy and building in privacy solutions throughout the
design cycle of technologies and data applications.

Privacy and progress in this sector are not values to be balanced or traded off - they are goals that

must be pursned in tandem if we are to realize the benefits these technologies promise.

We thank the Committee for inviting Intel to address Congress on the important contributions being
made today in the diverse realm of Health IT and for considering our recommendations on how to

accelerate deployment.

Matthew Quinn. Federal Solutions Director
Health and Life Sciences
Intel Corporation
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Mr. HURD. Mr. Quinn, I appreciate your opening remarks.
Now Mr. DeCrescenzo is recognized for 5 minutes.

STATEMENT OF NEIL DeCRESCENZO

Mr. DECRESCENZO. Thank you. Mr. Chairman, members of the
committee, it is a privilege to be here today.

My name is Neil DeCrescenzo. I am the president and CEO of
Change Healthcare. Perhaps our name says it all.

Change Healthcare is headquartered in Nashville, Tennessee,
provides its services in all 50 States, and has over 50 offices nation-
wide. We are a leading provider of software and analytics, network
solutions, and technology-enabled services that optimize commu-
nications, payments, actionable insights that enable smarter health
care.

By leveraging our Intelligent Healthcare Network, which is one
of the largest financial and administrative networks in the United
States health care system, payers, providers, and pharmacies are
able to more effectively manage complex workflows that support
value-based health care.

While I am proud to represent the nearly 7,000 people of Change
Healthcare, I am testifying today in my role as a member of the
executive committee of the Healthcare Leadership Council, a coali-
tion of leading companies and organizations from virtually every
sector of American health care. In that role, I would like to share
a few thoughts on the role and capability of health information
technology to transform our Nation’s health care system for the
better.

As increasingly is the case in most fields, health care improve-
ment today is driven by data. If our health care system is not im-
proving at the pace any of us would like, this is in large part due
to barriers standing in the way of access to data, the ability to
share information, and the utility of this information for con-
sumers, providers, payers across the health care continuum.

Our HLC member companies know from firsthand experience
that data interoperability can strengthen care coordination, ena-
bling providers, payers, pharmacists, laboratories, and others, to be
on the same page when treating a patient. It can boost progress to-
ward an outcome-driven, value-based payment system to replace
the outdated and inefficient fee-for-service status quo while also
improving our quality measurement capabilities.

With interoperability and access to clinical and claims data, we
can accelerate medical research and give hospitals and physician
offices real-time access to comparative effectiveness findings. An
interoperable system can improve care to rural and underserved
areas of the country through improved telehealth and remote pa-
tient monitoring. Wellness and prevention will also be enhanced
through the better use of patient-generated data.

This future is promising, exciting, and imminently obtainable,
once we address some of the obstacles standing in our way.

Last year, HLC, under the auspices of its National Dialogue for
Healthcare Innovation initiative, brought together leaders from
over 70 organizations representing government, industry, patients,
employers, and academia. There we built consensus on how we can
move closer to this desirable data-driven future.
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Last month, we announced the consensus recommendations
emerging from this effort, a number of which are relevant to to-
day’s discussion.

On data interoperability, we believe that a firm date of December
31, 2018, should be established by which health information is
widely shared among electronic health record systems nationwide.
We have the capability to reach this goal in the near term, not a
decade from now. Progress toward this nationwide data infrastruc-
ture should be driven by private sector innovation, with emphasis
placed on secure data-sharing to protect patient privacy, common
standards and governance, and a ban on data-blocking.

In addition, we believe that Congress and the administration
must address physician health referral laws and Federal anti-kick-
back statutes, as well as civil monetary penalty laws.

These fraud and abuse protections were built for a fee-for-service
world, but today, they often stand as barriers to the kind of collabo-
ration and information-sharing that is essential for value-based
health care approaches and for improving patient care.

Another barrier to data-sharing is the multitude of diverse and
often contradictory Federal and State laws regulating health infor-
mation that exist alongside the Federal HIPAA regulations. We be-
lieve these national and State privacy laws and regulations should
be harmonized to facilitate greater information-sharing for the ben-
efit of patients while still protecting their confidentiality.

Members of the committee, I would like to close by applauding
you for conducting this hearing and your focus on the issues that
can genuinely transform and improve health care for every Amer-
ican.

We can move faster. We can move more collaboratively across the
spectrum of U.S. health care. And we can help more Americans
maintain or improve their health better than we do today through
data, information, and insights.

We look forward to working with you toward our shared goals,
and I will be happy to take your questions. Thank you.

[Prepared statement of Mr. DeCrescenzo follows:]
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Mr. Chairman and members of the committee, thank you for the opportunity to testify
today on the importance of health information technology and how we can enable a
future that takes full advantage of the potential of electronic health information.

My name is Neil de Crescenzo and | am the President and CEO of Change Healthcare.
Change Healthcare is headquartered in Nashville, Tennessee, provides its services in
all 50 states and has over 50 offices nationwide. We are a leading provider of software
and analytics, network solutions and technology—enabled services that optimize
communications, payments and actionable insights that enable smarter healthcare. By
leveraging our Intelligent Healthcare NetworkTM, which is the single largest financial
and administrative network in the United States healthcare system, payers, providers
and pharmacies are able to increase revenue, improve efficiency, reduce costs,
increase cash flow and more effectively manage complex workflows that support value-
based healthcare. | am proud to represent the nearly 7,000 people of Change
Healthcare. Today | am pleased to be here in another important role that | have as an
Executive Committee Member of Healthcare Leadership Counctl :

HLC is a coalition of chief executives from all disciplines within American healthcare. It
is the exclusive forum for the nation’s healthcare leaders to jointly develop policies,
plans, and programs to achieve their vision of a 21st century health system that makes
affordable, high-quality care accessible to all Americans. Members of HLC—hospitals,
academic health centers, health plans, pharmaceutical companies, medical device
manufacturers, biotech firms, health product distributors, pharmacies, post-acute care
providers, and information technology companies—advocate measures to increase the
quality and efficiency of healthcare by emphasizing wellness and prevention, care
coordination, and the use of evidence-based medicine, while utilizing consumer choice
and competition to enhance value.

| am speaking here today, in part, because of my role in leading HLC's National
Dialogue for Healthcare Innovation (NDHI) effort. HLC created NDHI to allow industry,
patients, employers, academicians, and government to examine, discuss, and build
consensus on how to address the most important issues affecting the course of 21st
century healthcare.

On March 2, 2015, NDHI convened an unprecedented summit with leaders of more than
70 of the most influential public and private organizations in healthcare to identify the
barriers impeding progress toward a high-value, innovation-driven healthcare system,
and discuss how fo remove those barriers. This was an important meeting that
atypically focused not on a single, narrow healthcare issue, but rather on how to create
a sustainable system equipped to address persistent cost and quality challenges. Many
of the priorities that emerged from these talks are relevant to the discussion here today.
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INTEROPERABILITY

HLC members are united in our belief that interoperability of electronic health
information exchange will make American healthcare more affordable and accessible,
that it can reach higher levels of quality, and that it can achieve better health outcomes
for individuals and populations. We believe that these objectives can and must be
attained through interoperable information exchange and built on innovation that has
defined private sector healthcare for generations.

HLC members feel strongly that any discussion of interoperability should be firmly
grounded in real-world applications of technology. Interoperability is not a goal unto
itself — it.is @ means to achieve many of our long-held ambitions for a healthcare system
that better serves patients, prevents errors, increases value, and improves quality of life.
Interoperable health systems have the potential to drive progress in:

. Caré--boordination / Patient Centered Interoperability: The first goal of
interoperability must always be a positive patient experience that helps them
maintain and improve their health. Individuals directly in contact with the patient
or the patient’s health information must be able to share relevant information with
one another as well as the patient, regardless of geographic location or
healthcare setting. This information sharing needs to be both timely and
bidirectional. Interoperation also needs to be expansive—included in this
connectivity should be the health information systems of providers, pharmacists,
payers, IT connected medical devices, laboratories, and other ancillary services
providers—when appropriate. Through this coordination, the patient experience
will improve, medical errors will be reduced, and illnesses better treated or
prevented.

e Value-Based Payment: As initiatives by the private and public sectors accelerate
our shift from volume-based healthcare payments to outcomes-driven, episodic
payments, stakeholders must have access to relevant data to support the shifts
in care paradigm that drive these new payment models. Broader interoperation
and integration between organizations will expand the potential and appeal of
alternative payment models — driving value and better outcomes in our
healthcare system.

¢ Quality Measurement: Effective interoperation among information-holding
entitiés is critical for the alignment of metrics across various government and
private sector programs. HLC supports efforts to streamline quality measures to
focus ‘on a small, limited core set of quality measures to reduce data collection



49

costs and administrative burden for providers and payers. These measures
should be cutcome-focused (rather than “process-focused” measures) endorsed
by a consensus body, and aligned across health organizations and systems.
Interoperation among systems is necessary for these measures to capture data
proving the efficacy and long-term value of interventions on patient outcomes.

» Clinical and Claims Data Sharing for Research: Interoperation of clinical data
has the potential to accelerate the learning health system by orders of
magnitude. As demonstrated by large private sector health systems as well as
the Patient-Centered Outcomes Research Institute’'s (PCORI) National Patient-
Centered Clinical Research Network (PCORnet), interoperation can substantially
ease the appropriate access to data from electronic health records to conduct
comparative effectiveness research using large, real-time datasets from a variety
of healthcare settings, including hospitals, doctors' offices and community clinics.
Legal and confidentiality issues as well as careful consideration on how to obtain
patient consent must continue to be taken into account when using clinical data;
however, interoperating systems using a common clinical data set could
significantly lower technical barriers to this type of research. Academic medical
centers, pharmaceutical and device manufacturers, payers, and others could
benefit from expanded clinical data access through interoperability.

» Telehealth and Remote Patient Monitoring: One of the most important outcomes
of an interoperational system should be the increased ability to utilize telehealth
and remote patient monitoring (RPM) throughout the care system. This will
enable better provision of care, particularly in rural or underserved areas, at a
lower cost, while coordinating care among multiple providers. Additional detail
on regulatory barriers which currently stymie wider telehealth adoption is
provided later in this testimony.

o Weliness and Prevention: Interoperation can provide the basis for dramatic steps
toward improving the wellness of all consumers and patients. At a population
health level, it would allow for better disease detection and surveillance, which
would inform both clinical responses as well as scientific advances. With
interoperable patient devices, health care providers could make better use of
patient-generated data.

Keys to Patient-Centered Interoperability

in an effort to show how all stakeholders can move towards an interoperable system,
the NDHI effort identified three key goals to support patient-centered interoperability that
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are shared across the public and private sectors. Together, these keys will move the
U.S. toward achieving a patient-centered interoperable health system

L

Key #1: Secure Data
Sharing: Secure data sharing
ensures that patients’ privacy
is protected in the process of
data exchange--and while the
data is stored.

Key # 2: Common Standards
and Governance for Trusted
Exchange: Consistent
implementation of standards
to establish the language,
structure, and data types
required for integration
among systems is necessary for interoperability. These standards must be
accessible and capable of adapting to changing healthcare technology.

Key #3: Systems are Not Configured to Information Block: HLC CEQs have made a
commitment not to “information block”, by knowingly and unreasonably interfering
with the exchange or use of electronic health information. Information blocking can
lead to a variety of unfortunate outcomes, such as:

o - Compromising patient safety, care quality, and treatment effectiveness ;
because it withholds information from patients and providers for informed
decision making;

o Impeding progress towards reforming healthcare delivery and payment
because sharing information seamiessly across the care continuum is
fundamental to moving to a person-centered, high-performing healthcare
system;

o - Undermining consumers’ confidence in their healthcare providers by
preventing individuals from accessing their health information and using it to

~ make informed decisions about their health and healthcare; and

o. Preventing advances in biomedical and public health research, which require
the ability to analyze information from many sources in order to identify public
health risks, develop new treatments and cures, and enable precision
medicine.
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fvate Bector Examples
§ Public Bector Initlatives

HLC P’rihcipies on Interoperability

In 2014, the CEQOs of HLC came together and agreed to take steps toward an
interoperable health IT infrastructure that is both beneficial to consumers and workable
for the industry. Functional interoperability is a critical component to support patient-
centered care, value, and continued innovation in healthcare.

To support these goals, we made the following declaration to Congress, the
Administration, and our peers in the healthcare system:

Policymakers should encourage exchange of material and meaningful health
data through the use of technologies and applications that enable bidirectional
and real-time exchange of health data currently residing in electronic health
record (EHR) systems (e.g., open and secure API technology).

Policymakers should use appropriate authority to certify only those EHR
technology products that do not block or otherwise inhibit health
information exchange. The HHS Office of the National Coordinator should
decertify Meaningful Use products that intentionally block the sharing of
information, or that create structural, technical, or financial impediments or
disincentives to the sharing of information.

The federal government, in collaboration with the private sector, should build on
current and emerging best practices in patient identification and matching
to identify solutions to ensure the accurdcy of every patient's identity, and the
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availability and accessibility of their information, absent lengthy and costly efforts,
wherever and whenever care is needed.

« Any interoperability requirements or incentives should be “technology
neutral” and focused on outcomes — active interoperation between and among
systems—rather than on the adoption or use of specified technologies. ltis
critical that future policies do not stifle potential innovations in health system
connectivity.

HLC strongly encourages a continued focus on outcomes-based approaches to
measuring progress in interoperability. The ability fo exchange health information is not
necessarily the same as actual interoperation— meaning patient and provider-
authorized information exchange—between and among the many disparate health IT
platforms in use today and in the future. A limited role for the federal government may
be needed to assist in identifying standards in limited key areas including patient
identifiers, terminologies, clirjjcal data query language, security, open application
‘program interface criteria, and clinical decision support algorithms, among others.

NDH]I Interoperability Work

In 2015, the multi-sector members of NDHI felt that recent advances in the state of
private sector-led interoperability collaborations and technologies allowed for even more
ambitious goals and recommendations. NDHI members agreed to build upon
recommendations aiready offered to Congress and the Administration by HLC to
continue to work toward achieving an interoperable health IT infrastructure. Based
upon these impressive accomplishments, members endorsed two additional
declarations:

* There should be a national objective to achieve widespread exchange of
health information through interoperable EHR technology nationwide on or
before December 31, 2018 (in parailel fo the recommendation made in the
Medicare Access and CHIP Reauthorization Act).

» Consumers should have easy and secure access to their electronic health
information, be able to direct it to any desired location, learn how their
information can be shared and used, and be assured that this information will be
effectively and safely used to benefit their health and that of their community.

Interoperability Conclusion

As efforts to reform our healthcare system accelerate, all parts — public and private —
must move in tandem. Interoperability is also key to achieving the laudable goal set by
HHS of tying 50% fee-for-service Medicare payments to quality or value through
alternative payment models, such as Accountable Care Organizations (ACOs) or
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bundled payment arrangements by the end of 2018. HHS has also set a goal of tying
85% of all traditional Medicare payments to quality or value by 2016 and 90% by 2018
through programs such as the Hospital Value Based Purchasing and the Hospital
Readmissions Reduction Programs. The success of these models in the healthcare
system hinges on the deployment of seamliess information sharing across all
participants.

Meaningful interoperation is a necessary tool to meet the ambitious goals laid out by
both private sector organizations and the federal government to enact value-based
payment reforms, new care models, and allow greater consumer access and controf of
their healthcare. These goals can best be accomplished through private sector
leadership, with government serving in an outcome-focused guiding role.

BARRIERS TO HEALTH INFORMATION FLOW

There is growing interest in using data to better understand how to optimize the practice
of medicine, the delivery of healthcare and new approaches to wellness and prevention
of iliness. At the same time, these new innovations must be balanced with the federal
government’s concerns about interoperability and the public’s concern about the
confidentiality and use of health data.

As data are accessed, it is vital to understand how to safely use these data to generate
information for evidence-based care, share the data appropriately, analyze the data,
and predict future needs of our complex healthcare delivery system. These data are
fundamental to designing, implementing and evaluating innovative approaches to
payment and financing reform and value-based delivery system reform, as well as
medical breakthroughs.

Allow data-driven accountable care models to flourish by reforming legal barriers
to cooperation and care delivery innovation

As the healthcare system transforms to reward better value and a more empowered
consumer, the NDHI initiative has found that some laws and regulations that were once
important to the healthcare system may no longer be applicable or may inhibit
transformation efforts in unintended ways. Laws designed to prevent anticompetitive
behavior in a fee-for-service environment, for example, now sometimes hinder the
coordination needed for the best patient care.

In general, the fraud and abuse legal framework is designed to penalize arrangements
between and among providers and other industry stakeholders that have the potential to
encourage overutilization of healthcare resources, inappropriately influence provider
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decision-making, decrease competition among competitors, and harm patients. To
improve quality of care and reduce costs, new care delivery and payment models are
designed to encourage greater coordination of care and payment among providers and
other industry stakeholders. These models may align financial interests in ways that
conflict with outdated fraud and abuse laws and regulations.

Many federal statutes and regulations are potentially implicated by these new models,
including; the Federal Anti-Kickback Statute and Physician Self-Referral (Stark) Law,
Civil Monetary Penalties (CMP) Law, the Civil and Criminal False Claims Acts (FCA),
HIPAA, antitrust and tax law, and state laws that overlap with, mirror, or relate to these
federal laws.

Through the work of the NDHI initiative, participants agreed upon two realistic legislative
priorities:

e  Require the Department of Health and Human Services Secretary to review and
assess the Federal Anti-Kickback Statute and Stark Law as well as the Civil
Monetary Penalties (CMP) Law in the context of health system transformation,
specifically addressing whether the laws create unnecessary barriers to new
integrated care models and whether these laws are effective in limiting fraudulent
behavior. Changes identified through this assessment may yield opportunities fo
amend fraud and abuse laws to foster healthcare arrangements that promofe
increased quality and lower costs.

o Grant the HHS Office of the Inspector General (OIG) and CMS broader flexibility
and discretion to develop exceptions and safe harbors to the Federal Anti-
Kickback Statute and the Stark Law consistent with current health policy
objectives (e.g., increased efficiency and quality, decreased cosf).

It is important to note that alignment of the fraud and abuse legal framework with new
care delivery and payment models is being discussed at multiple levels across the
healthcare system. The recent Medicare Access and CHIP Reauthorization Act of 2015
(MACRA) called for the HHS Secretary, in coordination with the HHS OIG, to consider
possible modifications to the legal frameworks to better align with integrated care
delivery and payment models.

Patient Matching

As mentioned previously, patient identification and matching that works wherever and
whenever care is needed is a critical component of successful interoperation and
improved health outcomes. The federal government must work with the private sector
fo build on current and emerging best practices to identify solutions that ensure the
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accuracy of every patient’s identity, and the availability and accessibility of their
information, without lengthy and costly effort.

Without a systematic means of matching the right record to the right person, providers
may have an incomplete view of a patient’'s medical history. This could result in
compromising the patient’s safety, care may not be well coordinated with other
providers treating the patient, patient records may be overlaid, unnecessary testing or
improper treatment may be ordered, and patient confidence may be eroded. The
inability to match patients to their records may also cause providers to face costly
clinical workflow inefficiencies and potential inaccuracies including ordering duplicate
tests. For EHRSs to deliver on the promise of interoperability and better healthcare, they
need to ensure that patient data are sent and received easily among providers across
disparate systems. These shared records must be accurate and useable.

The potential benefits of successfully matching a patient to their health information
across all care settings cannot be understated. ltis critical to health information
interoperability efforts, critical to providing a patient a comprehensive health record
upon request, and critical to ensuring that health professionals have the information to
safely and effectively treat patients. More effective patient matching could lower
healthcare costs by preventing redundant tests and scans, and more effectively prevent
adverse events caused by medication interactions. The private sector has taken steps
forward to reach these goals, but federal legislators need to facilitate government
cooperation in ensuring success in building this infrastructure nationally.

Congress can facilitate this by removing the annual appropriations provision prohibiting
the use of federal funds to promulgate a unique health identifier until legislation is
specifically enacted approving it. While this provision is narrowly worded, it has
discouraged federal agencies from fully joining in partnership with the private sector as
we work to develop patient matching systems and standards.

The Need for Consistent Legal Requirements for Health Information

Various laws and regulations create restrictions on data movement and usage at the
federal level, which often constrain providers from pursuing alternative payment models
and even research initiatives. As health plans and providers and the medical research
community continue to focus on outcomes research and innovation, it is important that
the exchange and aggregated use of healthcare data be allowed. The HIPAA Privacy
Rule strictly defines what constitutes protected health information (PH!) and defines
certain institutions, or covered entities that hold such information. The Federal Policy
for the Protection of Human Subjects or “Common Rule” defines the protection of
human subjects in research. Without modifications to harmonize these rules,
unnecessary barriers to data movement will continue to limit the innovative potential of
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the healthcare marketplace, especially as PHI continues to migrate out of the traditional
healthcare system.

The misinterpretation and lack of alignment around privacy, security, and enforcement
regulations -developed to safeguard patients’ personal health information — hampers
data sharing necessary for better care coordination and medical research. Currently,
researchers need to contend not only with the HIPAA Privacy Rule regulating research,
but also with state law, and in many cases, additional federal law, for example, the
Federal Privacy Act of 1974, the so-called Common Rule, FDA Regulations, and other
regulations. This results in a confusing and inconsistent set of requirements, often
governing the same study (for example, in the case of a multi-site study in different
states). :

HIPAA was designed to ensure that individuals’ health information is protected while
allowing the flow of health information needed to provide high quality healthcare.
HIPAA was also designed to protect the privacy of individuals’ electronic health
information while allowing the adoption of new technologies that will improve the quality
and efficiency of patient care.

We believe that the HIPAA privacy and security rules are, generally, serving patients
and the healthcare system well and that they should continue to be the guiding rule
wherever HIPAA-covered entities are involved. The law was designed to accommodate
heath information flow and the adoption of new technologies while still protecting
individuals’ health information. As healthcare payment and delivery systems evolve,
and we gravitate toward greater use of electronic health records, we believe that HIPAA
continues to be an effective policy foundation with which to govern the appropriate and
effective use of patient healthcare data.

However, as our nation embarks upon dramatic transformations in care delivery through
new payment models and seeks to achieve full nationwide interoperability of health
information, it is critical that we reconcile confusions and barriers that may be caused by
conflicting privacy laws while remaining true to patient-serving goals and privacy
protections.

Inconsistent Legal Reguirements for Health Information Across State lines

One particularly burdensome barrier to nationwide health information exchange is the
multitude of diverse — and often contradictory — state laws across the country regulating
health information alongside HIPAA and other federal privacy laws. These various state
privacy and information sharing laws create enormous complexity resulting in
substantial impediments to the implementation of health information exchanges within
and across state borders.

10
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Healthcare organizations have long advocated for the harmonization of national and
state privacy requirements in order to simplify compliance and facilitate greater
information sharing. We believe that a broader harmonization effort that incorporates
HIPAA governing standards would benefit the healthcare system without creating any
material adverse impact on individuals. This work becomes increasingly important as
Americans become more mobile and travel for specialized healthcare services.

There has been excellent work done by the HHS Office of the National Coordinator
(ONC) in connection with its important and visionary interoperability roadmap
"Connecting Health and Care for the Nation". That roadmap outlines a vision and action
steps for the harmonization of conflicting, confusing, and burdensome state privacy
laws. This effort provides new hope for efforts to simplify the protection of health
information. Efforts to educate states on existing federal standards and begin a
dialogue on this important problem are important. With regard to the critical actions
outlined in the roadmap, we believe there is both precedent and will for an accelerated
timeline with stakeholders acting alongside ONC. Planned discussions with nationwide
stakeholders should include possible action items, such as implementation strategies to
harmonize and simplify state and federal laws.

Inconsistent L egal Requirements for Research

Similarly, federal rules for human subjects’ research, combined with other privacy rules,
create a complex and burdensome environment for research. For example, definitions
between the HIPAA Privacy Rule and the interagency Common Rule for Human
Subjects Research are not always consistent, creating ambiguity and confusion for
researchers. There should be one harmonized privacy standard for research
institutions so that research and innovation are not delayed. The federal government
should streamline the internal review board (IRB) process, clarify researcher and IRB
expectations with respect to the scope and intensity of IRB review, and focus IRB
resources and attention on those studies warranting the most careful scrutiny.

Government Data Sharing

More than any other public or private entity, the federal government possesses the
greatest volume of health data. In recent years, there have been strides made in
making more of this information available to entities outside of the federal reaim. The
2009 Open Government Directive and the Department of Health and Human Services’
Health Data Initiative led to the sharing of valuable information from federal agencies.
HLC specifically applauds efforts by Congress and HHS Centers for Medicare and
Medicaid Services (CMS) to increase access to data held by the federal government for

"
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health research through the Qualified Entity (QE) program and also the innovative
Virtual Research Data Center (VRDC).

We believe strongly that it is the obligation of government health agencies to maximize
public benefit from data collected through their operations. Data collected from federal
government programs, particularly those funding new and innovative care delivery

models or tools, should be available for research, with appropriate privacy protections.

We encourage increased coordination among federal government agencies and others
to reduce data “silos” and simplify access processes and requirements. Easily
accessed federal data sets, with appropriate privacy and security safeguards in place,
provide fertile ground for innovative health services research, for entrepreneurs to
create innovative new products, and for health care organizations to benchmark and
evaluate performance across the healthcare system.

Health Information Flow Recommendations

In summary, there are several core needs that currently stand as detriments to fully
integrating the use of health information into a learning, interoperable health system:

« Create a single national definition for protected health information and privacy
standard to protect patients and consumers while mitigating complications from
contradictory state laws.

« Update and harmonize federal privacy rules with regard to research to allow for
simple, clear requirements for health organizations — many of which conduct
research and drive innovation while providing care.

« Support and cooperate with leading private sector organizations in their efforts to
match the right patient to the right record with minimal time and effort.

s As part of the “open government” initiative, the administration should further
explore and encourage government-wide policies and standards for health data
sharing. These would include uniform data access methods and usage
agreements across federal agencies in order to simpilify the process for
organizations seeking data.

Strategic and targeted harmonization of the application and enforcement of federal and
state laws relating to health information privacy couid help organizations engaged in
providing and paying for healthcare keep health information private and secure, while
avoiding the expense of unnecessary time and resources to meet overlapping burdens
at the expense of other important efforts to improve healthcare quality.

12
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BARRIERS TO TELEHEALTH

HLC supports reexamining restrictive reimbursement and regulatory barriers that make
it challenging to use teleheaith. Telehealth has been shown to improve healthcare
quality and lower costs, while giving more people access to quality healthcare.
Telehealth is already available in some circumstances, but expanding it to serve an
even larger population is needed to further increase access to quality care.

Benefits of Telehealth

Poor health, treatment complexity, lack of access, the current (and projected) physician
shortage, and even the cost of care can discourage patients from getting treatment that
they need. In the case of chronic conditions, this is especially detrimental to health and
reducing health costs, since so much of chronic disease care is based on early
intervention and management, as well as care coordination.

Telehealth is an alternative to traditional healthcare to treat basic, episodic medical
conditions as well as chronic disease. Increased access to telemedicine would make it
easier for providers to treat patients and improve continuity of care and care
coordination by increasing access to medical care for beneficiaries unable to travel and
addressing provider shortages in rural or other areas. Telemedicine has been shown by
HLC members to improve healthcare quality and lower costs, while giving more people
access to quality healthcare. Numerous studies on telehealth and remote patient
monitoring (RPM) have shown benefits in quality care and cost savings.

Current Telehealth Restrictions

Regulatory barriers make it challenging to use telemedicine. Collectively, these are
often referred to as “1834(m) restrictions” — and they include: limitations on the type of
services provided, geographic location, the type of clinical site the patient is located in,
type of institution delivering the services, and type of health provider. Store-and-forward
technology (e.g., email) is not reimbursable except in Alaska and Hawaii, where it is
permitted as part of a federal demonstration program. While RPM is already available
in some circumstances, lack of common procedure terminology (CPT) codes and the
requirement that RPM activities be bundled into other payments inhibit their widespread
use.

HLC Position
e HLC strongly supports the lifting of the “1834(m) restrictions” that prevent the
widespread use of telehealth in Medicare.

s For the Medicare Advantage (MA) program, HLC strongly supports telehealth’s
inclusion as part of the basic benefit package and not limited fo supplemental

13
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benefit funds available. Similarly, HLC supports providing ACOs the ability to
expand use of teleheatfth.

s HLC believes payment for telehealth services should always connect to the type
of service being provided, not the method by which it is provided, so providers
are able to choose the means which is most effective for each patient.

We also urge Congress to avoid creating separate or additional telehealth-related
quality measures. The type of service-delivery method should not detract from focusing
on a small set of meaningful outcomes measures. Any statute should focus on the
broad benefits of establishing connected care rather than restrictive reimbursement
systems or parsing out a menu of connected care tools and approaches that may not
keep up with current technology or best care practices.

HLC strongly supports expanding the use of telehealth services without regard to
geography or diagnosis to ensure that all beneficiaries are able to access quality,
efficient and convenient telehealth services as appropriate. In general, HLC supports
telehealth policy frameworks that are site-agnostic and not overly prescriptive.
Providers should be able to determine if a patient can appropriately receive care via
telehealth in a way that enhances care delivery and quality.

CYBERSECURITY

HLC members, who are leaders in every healthcare field, agree that cybersecurity is
critical to protecting sensitive information that is at the crux of transformational changes
underway in the healthcare industry. The movement to patient-centered, integrated
care coordination requires efficient interoperation of health information technology, an
engaged and active patient, and trust among all participants.

Cybersecurity in healthcare poses unique challenges. Our shared national goals for
interoperation require secure connections to health organizations nationwide — whether
it is a sophisticated health system with access to resources or a small physician practice
that may not have the expertise or resources to implement security best practices. At
the same time, the FBI estimates that the average cost of even a partial electronic
health record on the black market is approximately $50 compared to $1 for a stolen
social security number or credit card number. EHR data can be used to file fraudulent
insurance claims, obtain prescription medication, and advance identity theft. EHR theft
is also more difficult to detect, taking almost twice as long as normal identity theft.
Given this situation, cyber attacks on healthcare organizations are potentially lucrative,
and will not diminish in the near future.

14
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HLC has supported bipartisan congressional efforts to protect health organizations from
serious and evolving cybersecurity threats. We have supported efforts that promote
voluntary, cyber threat information sharing between government and health care
organizations as long as liability and anti-trust protection is guaranteed for organizations
that have agreed to share information and protect their systems.

We strongly support a collaborative approach to ensuring health information security.
Health organizations that are threatened by malicious external attacks need a trusted
partner in the federal government that will support and help to protect them. it is critical
that the electronic systems supporting our healthcare providers be protected. These
systems are a relied upon component in our nation’s first response to major crises, and
are necessary to provide critical care to those most in need.

Thank you for the opportunity to provide this written testimony before the committee.
For further information, please have your staff contact Tina Olson Grande, Senior Vice
President for Policy, at the Heaithcare Leadership Council (tgrande@hlc.org).

15
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Appendix 1: Telehealth Legislation Supported by HLC

In the 114" Congress, HLC has supported two bills that wouid expand access to

telehealth.

1) The CONNECT for Health Act (S.2484 / H.R.4442), introduced by Senators
Schatz (D-HI), Wicker (R-MS), Cochran (R-MS), Cardin (D-MD), Thune (R-SD),
and Warner and Representatives Black (R-TN), Harper (R-M8), Welch (D-VT),
and Thompson (D-CA), would promote cost savings and quality care in Medicare
through telehealth and remote patient monitoring. Over 50 organizations
spanning all sectors of healthcare including plans and providers as well as
physician groups, patient organizations, academic centers, and many others
support this legislation.

The CONNECT for Health Act would:

.Create a bridge program to. help providers transition to the goals of the

Medicare Access and CHIP Reauthorization Act (MACRA) and the Merit-
based Incentive Payment System (MIPS) through using telehealth and
remote patient monitoring (RPM) without most of the current regulatory
restrictions that limit the use of telehealth based on type of services
provided, geographic location, the type of clinical site the patient is located
in, type of institution delivering the services, and type of health provider
(“1834(m) restrictions”).

Allow telehealth and RPM to be used by qualifying participants in
alternative payment models, without most of the aforementioned 1834(m)
restrictions;

Permit the use of remote patient monitoring for certain patients with
chronic conditions;

Allow, as originating sites, telestroke evaluation and management sites;
Native American health service facilities; and dialysis facilities for home
dialysis patients in certain cases;

Permit further telehealth and RPM in community health centers and rural
health clinics;

Allow telehealth and RPM to be basic benefits in Medicare Advantage,
without most of the aforementioned 1834(m) restrictions; and

Clarify that the provision of telehealth or RPM technologies made under
Medicare by a health care provider for the purpose of furnishing these
services shall not be considered “remuneration.”

The bill includes requirements regarding cost containment, quality measures,
and data collection. An Avalere analysis of three of the major provisions of
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the bill (first three bullets above) showed $1.8 billion in savings over 10 years,
with savings resulting from reduced hospitalizations due to the use of RPM.
The analysis estimates that in Fiscal Year 2017, a total of 14.7 million
Medicare beneficiaries will be using telehealth services and 3.3 miilion
beneficiaries will be using RPM.

2) The TELEmedicine for MEDicare (TELE-MED) Act (H.R. 3081/S. 1778),
introduced by Representatives Nunes (R-CA) and Pallone (D-NJ) and Senators
Hirono (D-HI) and Ernst (R-IA), would improve access to providers across state
lines.

This bipartisan legislation allows Medicare providers to treat patients
electronically across state lines without having to obtain multiple state medical
licenses. The bill also includes provisions that would direct the HHS Secretary to
. Issue guidance to states to develop a definition of “telemedicine services” using
B input from relevant stakeholders including patients, health care providers, State
government officials, health technology developers, insurers, employers,
licensing boards, community health organizations, and other Federal agencies

This bill would allow for expanded access to care, improved patient outcomes,
and lower healthcare costs. Medicare beneficiaries are often not able to travel to
receive care due to distance health, transportation, financial, or mobility issues,
and provider shortages {particularly in certain specialties) may make it even more
difficult to access necessary care. These access challenges increase beneficiary
and system healthcare costs overall by making it difficult for patients to obtain the
best care and treatment at the right time.

17
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There is a broad consensus in the United States among healthcare providers, payers, clinicians, patients,

and consumers that the nation’s healthcare system does not operate at a level that generates optimal value.
There is significant room for improvement in elevating quality, cost-efficiency, and sustainability. There
is a gap between the innovations being developed in all sectors of healthcare and the ability to deliver
those improved products and practices to patients,

‘While the Affordable Care Act focused on extending health coverage to tens of millions of Americans, a
comparable effort is needed to address the health system’s continuing cost, quality, and value challenges.

Through the Healthcare Leadership Council’s National Dialogue for Healthcare Innovation (NDHD)
initiative, companies from all sectors of healthcare joined with leaders of patient advocacy organizations,
federal government officials, and academic health policy experts to build consensus on a broad spectrum
of steps necessary to strengthen health system value and enable health innovation to have a greater
positive impact on the entirety of the healthcare continuum.

NDHI participants came to the conclusion that healthcare in the U.S. can be significantly improved by
focusing on actions that are readily achievable via legislation, regulation, or voluntary actions by various
health system players. Positive health system transformation does not require a wholesale remaking of
health delivery structures, but rather the enabling and acceleration of patient-centered innovation.

The diverse companies, organizations, and policy experts participating in the NDHI process agreed that
focused actions in the following areas can significantly elevate health system value:

a  Comprehensive care planning

# Medication therapy management

= Health information interoperability

»  Changes to federal anti-kickback and physician self-referral (Stark) laws

w  Health information flow improvements focused on patient privacy laws and regulations

« Food and Drug Administration (FDA) reforms

In these areas, there is consensus that the following actions should take place:

Comprehensive Care Planning

Today, over 80% of older adults have at least one chronic condition such as diabetes, congestive heart

failure or hypertension, and one of every two seniors have at least two of these illnesses. The need for
_coordinated care for these individuals is clear. Yet, integrated, comprehensive care has been lacking,

This fragmentation can lead to a myriad of difficulties such as lack of patient adherence. For decades,
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significant numbers of patients have failed to take the medications prescribed by healthcare professionals.
Studies have shown that, on average, 50% of medications for chronic disease are not taken as prescribed.
This non-adherence problem may be costing the healthcare system as much as $300 billion annually.
Improved care coordination and adherence can have a dramatic effect on population health while
significantly reducing health system costs.

In evaluating the most effective mechanisms to address the care coordination challenge, NDHI
participants focused on diabetes ~ a disease with rapidly growing incidence rates and a patient population
with consistently poor care coordination and adherence practices. Current Medicare reimbursement
practices exacerbate this problem by, among other flaws, not paying for care coordination or coaching for
diabetes management (including remote services), not reimbursing for participating in National Diabetes
Prevention Programs, and not recognizing continuous glucose monitoring as a covered benefit.

NDHI participants believe there are three principles that should inform comprehensive care plans and
serve as the rationale for government reimbursement of care activities. They are:

= G ohprehensive care planning must address the population’s multiple co-morbidities and complex
care needs. This principle addresses the fragmentation of the health delivery system for people with
diabetes (and other chronic illnesses). Team-based care should be viewed as essential in care
planning.

& Chronic disease programs must address these illnesses across the entire continuum of care. Care
planning must promote not only screening and identification of risk factors for patients all along the
disease spectrum, but also focus on hospital-to-home care transitions for chronic disease patients.

s Comprehensive care planning must be cognizant of issues related to the individual and community-
level context. Care plans must equip patients with tools they need to successfully manage their
conditions and proactively address the challenge of inadequate health literacy in the patient
population as well as specific cultural beliefs about health.

Sedication Therapy Management
. . . . ¥

Misaligned incentives have prevented the medication therapy management (MTM) program, part of the
Medicare Part D prescription drug program, from achieving significant benefits. In September 2015, the
Centers for Medicare & Medicaid Services (CMS) announced its intent to form a Part D Enhanced MTM
Model to better align prescription drug plan sponsor and government financial interests while creating
incentives for robust investment and innovation in better MTM targeting and interventions.

There are many ways this Enhanced MTM Model should be optimized to achieve greater levels of patient
adherence and, thus, improved health outcomes. These include:

= An accelerated implementation of the Enhanced MTM Model. As it currently stands, the model does
not start until 2017, will run for five years and then be evaluated. This means a potential delay of
seven to 10 years before the model’s benefits can be extended to all Medicare beneficiaries.
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s The design should be expanded to offer benefits to all Part D members, including those in Medicare
Advantage plans, to better align the financial interests of government and prescription drug plan
SPONSOYS.

& CMS should provide participating plans an opportunity to participate in developing quality
measures, measures that should be formed through an intensive, transparent development and
evaluation process.

=  CMS should conduct robust education of providers and pharmacies on the Enhanced MTM model to
better achieve optimal therapeutic outcomes.

w  CMS should reconsider its stance regarding collaboration between pharmaceutical manufacturers
and health plans. Such collaboration can encourage appropriate interactions that will result in
improved medication adherence.

Haaith information d

operability

Achieving high-value care requires a system that provides relevant health data to the right individuals at
the right time. Comprehensive, readily accessible data is essential for both individual care decisions and
population health management. A 2015 report by the Bipartisan Policy Center noted that billions of
dollars are being invested in new healthcare delivery and payment systems that will reward better costs
and quality outcomes, but that these arrangements will only be successful if greater information sharing
and interoperable systems are in place.

Progress in this area had been lagging. As of 2013, only 62% of hospitals had reported being able to
exchange electronic health information with any provider outside their organization; but recently the
private sector has been driving improvements at a rapid pace. In fact, over the past 18 months the private
sector has demonstrated through efforts such as the CommonWell Health Alliance, the Sequoia Project,
and the Argonaut Project, among others, that there is a will to make progress toward interoperability
through innovative efforts that are not driven solely by government regulation. The participants of NDHI
believe that the private sector should continue to lead this progress with a limited role for government.
Appropriate government involvement could include a governance structure that defines the “rules of the
road,” such as prohibiting information blocking through certification authority or requiring a basic set of
standards that the private sector could innovate from (such as open, publicly-available application
program interfaces or APIs). Importantly, the participants of NDHI agree that any interoperability
incentives from the federal government should be “technology neutral” and focused on outcomes in order
to promote accessible and rapid innovation in health information connectivity.

NDHI participants identified challenges to achieving full-system interoperability, inctuding conflicting
and competing standards, the need for dissemination of emerging best practices in patient identification
and matching, the lack of consensus on clinical workflow and payment reform best practices, and the
complex provider collaborations involved in new delivery and payment models.
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All of the companies and organizations involved in the NDHI initiative support the establishment of a
December 31, 2018 deadline for health information interoperability, on or before which the nation must
achieve nationwide exchange of health information through interoperable certified electronic health
records (EHR) technologies. According to NDHI participants, this date of December 31, 2018 is
achievable if driven by the private sector and the parameters and barriers noted above are sufficiently
addressed.

Consumers should also have easy and secure access to their electronic health information, be able to
direct it to any desired location, learn how their information can be shared and used, and be assured that
this information will be effectively and safely used to benefit their health and that of their community.

“

Federai Antb-Kickback and Physician Seif-Referral (8tark) Laws

To achieve improved care quality and cost containment, new healthcare delivery and payment models are
designed to encourage greater integration among providers and other healthcare stakeholders. This raises
the need to address the current federal fraud and abuse legal framework to make it more compatible with

value-focused, integration-oriented health system transformation.

NDHI participants have focused on two of the primary fraud and abuse laws ~ the Federal Anti-Kickback
Statute and Physician Self-Referral (Stark) Law - and prioritized both regulatory and legislative options
that should be pursued, independently or concurrently, to better support innovative payment and delivery
reforms.

The regulatory options include:

s Create Federal Anti-Kickback Statute and Stark Law waivers for all Accountable Care Organizations
that meet certain conditions.

s Extend existing Anti-Kickback and Stark Law exceptions for donation and financial support of EHR
software, and related interoperability-enabling technologies and training beyond 2021.

x  Clarify how to establish, document and apply the “volume or value of referrals ” standard within the
changing healthcare payment environment.

= = Expand and revise the definition of fuir market value to account for new payment models that
incentivize performance.

w  Eliminate the “one-purpose” test for Anti-Kickback Statute liability and re;}lace with a balancing test
that would require the HHS Office of Inspector General (OIG) to prove either increased costs or
actual harm to patients.

w  When considering potential regulatory changes to the Federal Anti-Kickback Statute, stakeholders
should also consider related changes to the Civil Monetary Penalties (CMP) Law, where
appropriate, to ensure consistency in interpretation and application across both laws to encourage
patient engagement and improved outcomes.

FINAL REPORT [iv
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The legislative options include:

#  Require the Department of Health and Human Services Secretary to review and assess the Federal
Anti-Kickback Statute and Stark Law as well as the Civil Monetary Penalties (CMP} Law (expansion
of current MACRA requirements) in the context of health system transformation, specifically
addressing whether the laws create unnecessary barriers to new integrated care models and whether
these laws are effective in limiting fraudulent behavior. Changes identified through this assessment
may vield opportunities to amend fraud and abuse laws to foster healthcare arrangements that

promote increased quality and lower costs.

s Grant OIG and CMS broader flexibility and discretion to develop exceptions and safe harbors to the
Federal Anti-Kickback Statute and the Stark Law consistent with current health policy abjectives
(e.g., increased efficiency and quality, decreased cost).

Health Infermation Flow Improvemenis

As healthcare systems make the transition to value-based care, accessibility and use of data takes on an
exponentially greater importance. Unnecessary barriers to data sharing may impede a physician’s ability
to accurately diagnose patients and prescribe the most effective treatments, can lead to workflow
inefficiencies, and potential inaccuracies in matching records with the correct patient.

At the same time, in today’s environment, it is essential that patients be assured that their personal health
data is protected and only accessed by those with legitimate and essential reasons to view it. Today,
inconsistent interpretations of federal privacy laws as well as varying state privacy laws are leading to
confusion and, with it, counterproductive restrictions on the necessary movement and sharing of health
data.

NDHI participants have the consensus view that there is a need for a national health privacy standard to
mitigate problems deriving from the variation among state laws and regulations. There is also a need for
updated and harmonized federal privacy rules to align with new and innovative healthcare research
capabilities. All privacy structures must enable the matching of records to the right patients with minimal
time and effort.

FDA Reforms

Today, there are unnecessary delays in bringing new, improved treatments and technologies to patients
due to redundant and counter-productive regulations from the FDA. Encouraging policy changes that
streamline the agency’s responsibilities, while ensuring that manufacturers remain accountable, could
enable FDA to focus on high-priority activities and speed the approval of new medicines and healthcare
products. NDHI participants also identified a series of unnecessary and redundant regulations that, if
addressed, can accelerate patient access to new innovations. These include:
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Eliminate the prohibition on using a single Institution Review Board of record for medical device

®

trials, reducing the cost and time involved in product approvals.

= Allow companies to make certain changes to devices without a premarket submission, as long as the
companies’ quality systems have been certified as capable of evaluating such changes.

s Timelier recognition of standards established by international or nationally-recognized standards
organizations. This will improve regulatory efficiency and reduce the time to bring medical
technology to patients.

= Expand the definition of valid scientific evidence to include evidence described in well-documented
case histories, including registry data, studies published in peer-reviewed journals and data collected
outside the U.S.

= Provide greater training and achieve improved understanding of the use of ‘least burdensome
provisions’ to increase efficiency and consistency for the FDA and manufacturers.

s Increase the flexibility for biopharmaceutical manufacturers, payers and providers to share scientific
and healthcare economic information in order to optimize the clinical benefits of prescribed
treatments. This type of information is critical for developing value-based payment systems.

Each of these recommended steps, implemented individually, will strengthen healthcare quality and
improve cost-efficiency. Adopted collectively, they can usher in a new era of healthcare reform, one that
will make our health systems more value-focused and financially sustainable while bringing about an
unprecedented level of improved population health through greater access to innovative cures, treatments,
and medical technologies.
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In 2010, the Healthcare Leadership Council (HLC), a coalition of chief executives from all sectors of
healthcare — payers, providers, manufacturers, distributors, pharmacies, health information technology
firms, and more — created the National Dialogue for Healthcare Innovation (NDHI). The purpose of
NDHI is to create a platform through which these various health industry sectors can collaborate with

patients, employers, academicians, and government to examine, discuss, and build consensus on how to
address the most important issues affecting the course of 21" century healthcare progress.

On March 2, 2015, under the auspices of NDHI, an unprecedented summit meeting took place in
Washington, D.C. Leaders of more than 70 of the most influential organizations in healthcare — including
high-ranking officials from the Department of Health and Human Services (HHS), the Centers for
Medicare & Medicaid Services (CMS) and the Food and Drug Administration (FDA) -~ convened to
identify the barriers impeding progress toward a high-value, innovation-driven healthcare system, and
how to remove those barriers. This was a rare meeting focused not on a single, narrow healthcare issue,
but rather on How to create a sustainable system equipped to address persistent cost and quality
challenges.

As HLC President, Mary R. Grealy said at the March 2 summit, “There are a lot of voices out there
talking about healthcare costs, value, affordability, and sustainability. We're never going to develop a
pathway, though, that will incentivize innovation and strengthen health system value until we bring
everyone to the same table.”

Once leaders from across the healthcare spectrum came to the NDHI table, they decided to continue
working to develop consensus solutions aimed at achieving greater healthcare quality and cost-efficiency.
Following the summit, NDHI participants established three workgroups focusing on (1) Patient
Engagement and Adherence, (2} Data Strategy and Electronic Health Records Interoperability, and (3)
Outdated and/or Ineffective Laws and Regulations.

The workgroups collaborated throughout 2015 to agree upon policy approaches that transcend the
theoretical and are viewed as clearly achievable, whether through legislation, regulatory action, or
proactive steps initiated by healthcare organizations.

What emerged from this process is a blueprint that will be offered to executive and legislative branch
policymakers and healthcare leaders. The recommendations in this paper, taken in total, can drive health
system transformation and a movement toward value and innovation. The consensus viewpoints
contained in this report are also consistent with steps currently being taken by the federal government to
guide a health system transition from fee-for-service to pay-for-value and toward more integrated,
coordinated care.
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Figure 1. Drivers of Increased Value and Innovation

Seldom have such diverse interests and perspectives reached a shared view on how to advance valie and
innovation within the healthcare system. These recommendations can serve as a catalyst for further
debate and, optimally, decisive action.
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Addressing Three Key Areas

The following sections describe key findings from NDHI, which cover three key topic areas:

« Patient Engagement and Adherence;
»  Data Strategy and Electronic Health Records Interoperability; and

#  Outdated and/or Ineffective Laws and Regnlations

Each section provides a framing of the salient issues, potential strategies for addressing these issues, and
recommendations to elevate health system value.

Patient Engagement and Adherence

Patient-centered care is the key to value-driven, quality healthcare. By asserting more responsibility in

healthcare planning and decision making, the consumer

can drive change throughout the healthcare system.
Likewise, without an engaged healthcare consumer, it is
difficult for health organizations to drive patient-centered,
coordinated quality care.

One key component of value driven care is patient
engagement and adherence. Patient non-adherence can
take many forms. These can include the failure to keep
appointments, to follow recommended dietary or other
lifestyle changes, or to follow other aspects of treatment
or recommended preventive health practices. Medication
non-adherence is a particularly complex and growing public health concern to clinicians, healthcare
systems, and other stakeholders”. The lack of adherence to a prescribed treatment regimen is associated
with poorer patient outcomes, including unnecessary disease progression, reduced quality of life, and
even premature death. It also creates a significant societal burden, including increasing healthcare costs
from hospitalizations and invasive procedures to address complications that may have been prevented
with continuous intervention.

Reasons for non-adherence are multifactorial and difficult to identify. Patient therapeutic compliance
may be associated with certain types of diseases, for example. Evidence shows that non-compliance is
less common in acute illness or illness of short duration. In contrast, patients who are suffering from
chronic diseases, in particular those with fluctuation or absence of symptoms are more likely to be non-
compliant,
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While the issue of patient adherence has been Scope of the Medication Adherence Issue

extensively researched, the rates of non-adherence have | "Studies have shown that 20 to 30 percent of

L. N N medication prescriptions are never fifled and that, on
not shown significant improvement in the past three average, 50 percent of medications for chronic disease
decades. are not taken as prescribed. This lack of adherence to
medications is not only prevalent but aiso has dramatic
effects on individual- and population-level health. Non-
Today, about 80% of older adults have at least one adherence has been estimated to cost the U.S.
healthcare system between $100 billion and $289
billion annually in direct costs. Strong evidence
congestive heart failure, and hypertension represent suggests that benefits atiributable to improved self-
management of chronic diseases could result in a
cost-to-savings ratio of approximately 1:10.""

chronic condition, and 50% have at least two. Diabetes,

three of the top five most prevalent conditions among

Medicare beneficiaries.” Given that many chronic
diseases can be treated and managed through behavior change and medication, this is a ripe area for
action to promote patient adherence.

To address the complex issues described above, NDHI participants selected two key policy areas for
further exploration:

1. Comprehensive Care Planning Principles (with diabetes as a case study); and

2. Medication Therapy Management (MTM) Models
The NDHI sought to identify specific opportunities to improve patient adherence through: (a) improving
adherence along the continuum of care via the development of common principles that should be
incorporated into any care plan for patients with diabetes; and (b) reforming federal MTM programs by
reviewing and making recommendations for streamlining and/or improving these programs. Addressing

these issues supports NDHI’s overarching objective of enhancing value in healthcare by using innovative
therapies, policies, and practices to support improved patient adherence that maximizes quality outcomes.

The next section describes the Comprehensive Care Planning Principles for diabetes in detail.

Comprehensive Care Planning Principles: Diabetes

Definitions and Policy Context

The concept of comprehensive care planning is patient-centered, participatory, and nested within the
broader concept of care coordination for people living with chronic illnesses.”

CMS offers a basic definition of a care plan: “A written plan for your care. It tells what services you will

2wvi

get to reach and keep your best physical, mental, and social wellbeing.”™ CMS also provides an
operational definition of a care plan that is more detailed and relevant for addressing the complexities
facing patients who live with chronic illnesses: “It typically includes but is not limited to the following
elements: problem list, expected outcome and prognosis, measurable treatment goals, symptom

management, planned interventions, medication managenient, community and social services ordered,
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direction and coordination of the services of agencies and specialists unconnected to the practice,
identification of the individuals responsible for each intervention, requirements for periodic review, and,
when applicable, any revisions.”™ The issue of comprehensive care planning is receiving constderable
attention among policymakers. For example, The Improving Medicare Post-Acute Care Transformation
(IMPACT) Act of 2014,"® which mandates common patient assessment data and quality measure
reporting requirements for post-acute care (PAC) providers, also establishes new discharge requirements
for general acute-care, critical access hospitals, and post-acute providers that are intended to facilitate the
flow of patient information to the next healthcare setting. Beginning in late 2016, CMS will require long-
term care facilities to develop a care plan for each resident within 48 hours of admission.™ CMS also
proposes to require long-term care facilities to document in a beneficiary's care plan their goals for
admission, assess the potential for future discharge, and include discharge planning in the comprehensive
care plan for the beneficiary. The agency also proposes to add to the post-discharge plan of care a
summary of arrangements for a beneficiary's follow-up care and post-discharge services, and the
discharge summary must include a reconciliation of a beneficiary's current medications with those that the
beneficiary was taking before entering the facility. Additionally, the Care Planning Act of 2015 (S.
1549) is pending legislation that would help severely ill patients (e.g., patients with late-stage diabetes)
improve care coordination through patient-centered care planning - via the establishment of “planning
services” as a Medicare benefit. Separately, the Government Accountability Office (GAO) recently
released a report noting that under the Patient Protection and Affordable Care Act (ACA), there remain
concerns that low-income individuals transitioning from Medicaid to exchange coverage may experience
coverage gaps, due to the complex nature of coordinating policies and procedures.” Furthermore, the U.S.
Senate Committee on Finance announced in May 2015 the formation of a Chronic Care Working Group
that aims to improve care coordination and ensure high quality care for people living with chronic
illnesses; notably, the Committee will place a strong emphasis on care coordination.”

There are a myriad of types of patient non-adherence (i.e., non-adherence related to medication, lifestyle,
or exercise guidance from health providers), and the reasons for patient non-adherence are complex as
well® For example, a 2009 systematic review by RAND™ found four major types of barriers to
medication adherence:

= cost-sharing
« regimen complexity
= medication beliefs

xiv

= depression (in patients with diabetes)

(However, it is important to note that much of this research predates the passage of the ACA, which has
improved coverage to many individuals who were previously uninsured or underinsured.)

In response to concerns about patient adherence, CMS recently announced the Medicare Part D Enhanced
MTM Model,” which will place an emphasis on “right sizing” MTM and testing innovative regulatory
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flexibility and payment incentives to target high-risk beneficiaries and provide them with the appropriate
level and intensity of services.

Maximizing the potential for coverage of therapies and care management and assuring that all payers,
providers, and patients recognize the value of patient adherence is key to the long term solution to this
complex issue.

The Need to Focus on Diabetes

The NDHI developed a set of policy principles on comprehensive care planning for patients living with
chronic diseases, using diabetes as a case example. These principles will inform future efforts to provide
legislators and policymakers with evidence-based recommendations for addressing the complex needs of
people with diabetes — as well as other chronic diseases. Diabetes is an important test case for
comprehensive care planning because of its complexity as well as prevalence in the United States (U.S.).
Although diabetes is a well-understood disease, individual patients may encounter many different
obstacles that would prevent them from reaching optimal health. These barriers range from
socioeconomic factors or lack of diabetes management education to the competing demands of family
responsibilities and dynamics.™ Cost of care may also be a barrier to good adherence.

The American Diabetes Association (ADA) cites compelling national statistics in its Standards of
Medical Care in Diabetes—2015 report™” that underscore the need for effective disease management
interventions: “[Bletween 33 and 49% of patients [with diabetes] still do not meet targets for glycemic,
blood pressure, or cholesterol control, and only 14% meet targets for all three measures and nonsmoking
status,” Furthermore, diabetes, along with congestive heart failure (CHF) and hypertension, represent
three of the top five most prevalent conditions among Medicare beneficiaries. These conditions share
many of the same common, modifiable risk factors and comorbidities, including obesity and physical
inactivity.

Finally, diabetes presents opportunities to intervene at multiple stages of the disease continuum. Those at
high risk for diabetes, even if they are asymptomatic, should be screened consistent with screening
guidelines (The U.S, Preventive Services Task Force (USPSTF) recommends screening as part of
cardiovascular risk assessment in adults aged 40 to 70 years who are overweight or obese.™™) so that the
disease does not progress unchecked before diagnosis. Even those diagnosed with prediabetes, a
condition where blood sugar is higher than normal but not high encugh to be diagnosed as diabetes,™ can
take stéps to delay or prevent progression to Type 2 diabetes.

Diabetes Care Challenges
In spite of the tremendous toll of diabetes, numerous challenges for reimbursement of diabetes-related
care hamper efforts to improve patient health:
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« Currently in fee-for-service Medicare, CMS provides little or no reimbursement for remote care, care
coordination, or coaching (e.g., phone visits, follow-up text messages, online) for the care and
management of diabetes.

« Certified Diabetes Educators (CDEs) are not statutorily recognized providers of Diabetes Self-
Management Training (DSMT) services, including DSMT by telehealth, under Medicare Part B.
Additionally, diabetes case managers and educators receive differential reimbursement and medical
nutrition therapy (MNT) and DSMT providers are not reimbursable on the same day.

& The new care coordination Healthcare Common Procedure Coding System (HCPCS) G-code has not
been interpreted to include remote care coordination or coaching. Beyond basic evaluation and
management services, few other avenues exist to compensate diabetes care providers for the intensive
time and effort necessary to provide comprehensive management and support to patients with
diabetes. This patchwork of regulation and reimbursement creates unnecessary gaps in patient care
and makes healthcare more expensive overall.

= For patients with prediabetes, Medicare does not reimburse for participation in National Diabetes
Prevention Programs (DPP, a lifestyle change program that can help prevent or delay the onset of
" typé 2 diabetes) or MNT for people at high risk for developing diabetes.

In addition to undermining provider support, the current reimbursement structure makes it difficult for
patients with diabetes to monitor the disease themselves. Medicare does not cover the tools and devices
that some individuals need to most effectively monitor their diabetes:

s Medicare does not recognize continuous glucose monitoring (CGM) as a covered benefit. In
numerous clinical trials, CGM systems have demonstrated improvement in overall glucose control
and reductions in dangerous episodes of hypoglycemia when compared to self-monitoring of blood
glucose (SMBG). Since CGM technology is covered widely outside of Medicare, beneficiaries
entering Medicare may be forced to give up the diabetes blood glucose monitoring system that they
had become accustomed to using with another payer.

= The 2013 competitive bidding program limits choices and access to certain types of diabetes testing
supplies, such as blood glucose testing strips, purchased through mail order. If beneficiaries have
difficulty finding replacements for familiar products, they may be inappropriately influenced to
switch test systems. Product switching can have negative health and economic consequences.™

Additional challenges include patient adherence for individuals with hypoglycemia, or abnormally low
blood glucose levels. Hypoglycemia is the largest single barrier to achieving glycemic control in type 1
and typé 2 diabetes™ and is a significant cause of emergency department visits and hospitalizations,
which increases the cost of treatment. Consideration of education and alternate therapies for individuals
who experience hypoglycemia may help to alleviate the incidence of hypoglycemia.

Another care management challenge to consider in effective diabetes management are cases of clinical
inertia — inadequate intensification of therapy by the provider. For example, newly diagnosed patients

FINAL REPORT 17



82

RORT | Viable Solutions: Six Steps to Transform Healthcare Now

often stay on a specific oral medication alone for about 14 months without additional agents (e.g., insulin)
being added, even though they have not met their A1C goal.

Greater alignment between reimbursement structures and appropriate care steps could also lead to better
outcomes for both patients and payers. At the healthcare system level, physicians of patients with
multiple providers are not incentivized to work as a team, which creates challenges for persons with
diabetes receiving coordinated, consistent care across numerous encounters. A 2014 RAND study of
nearly 300,000 Medicare recipients™ found that individuals with better continuity of care were less likely
to be hospitalized, less likely to visit hospital emergency departments, had lower rates of complications,
and had lower overall costs for their episodes of care.

Diabetes management also faces hurdles in the area of reporting and quality. There is a lack of uniform
quality metrics across government programs, coupled with limited diabetes quality measures and
alignment across Medicare Part A, B, and D. Payment is not currently tied to meeting appropriate
standards of care for all services delivered. These gaps do not incentivize comprehensive diabetes care
and make it harder for quality to be assessed and for providers and payers to monitor and respond to data.

Finally, quality diabetes care is often impeded by cost—Dboth to the system and to patients. Every effort
should be made to design diabetes care protocols that address this barrier. For example, the provision of
additional tools for the patient or the provider or the promulgation of value-based benefit design could
help address this issue. Additionally, it is crucial to recognize that the enormous prevalence of diabetes
has significant consequences for health system stability as a whole, and efforts must be made to make
investments in quality care that focuses on halting or slowing disease progression and the onset of

complications.

e Cave Flanning F

Below, we describe three Care Planning Principles for diabetes, along with key components/practices that
should be included in comprehensive care plans and rationale for government reimbursement of these
activities. These components can also inform the promulgation of quality measures related to
comprehensive care plans for diabetes. These principles support NDHI's twin objectives of enhancing
value in healthcare by using innovative therapies, policies, and practices to support improved patient
adherence that maximizes quality outcomes.

These principles closely align with the ADA’'s Standards of Medical Care in Diabetes—2015,"" which provide four
core recommendations for improving diabetes care, overall:

1. A patient-centered communication style that incorporates patient preferences, assesses literacy and
numeracy, and addresses cultural barriers to care should be used.

2, Treatment decisions should be timely and founded on evidence-based guidelines that are tailored to
individual patient preferences, prognoses, and comorbidities.

3. Care should be aligned with components of the Chronic Care Model (CCM) to ensure productive
interactions between a prepared proactive practice team and an informed activated patient.

4. When feasible, care systems should support team-based care, community involvement, patient registries,
and decision support tools to meet patient needs.™
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Principle 1: Comprehensive care planning must address the population’s multiple co-morbidities and
complex care needs.

Comprehensive, patient-centered care planning must address a key underlying health system issue: the
fragmentation of the health delivery system for people with diabetes. The notion of “team-based care” is
one that should be championed as part of care planning.

Component 1.1: Care plans should incorporate evidence-based care coordination strategies (defined by
the Agency for Healthcare Research and Quality’s (AHRQ’s) as “deliberately organizing patient care
activities and sharing information among all of the participants concerned with a patient's care to achieve
safer and more effective care™™™) that address underlying patient comorbidities (e.g., depression). The
ADA suggests that addressing missed treatment goals may require evaluation of barriers such as diabetes-
related distress or depression™ and the American Association of Clinical Endocrinologists and
American College of Endocrinology’s evidence-based clinical practice guidelines for diabetes makes the
following recommendation for patients with diabetes and depression: “Patients with depression or
[diabetes]-related distress should be referred to mental health professionals who are integrated into the
[diabetes] care team.”™ " For example, Katon and colleagues conducted a trial of “collaborative care” in
14 clinics in the state of Washington, in which nurses provided “guideline-based, patient-centered
management of depression and chronic disease.” The researchers found significant 12-month
improvements along a number of measures related to both diabetes and depression (e.g., glycated
hemoglobin, patient satisfaction, and perceived quality of life) due to the intervention. ™
Comprehensive care plans, by definition, should address the full range of health problems of a particular
patient - i.e., not limited to diabetes. For example, diabetes care plans should explicitly address
comorbidities such as cardiovascular disease. The American Heart Association recognizes a strong
correlation between cardiovascular disease (CVD) and diabetes. Heart disease and stroke are the number
one causes of death and disability among people with type 2 diabetes and adults with diabetes are two to
four times more likely to have heart disease or a stroke than adults without diabetes. ™™ In this regard, the
ADA notes the need for “a comprehensive plan to reduce cardiovascular risk by addressing blood
pressure and lipid control, smoking cessation, weight management, and healthy lifestyle changes that
include adequate physical activity” for patients with diabetes.”™

Component 1.2: Comprehensive care planning should include the use of care coordinators to address the
multitude of daily issues facing persons with diabetes. For example, the use of care coordination
programs may have potential for managing care transitions and obviating hospital readmissions. Care
planning for people living with diabetes needs to include interdisciplinary teams that can meet the holistic
needs of individuals and engage community resources outside the hospital sector.

Care coordinators can be deployed to provide a variety of services, including: assessing treatment
adherence, coordinating with providers about patient treatment needs, ensuring that patients have
transportation, language translation, and other support services needed to access care, and providing
health education. An increasingly multidisciplinary approach to the care of these patients may be one
answer for improving patient clinical outcomes and healthcare resource utilization. Community health
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workers or other non-licensed health providers can also provide critical care coordination services and
should be considered a vital part of the care team.

Component 1.3: Comprehensive care planning should be supported by improved communication and data
sharing among providers on the interdisciplinary diabetes care team. For example, the National Diabetes
Education Program cites the importance of timely information-sharing via the use of health information
systems by care teams, which comprise “the primary care provider, endocrinologist, nurse, diabetes
educator, dietitian, mental health provider, exercise physiologist, other team members and specialists, as
well as hospital-based providers.™ The contributions of non-licensed, community-based health V
providers should also be integrated into electronic medical record systems so that records reflect the
entirety of patient treatment.

One strategy for achieving communication and data sharing is the increased use of telehealth. While the
scientific literature is still emerging on the full benefits of telehealth applications, promising initiatives
have been described. For example, a recent randomized clinical trial of a telehealth remote monitoring
intervention, in which patients remotely sent their paired glucose tests (i.e., before and after a meal or
physical activity) via tablet and subsequently received feedback from certified diabetes educators, led to
improvements in AIC levels. ™ Also, the DiaTel randomized, controlled trial of active care management
supplemented by home telemonitoring intervention, demonstrated long-term (> 6 months) reductions in
AIC levels in a population of veterans. ™

The use of patient-centered health information technologies for diabetes is one way to ensure
communication between patients and providers in care planning and empower patients to express their
values, needs, and preferences about their care. Patient adherence can often be improved either through
personalized care coordination or through simpler systems of reminders and educational materials.
Greater data connectivity can also be used to identify gaps in diabetes care for other important treatment
indicators, such as blood glucose monitoring.

For example, remote patient monitoring (RPM) technology enables monitoring of patients outside of
conventional clinical settings {e.g., in the home), which may increase access to care and decrease
healthcare delivery costs. Incorporating RPM in chronic disease management can significantly improve
an individual’s quality of life. It allows patients to maintain independence, prevent complications, and
minimize personal costs. RPM is used to monitor a variety of chronic illnesses, including diabetes, and
transmit alerts to both the patient and the physician.

Principle 2: Chronic Disease programs must address chronic disease across the entire continuum of
care.

Component 2.1: Care planning should promote screening and identification of risk factors for patienis all
along the disease spectrum. Risk factor identification, screening, and interventions have been successful
in identifying and preventing chronic diseases and their associated morbidity and mortality in older
adults. Greater impact in this area will require extensive collaboration among stakeholders (providers,
health plans, pharmacists, and patients) in order to identify high-risk individuals.




85

DERE | Viable Sotutions: Six Steps to Transform Heaithcare Now

Better effort needs to be made to identify patients with chronic diseases such as diabetes. The 2014 draft
USPSTF factor-based screening guidelines for diabetes would have helped address the fact that many
people living with Type 2 diabetes currently are not diagnosed with the disease. Prediabetes affects more
than 1 out of 3 American adults, but 9 of 10 of them do not know they have it,™" While the final
guideline, released October 27, 2015, backtracked from the 2014 draft, it still opened the door for

screening for prediabetes.

In patients diagnosed with prediabetes or diabetes, care plans should focus on early intervention to
prevent disease progression and complications. Health plans or other providers use data from claims,
enrollment, and pharmacies to look for patterns of non-adherence or identify at-risk members. The use of
in-home risk assessment also supports early identification of at-risk members, including those with and
without diagnosed conditions.

One of the IMPACT Act’s stated reasons for collecting standardized data from long-term care hospitals
(LTCHs), skilled nursing facilities (SNFs), home health agencies (HHAs) and inpatient rehabilitation
facilities (IRFs), is to “improve hospital and PAC [post-acute care] discharge planning.” And as the ADA
notes in its 2015 Standards, “Diabetes discharge planning should start at hospital admission, and clear
diabetes management instructions should be provided at discharge.” ™™

Numerous ongoing projects are testing evidence-based models for patient transitions from hospitals into
their communities. For example, the Patient-Centered Outcomes Research Institute (PCORI) is funding
the $15 million Project ACHIEVE (Achieving Patient-Centered Care and Optimized Health In Care
Transitions by Evaluating the Value of Evidence), which will “develop recommendations on best
practices for the design, implementation and large-scale national spread of highly effective, patient-
centered care transition programs.”™" The identification of evidence-based strategies for transitions,
including patient-engagement activities, post-discharge, will be crucial for comprehensive care planning
for patients with diabetes.

AHRQ's Care Transitions from Hospital to Home: IDEAL Discharge Planning implementation Handbook™" describes

best practices in the management of heart failure, heart attack, and pneumonia, among four high-performing US

hospitals (with respect to readmissions). This information could be useful for developing care transition strategies for

diabeles.

“A focus on improving clinical quality and patient care with the belief that reductions in readmissions will naturally

oceur as a result of these improvement efforts.

Attention to discharge planning from the first day of patients’ stay, typically within 8 hours of admission. This

includes staff assessment of patients’ risk factors, needs, available resources, knowledge of disease, and family

support.

Care coordination after discharge. Two hospitals scheduled follow up appointments for most of their patients prior

to discharge. Because of limited resources, the two other hospitals made follow up appointments on an ad hoc

basis for the neediest patients. All hospitals coordinated with home health agencies and connected patients to

community resources.

= Empowering patients through educational activities throughout the stay to help patients understand their conditions;
manage their diet, activities, medications, and care regimens; and know when to seek care.”"

=

£
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AHRQ also provides specific guidance on sound practices in discharge planning: (a) medication
reconciliation (e.g., “The patient’s medications must be cross-checked to ensure that no chronic
medications were stopped and to ensure the safety of new prescriptions™); and (b) structured discharge
communication (“Appointment-keeping behavior is enhanced when the inpatient team schedules
outpatient medical follow up prior to discharge. Ideally, the inpatient care providers or case
managers/discharge planners will schedule follow-up visit(s) with the appropriate professionals, including
primary care provider, endocrinologist, and diabetes educator”).”™

Component 2.3: Care planning should also include end-of-life planning and discussions. Such
conversations go beyond a narrow focus on resuscitation and address the broad array of concerns shared
by most patients and families. These include fears about dying, understanding prognosis, achieving
important end-of-life goals, and attending to physical needs. Good communication can facilitate the
development of a comprehensive treatment plan that is medically sound and concordant with the patient's

. Fl
wishes and values.

Principle 3: Comprehensive care planning must be cognizant of issues related to the individual and
community-level context,

As noted above, missed treatment goals may have myriad contributing causes. Complex care planning
must be aware of and seek to address issues related to the individual patient and their context in which
they live.

Component 3.1: Care plans must empower and equip patients with the tools they need to play an active
role in managing their diabetes. To best help patients when they return home from the clinical setting, it
will be essential for care plans to mobilize and incorporate outpatient resources that help support patient
engagement and adherence.

Various studies have been conducted to test outpatient strategies to improve medication adherence for
patients with diabetes. For example, the Joslin Diabetes Center developed the Diabetes Outpatient
Intensive Treatment (DOIT) program is an interactive, 3.5 day-group education and skills training
experience that was supplemented with daily medication management. The program led to significant
improvements in A1C levels.™ Furthermore, tailored “health coaching” interventions have also been
shown to improve medication adherence among patients with diabetes.™ Additionally, a community
pharmacy-based medication therapy management (MTM) program for patients with both hypertension
and diabetes was found to improve blood pressure control. ™ Finally, the American Pharmacists
Association has coined the concept of diabetes “patient credentialing” as part of disease self-management
interventions to describe “people who have a certain diagnosis and have achieved certain levels of
competency in understanding and managing their disease.”™™

DSMT programs are another important tool. For type 2 diabetes, the 2015 AHRQ Evidence Report on
behavioral interventions for diabetes notes that intensive in-person DSMT programs (11 or more hours of
contact time) are most effective at achieving glycemic control, and that targeting interventions for
particular populations (i.e., minority groups) may also be beneficial: “our analyses showed limited benefit
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in glycemic control from DSME programs offering <10 hours of contact with delivery personnel and
suggested that in-person delivery of behavioral programs is more beneficial than communicating the
information with incorporation of technology. Behavioral programs seem to benefit individuals having
suboptimal or poor glycemic control more than those with good control. Tailoring programs to ethnic
minorities appears to be beneficial.™ Currently, DSMT participation rates are extremely low (7% among
those with private insurance and 4% among those with Medicare coverage™), so increased
communication among patients and providers about the benefit is needed, as well as greater
reimbursement as noted above.

Registered dieticians also play a role in providing patients with the tools needed to manage their disease.
Nutrition therapy is an integral component of diabetes prevention, management, and self-management
education, and the ADA recommends all individuals with diabetes should receive individualized medical
nutrition therapy, preferably provided by a registered dietitian nutritionist (RDN), ¥

This guidance is consistent with the final recommendation of the USPSTF regarding abnormal blood
glucose: “Clinicians should offer or refer patients with abnormal blood glucose to intensive behavioral
counseling interventions to promdte a healthful diet and physical activity, ™

This type of education has also been shown to improve quality of life for patients. In adults with type 2
diabetes, one study of quality of life assessment reported that self-perception of health status improved
and participants receiving MNT from RDNs felt very knowledgeable and motivated after seeing a
dietitian. In another study of adults with type 2 diabetes receiving case management from RDNs, 12-
month quality of life scores were significantly better than adults receiving usual care. Emotional stress
was also decreased in adults with type 2 diabetes. In persons with type 1 diabetes, three studies reported
significant improvements in quality of life (satisfaction with treatment and psychological well-being)
despite increases in insulin injections or diet requirements,”™

The use of community health workers (CHWs) to implement diabetes-focused programs - as well as for
obesity management, more generally — have been described in the literature. For example, the Mexican
American Trial of Community Health Workers (a randomized, controlied trial in which CHWs delivered
diabetes self-management training via home visits over 2 years) led to improvements in A1C levels at
both the end of Year 1 as well as Year 2 of the intervention. Regarding obesity management as a whole, a
2014 JAMA systematic review found evidence for the effectiveness of intensive behavioral weight loss
counseling led by trained interventionists, such as medical assistants and registered dieticians.'
Furthermore, trials testing the Weight Watchers program have found promising results with respect to
weight loss outcomes.”

Additionally, Aging and Disability Resource Centers {ADRCs) are one example of a community resource
that may provide an opportunity for elderly people living with diabetes to utilize existing community
resources. (ADRCs have 5 core functions: “1) information, referral and awareness, 2) options counseling,
advice and assistance, 3) streamlined eligibility determination for public programs, 4) person-centered
transitions, and 5) quality assurance and continuous improvement. ADRCs perform these functions by
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integrating, coordinating, and strengthening different pieces of the existing long term supports and
services systems, including Area Agencies on Aging, Centers for Independent Living, state and local
Medicaid offices, and other community-based organizations.”™)

As the health system seeks to mobilize and incorporate community-based health and support, it may be
helpful to draw on the experience of Medicare Advantage (MA) plans. Currently, the only tool health
plans have to offer flexibility to the individual are medical management tools that must be offered to an
entire population regardless of need (e.g., waiving or eliminating copays on certain medications for one
population, providing additional transportation to individuals with more frequent medical appointments or
waiving the copay on a type of specialist visit based on an individual’s health needs). MA plans should
be given flexibility to permit providers to develop individualized care plans that tailor tools to support
patient needs. Further, some services plans want to provide do not fall within medical necessity.
Examples of such services are: homemaker services, home-delivered meals, personal care services
(assistance with bathing and dressing), transportation escort services, inpatient custodial level care, in-
home caregiver relief, adult day care services, and non-Medicare-covered medical and safety equipment
(e.g., the purchase of a refrigerator to store insulin, an air conditioner in geographies with severe summer
temperatures or railings to help prevent falls).

Online and community-based and health providers such as Weight Watchers, Y-USA, and Omada Health
that provide CDC-certified diabetes prevention programs offering DPP are also examples of organizations
that care plans should look to for assistance in helping patients maintain adherence to treatment plans.
Community-based programs such as these are especially important for patients in traditional underserved
and minority communities or communities with a high level of mistrust of the traditional medical system.

Component 3.2: Diabetes care plans should use health literacy assessments as a tool to inform appropriate
interventions for individual patients. A study in JAMA on health literacy and diabetes™ found that
patients with inadequate health literacy were less likely than patients with adequate health literacy to
achieve tight glycemic control, were more likely to have poor glycemic control, and report having
diabetic retinopathy. By using data to identify which patients are most at risk of becoming non-adherent,
physicians can best determine which patient engagement strategies to utilize. This also reduces the level
of outreach to low-risk patients (those most likely to adhere) and ultimately allows for more targeted
deployment of resources and time to the most at-risk patients.

Furthermore, care plans should adopt best-evidence practices in reaching low-literacy patients. As an
article in the American Journal of Health Behavior on health education for low-literacy audiences noted,
“Materials should be focused on offering practical strategies for behavior change, the ‘need to do’, rather
than focused on teaching facts, the ‘need to know.”™™

Component 3.3 Diabetes care plans should incorporate best practices in person-centered, culturally-
appropriate guidance for patients with diabetes to address specific cultural beliefs about health (e.g., in
some cultures one does not seek healthcare until symptoms have already developed). To the extent that
these beliefs modify health-seeking behaviors, care plans need to adopt strategies described in the
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literature, such as the use of culturally-salient metaphors for describing diabetes as a disease in terms that
certain community members will identify with."”

Guidance from the American Association of Diabetes Educators and the National Standards for Diabetes Self-
Management Education and Support may be particutarly useful guidelines in this regard:

“[Tlhe prudent diabetes educator provides important information, care, and support to persons affected by
diabetes in 2 manner that:

= Acknowledges that cultural perceptions of health can be unique for each individual.

= Considers the context of learning experiences already present when developing collaborative efforts with the
patient to identify barriers to diabetes care success.

= Conveys accurate information in a fashion that is understandable to the learner. Proactively addresses
limitations to self-management plan adherence and designs/brokers culturally appropriate goals.

Utilizes educational materials and resources appropriate for cuiture, age, literacy level, and learning readiness.

Includes resources that address access fimitations to diabetes-care needs and considers the milieu in which the
care plan is to be executed.

0

@

incorporates sensitivity and respect when educating all peopie irrespective of ethnicity, race, age, and
socioeconomic status.™

#

Comprehensive care planning for diabetes requires a holistic, patient-centered approach that spans the
continuum of care. These three principles and their components underscore NDHI’s vision to ensure
patient adherence and maximizing quality outcomes for diabetes. Thus, comprehensive care planning for
diabetes may provide useful lessons for action to address other chronic diseases.

%

Madication Therapy Management (MTH) Models: Standard versus Enhanced MTH

A critical component of providing coordinated care includes medication adherence. This section explores
improvements to a specific program -- Medicare’s medication therapy management (MTM) program,
which needs to be improved in order to provide better value.

The Medicare Modemization Act (MMA), which created the Part D program, requires that every Part D
plan offer a medication therapy management (MTM) program as a quality improvement feature.
However, misaligned incentives inhibit the program from achieving significant benefits. In September
2015, CMS announced its intent to form a Part D Enhanced MTM Model to test changes to the Part D
program that would achieve better alignment of prescription drug plan (PDP) sponsor and government
financial interests, while also creating incentives for robust investment and innovation in better MTM
targeting and interventions.

Below, we examine the new “enhanced” model and areas for improvement.

! All quotes in this document are from Centers for Medicare & Medicaid Services. CMS Part D Enhanced Medication Therapy
Management Model Fact Sheet. September 28, 2015.
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Tabie 1. Part D Enhanced MTM Model: Positive Features and Areas for Improvement

= Emphasis on regulatory fiexibility will allow = Timing of the model delays beneficial change. The
targeting of high-risk beneficiaries and provide model will result in a potential delay of seven to 10
appropriate level and intensity of services (allows years from today before the model’s benefits can be
PDPs to stratify services by beneficiary risk; allows extended to all beneficiaries since the model does
different levels and types of MTM services). not start untif 2017, runs for five years, and will be

Waivers will allow various providers to offer evaluated. . . .

interventions of a type that are not usually furnished | = The design does not address the value of offering
in traditional MTM programs. these benefits to all Part D members (including MA-
PD plans) to achieve better alignment of PDP
sponsor and government financial interests and
optimize therapeutic outcomes.

Restriction of the model over the five year
demonstration creates unfair competitive
disadvantage for plan sponsors outside the
designated regions. Additionally, all PDF plans.
under a single contract should be able to participate,
rather than be forced to split the contract (creating
administrative burden for CMS8 and plans, as well as
denying the benefits of the enhanced model to some
patients served by the contract).

#

%

Payment incentives CMS should invest in research to determine whether

B

& “Prospective payment for more extensive MTM these payment incentives will offset participating plan
interventions that will be “outside” of a plan’s annual sponsors’ increased resources in the Enhanced
Part D bid”; and MTM model.

= “A performance payment, in the form of an increased
direct premium subsidy, for plans that successfully
achieve a certain level of reduction in fee-for-service
expenditures and fulfill quality and other data
reporting requirements through the [Enhanced]

model.”
Quality Measures w CMS should provide participating plans with an
& “CMS will develop new MTM-related data and metric |  opportunity to parlicipate in developing the quaiity
. collection requirements for both monitoring and indicators that comprise the uniform set of MTM data
evaluation purposes.” elements.

#

CMS should rely on measures that have been
developed through an intensive, fransparent
development and evaluation process such as
employed by national quality organizations like the
Pharmacy Quality Alfiance (PQA) and the National
Quality Forum (NQF).

CMS should work with stakeholders to choose
measures that address clinical outcomes for the
conditions selected by plans for enhanced MTM
services to determine any potential effect that these
services have on overall quality of care.

CMS should employ a public comment process that
allows a full range of stakeholders to provide input
into the final measure set, performance standards
(e.g., for purposes of determining performance-
based payments), and evaluation methods.

#

@




91

NOREC | Viable Solutions: Six Steps to Transform Healthcare Now

CMS should address the expected differences in
Star Ratings between Part D regions CMS has
selected to participate in the demonstration and
those that are prohibited from participating so as not
to penalize those non-selected regions.

CMS should consider the different requirements of
pians with high levels of low-income subsidy (LIS)
enroliment (e.g., any application of financial
incentives to plan payments must be appropriately
adjusted for plans serving high concentrations of LIS
members who may be more difficult to reach out to
and serve—especially as this could impact LIS
benchmarks also),

CMS shouild aiso consider how to fairly measure
quality for plans serving many LIS-efigible enrollees
as they develop quality metrics for monitoring and
evaluation of the model.

#

(-

El

Emphasis on learning activities and plans to CMS should be more explicit about how plans’
promuigate lessons proprietary information can be appropriately
. : protected.

Lessons learmed should be shared with plans outside
of the model's geographic limitations.

CMS should take the lead in robust education of
providers and pharmacies on the Enhanced MTM
mode! test, particularly as it compares to the
standard MTM program. Additionally, increased plan
flexibility to customize their communications about
the model could create confusion for many
physicians and members about how this model test
relates to the traditional MTM benefit.

#

#

El

Stakeholder Collaboration CMS should reconsider its stance regarding
manufacturer and health plan collaborations to aliow
for appropriate interactions that will result in

improved medication adherence.

L
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Health Information Interoperabliity

Beyond patient engagement and adherence, a key goal of NDHI was establishing a learning health

2 L .
system” that operationalizes high-value care through the “[interoperable EHR systems could better

provision of relevant data to the right individuals at the right enable patients and providers to:

time. Providers must be able to use patient data from many w view results from diagnostic procedures

different sources for individual care decisions and population conducted by other providers to avoid

duplication;
health management. NDHI recognizes that integrated « evaluate test results and treatment
information collection and sharing through expanded data outcomes over time regardless of where
. . e the care was provided to better understand

and electronic health records (EHR) interoperability is a patient's medical history;
critical to achieve this goal. Ultimately, a system in which = share a basic set of patient information

: . . with specialists during referrais and
he'alt?l mfonnatlon.technology (HIT) systems interoperate receive updated information affer the
will increase trust in the health system by all stakeholders patient’s visit with the specialist to improve

care coordination;

tracking and reporting systems to demonstrate safety and ;g?;ﬁggge;f dﬁ:ﬁé:?gtzaég;;odﬁc;uce
quality. interactions, medication abuse, and other
adverse drug events; and identify
important information, such as allergies or

and reduce the need to rely on expensive and burdensome

£

While challenges still remain, the past decade has brought preexisting conditions, for unfamiliar
. . patients during emergency treatment to
tremendous progress towards the adoption and meaningful reduce the risk of adverse events. "

use of HIT. As a first step toward building a system for
electronic health data exchange among providers, Congress passed the Health Information Technology
for Economic and Clinical Health (HITECH) Act in 2009. The Act included provisions for Medicare and
Medicaid EHR Incentive Programs to promote the adoption and meaningful use of qualified electronic
health records through financial incentives, and mandated that the Office of the National Coordinator for
Health Information Technology (ONC) coordinate nationwide efforts to implement H IT. ¥ Since the law
passed, the federal government has invested over $28 billion in HIT and has established requirements and
measures for Meaningful Use (MU) stages that providers must meet in order to receive incentive
payments;™ and the adoption of EHRs among hospitals and physicians has increased significantly. In
2008, 9.4% of hospitals and 16.9% of doctors had adopted an EHR system.™ As of 2014, 75% of hospitals
and 80% of physicians had adopted an EHR system.”™™ Interoperability of EHR systems has not been
achieved at similar rates, however. For example, as of 2013 only 62% of hospitals had reported being
able to exchange electronic health information with any provider outside their organization. ™

Since the passage of HITECH, several other major efforts by the public and private sectors have been
undertaken to move toward an interoperable healthcare system. All stakeholders agree on the
fundamental components of interoperability, but definitions of and timing for national interoperability
differ. In an effort to move toward comprehensive interoperability, Congress passed the Medicare Access
and CHIP Reauthorization Act (MACRA) of 2015, which declares that achieving interoperability by

* According to IOM, a learning health system is one “in which science, informatics, incentives, and culture are aligned for
continuous improvement and innovation, with best practices seamlessly embedded in the delivery process and new knowledge
captured as an integral by-product of the delivery experience.”

htp:/fiom nationalacademies. org/~/media/Files/Activity%20Files/Quality/ VSR T/Core%20Dog /LearningHealthSvstem pdf
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December 31, 2018 is a national objective and directs HHS to establish related metrics. Congress also
directed the GAO to review the efforts of non-government organizations to develop the infrastructure
needed to support nationwide interoperability of healthcare information. In addition to reviewing selected
nonfederal interoperability initiatives, they described key challenges related to EHR interoperability and
the extent to which selected private sector initiatives are addressing these challenges. GAO noted that
private sector stakeholders are using different approaches to address these key chalienges: (1)
insufficiencies in health data standards, (2) variation in state privacy rules, (3) accurately matching
patients’ health records, (4) costs associated with interoperability, and (5) the need for governance and
trust among entities, such as agreements to facilitate the sharing of information among all participants in
an initiative. ™ Although many efforts focus on the interoperability of EHRs, leaders in HIT are also
working to incorporate other types of data into an interoperable systernh. For example, Ascension Health's -
Center for Medical Interoperability is working to incorporate medical device data into an interoperable
system that includes EHR data and other HIT data.™

sre 2, Key HIT and Interoperability Pending Legislation and Laws

FINAL R
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Building on these efforts, ONC published the final “Connecting Health and Care for the Nation: A Shared
Nationwide Interoperability Roadmap” in October 2015 that outlines a vision for interoperability with a
timeline and public/private sector opportunities for achieving the goals of interoperability. ONC’s goals

for interoperability align with those identified by NDHL Stakeholders Identified by ONC Who
Can Affect or Are Affected by
Interoperability:

= People who receive care or support the
= Be person-centered care of others

= Focus on value

@

Peopie and organizations that deliver
care and services

Organizations that pay for care

People and organizations
{governmental) that support the public
good

People and organizations that generate
X new knowledge, whether research or

% One size does not fit all quality improvement

= People and organizations that provide
health IT capabilities

People and organizations that govern,
certify and/or have oversight

People and organizations that develop
levels of advancement and maintain standards™

= Protect privacy and security in all aspects of
interoperability and respect individual preferences

Ll

w Build a culture of electronic access and use

]

» Encourage innovation and competition

£

= Build upon the existing health IT infrastructure

» . Siniplify

» Maintain modularity

#

»  Consider the current environment and support multiple

L

ONC calls on the private sector and many other stakeholders to join in “helping consumers easily and
securely access their electronic health information when and where they need it most; to enabling
individual health information to be shared with other providers and refrain from information blocking;
and to implementing federally recognized, national interoperability standards and policies so that we are

aobivi

no longer competing between standards, but rather innovating on a set of core standards.

Despite progress in the public and private sectors towards interoperability, NDHI also identified the
following remaining challenges:

& Not all EHR vendors are members of initiative alliances

s Point-to-point transfer does not focus on content exchanged or complex scenarios
w Conflicting and competing standards

=« Lack of consensus on clinical workflow and payment reform best practices

= Limited funds to achieve patient-centered interoperability

w Integrating clinical, billing and administrative data

s New payment models and complex provider collaborations

In an effort to show how all stakeholders can move towards an interoperable system, NDHI identified
three key goals to support patient-centered interoperability that are shared across the public and private
sectors. Together, these keys will move the U.S. toward achieving a patient-centered interoperable health
system (Figure 3).

EiNAL REPORT | 20
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Figure 3. Keys toward Achieving Patient-Centered Interoperability

Figures 3 and 4 highlight examples of public- and private-sector initiatives, and the “keys” (i.e., goals) to
patient-centered interoperability they aim to achieve: (1) Secure Data Sharing; (2) Common Standards
and Governance for Trusted Exchange; and (3) Data Preserved and Not Configured to Information Block.

Figure 4 Key Public and Private Sector Interoperability Initiatives

$ o) 3
@ Private Seclor Examples
8 Public Sector Inftlatives

FINAL REPORT | 21
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Patient-Centersd Interoper:

NDHI participants recognize that the patient must be the focus of emerging interoperable systems, and
that an interoperable system facilitates patient-centered care. According to the Institute of Medicine
(IOM), patient-centered care is defined as “providing care that is respectful of and responsive to
individual patient preferences, needs, and values, and ensuring that patient values guide all clinical
decisions.”™™

A December 2015 report by the Bipartisan Policy Center (BPC) also emphasizes the need to create a
patient centered system and notes that “billions of dollars are being invested by federal, state, and private
sector organizations in new healthcare delivery and payment arrangements that reward better cost and
quality outcomes. These arrangements will require greater information sharing and interoperable
systems. For example, clinicians and care teams will need to have access to information about the
patient—regardless of where care has been delivered—as well as clinical decision support tools, to inform
coordinated, clinical decision-making at the point of care and between visits.”™ The BPC also notes that
patients will play a critical role in improving cost and quality outcomes and that information sharing is
critical to helping patients manage their health, make informed healthcare decisions, and navigate the
healthcare system,™

Ultimately, interoperability allows for patient-centered communication mechanisms that meet the needs
of patients, providers, and caregivers and has positive effects on a variety of outcomes (see Table 2).
Those outcomes include: provider and patient access to health records; patient self-management support;
increased opportunities for communication between providers, providers and patients, and providers and
caregivers; patient engagement; shared decision making among the provider, patient, and/or caregiver;

enhanced patient/caregiver/provider relationships; and coordinated, comprehensive care.™
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Patient-Centered HIT Interoperability*

Table ;

» Access to health records and = Facilitation of patient-physician
reporis interactions
# Information exchange » Increased opportunities for ® Patner'{t health
behaviors

Prevention modalities and weliness communication

#

Symptom management

"

strategies = Educated patients have
s Evidence-based data on increased decision control s Healthcare process
risks/benefits of treatments Increased patient engagement outcomes
= Self-management = Opportunity to discuss w Duiease specific
& eVisit psychological and social context outcomes
= Health knowledge
: + Reduced medical cost
Caregiver | & Continuity of care = Caregiver involvement and time
: reinforces patient-provider
« Access to patient records and interactions S ® Reduced medical error

reports
Caregiver resources
Partnership with provider

Access to care

#

Patient advocate provides
insight on patient perspective

£l

@

L

Assists in translating health
information to patient

Caregiver support in decision
making

Partnership fosters relationships

El

#

Healthcare | s Coordinated and comprehensive w Improved and efficient
Provider care communication between
providers and patient
Behavioral management and
support outside of clinic context
) ) ® Improved communication on
Pharmaceutical dosing systems decision making with other
Intervention management providers and patients

=

Collaboration between providers:
Electronic Medical Record access
Standardized reporting -

5
@

@

#

#

*“Table recreated from "Figure 1. Using heaith information technology (HIT) to impact patient-centered care through
patient-centered communication” in Finney Rutten LJ, Agunwamba AA, Greene SM, et al. Enabling patient-centered
communication and care through health information technology. Journal of Communication in Healthcare.

2014; 7(4):255-261.

The following section provides additional details about the three keys to achieving patient-centered
- interoperability.

Key #1: Secure Data Sharing

Secure data sharing ensures that patients’ privacy is protected in the process of data exchange--and while
the data is stored. ONC explains the importance of secure data sharing: “[I]t serves as the basis for trust
by ensuring that electronic health information can be shared in a secure and private manner and not
altered in an unauthorized or unintended way, while still making the information available when needed
by those authorized to access it.”™ The initiatives in Table 3 are examples of private and public sector
efforts that promote secure data sharing (e.g., Meaningful Use), or have been successful in implementing
systems that practice secure data sharing (e.g., Statewide Health Information Network of New York).
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Tabie 3. Secure Data Sharing Initiatives

Private

CommonWell Health
Alliance
{CommonWell}

The mteropérable network includes identity management, record

locator, consent management, and trusted data access. CommonWef
is committed to robust privacy and security for interoperability. i

Public/Private

Statewide Health
Information Network of
New York (SHIN-NY)

New York's health information exchange is an example of secure
electronic data sharing between providers that participate in a statewide
network s

Public ONC Interoperability ONC describes its commitment to helping consumers easily and
Roadmap securely access their electronic health information when and where they
need it most, and outlines a strategy for accomplishing this goals
Public Meaningful Use According to ONC, "MU privacy requirements address patients’ rights

both to: (1) have their health information protected from unauthorized
access; and (2) access their health information.... The Meaningful Use
security requirements protect Protected Health Information (PH!) against
unauthorized access.”» Meaningful Use Stage 3 includes a measure to
“conduct or review a risk analysis including addressing the )
encryption/security of data stored in CEHRT, and implement security
updates as necessary and correct identified security deficiencies as part
of the EP's, EH's, or CAH's risk management process, i

Key # 2: Common Standards and Governance for Trusted Exchange

According to the GAQ, standards “establish the language, structure, and data types required for
integration among systems.... Consistent implementation of the standards by the vendors that build and

sell EHR systems and by providers who use these systems is necessary for interoperability.

salxxviil

ONC explains that the standards "must be accessible nationwide and capable of handling significant and
growing volumes of electronic health information, to ensure no one is left on the wrong side of the digital
divide.”™™ ONC describes its vision for a system in which “we are no longer competing between
standards, but rather innovating on a set of core standards.”™* Examples of private and public sector
efforts working toward common standards and governance for trusted exchange are highlighted in Table 4.

ORT {24



99

R | viable Solutions: Six Steps to Transform Healthcare Now

Table 4. Initiatives to Establish Common Standards and Governance for Trusted Exchange

Private Argonaut Project | The purpose of the Argonaut Project is to develop a first-generation Core Data
Services specification to enable expanded information sharing for electronic
health records and other health information technology based on Internet
standards and architectural patterns and styles.ixxxi

Private Sequoia The public-private collaborative builds consensus among exchange programs to

Carequality develop a common set of standards and specifications that enable an
interoperable connection among them o The collaborative established policy
for linking data sharing networks, and a framework for implementing data sharing
goals xxxiil

Public Direct Project “The Direct Project specifies a simple, secure, scalable, standards-based way for
participants to send authenticaled, encrypted heaith information directly to known,
trusted recipients over the internet."Ixxxiv “The policy direction for the Direct
Project is provided by the Nationwide Health Information Network Workgroup of
the HIT Policy Committee, and oversight related to technology standards is
provided by the HIT Standards Committee.” ixxxv

Public ONC ONC reports that the purpose of the 1SA is: “1) To provide...a single, public list of

interoperability the standards and implementation specifications that can best be used to fulfill

Standards specific clinical health information interoperability needs. 2) To reflect the resuits

Advisory (ISA} of ongoing dialogue, debate, and consensus among industry stakeholders when
more than one standard or implementation specification couid be listed as the
best available. 3) To document known limitations, preconditions, and
dependencies as well as known security patterns among referenced standards
and implementation specifications when they are used to fulfill a specific clinical
health IT interoperability need."lxxxvi

Public ONC’s “The Governance Framewaork for Trusted Electronic Health information Exchange

Governance (the Governance Framework} is intended 1o serve as the Office of the Nationat

Framework for Coordinator for Health Information Technology’s (ONC's) guiding principles on

Trusted HIE governance. It is meant to provide a common conceptual foundation

Electronic Health | applicable to all types of governance models and expresses the principles ONC

Information believes are most important for HIE governance. The Governance Framework

Exchange does not prescribe specific solutions but lays out milestones and outcomes that
ONC expects for and from HIE governance entities as they enable electronic
HIE "hoexvii

Key #3: Systems are Not Configured to Information Block

ONC defines information blocking as occurring “when persons or entities knowingly and unreasonably
interfere with the exchange or use of electronic health information.”™*¥ ONC and CMS have made clear
statements that they will not tolerate practices that block information exchange. ONC explains that
consequences of this “blocking” of information exchange include:

» - Compromising patient’s safety, care quality, and treatment effectiveness because it withholds
information from patients and providers for informed decision making;

= Impeding progress towards reforming healthcare delivery and payment because sharing information
seamlessly across the care continuum is fundamental to moving to a person-centered, high-
performing healthcare system;

s Undermining consumers’ confidence in their healthcare providers by preventing individuals from
accessing their health information and using it to make informed decisions about their health and
healthcare; and
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% Preventing advances in biomedical and public health research, which require the ability to analyze
information from many sources in order to identify public health risks, develop new treatments and
cures, and enable precision medicine. "

Some key government initiatives to prevent and address data blocking, as well as some private sector

initiatives to address the issue are described in Table 5.

Table 5. Initiatives to Prevent Information Blocking

Private | CommonWell | CommonWell believes health data should be available to individuals and providers

and other regardless of where care occurs, and that provider access to this data be built-inhealth
EHR vendors | IT at a reasonable cost for use by a broad range of healthcare providers-and the people
they serve.x Other EHR vendors have removed costs for providers to exchange data
as well,

Private | KLAS On October 2, 2015, a broad group of EHR stakeholders agreed by consensus to
measurement | objective measures of interoperability and ongoing reporting and to have an
transparency | independent entity publish transparent measures of heaith information exchange that
can serve as the basis for understanding our current position and trajectory.s

Public | CMS e-mail to | In June 2015, CMS released an e-mail address for stakeholders to use to report
report data instances of data biocking.s CMS hopes to use those reports to better understand and
blocking address the problem of data blocking.x#

Public | ONC's Report | In response to the 2015 Appropriations Act, ONC was “urged to use its certification

to Congress program judiciously in order to ensure certified electronic health record technology
(CEHRT) provides value to eligible hospitals, eligible providers and taxpayers. ONC
shouid use its authority to certify only those products that clearly meet current
meaningful use program standards and that do not block health information exchange.
ONC should take steps to decertify products that proactively biock the sharing of
information because those practices frustrate congressional intent, devalue taxpayer
investments in CEHRT, and make CEHRT less valuable and more burdensome for
eligible hospitals and eligible providers to use.” Congress requested “a detailed report
from ONC no later than 90 days after enactment of this act regarding the extent of the
information blocking problem, including an estimate of the number of vendors or eligible
hospitals or providers who block information. This detailed report should also include a
comprehensive strategy on how to address the information blocking issue."+

ONC issued the report in April 2015 and notes that information blocking occurs when
persons or entities knowingly and unreasonably interfere with the exchange or use of
electronic health information” and notes that “there is little doubt that information
blocking is occurring and that it is interfering with the exchange of electronic health
information. "scx

Conchusions

NDHI strongly believes that the nation must move towards an interoperable health IT infrastructure that is
both beneficial to patients and their caregivers, and workable for industry. Functional interoperability is a
critical component to support patient-centered care, value, and continued innovation in healthcare. A
system built on accessible information and secure, meaningful data sharing will elevate healthcare
delivery, advance quality and cost-efficiency, and enable new strides in medical research.
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NDHI members agreed to build upon recommendations already offered to Congress and the
Administration by HLC to continue to work toward achieving an interoperable health IT infrastructure.
All NDHI members agreed that:

= Policymakers should encourage exchange of material and meaningful health data through the use
of technologies and applications that enable bidirectional and real-time exchange of health data
currently residing in EHR systems (e.g., open and secure API technology).

# Policymakers should use appropriate authority to certify only these EHR technology products that
do not block or otherwise inhibit health information exchange. The HHS Office of the National
Coordinator should decertify Meaningful Use products that intentionally block the sharing of
information, or that create structural, technical, or financial impediments or disincentives to the
sharing of information.

w . The federal government, in collaboration with the private sector, should build on current and
emerging best practices in patient identification and matching to identify solutions to ensure the
accuracy of every patient’s identity, and the availability and accessibility of their information, absent
lengthy and costly efforts, wherever and whenever care is needed.

«  Any interoperability requirements or incentives should be “technology neutral” and focused on
outcomes — active interoperation between and among systems—rather than on adoption or use of
specified technologies. It is critical that future policies do not stifle potential innovations in health
system connectivity.

Furthermore, the multisector members of NDHI felt that recent advances in the state of interoperability
collaborations and technologies allowed for even more ambitious goals and recommendations. Based
upon these impressive accomplishments, members endorsed two additional declarations:

»  There should be a national objective to achieve widespread exchange of health information through
interoperable EHR technology nationwide on or before December 31, 2018 (in parallel to the
recommendation made in the Medicare Access and CHIP Reauthorization Act).

¢ Consumers should have easy and secure access their electronic health information, be able to
direct it to any desired location, learn how their information can be shared and used, and be assured
that this information will be effectively and safely used to benefit their health and that of their
community.

NDHI believes that, by bringing together the ideas and technological expertise from both the public and
private sectors, interoperability is an achievable goal that can and should be accelerated through
innovation and partnership between government and the private sector. Interoperability is also key to
achieving the goals set by HHS of tying 30% of fee-for-service Medicare payments to quality or value
through alternative payment models, such as Accountable Care Organizations (ACOs) or bundled
payment arrangements by the end of 2016, and 50% of payments to these models by the end of 2018.
HHS has also set a goal of tying 85% of all traditional Medicare payments to quality or value by 2016 and
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90% by 2018 through programs such as the Hospital Value Based Purchasing and the Hospital

Readmissions Reduction Programs. "
Therefore, as efforts to reform our healthcare system accelerate, all parts must move in tandem.
Meaningful interoperation is a necessary tool to meet the ambitious goals laid out by both private sector
organizations and the federal government to enact value-based payment reforms, new care models, and
allow greater consumer access and control of their healthcare.

we s Regulations

As the healthcare system transforms to reward better value, increased coordination, and a more
empowered consumer, NDHI finds that some laws and regulations that were once important to the
healthcare system may no longer be applicable or may inhibit transformation efforts in unintended ways.
These outdated and/or ineffective healthcare laws and regulations, enacted with the consumer’s best
interest in mind, no longer serve the best interests of the healthcare consumer or healthcare system as a
whole. As our healthcare system shifts from fee-for-service to value-based models evaluated through
outcomes, many burdensome rules governing process have become unnecessary and redundant. Once
payment and outcomes are aligned, there is less need for government regulation on process, since
consumers and healthcare organizations share healthcare goals and responsibility for achieving them.
Laws designed to prevent anticompetitive behavior, for example, now sometimes hinder the coordination
needed for the best patient care. Additionally, wide variation among the regulatory approaches of
agencies, states, and others leads to compliance efforts that cause more harm to patient outcomes than the
risks they are intended to mitigate. Duplicative and outdated laws and regulations may impose an
unnecessary burden on various sectors of the health system, which can negatively affect innovation and

hinder care coordination.

For example, the Federal Anti-Kickback Statute and the Physician Self-Referral (Stark) Law are designed
to ensure the integrity of federal healthcare programs and prevent inappropriate or undue influence on
clinical decision~making that may lead to unnecessary overutilization of federal healthcare resources.
These laws and their regulations prohibit certain financial arrangements between and among providers
and other stakeholders. However, in their current form, they may inhibit current priority initiatives — such
as medical homes, bundled payments and accountable care organizations (ACOs) — that are designed to
promote value and care coordination among providers by aligning financial incentives for improved
outcomes. For example, waivers of these laws and regulations were created to protect ACOs participating
in the Medicare Shared Savings Program so that participants will not face liability for aligning financial
incentives among providers provided certain requirements are met. Further, in the context of priority
payment and delivery arrangements that can improve quality and lower costs (e.g. bundling, gainsharing),
these laws and regulations may foreclose such arrangements because such arrangements were not
envisioned when the laws and regulations were originally developed and any safe harbors and/or
exceptions do not provide specific protection. For example, a physician who adopts a bundled payment
arrangement in collaboration with a team of physicians and other providers may violate the Federal Anti-
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Kickback Statute. Or, a physician who seeks to provide additional services like patient reward programs
or add-on care management services, may implicate the Federal Anti-Kickback Statute or the civil
monetary penalty (CMP) law prohibiting beneficiary inducements. While these laws and regulations are
intended to protect patients and federal health programs from fraud and abuse, their broad scope and
application implicates virtually all healthcare arrangements between and among providers and other
industry participants. This complex web of laws and regulations and related compliance efforts may now
inhibit arrangements designed to encourage hospitals and doctors to collaborate to improve patient care in
a clinical integration program.

Further, various regulations create restrictions on data movement and usage, which often constrain
providers from pursuing alternative payment models and even research initiatives. As health plans and
providers and the medical research community continue to focus on outcomes research and innovation, it
is important that the exchange and aggregated use of healthcare data be allowed. The HIPAA Privacy
Rule strictly defines what constitutes protected health information (PHI) and defines certain institutions,
or covered entities that hold such information. The Federal Policy for the Protection of Human Subjects
or “Common Rule” defines the protection of human subjects in research. Without modifications to
harmonize the rules, unnecessary barriers to data movement will continue to limit the innovative potential
of the healthcare marketplace, especially as PHI continues to migrate out of the traditional healthcare
system.

The misinterpretation and lack of alignment around privacy, security, and enforcement regulations -
developed to safeguard patients’ personal health information — hampers data sharing necessary for
alternative payment models and research. Currently, researchers need to contend not only with the
HIPAA Privacy Rules regulating research but also with state law, and in many cases, additional federal
law, for example, the Federal Privacy Act of 1974, the so-called Common Rule, FDA Regulations, and
other regulations. This results in a confusing and inconsistent set of requirements, often governing the
same study (for example, in the case of a multi-site study in different states).

Finally, advances in technology and data sharing allow for better outcome tracking and faster iteration of
improverments in breakthrough treatments and technologies while manufacturers are still limited by
outdated regulations from the FDA that delay access to breakthrough treatments and technologies.
Various policies within the FDA’s purview have facilitated delays in both the approval of and access to
innovative medical technology and treatments. Encouraging policy change that streamlines FDA’s
responsibilities, while ensuring that companies remain accountable, could reduce FDAs workload,
allowing it to focus on higher-priority activities, and would represent a significant cost and time saving
for the private sector and the federal government.

In an effort to accelerate the development of new treatments, improve care coordination, and facilitate
health system transformation, NDHI identified three key categories in need of reform: the regulation of
competition in healthcare, the flow of health information between health organizations, and
modernization of key FDA rules and regulations—while ensuring that innovators remain accountable.
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Fossible Changes to the Federal Anti-Kickback Statute and Physiclan Self-Referral
{Stark) Law to Foster Integrated Care Delivery and Pavment Modsls

As the U.S. healthcare system continues to move toward quality-driven, value-based care delivery and
payment models, policy and implementation challenges arise as these models may implicate the federal
fraud and abuse legal framework. In general, the fraud and abuse legal framework is designed to penalize
arrangements between and among providers and other industry stakeholders that have the potential to
encourage overutilization of healthcare resources, inappropriately influence provider decision-making,
decrease competition among competitors, and harm patients. To improve quality of care and reduce
costs, new care delivery and payment models are designed to encourage greater integration and
coordination of care and payment between and among providers and other industry stakeholders. These
models may align financial interests in ways that trigger fraud and abuse concerns.

As such, stakeholders across the healtheare system as well as policymakers, and legislators are
considering whether changes to the current framework are needed to make it more compatible with
healthcare delivery system transformation while
retaining appropriate protections against fraud

CMS Payment Waiver Policy

CMS should expand the waiver for patient incentives
under the Medicare Shared Savings Program (MSSP) to
all CMMI demonstrations. The current waiver gives ACOs
the flexibility to encourage preventive care and patient
compliance with treatment regimens without facing CMP
due to beneficiary inducements. PPACA does authorize
the waiver of the program integrity laws for CMMi
demonstrations, but CMMI has largely issued guidance
regarding such waivers on a case-by-case basis. While

and abuse.

Many other federal statutes and regulations are
potentially implicated by these new models (e.g.,
Civil Monetary Penalties (CMP) Law (including
the beneficiary inducement and gainsharing
provisions), the Civil and Criminal False Claims

Acts (FCA), HIPAA, antitrust and tax law, and
state laws that overlap with, mirror, or relate to
these federal laws. However, NDHI participants
decided to focus their efforts primarily on the
Federal Anti-Kickback Statute and Physician

this information helps to ameliorate the concerns of
would-be participants in CMMI demonstrations, concrete
assurances in the form of prospective, bright line waivers
could spur greater confidence and participation.
Additionally, CMS should expand these permissions (such
as the ability to waive copays) fo private sector ACOs,
which operate with the same incentives as those in CMS

demonstration programs.

Self-Referral (Stark) Law as primarily and
respectively enforced by HHS, Office of Inspector General (OIG), and CMS.

While this report does not address the other federal and state laws noted above, it is particularly important
to note the relationship between the Federal Anti-Kickback Statute and the Civil Monetary Penalties
(CMP) Law as they relate to both beneficiary inducement (i.e., providing anything of value to a patient in
order to encourage the patient to utilize a particular provider, device, or pharmaceutical) and gainsharing
(i.e., sharing savings among providers). It is common for arrangements between industry stakeholders
(e.g., medical device and pharmaceutical manufacturers and providers) to potentially implicate both the
Anti-Kickback Statute and the CMP law. For example, routinely waiving patient co-payments potentially
implicates both the CMP Law’s beneficiary inducement provisions as well as the Anti-Kickback Statute,
which prohibits a co-payment waiver because it constitutes something of value provided to a patient. As
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such, when considering potential changes to the Anti-Kickback Statute, stakeholders also should consider
related changes to the CMP Law to ensure consistency in interpretation and application across both laws.

For reference, this report provides some background information on the Federal Anti-Kickback Statute
and Physician Self-Referral (Stark) Law as well as an overview of recent regulatory and legislative
changes that provide additional context for the discussion of possible options to modify these legal
frameworks.

It is important to note that alignment of the fraud and abuse legal framework with new care delivery and
payment models is being discussed at multiple levels across the healthcare system. The recent Medicare
Access and CHIP Reauthorization Act of 2015 (MACRA) called for the HHS Secretary, in coordination
with the OIG, to consider possible modifications to the legal frameworks to better align with integrated
care delivery and payment models. In addition, CMS solicited feedback on possible changes to the Stark
Law in the 2016 Physician Fee Schedule Proposed Rule indicating that the agency is thinking about these
issues and open to dialogue regarding modifications. In the Final Rule, CMS stated that it will consider
the comments received when preparing MACRA-mandated reports to Congress.

e

The Currant Legal Framewor

1 Seif-Refarral (Stark) Law

The Federal Anti-Kickback Statute and Physician Self-Referral (Stark) Law regulate arrangements
between and among healthcare industry participants. The Anti-Kickback Statute prohibits any individual
from knowingly and willfully offering, paying, soliciting, or receiving anything of value in retum for a
referral or to induce the generation of business reimbursable by a federal healthcare program.*" This
prohibition applies to all healthcare industry participants, including institutional and individual providers
and medical device and pharmaceutical manufacturers and suppliers. The Stark Law prohibits physicians
from referring Medicare patients for certain services to an entity with which the physician {or an
immediate family member) has a financial relationship.™"" The Stark Law also prohibits healthcare
organizations from billing Medicare for services provided pursuant to an improper referral.

xeviii

The Anti-Kickback Statute is a criminal law and intent is required for liability to attach; penalties for
violating the statute include imprisonment and substantial fines. In contrast, the Stark Law is a law of
strict liability, meaning that no intent to violate the law is required. Civil monetary penalties may be
levied for violations of the Anti-Kickback Statute and the Stark Law, and entities that violate either may
be excluded from participation in federal healthcare programs.

There are exceptions to each law (referred to as “safe harbors” for the Anti-Kickback Statute and
“exceptions” for the Stark Law) that protect certain types of business arrangements and transactions that
are considered to present a minimal risk of fraud or abuse when structured appropriately (i.., in
accordance with exact requirements of an exception). The exceptions and associated requirements are not
the same across both laws, though there is overlap. Generally, exceptions include payments made in the
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course of legitimate business dealings (e.g., salaries paid to bona fide employees) and payments made for
services integral to healthcare delivery (e.g., personal services contracts).

Racent ative and Regulatory Changes
1.) General Changes to Fraud and Abuse Laws: The Medicare Access and CHIP Reauthorization Act of
2015 (MACRAY™™ contained several provisions relevant to the fraud and abuse laws in general,

including:
= Requiring the Secretary of HHS, in consultation with the OIG, to:

i.  Study the applicability of fraud prevention laws under alternative payment models
(APMs), identify aspects of APMs vulnerable to fraud, and examine implications of
waivers to APMs. The Secretary must report to Congress on its findings and provide
recommendations on how to reduce APMs’ vulnerability to fraud by April 16, 2017;°
and

ii. Submit a report to Congress by April 16, 2016 with options for amending existing
Medicare and Medicaid fraud and abuse laws and regulations through exceptions or
safe harbors to permit gainsharing or similar arrangements between physicians and
hospitals that would improve care while reducing waste and inefficiency.”
« Narrowing the gainsharing Civil Monetary Penalty Law® so that it only applies to reductions or

cift

limitations of medically necessary services.

2.) Stark Law Changes in Physician Fee Schedule: CMS routinely uses payment rules to amend the Stark
Law regulations. In July 2015, CMS issued a proposed 2016 Medicare Physician Fee Schedule™ in
which it referenced its history of using such rulemakings to make changes to the Stark law, detailed

proposed changes to the law, and requested public feedback about these changes, which included:™

= Two new Stark exceptions (covering payments to physicians to employ non-physician
practitioners and timeshare arrangements for the use of office space, equipment, personnel,
suppiies, and other services that benefit rural or underserved areas);

= Guidance and clarification related to financial relationship documentation and requirements
specific to certain financial relationships; and

= Clarifying Patient Protection and Affordable Care Act of 2010 (ACA)-mandated limitations on
the whole hospital exception.

CMS finalized the proposed changes with minor modifications on October 30, 2015 in a final rule with
evi

comment period.”” In the proposed rule, CMS sought public comment regarding the impact of the Stark
law on healthcare delivery and payment reform, and specifically asked for feedback on perceived Stark-
related barriers to clinical and financial integration.” CMS also posed specific questions for stakeholder
input regarding the need for guidance on the application of aspects of the Stark regulations to physician

compensation unrelated to participation in APMs. In the final rule, CMS stated that it will carefully
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consider comments received in response to these questions when preparing reports o Congress as
mandated by MACRA®™ and in determining the necessity of additional rulemaking on these issues.™

3.) Medicare Shared Savings Program: The ACA made several changes that impact the fraud and abuse
laws. One major change was the creation of the Medicare “Shared Savings Program” (MSSP), which
allows groups of providers to create ACOs and share in the savings generated by reducing the overall
cost of providing care to an assigned population of Medicare beneficiaries. CMS and the OIG
published interim final rules on November 2, 2011 waiving certain provisions of the Stark Law and
the Anti-Kickback Statute that would limit ACO arrangements within the MSSP.” These provisions
were extended through November 2, 2015 by a continuation notice published in 2014. CMS has
‘authority to issue waivers of the federal fraud and abuse laws as may be necessary to test models for
improving care delivery or reducing expenditures and is likely to do so in relation to other CMMI
models. Three other changes made directly to the fraud and abuse laws by the ACA include:

= Relaxed the Anti-Kickback Statute's intent requirement (clarifying that an individual or entity
need not intend to violate the Statute or even know the Statute exists to have the requisite level of
intent);

= Added disclosure requirements to the Stark Law’s in-office ancillary services exception
applicable to certain imaging services; and

= Removed the “whole hospital exception” (commonly referred to as specialty hospitals) to the
Stark law, with limited grandfathering for existing arrangements.

4.

N

E-prescribing and EHRs: The Medicare Prescription Drug Improvement and Modernization Act
(MMA) of 2003 mandated the development of an Anti-Kickback Statute safe harbor and a Stark
exception to promote e-prescribing technology adoption. In 2006, CMS and the OIG issued final
rules furthering this mandate via two exceptions: (1) certain providers and health plans may subsidize
100% of e-prescribing system hardware, software, training, and support for certain related entities;
and (2) through 2013, any provider or health plan may subsidize up to 85% of electronic health record
(EHR) software and/or related technology and training services for any provider.”™ The preambles of
both final rules provide an illustrative but non-exhaustive list of EHR software and related
technologies that would be considered covered technology within the donation exception.™ These
examples include: connectivity services, clinical and information support services related to patient
care, maintenance services, and secure messaging. The final rules specifically exclude certain items
and services, including storage devices and software with core functionality other than electronic
health records, such as payroll software. On December 27, 2013, the OIG and CMS issued joint final
regulations extending the EHR exception through 2021 and modifying some of its requirements.”™ In
response to stakeholder concerns about the scope of covered technology, the final rules note the
importance of maintaining flexibility in the definition, particularly as health information technology
evolves.™ The rules declined to expand on the illustrative list provided in the 2006 final rule or to
memorialize that list within the regulatory text and noted that revising the definition could
inadvertently narrow the exception. The final rules emphasize whether specific items and services are
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considered covered technology under the exception is dependent on the particular items or services.
Specifically, donated items or services must be necessary and used predominantly to create, maintain,
transmit, or receive electronic health records to qualify for the exception. The final rules suggest the
possibility of expanding the scope of covered technology in the future.™

1.) Information Blocking: The OIG issued an Alert on October 6, 2015 dealing with information
blocking and the EHR safe harbor exception to the Anti-Kickback Statute.” The Alert notes that
donation of [EHR] items or services that have limited or restricted interoperability due to action
taken by the donor or anyone on the donor’s behalf would not fall within the EHR donation safe
harbor. OIG believes that charging fees to deter non-recipient providers and suppliers and the
donor’s competitors from interfacing with the donated items or services would pose “legitimate
concerns” that parties were improperly locking-in data and referrals and thus that the arrangement
in question would not qualify for safe harbor protection.

2.

o

Medicare and Medicaid Discharge Planning Requirements: CMS released a proposed rule on
October 29, 2015 revising Medicare and Medicaid discharge planning requirements for acute
care, long-term care, and critical access hospitals, inpatient rehabilitation facilities, and home
health agencies.”™" The rule would implement the Improving Medicare Post-Acute Care
Transformation (IMPACT) Act of 2614’s discharge planning provisions, which modifies
conditions of participation (COPs) to require post-acute care providers, hospitals, and critical
access hospitals to account for quality, resource use, and similar measures in the discharge
planning process. The rule would require these entities to use and share data on quality and
resource use measures to assist patients in selecting post-acute care providers.

The list below represents potential priority regulatory and legislative options to modify two of the primary
fraud and abuse laws (the Federal Anti-Kickback Statute and Physician Self-Referral (Stark) Law) to
better support innovative and integrated care delivery and payment models. These changes may be
pursued independently or concurrently and some of the options may lend themselves to both regulatory
and legislative action. It is not intended to be, nor should it be construed as an exhaustive analysis of the
universe of potential modifications to these laws. The priority options, categorized as either Regulatory
or Legislative, were selected by the National Dialogue for Healthcare Innovation initiative based on the
following criteria:

Feasibility: Willingness of Congress, CMS and/or OIG to address

Impact: Potential to alleviate and/or eliminate perceived and/or real barriers to developing and
implementing new models of care delivery and payment based on fraud and abuse framework
Timeliness: Whether meaningful action may/can be taken in the next 6-12 months
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While the options are categorized as regulatory and legislative, it is important to note that they may be
pursued independently or concurrently and some of the options may lend themselves to both regulatory
and legislative action.

tory Options

# Create Anti-Kickback Statute and Stark Law waivers for all ACOs that meet certain conditions,
whether those ACOs are participating in the Medicare Shared Savings Program (MSSP) or not.

= Extend existing Anti-Kickback Statute and Stark Law exceptions for donation and financial support
of EHR software, related technologies, and training beyond 2021. As part of an extension, ensure
range of relevant and appropriate interoperable technologies that enable meaningful improvements in
healthcare delivery and health information exchange are included based on the evolving technological

environment.

= Clarify how to establish, document, and apply the “volume or value of referrals™ standard within the
changing healthcare payment environment.

= Expand and revise definition of fair market value to account for new payment models that incentivize
performance™ ™

directorships).

(e.g., payment for consulting services or other professional services, such as medical

=« Eliminate or redefine the “one purpose™ test for Anti-Kickback Statute liability and replace it with a
balancing test that would require the OIG to prove either increased cost or actual harm to a patient.”™
This would potentially allow, for example, arrangements where providers and/or medical device or
pharmaceutical manufacturers provide items or services of value to patients to assist with prescription
medication adherence or access to healthcare services. The OIG could assess the arrangement’s
overall impact on quality of care and weigh these benefits against the potential risk of fraud and abuse
to determine whether the transaction is permissible, regardless of whether one purpose of the
arrangement is potentially problematic.

= See references under Legislative Options to changes that may be made through legislation and/or
regulation to the Anti-Kickback Statute, Stark Law, and the CMP Law based on the HHS Secretary’s
findings related to the assessment of the application of the laws in the current context of healthcare
transformation.

Lagisiative Options

= Expand the parameters of the MACRA-mandated gainsharing report (due by April 16, 2016) and
alternative payment model report (due by April 16, 2017)°* and require the HHS Secretary to review
and assess the Anti-Kickback Statute, the Stark Law, and the CMP Law in the context of the
transformation of the healthcare system, specifically addressing: (1) whether these laws create
unnecessary barriers to integrated care delivery and payment models; (2) whether these laws are
effective in limiting fraudulent behavior; and (3) whether these laws should be modified to more
effectively limit fraud and abuse without limiting new care and payment models aimed at providing
better care at lower costs. The review process for both reports should include subject matter experts
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from CMS and the OIG and the Secretary also should consult with the Department of Justice (DOJ),
Internal Revenue Service (IRS), and the Federal Trade Commission (FTC). In addition, the Secretary
should allow for opportunities for stakeholder input that would include medical practitioners and
administrators, pharmaceutical and medical device manufacturers and suppliers, consumers, and legal
and policy experts to review the Secretary’s findings and assessment. Findings from the assessment
along with stakeholders’ feedback could be included in both reports, which also should include plans
of action to address any suggested changes to the legal frameworks that arise from the assessment, as
well as a description of the actions needed to achieve those changes.

= Changes identified through the assessment and reports noted above may yield opportunities for either
legislative or regulatory action to amend the Anti-Kickback Statute, Stark Law, and CMP Law to
protect arrangements that promote increased quality and lower costs.

= Congress also may consider granting OIG and CMS broader regulatory flexibility/ralemaking
discretion to develop exceptions/safe harbors that are consistent with broad policy objectives (e.g.,
increase efficiency and quality and decrease costs) and adapt the Anti-Kickback Statute, the Stark
Law, and the CMP Law to the current healthcare environment.”™ Note that OIG and CMS already
have statutory authority to create safe harbors and exceptions, but Congress could direct them to do so
with respect to specific areas and/or in specific ways based on findings from the assessment and/or
reports.

s The HLC and the NDHI will participate actively in opportunities for comment and will consider
further suggestions based on the Secretary’s findings.

Health Information Flow a

There is growing interest in using data to better understand how to optimize the practice of medicine, the
delivery of healthcare and new approaches to wellness and prevention of illness. At the same time, access
to data needs to be balanced with the public’s concern about the confidentiality and use of health data.

As data is appropriately accessed, it is vital to understand how to safely use these data to generate
information for evidence-based care, share the data, analyze the data, and predict future needs of our
complex healthcare delivery system. These data are fundamental to designing, implementing and
evaluating innovative approaches to payment and financing reform and value-based delivery system
reform, as well as medical breakthroughs.

Consistent Legal Requirements

Section 262 of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) defines “health
information” as “any information, whether oral or recorded in any form or medium, that (A} is created or
received by a healthcare provider, health plan, public health authority, employer, life insurer, school or
university, or healthcare clearinghouse; and (B) relates to the past, present, or future physical or mental
health or condition of any individual, the provision of healthcare to an individual, or the past, present, or
future payment for the provision of healthcare to an individual.” " HIPAA was designed to ensure that
individuals’ health information is protected while allowing the flow of health information needed to
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provide high quality healthcare. HIPAA was also designed to protect the privacy of individuals’
electronic health information while allowing the adoption of new technologies that will improve the
quality and efficiency of patient care. Therefore, as noted by ONC, it is important to reconcile barriers
that may be caused by HIPAA at the same time that the goals and protections are maintained ™%

One particularly burdensome barrier to nationwide health information exchange is the many diverse state
laws across the country regulating health information alongside HIPAA. These many state privacy and
information sharing laws create enormous complexity resulting in substantial impediments to the
implementation of health information exchanges within and across state borders. Healthcare
organizations have long advocated for the harmonization of national and state privacy and security
requirements in order to simplify compliance and facilitate greater information sharing, and promote
patient access. We believe that a broader harmonization that would clearly incorporate the Health
Insurance Portability and Accountability Act (HIPAA) governing standards would benefit the healthcare
system without creating any material adverse impact on individuals.

Recent work by ONC™Y to outline a path forward for harmonization of conflicting, confusing, and
burdensome state privacy laws provides new hope for efforts to simplify the protection of health
information. Efforts to educate states on existing federal standards and begin a dialogue on this important
problem are important. With regard to the critical actions outlined in the roadmap, we believe there is
both precedent and will for an accelerated timeline with stakeholders acting alongside ONC. Specifically,
a discussion with nationwide stakeholders should include possible action items, such as harmonization of
state and federal law.

Patient Matching

Creating a balance between safe and legal sharing of information with the need to consistently and
accurately match patient data creates a number of problems for physicians and other healthcare providers.
Without accurate sharing, providers may have an incomplete view of a patient’s medical history, care
may not be well coordinated with other providers treating the patient, patient records may be overlaid,
unnecessary testing or improper treatment may be ordered, and patient confidence may be eroded.
Barriers to data sharing may also cause providers to face costly clinical workflow inefficiencies and
potential inaccuracies including identifying the correct patient record, ordering duplicate tests, and failing
to protect patient privacy preferences.”™"

For EHRs to deliver on the promise of better healthcare, they need to ensure that patient data are sent and
received easily among providers across disparate systems. These shared records must be accurate and
useable. Patient matching is critical to the successful sharing of patient records, but patient data matching
is an ongoing obstacle to seamless information exchange between organizations.

The ONC recently performed an assessment of current industry capabilities and best practices for patient
identification and matching with a focus on matching records among different organizations providing
care to a specific individual. The Patient Identification and Matching Initiative focused on identifying
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incremental steps to help ensure the accuracy of every patient’s identity, and the availability of their
information wherever and whenever care is needed.*" In addition, the Care Connectivity Consortium
(CCC) and the Sequoia Project believe patient privacy should be at the center of patient identity
management strategies. Specifically, they want to help advance the ability of patients to protect the
confidentiality and integrity of their data, and to help patients stay aware of and in control of their data.
CCC spells out three principles to achieve these goals: (1) allow for anonymous or pseudonymous patient
identities; (2) correct identification of patients so that their privacy preferences can be determined and
honored; and (3) enable correct matching of patients to their records (whether anonymous or identifiable).

The potential benefits of successfully matching a patient to their health information across all care
settings cannot be understated. It is critical to health information interoperability efforts, critical to
provide a patient a comprehensive health record upon request, and critical to ensuring that health
professionals have the information to safely and effectively treat patients. More effective patient
matching could lower healthcare costs by preventing redundant tests and scans, and more effectively
prevent adverse events caused by medication interactions. The private sector has taken steps forward to
reach these goals, but federal legislators need to facilitate government cooperation in ensuring success in
building this infrastructure nationally.

Harmonization of Federal Research Rules

Similarly, federal rules for human subjects research, combined with other privacy rules, create a complex
and burdensome environment for research. For example, definitions between the HIPAA Privacy Rule
and the Common Rule for human subjects research are not always consistent, creating ambiguity and
confusion for researchers. There should be one harmonized privacy standard for research institutions so
that research and innovation are not delayed. The federal government should streamline the internal
review board (IRB) process, clarify researcher and IRB expectations with respect to the scope and
intensity of IRB review, and focus IRB resources and attention on those studies warranting the most
careful scrutiny.

Health Information Flow Recommendations
In summary, there are several core needs that currently stand as barriers to fully integrating the use of
health information into a leaming, interoperable health system:

« Create a single national definition for protected health information and privacy standard to protect
patients while mitigating complications from state laws.

= Update and harmonize federal privacy rules with regard to new and innovative research to allow for
simple, clear requirements for health organizations — many of whom conduct research and drive
innovation while providing care.

«  Support and cooperate with leading private sector organizations in their efforts to match the right
patient to the right record with minimal time and effort.
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In this dynamic environment of information sharing, stakeholders have growing concerns about open
access to data and sharing data among and across providers because of the fear of breaching data
confidentiality. Varying interpretations of HIPAA as well as different state privacy laws are also leading
to confusion and a fear of violating the rules which is then resulting in restrictions to the movement and
sharing of data. In addition, a growing number of data breaches are leading major health systems to be
more cautious about sharing data. Building on these concerns, NDHI supports the need to review and
simplify the complex web of laws regulating health information in light of the movement towards value
based care and other information-based changes to the healthcare environment.

FOA Re
Manufacturers face unnecessary and redundant regulations from the FDA that delay access to
breakthrough treatments and technologies. Various policies within the FDA’s purview have facilitated

delays in both the approval of and access to innovative medical technology and treatments. Encouraging
policy change that streamlines FDA’s responsibilities, while ensuring that companies are accountable,
could reduce FDA's workload, allowing it to focus on higher-priority activities, and would represent a
significant cost and time saving for the private sector and the federal government.

NDHI identified a series of unnecessary and redundant regulations from the FDA that delay access to
innovative treatments and technologies. Addressing these barriers will help promote the development and
availability of breakthrough treatments and technologies:

= Reduce Regulatory Burdens on Multicenter Clinical Trials - Eliminate the prohibition on using a
single IRB of record for device trials, conforming the statute to the requirements for drug trials and
the practice for other types of multicenter trials, and require FDA to develop guidance on the use of
such single IRBs in device trials. ;

s Reduce FDA Premarket Submission Rule - Reduce the review burden on FDA and companies by
allowing companies to make certain changes to devices without a premarket submission if their
quality system has been certified as capable of evaluating such changes.

s Recognition of Standards ~ Timely review of a request for recognition of a standard established by
an internationally or nationally recognized standards organization would improve regulatory
efficiency. Through greater use of standards and more transparency in this area, FDA review will be
more efficient and the time to bring medical technology from the bench to the bedside will be
reduced.

= Valid Scientific Evidence - Expanding valid scientific evidence to include evidence described in
well-documented case histories, including registry data, studies published in peer-reviewed journals,
and data collected in countries outside the U.S. would allow greater flexibility in the FDA review of
medical devices and improve access to new therapies for patients (Cures Section 2222).

s Training and Implementation of Least Burdensome — Training related to the meaning and
implementation of the least burdensome provisions would increase efficiency and consistency for the
FDA and manufacturers, allowing greater innovation for patients. Improved understanding and use of
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the least burdensome provisions would minimize the time involved in bringing new treatments to
patients, while maintaining FDA’s high standards for safety and efficacy (Cures Section 2223).

= Increase flexibility to share scientific and healthcare economic information with population

health decision-makers —Biopharmaceutical manufacturers can and should partner with payers and
providers in efforts to communicate about and optimize the clinical benefits of prescribed treatments.
The push for value-based payment is accelerating demands by payers and providers for a growing
range of information about the clinical and economic outcomes of their products. Biopharmaceutical
companies routinely develop data describing the cost-effectiveness of various treatment options, data
based on post-market use of these medicines, as well as safety and efficacy information. Application
of these data can enhance patient care and the efficiency of the healthcare system, but companies are
not currently permitted to share such information proactively with healthcare professionals or payers.

Table 6 in Appendix A provides more detailed descriptions of these issues.

Conclusions

NDHI recognizeé that these FDA regulatory barriers are all addressed in some way through the House 21™
Century Cures effort. The bill would provide additional resources to the NIH and to the FDA and
benefits patients, researchers, and clinicians by supporting new opportunities for breakthrough treatments
and cures. The bill is also designed to remove unnecessary regulatory burdens with an emphasis on
patient centered research and care and break down barriers among healthcare silos to promote innovation
and communication among researchers, scientists, and innovators. Finally, the bill includes an
accelerated pathway for FDA approval and Medicare and Medicaid coverage for products that represent
significant improvements in treatment or diagnosis of life-threatening or irreversibly debilitating diseases
or conditions that would stimulate development of new diagnostics and treatments and assure prompt
availability of those treatments to patients. NDHI will continue to address and support these issues in the
Senate and through other opportunities as they arise.
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There is a broad consensus in the United States among healthcare providers, payers, clinicians, patients,
and consumers that the nation’s healthcare system does not operate at a level that generates optimal value.

There is significant room for improvement in elevating quality, cost-efficiency, and sustainability. There
is a gap between the innovations being developed in all sectors of healthcare and the ability to deliver
those improved products and practices fo patients.

Through the Healthcare Leadership Council’s National Dialogue for Healthcare Innovation initiative,
companies from all sectors of healthcare joined with leaders of patient advocacy organizations, federal
government officials, and academic health policy experts to build consensus on a broad spectrum of steps
necessary to strengthen health system value and enable health innovation to have a greater positive impact
on the entirety of the healthcare continuum.

NDHI participants came to the conclusion that healthcare in the U.S. can be significantly improved by
focusing on actions that are readily achievable via legislation, regulation, or voluntary actions by various
health system players. Positive health system transformation does not require a wholesale remaking of
health delivery structures, but rather the enabling and acceleration of patient-centered innovation.

The recommendations in this paper are intended to drive health system transformation and a movement
toward value and innovation. The consensus viewpoints contained in this report are also consistent with
steps currently being taken by the federal government to guide a health system transition from fee-for-
service to pay-for-value and toward more integrated, coordinated care. These recommendations should
serve as a catalyst for further debate and decisive action.
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Mr. HURD. Thank you, sir.
Mr. Savage, you are recognized for 5 minutes.

STATEMENT OF MARK SAVAGE

Mr. SAVAGE. Good afternoon, Chairman Hurd, Ranking Members
Lieu and Cartwright, and distinguished committee members.
Thank you for the opportunity to testify today.

I am Mark Savage, director of health IT at the National Partner-
ship for Women and Families, a nonprofit, nonpartisan organiza-
tion that for 45 years has worked to improve the lives of women
and families. We are deeply invested in improving the value and
experience of health care and ensuring that new models of delivery
and payment help make consumers partners in their care with ac-
cess to the right care at the right time.

I am delighted to be able to share today the values, experiences,
and needs of patients and consumers who are using health infor-
mation technology, such as online access and electronic data-shar-
ing with doctors to improve their health and care.

The national partnership leads the Consumer Partnership for
eHealth coalition and can speak broadly to the great opportunities
that health IT presents and the obstacles that still make it difficult
to realize its full potential.

Health IT is the essential infrastructure for improving quality,
care coordination, and value in our health care system today.

It is a critical tool for engaging consumers who clearly recognize
its value, according to a national survey we commissioned in 2014.
We found that nearly 9 in 10 patients with online access to their
health information use it. Notably, people who use online access
frequently are much more likely than infrequent users to report
that health IT motivates them to improve their health.

Patients recognize that health IT is essential to improving their
access to care, as well as their access to their health information.
They know what we know, that health IT helps patients and family
caregivers communicate with their health care providers, share in-
formation and manage their care; improves patients’ knowledge of
their health and empowers them to take charge of their care plans;
allows patients to correct errors or outdated information in their
medical records, such as a missing drug allergy; enables patients
to share treatment outcomes, such as pain levels, functional status,
and whether their health improved after the office visit; helps
health care providers answer questions from patients by secure
email and provide care with telehealth and see the patients who
need the most; gives patients more control over how much personal
medical information is shared and how it is used; and much, much
more.

Like electronic access in so many other parts of our lives, such
as banking and retail, health IT enables real-time access to care
and information, and provides individuals with the convenience
and control they need and expect in the 21st century. Health IT
can also enhance patient trust and the privacy and security of pa-
tient data through encryption and other means.

The country has seen a rapid increase in health care providers’
adoption and use of health IT in recent years, but much work re-
mains before the potential benefits reach all patients. We have an
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urgent imperative to break down barriers and continue the
progress.

First, that begins with removing barriers to health information.
The national partnership runs the Get My Health Data campaign,
and, through it, we have learned that many patients continue to
face astonishing barriers to getting their digital health records
from their health care providers. We need to change that by ad-
vancing policies and programs that promote patients’ online access
to and use of their health information.

Second, we need to clarify privacy and security requirements for
sharing health data, because confusion persists about patient ac-
cess rights. That means, for example, adding proactive education
initiatives about what HIPAA requires and what it does not, and
encouraging mobile app developers and technology vendors to post
their privacy policies and data-sharing practices in standardized
ways.

Third, we need to enhance the usability of health information so
that when patients access their medical data, they can understand
and use it. For example, innovative apps could help patients orga-
nize their health information in ways that they find most useful.

And fourth, we need to bridge existing digital divides to help
identify and reduce disparities in care. That means, for example,
promoting online access to health information across diverse com-
munities, and innovation in mobile apps can help.

In sum, patients and consumers applaud the progress to date
and they need more. Patients have a unique vantage point for they
are at the center of the health care and information-sharing we are
all working to improve.

Our goal must be to leverage health IT so it helps patients be-
come real partners in their care and health. Only if we do that will
we realize the full promise of health information technology. Thank
you very much.

[Prepared statement of Mr. Savage follows:]



128

national partnership
for women & families

Because actions spesk louder than words.,

Testimony of Mark Savage
National Partnership for Women & Families

HEARING ON
OPPORTUNITIES AND CHALLENGES IN ADVANCING HEALTH INFORMATION TECHNOLOGY

U.S. House of Representatives
Committee on Oversight and Government Reform
Subcommittee on Information Technology and
Subcommittee on Health Care, Benefits, and Administrative Rules
March 22, 2016

Good morning, Chairmen Hurd and Jordan, Ranking Members Kelly and Cartwright, and
distinguished committee members. Thank you very much for the opportunity to testify here
today.

My name is Mark Savage, Director of Health IT Policy and Programs at the National
Partnership for Women & Families. I am delighted to be with you today to share the values,
needs and experiences of patients and consumers as they use health information technology
{or health IT) to improve their health and care. After all, patients and family caregivers are
at the center of the health care and information we seek to improve.

The National Partnership is a national, non-profit, non-partisan organization that, for 45
years, has worked to improve the lives of women and families across the country. We
represent individuals across the country who are the health care decision-makers for
themselves and their families and who want and deserve affordable, high-quality health care
services. We are deeply invested in improving the value and experience of health care and
committed to ensuring that new models of health care delivery and payment help women and
families be partners in their care and have access to the right care at the right time.

Because health IT is now the essential infrastructure for needed improvements in health
care quality and value, the National Partnership has a dedicated health IT team and serves
as a leading consumer voice with great expertise about patients’ and consumers’ needs and
experiences with health IT. We represented the patient and consumer perspective in
development and implementation of the HITECH Act. We lead the Consumer Partnership
for eHealth, a coalition of more than 50 leading consumer groups working at the federal, state
and local levels te advance private and secure health IT in ways that measurably improve the
lives of patients and families.

1875 connecticut avenue, nw ~ suite 650 ~ washington, dc 20008 ~ phone: 202,986.2600 ~ fax: 202.986.2539
email: info@nationalpartnership.org ~ web: www.nationalpartnarship.org



129

Today, I am here to speak to the great opportunities that health IT presents to help patients
and family caregivers partner with their health care providers to improve care, and to the
remaining obstacles to realizing the full potential of an electronic health ecosystem.

Why Health IT Matters to Patients and Consumers

Improving the Quality and Value of Care

Electronic health information exchange is fundamental to irnproving guality, care
coordination and value for our health care system. New models of care require the ability
not just to share data, but to integrate relevant individual and population data across
various sources {e.g. doctors, hospitals, laboratories, pharmacies, registries and patients).

Patients likewise recognize and value the great benefits of health IT to their clinical care.
According to a nationwide survey released by the National Partnership in December 2014,
patients overwhelmingly believe that electronic health records (EHRs) are essential to
making sure providers have timely access to information that can help avoid medical errors
and repeat tests.!

Engaging Patients as Partners in their Care

Consumers experience significant direct benefits from the use of health IT. Health IT can
make it easier for patients and their family caregivers to access care and information,
navigate the health system, and communicate with their providers to better manage their own
health or care for a loved one.

Health IT is a critical tool for engaging patients in ways that empower them to
partner in their health and care. Technology facilitates patient access to their medical
information so they and their families can make informed decisions, in partnership with
their care providers, about treatment and health that reflect their needs, values and
preferences.

Like electronic access in so many other parts of our lives, such as banking and retail, health
IT enables real-time access to care and information, providing individuals with the
convenience and control they need and expect in the 21 century.

* Access to CARE: Health IT transforms the environment, expanding patient access to
care from what, for many, was access only during the occasional 10-minute office visit
to access to care anytime and anywhere needed. For example, the effective use of
telehealth services could improve access to care and enhance timely treatment and
support. Telehealth is just ane example of innovation in health information
technology that can support patients and families in their own health and care.

! National Partnership for Women & Families, Engaging Patients and Families: How Consumers Value and Use
Heaolth IT (Dec. 2014), available at httoy//www.nationalpartnership.org/research-library/health-care/HI T/engaging~
patients-and-families.pdf.
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»  Access to INFORMATION: Online access to health information helps patients and
family caregivers do things like share information with their providers and manage
their care across multiple doctors. For example, health IT makes it possible for a
patient who needs surgery to send her test results to another doctor for a second
opinion. Or a daughter or son caring for parents in another state can keep up-to-date
on their medications and treatment recommendations, with health IT.

Patients already recognize and value these benefits. That's why almost nine in 10 patients
who have such access use it. Online access to health information can also help patients set
and achieve personal health and wellness goals, which is particularly important for those
managing chronic health conditions. Notably, people who use online access to their
health information more frequently are much more likely than infrequent users
to report that it motivates them to improve their health.

Digital Tools that Help Patients and their Providers

Improving Communication and Coordination

Online access to health information improves patients’ ability to communicate with their
doctors and improves their knowledge of their health, according to our national survey.
Secure email messaging enables patients to communicate with their doctors in timely and
efficient ways; to correct inaceurate or outdated information; and to share treatment
outcomes, such as pain levels and functional status.

In addition to promoting safe and appropriate care, electronic communication can benefit
providers as well as patients by offering more efficient means to address patients’ and
caregivers’ questions and concerns electronically, allowing more in-person interaction with
providers for patients who need it most.

One program that has helped significantly to bring online The National Partnership asked people to
access and timely two-way information sharing to patients  share in just six words why all patients need
across the county is the Electronic Health Record easy anline access to health information and
{(“Meaningful Use”) Incentive Program. In 2017-2018, secure ways to email their doctors. People
Stage 3 will provide critical new tools to support ;““s A“::"‘f shared their six-word staties.
coordination and interoperability between patients and ere are three:
their providers—for example, access through Application a .
Progr;;mming Interfaces (APIs) so that patgie ntg xzan access Second .opmions matter. N
and coordinate their health data with new tools such as Information prevents redoing.
smartphone applications (apps) and other devices. Kathryn B, California
Private-sector innovators can develop new apps that make " A
patient health data more accessible and useful to patients * “Had cancer. Information
and providers alike. helpful. Removed doubt.”
Debbie G., Hlinois

+ “Shared accurate records save

patients’ lives.”
Eloise D., Penmnsylvania
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Enhancing Privacy Protections

A foundation of strong security and privacy protections is essential to public trust and the
ultimate success of health IT. While people continue to be concerned about the privacy of
their health information, those concerns are increasingly understood in the fuller context of
the benefit of EHRs and electronic health information exchange. Indeed, health IT provides
opportunities for enhancing the privacy and security of patient data, including encryption of
electronic personal health information and electronic audit trails.

Health IT can also give patients more control over how their personal medical information
is used. Different people may deem different kinds of health information to be especially
sensitive, such as psychotherapy notes or substance abuse information. Continued
development and testing of approaches that enable patients to segment their data and
direct which care team members can see certain information can enhance consumer trust
and use of electronic health information exchange.

Patients’ online access to their health information can also improve trust. Our survey found
that patients who use online access more frequently have significantly greater trust that
their providers will protect their privacy and other rights than patients who use online
access infrequently or never use it. Accessing and seeing one’s electronic medical
information is a significant factor in increasing patients’ trust that their information is safe
and that their doctors are protecting their privacy.

Key Actions to Leverage Health IT and Improve Health Care

The country has made substantial progress in the past few years, including a rapid increase
in adoption and use of certified electronic health records (97 percent of hospitals, and 74
percent of office-based physicians through 20142). For patients, their online access to their
health information has doubled in three years, increasing from 26 percent in 2011 to 50
percent in 2014, according to our national survey. This adds up to profound and very
welcome change. However, much more work remains before the benefits and opportunities
of health IT will reach all patients.

To move to a system where patients’ access to and use of their health care
information is the norm, we must break down barriers on a variety of fronts. None of
these actions require legislation; they can be done through federal guidance or assistance
that further spurs private sector innovation, by public-private collaboration and by industry
advancements. The following recommendations reflect what we have heard from consumers
across the nation about their experiences getting and using their health information.

{1) Address barriers to access to important health information
Consistent with cur commitment to improve consumer and patient access to their
health information, we worked with leading technology, consumer and provider
organizations to convene the GetMyHealthData campaign. GetMyHealthData is

* Office of the National Coordinator for Health Information Technology, Report 1o Congress on the Adoption of
Health Information Technology and Related Efforts to Facilitate the Rlectronic Use and Exchange of Health
Information (Feb. 2016), pp. 27-28.
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dedicated to making it easier for patients and families to request their medical records
and other health information, and to use their data to improve their care and health.
In leading the campaign, the National Partnership has learned a lot about what the
process of getting and using health data is like in the real world. We have learned from
our volunteers that, despite longstanding policies designed to improve access to health
information, patients continue to face many barriers to getting electronic copies of their
medical records and other health data. Too often:

* Accessing health information is a confusing and difficult process for patients.

«  Confusion surrounding HIPAA persists, and both providers and patients
misunderstand patients’ rights to access their health information. This often
means that patients do not get the access to information they need for
themselves or a loved one, despite their rights to their health data.

s Unreasonable fees for copies of health records pose barriers to patient access,
further impeding their ability to get and use their health data.

Accordingly, the campaign has worked to bridge these gaps by developing innovative
tools and guidance to make it easier for patients and families to request access to and
use their health information.

Key actions to remove barriers to access:
¢ Public and private-sector efforts need to advance policies and practices that
promote patients’ online aceess to and use of their health information.
¢ Public and private-sector efforts to address interoperability among health IT
systems and users must explicitly include consumers as equal users and
address operational and technical barriers that impede the ability of patients
and family caregivers to send, receive, find and use their health data.

{2) Clarify privacy and security requirements for sharing health data
One significant point of friction in patients’ access to their health information is
providers’ and patients’ misunderstanding of patients’ access rights.

Key actions te clarify privacy and security requirements:

¢ DPolicies to promote patient access must be supplemented with comprehensive
and proactive education initiatives to enhance understanding of patients’
rights to their electronic health information and providers’ responsibilities
when responding to patient requests.

* Mobile app developers and other technology vendors should join voluntary
efforts to post their privacy policies and data sharing practices embedded in
their products in standardized ways. This will help consumers quickly and
easily compare such policies and practices (such as whether the developer
sells consumer data for marketing or pharmaceutical research).

{3) Enhance the Usability of Access to Health Information
Even when patients can access their medical data, the data may be difficult to
interpret, use and translate into meaningful and actionable information that can
inform their care or the care of loved ones. Does a particular blood test value mean
that one is healthy or that one needs care? Health data often need context,
explanation or interpretation to help consumers understand their meaning.
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Key actions to improve usability:
¢ Public and private entities, including technology and app developers, should
work together to improve the usability of patient health data so that, for
example, consumers and patients can incorporate their data into apps that
display the data in formats and with options that consumers find meaningful,
useful and actionable.

(4) Bridge the Digital Divide
_ Barriers to electronically connected and eoordinated care tend to be even greater, for
example, in rural and underserved communities, and for the 80 million Americans
with disabilities and the 60 million who speak languages other than English. We
need to design and build digital health tools for patients that reflect their diverse
needs and bridge existing digital divides.

Key actions to bridge digital divides:

+ The public and private sectors should improve and promote online access to
patient health information across all communities, and remove the barriers
that impede access and use for too many people today. Innovation in mobile
apps can help. The more consumers across diverse communities can share
information that reflects their needs and experiences, the greater potential
we have to identify and ultimately reduce disparities in care. Additionally,
public-private partnerships are an important component of increasing
broadband adoption.

Patients have a unique vantage point: They see multiple providers and thus know
whether their care is being coordinated. They know whether they have to provide the same
information over and over again, or whether tests have to be repeated because the results
were lost or inaccessible. They can spot and correct errors in their medical records. They
know and can report the many factors outside the clinical setting that are integral parts of
their health and care, such as the family caregivers who assist them, the community
resources they access and the social determinants that affect their health. Taking the
steps described above, we can leverage health IT to enable patients to contribute
all of these critical resources as partners in their care.
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Mr. HURrD. Thank you, Mr. Savage.

We are going to keep going. We are expecting votes in about 10
to 15 minutes, so we will try to get through as many members’
questions as we can.

To kick us off this afternoon is the distinguished gentleman from
North Carolina, Mr. Walker.

Mr. WALKER. I thank you, Mr. Chairman.

I appreciate the panel being here today and taking your time and
being really a valuable resource for us.

I married into the medical community. My wife is a family nurse
practitioner at Wake Forest Baptist Medical Health Center. Every
time I feel like I have, by osmosis, learned more medical knowl-
edge, after 23 years, she reminds me that I don’t really have a good
base of understanding.

But this is something that concerns. I remember even as a min-
ister for 2 decades sometimes trying to get information about a pa-
tient to family members or to others, and trying to figure out how
we can meet those needs. Sometimes there were problems to do
that, even good laws.

I also want to paint a picture here of some friends. I recently
tagged along with a surgeon there in Moses Cone Hospital in
Greensboro that has been so burdened with some of the software
and some of the regulation. It has impacted him negatively, as well
as other physicians who have talked about this.

So I want to address a couple of these issues. Maybe, Mr.
DeCrescenzo, if I could start with you, you both mentioned in your
testimony obstacles. You also mentioned the word “barriers.” Talk
to me for just a minute, if you would, about what specifically are
the obstacles and barriers to getting where this needs to go.

Mr. DECRESCENZO. I think some of the barriers and obstacles,
Representative, are some of the things that I mentioned and some
of the other folks here on the panel.

First of all, there is a lot of activity underway around collabora-
tion in the industry, but it is one that we think needs to be sup-
ported broadly. We have both private sector and combined private
sector and government initiatives, things like the CommonWell Al-
liance, the Sequoia Project. There are technical standards from
committees like HL7 that are trying to push the ball forward to
make these systems talk to themselves, to each other, a lot more
adeptly and easily than they have historically.

I think support for that, as exhibited by the ONC report that
came out last year, to push us down a roadmap where those efforts
can be channeled into a way that they ultimately come to a har-
monized approach between the State regulations and laws and
standards, Federal, State, Federal laws, regulations, and stand-
ards, and private sector initiative, really is one of the ways that we
can make the most against some of the obstacles and barriers that
exist today where the systems don’t have those standards to make
it easier for them to talk to one another.

Mr. WALKER. Thank you for responding to that. Are you familiar
with the Press Ganey scores?

Mr. DECRESCENZO. The patient satisfaction scores.

Mr. WALKER. Exactly right. I want to make sure that we are also
being an advocate for the health care providers, that we don’t put
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these guys in a bind. In fact, earlier this morning, we had a very
passionate hearing—compassionate, I should say as well—as far as
the heroin and opioids. And we know sometimes patients can be
very manipulative in this process.

Can you take a moment, Dr. DeSalvo, and speak to that to make
sure, as we move forward with this, we are not putting our pro-
viders in a more vulnerable position?

Dr. DESALvVO. Thank you for the question, Congressman.

As a doctor, I know full well the challenges of making sure that
you are being compassionate but also being evidence-based in the
practice of medicine.

I wanted to touch on the patient access piece, because you men-
tioned it, and it is so critically important. The electronic health in-
formation is theirs. They have the right to access it. And we have
worked with the private sector to see that we are creating innova-
tive ways that they have more ready access to that information, so
they can make their own care decisions, but also it can be available
in the care setting.

As an example, just in the last few months, working with the Of-
fice of Civil Rights, who has the primary responsibility for HIPAA
access, put out some guidance directed at consumers, so that they
would know what they have the right to access. This is a common
refrain that we hear from consumers but also from docs who want
to make sure that the information is getting out.

In the space of opioids, as an example, we certainly want to
make sure that we are doing everything to support clinicians on
the frontlines.

My husband is an emergency medicine doctor, so this is a very
everyday occurrence for him. The tools like PDMPs, the prescrip-
tion drug monitoring programs that are electronic in many States
and have really made it easier for us to access information to make
sure that we are appropriately giving opioids to people who have
pain, are needed, but also trying to help folks stay out of trouble.

We have been working with SAMHSA and with States and with
the industry to see that those become more aligned within elec-
tronic health records, so you don’t have to go to another place and
sign on. That’s an added burden.

Mr. WALKER. Before my time expires, let me also look at this.
Health care certainly is very important as we move forward in hav-
ing the right perspective. As a Member of Congress, we also have
a financial fiscal responsibility as well. We spend more than $2,000
per patient than any other country in the world.

Can we make a case out of this that is something that can drive
us to be more health care cost conscience as well?

Mr. QUINN OR Ms. Rich, would one of you like to address that?

Mr. QUINN. I will use as an example Intel’s Connected Care pro-
gram. Where Intel, as a large purchaser of health care on behalf
of its 53,000 employees in the U.S., said how can we make our em-
ployees the healthiest in the country, retain them, and also try to
save some money doing it?

We have been very successful in the first two. The third has been
more challenging, although there has been a great progress there.

The key to it, I would say, and this is also the key potentially
for driving data-sharing and information-sharing in our broader
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health care system, is focusing on value-based care, rather than
fee-for-service. That was the engine that drove this, and we have
seen a massive amount of actual use of this health information ex-
change because, of course, the technical pieces are there with the
Sequoia Project and building this, but also the incentives for using
it are there for the health care providers.

Mr. WALKER. Thank you, Mr. Quinn.

I yield back, Mr. Chairman.

Mr. HURD. The plan is to go to Mr. Connolly, and then we will
go into recess to get to votes.

I now recognize the gentleman from Virginia, Mr. Connolly, for
5 minutes.

Mr. CoNNOLLY. I thank the chair.

And I thank Mr. Lieu and Mr. Cartwright for their gracious con-
sideration. Thank you so much. I have seven hearings in a day and
half, so I'm running back and forth.

Mr. Quinn, thank you for sharing your story. Boy, could I relate
to that. Both of my parents are in their 80s, and I have witnessed
scenes where one is in the hospital in the emergency room, and the
other one is being asked to give the history, the medical history.
I'm thinking, what could go wrong with this scenario? Thank God
they are both alert and have mental acuity, but you know, memory
sometimes fails us in moments of stress.

It is hardly an ideal system, and surely technology exists that
would allow us to have a comprehensive picture of the patient in
question without relying on human memory and such.

So I really related to what you had to say, and I hope your dad
is doing well.

Dr. DeSalvo, picking up on Mr. Quinn’s narrative, according to
HHS’s 2016 report to Congress on the adoption of health IT, your
agency found that 97 percent of hospitals and 74 percent of physi-
cians possessed a certified electronic health record system. But only
76 percent of hospitals and 42 percent of physicians with electronic
health record systems were sharing the information for the coordi-
nation of care. Why that big gap?

Dr. DESALvVO. Well, thank you for the question. I certainly identi-
fied with Mr. Quinn also, both as a doctor who takes care of those
kinds of patients but also because of family members as well. So
as I said in my opening, it is pretty personal to all of us to see that
the data is moving.

The good news story in the data that you present is that, over
the course of the last many years, we have dramatically increased
not just adoption but the opportunity to move and share data. So
those are snapshot numbers. But if you look back at the trajectory,
every year it improves both for doctor offices and hospitals. We are
not where we want to be yet, but we are making progress.

There are areas like the national capital region where health in-
formation exchanges like CRISP make that data available, such
that if somebody arrives in an emergency room, their primary care
doc will get a ping and be able to have the opportunity to send that
med list or problem list, so that we will actually know more about
the person in the ER.

There are even more exciting advances happening, like in Mis-
sissippi, where the State of Mississippi has been working with local
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vendors to see that all of long-term data from their Medicaid pro-
gram is available to the doctors in the University of Mississippi
Medical Center, so that when somebody arrives, you have a picture
like you mentioned.

Mr. CoNNOLLY. You mentioned CRISP, but doesn’t that require
a voluntary decision to participate?

Dr. DESALVO. You are touching on the challenge that has
emerged since we have been adopting electronic health records and
moving to a digitized system, and that is that State laws vary, and
so there is a need to harmonize that.

Mr. CoNNOLLY. Right. That is a particular challenge here in the
national capital region, since we have three jurisdictions with three
different political cultures and sets of laws and so forth.

I have actually encountered that, where Maryland has one set of
standards on this kind of communication and Virginia has another,
and we are not always talking, which what could go wrong with
that for someone’s health? I mean, you could jeopardize someone’s
health without intending to.

Now, do we need, from your point of view, and I welcome Ms.
Rich as well, or anyone else, but is this a case where, frankly, we
do need to look at some Federal legislation?

We regulate blood supply for safety. Well, electronic record-
keeping is not just a nice thing to have. In the digital age, it may
be very critical to someone’s health and the care they get, espe-
cially in an emergent situation.

Dr. DESALVO. In the short run, we have been working, the Office
of National Coordinator, with the National Governors Association
on developing a toolkit so States themselves can harmonize their
privacy expectations, so that won’t be an unnatural impediment to
information flow.

Over the long term, clearly, the health IT landscape has changed
a lot since HITECH was passed in 2009. We were on iOS 3 then
and now we are up to 6, just as one example. But apps and cloud
computing have really evolved.

So we certainly are leveraging all the opportunities that we have
at ONC and our partners, the Office of Civil Rights and other agen-
cies, to see that we are protecting consumers and that data is going
to flow. But there are areas where we know that there may be
some opportunity, like information-blocking, where we would need
some additional support.

Mr. ConNoOLLY. Thank you so much for this fascinating conversa-
tion.

Again, Mr. Chairman, thank you.

Mr. HURD. Sure.

Votes have been called. The committee stands in recess until im-
mediately following votes.

[Recess.]

Mr. HURD. The Committee on Oversight and Government Reform
Subcommittees on Information Technology and Health Care, Bene-
fits, and Administrative Rules will get started again.

I appreciate our witnesses’ and guests’ patience as we went to go
vote. We shouldn’t be interrupted.

To get us restarted is my friend from California, Mr. Lieu. You
are recognized for 5 minutes.
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Mr. Lieu. Thank you, Mr. Chair.

Dr. DeSalvo, in your opening statement, you mentioned data-
blocking. Can you explain what that is and how it works?

Dr. DESALvVO. Yes, certainly, Mr. Lieu. Thank you for the ques-
tion.

Congress asked us to provide a report on health information-
blocking, which we did last April. We thank you for that, because
it generated a national conversation and set into motion some ac-
tions that we have been taking in partnership, for example, with
the Office of Inspector General, also with the Office of Civil Rights,
to see that we unblock data that has been collected in electronic
health records.

This is a new challenge we wouldn’t have had years ago when
we did not have a digitized system. It has emerged since 2009
when the HITECH Act put ONC and our authorities into place.

An example of it would be that I'm in a health system and my
patient records have been collected or digitized, and a patient ends
up in the emergency room at another hospital across the street,
and for whatever reason I'm not sure I can share it, because I don’t
understand HIPAA, or maybe I don’t have a business associate de-
gree that I think you need to have to share data. And so when that
patient shows up across the street literally, the data is not moving.
And it is just because of a lack of understanding.

So that would be sort of an unknowing example. And by edu-
cating about HIPAA, which is something we have been actively
doing, we hope to unblock that sort of data.

Sometimes it is more around business practices. People want to
hold onto patients or hold onto data and don’t share it.

So we have asked and gotten pledges from the health IT industry
to say they won’t block data. Now we are acting on making sure
that we can put some teeth to it.

But if I may, Congressman, it is an area where, since 2009, the
world has really evolved. That is why in our budget request, we did
put forward a proposal asking for some more opportunities for us
to be able to address blocking, and to see that, where data could
move, that it would.

We really welcome the chance to talk with you more about the
ways that we think we could have more opportunities to address
it.

Mr. LIEU. Just so I understand, sometimes you have data-block-
ing because the doctor or hospital may not have interpreted HIPAA
correctly. Are there times where, in your opinion, they are inten-
tionally doing it to gain a competitive advantage?

Dr. DESALVO. We certainly heard plenty of reports about the use
of it to gain a competitive advantage.

1}/{(1; Lieu. What about vendors? Do vendors sometimes do that as
well?

Dr. DESALVO. Occasionally. The way that will occur with vendors
is they will require added fees, unexpected fees, to create the inter-
faces, and that is a form of lack of transparency but can also be
a form of blocking.

Mr. LIEU. And in the HITECH law, do you believe there are gaps
that could address this? What can this committee or Congress do
to help on data-blocking?
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Dr. DESALVO. Yes, sir.

What we have asked for as part of our budget request are some
additional opportunities around defining it and giving us an oppor-
tunity to require that vendors, for example, can’t use gag clauses
to prevent providers from talking about some of the contractual ele-
fments. Those are just a couple of the examples that we've asked
or.

So, yes, we do believe that, since the world has evolved, there is
a new need for us to have some additional opportunities to protect
the people who are using the systems and, more importantly, to
protect the data of the consumers.

Mr. LIEU. Let me switch to cybersecurity.

Hollywood Presbyterian Hospital in Southern California had
been attacked with malware. They had to give a ransom to get
their data essentially unencrypted, unblocked. Two more hospitals,
it was disclosed, were recently attacked in Southern California.

What do you think we can do to help prevent those attacks?

And my understanding is that it is the Office of Civil Rights that
does cybersecurity?

Dr. DESALvO. That’s correct.

Mr. ?LIEU. And do you think that would be the appropriate office
or not?

Dr. DESALvVO. The Office of Civil Rights does have the primary
responsibility for privacy and security, and for security breach in-
vestigations. We work with them in a variety of ways to see that
we are educating providers, clinicians, and others to make sure
that the functionalities, the capabilities in electronic health records
}:_hzil(t'i we require to keep the data secure, are actually used in the
ield.

We all know that there is a mix of both physical and
cybersecurity expectations, so tools like our security risk assess-
ment tool is a way that we educate providers to know in a simple
way how they can protect the data that is in there. So there are
some opportunities that we leverage, but we work largely in part-
nership with the Office of Civil Rights.

Mr. LIEU. And does that office have a team of computer folks
that deal with cybersecurity issues?

Dr. DESALvVO. It is very tight partnership. They certainly have
experts in the area of HIPAA and cybersecurity and privacy, and
we work very hand in hand with them.

We, for example, recently released some additional guidance for
providers but also for consumers about access and security, and
have posted a series of joint blogs to make sure there is a shared
understanding of what security expectations there are.

You all, for example, asked the department to put together a
cybersecurity task force, and we have been working along with oth-
ers across the department to see that we put together that task
force. It just met for the first time last week, so we thank you guys
for raising that issue.

Mr. LiEu. Thank you. I yield back.

Mr. HURD. I would like to pick up where Mr. Lieu left off. So in
OCR, they have lawyers so they understand HIPAA. Do they have
technical folks that can actually help with a breach or the next
ransomware attack?



140

Dr. DESALVO. Congressman, I would not want to speak specifi-
cally to the skill sets of their staff. What I can share with you is
that the Office of the National Coordinator, which has technical
staff, partners very tightly with the Office of Civil Rights, just like
we do with other agencies, to make sure that we are bringing that
talent to the table if it is necessary.

Part of this task force as an example, which is with the private
sector, is to bring together the best minds in cybersecurity and to
work with not only ONC but OCR to see that we are helping to
advance the health care marketplace to adjust to any new changes
they need to in cybersecurity.

Mr. HURD. Ms. Rich, why is there so much confusion around
HIPAA?

Ms. RicH. I can’t speak to why there is confusion around HIPAA,
but I do know that there are many entities that are outside of
HIPAA that are under our jurisdiction, and that includes all the
health apps and the Web sites that take in consumer-generated in-
formation, and that consumers may be confused about whether
there is a regulation that protects their privacy in those areas,
which is one of the reasons why we think there ought to be a regu-
lation that protects the privacy and data security for the informa-
tion collected by those entities directly from consumers.

Mr. HURD. Does FDA have responsibility in some type of regula-
tion in this space?

Ms. RicH. The FDA regulates medical devices, and that includes
some health apps. But generally, they are looking at safety issues
surrounding whether the app does what it says it does. The privacy
and data security issues of such entities is generally in our care.
And we have been working in this area for over 15 years, and we
have an extensive program to look at the data security of these en-
tities and take action—well, educate them to start with and then
also take action in appropriate instances.

Mr. HURD. So if it is a HIPAA violation, that is OCR’s jurisdic-
tion. If it is generally something else, it may be you, it may be
FDA, it may be SAMHSA, or the PPACA. There are so many of
these different regulatory bodies, and my fear is that it is hurting
innovation. It is hurting the proverbial two guys or two gals in a
garage from creating something that can change the way that we
deliver health care.

Ms. Rich, I will get back to you on another question.

I wanted to ask Messrs. Quinn, DeCrescenzo, and Savage, and
then, Ms. DeSalvo, you answer after them, meaningful use, this is
a term that I have been hearing a lot over the last 16 months that
I have been in Congress and how it was originally designed to kind
of spur companies from participating in EHR programs. But what
I am hearing is that it is actually getting in the way of innovation.

I would like for you three gentlemen to comment on your opin-
ions on meaningful use. And, Ms. DeSalvo, I will let you be the
cleanup batter.

Mr. Quinn?

Mr. QUINN. So meaningful use was quite successful in driving
adoption of electronic health records. Without meaningful use, we
wouldn’t have the rates of adoption today that we see.
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As is the case with my dad’s example, that each individual
health care organization has an electronic health record and may
be beginning to exchange data doesn’t mean that the net result of
it is the coordinated care, the shared health information, that we
all need. And the prescriptiveness of this led some vendors and
health care organizations to play to the test.

What we need is to think ahead about the next generation of
technology that is needed to embrace, for example, the Internet of
Things, consumer-generated health data, the data that is being un-
earthed with the genome, and these other sources, and incorporate
them into this so that we are not just thinking about this program
as an end unto itself, but as an enabler of new technologies, new
care models, et cetera.

Mr. HURD. Thank you.

Mr. DECRESCENZO. Thank you, Mr. Chairman. I would certainly
second Mr. Quinn’s opinion that meaningful use as it has been af-
fected in the last few years to dramatically increase use of the
EHRs, as Dr. DeSalvo mentioned earlier, in addition to some of the
new technologies that you mentioned, need now to be considered,
and also suggest that over the last 4 or 5 years under meaningful
use, we have learned a lot about how technology is used and what
are some of the other process and incentive issues, including things
like reimbursement mechanisms that may or may not incent fur-
ther use of electronic medical records and other types of electronic
digitization of health information in a sharing around that.

So going forward, we believe that we need to be thoughtful about
what we have learned over the last 4 or 5 years, as we look at addi-
tional regulation or requirements for expanding the use of elec-
tronic medical records and allied technologies.

Mr. HURD. Mr. Savage?

Mr. SAVAGE. We agree that the meaningful use program has
been a major catalyst for improved adoption and use of health IT.
Patients have been seeing a lot of the benefit of that. As I said in
my testimony, there are still obstacles to overcome, and more needs
to be done.

But with the meaningful use program in our surveys, we saw a
doubling of online access from 2011 to 2014, from 26 percent of pa-
tients with online access to 50 percent.

We see them using it for the kinds of things that are really crit-
ical for delivery system reform that is coming. So the access is im-
portant, but the meaningful use program is also in 2017 to 2018
to provide much more robust functions around patients sharing
data with their providers, nonclinical data that is nonetheless rel-
evant to care, better correction of errors, wearables, remote moni-
toring. And it will, indeed, stimulate the kind of innovation that we
are all looking for.

The version that is coming up also has APIs. We have tech devel-
opers who are writing apps for using those APIs.

So important catalyst. Critical things are coming for patients and
family caregivers to help them with their care planning.

Dr. DESALVO. Thanks to these folks, I'm just going to talk about
going forward, because the health IT landscape and health care has
absolutely been changing and evolving. We are looking to go for-
ward after listening to providers, after seeing where the health IT
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landscape is, to take the opportunity that was made from the doc
fix or the MACRA legislation and make this program going forward
more flexible, much more focused on clinical outcomes and on inter-
operability.

Mr. HUrD. Thank you.

Mr. Cartwright, you are recognized for 5 minutes.

Mr. CARTWRIGHT. Thank you, Chairman Hurd.

I want to follow up that discussion with Mr. Savage a little bit.
I think a cornerstone of the health IT field are the electronic health
records, the digital version of a patient’s paper chart containing not
just the patient’s current condition but also his or her medical his-
tory.

I have here, it looks like a Harris poll that NPWF commissioned.
Is that correct, Mr. Savage?

Mr. SAVAGE. That is correct.

Mr. CARTWRIGHT. So this is entitled, “Engaging Patients and
Families: How Consumers Value and Use Health IT.”

I will ask that this be made a part of the record, Mr. Chairman.

Mr. HURD. So moved.

Mr. CARTWRIGHT. It is a result of the Harris poll. I cannot imag-
ine how long this poll went, Mr. Savage, but it’s pretty hefty.

It was done in the spring of 2014, correct?

Mr. SAVAGE. Correct.

Mr. CARTWRIGHT. Toward the end of it, there is a global sum-
mary. And it showed that more than 50 percent of patients want
the ability to review their treatment plans, right?

Mr. SAVAGE. Correct.

Mr. CARTWRIGHT. And that nearly 60 percent wanted to see their
doctors’ notes, and that fully 75 percent of patients wanted access
to their test results electronically.

Have I got that correct, Mr. Savage?

Mr. SAVAGE. Yes, we found great interest in all of those.

Mr. CARTWRIGHT. So that is the sort of information that would
be available in an electronic health record, correct?

Mr. SAVAGE. Yes.

Mr. CARTWRIGHT. Okay. Is it easy for patients to get access to
their electronic health records right now?

Mr. SAVAGE. The survey that you are referencing does identify
increased numbers of access, doubling from 26 percent to 50 per-
cent. For those who have it, it has become easier, but the national
partnership has also done work with the Get My Health Data cam-
paign, which has found that there are also people without the ac-
cess that they need and that there are some barriers.

So I can either talk about on the survey side, or I can share with
you some of the barriers we found with the Get My Health Data
side.

Mr. CARTWRIGHT. The barriers I'm interested in.

Mr. SAVAGE. We have tracers, volunteers who report to us their
experience with trying to get data, and everybody’s story is unique.
But we do find some commonalities among those stories.

So some of the significant barriers are a very complex, time-con-
suming process in order to get access. So you and I, in order to get
access to our banking records, we just go down to an ATM or access
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it through the Internet. That is not a time-consuming process, for
the norm.

But for access to health records, yes, it has been very time-con-
suming for these individuals.

Records provided in a format that is not useful. You may ask for
it in an electronic format. You get a piece of paper by snail mail.

Misunderstanding of what patient’s rights to access are.

And perhaps one of the things that we've discovered most re-
cently is the use of unreasonable fees in order to—before you can
get access to your records. That may take the form of you have
asked for your information and, sure, here’s the copy and here’s the
bill, and it is a bill that you never expected. Surprise. Or you are
charged a per page fee when it is an electronic record.

So there’s actually been—the Get My Health Data campaign has
recommended that there be some comprehensive education initia-
tives to try to help providers and patients alike understand the re-
quirements better.

And the OCR guidance that recently came out provides some ex-
amples of the kind of innovative education efforts that we really do
need to see.

Mr. CARTWRIGHT. Dr. DeSalvo, pick up from there. What kind of
examples?

Dr. DESALVO. So consumers have more access to their informa-
tion than they did previously, though it is not where we think it
needs to be. And as Mr. Savage mentioned in his earlier comments,
we have been pushing through the meaningful use program and
through other ways to get increased consumer access.

We, in fact, just put out a challenge grant through the Office of
National Coordinator calling on the private sector to take advan-
tage of this API expectation that we put in electronic health
records to create very consumer-friendly apps that would be on a
smart phone and allow somebody, any patient, to be able to access
their health information and have more opportunity to control it.
So we are really excited to see what the private sector is going to
develop in the next few months to make it easier to get more ac-
cess.

The kinds of examples that get in the way of that, technology
certainly Mr. Savage mentioned, but they are sometimes just a
misunderstanding of HIPAA. The Congressman had asked earlier
why doctors don’t understand HIPAA, and part of it is we are not
really well-trained in it in medical school.

This is, I think, a really important opportunity that the medical
education field has along the way to see that we understand what
HIPAA is and is not, and do not let it get in the way. Also, the
way sometimes it is enacted gets in the way of consumers having
access to their information.

It is, in essence, a form of blocking.

So, again, back to this comment of, the world has really evolved
and now there is data to be free, data to move. And the primary
concern is to see that it is there for that clinical moment when you
need it.

There are also many other important uses, so we are leveraging
all the tools we have, whether that is education or clarity on rules
and regs, but there’s probably also some additional needed atten-
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tion and maybe some additional support to see that blocking is
never a reason that people do not get their data.

Mr. CARTWRIGHT. So last question, my sense of it is that the bet-
ter access patients have to their medical records, the better we all
are in terms of patient safety.

Does anybody disagree with that? Let the record reflect they are
all shaking their head no, Mr. Chairman, and I yield back.

Mr. HURD. Thank you, sir.

I would now like to recognize Ms. Lujan Grisham for 5 minutes.

Ms. LuJAN GRISHAM. Thank you, Mr. Chairman. I think I prob-
ably want to take off from where my colleague was leading you all,
Mr. Cartwright.

I actually think in addition to the blocking and misunder-
standing that we have seen two principles in HIPAA be deter-
mined—and as an attorney, I feel bad about this—but sort of a
legal opinion that you have two mutually exclusive premises. One,
patient protection, and the other would be the portability of that
information, and they err on the side they are absolutely in their
minds mutually exclusive, so they go to privacy.

I just had this happen with a very large, very recently, health
care provider who argued with me—and HIPAA, I spent a lot of
time dealing with HIPAA, so it wasn’t—I won, because the CEO of
the health care company refused to provide the patient information
from provider to provider.

Actually, I was trying to do them a favor, right? I have labs that
are 45 days out. I get a patient who calls my office as a constituent
and says I have to have them because my specialist can’t do what
they need to do without the records from this other provider. I said,
let me just call, because I know I don’t need really anything else,
provider to provider, just do it. And basically I'm helping you, be-
cause God forbid we find something in those labs that indicate to
your lawyers that you have a real liability.

And then second, they wouldn’t do it, because HIPAA prevents
that, as you all know it absolutely does not. For the audience, it
does not prevent that. It explicitly provides for that.

Then in addition, to make it easy for them, I was willing to get
the patient on the phone, with plenty of patient identifiers. And
HIPAA, according to this provider, also explicitly prohibits not hav-
ing someone where you have really restrictive proof that that is the
patient. I said that is nowhere in there. That is your own system,
which gets to that it is proprietary, it is not interoperable, and that
while we are to doing I think great strides to make this informa-
tion available, that unless we deal with that, you can’t really create
a patient record.

I have to have apps for, right now, let’s see, I'm old, that would
work with about 47 different providers. Now that I am lucky
enough to have this job, I have to have to add all the providers that
are in D.C. that I guarantee you do not speak to any of my pro-
viders in Albuquerque.

So that was a typical-for-me, long-winded statement that our in-
tentions here and meaningful use and all the incentives and includ-
ing many of the accountability mechanisms really haven’t gotten us
to what we really want, which is very effective patient records, be-
cause if we want patients to be part of problem-solving, and you
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do. If T get access to my record, I find all kinds of stuff that my
docs didn’t see because they are busy. I feel bad about that. I love
them. They are my docs, so I really like them, or my practitioners.

But they do not have the time to search through stuff, which is
why every time you go, they have to do a whole new history be-
cause they have to ask me, because it is much faster. But what
happens when about 20 years from now, I can’t remember for a
whole variety of reasons?

So what additional incentives can we use? And you sort of floated
around many, right?

But I also want a milestone check, because I have also been
working on telehealth for more than 2 decades. Quite frankly, the
reimbursement issues and the other barriers really simply have not
made it available in the places where the technology, not only in
juxtaposition to physician consultations or physician-to-patient con-
sultations, but now you have the ability to do incredible online
diagnostics. And yet, we aren’t really doing it.

So what are some really great milestones and mechanisms that
this committee can help you achieve, to that end?

Anyone? All of you? Everyone?

Ms. RicH. I would just like to comment that I do think an obsta-
cle to uptake on the part of consumers is concern about privacy, an
obstacle to uptake of use of electronic records.

Regardless of what a lot of consumers think about privacy in
other contexts, we do know that they care a lot about privacy when
it comes to their health records, which can reveal truly personal in-
formation. So from the perspective of somebody that is talking
about privacy, we would like to see stronger protections that make
sense. Yes, it is a balance. Stronger protections for data ——

Ms. LusaN GRISHAM. Where do you see the balance? And nobody
I think on this committee is making any sort of statement that we
should reduce privacy protections. But when they become an obsta-
cle—that does not diminish the protection of privacy, we have a
really big problem here.

I gave you one illustration. There are many. But what is a mile-
stone to not diminish the protections that we are all interested in,
but to get us to real patient records, serious interoperability, not
just provider to provider because of proprietary, but as you men-
tioned in an earlier meeting, within our hospital equipment, which
creates huge patient outcome issues, that is not a privacy issue,
and gets us to telehealth, all the different kinds of things I know
that you all are promoting?

I don’t know if the chairman is going to let me keep going. What
a good guy.

Mr. HURD. Mr. Quinn can answer that question.

Mr. QUINN. I would say a wonderful milestone is getting to 50
percent alternate payment models by 2018, as HHS has proposed,
and that Intel, eating our own dog food or, as my colleague says,
drinking our own champagne, including in Albuquerque, where we
have a huge facility ——

Ms. LuJAN GrisHAM. We would like that to be bigger.

Mr. QUINN. Thirty-three-thousand employees are today partici-
pating in our Connected Care program. The real enabler of this is,
of course, that there is something called the Sequoia Project that
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makes interoperability possible in connecting 150 different EHRs,
but more importantly, that we are directly contracting with the
providers in that area and we have purchasing power.

We are doing this in Albuquerque. We are doing it in Portland.
We are doing it in Arizona.

Intel is a big purchaser, and we said you are going to participate
as part of this, and we are going to collect these metrics.

The same is happening on this national basis, this 50 percent.
Fifty percent I think is a real tipping point, because you can’t live
in two different worlds. You can’t live in the fee-for-service world
and the alternate-payment world.

The sooner we can get there, the better. We can’t let up on the
accelerator.

Ms. LuJAN GrisHAM. Okay, thank you.

Mr. HURD. Thank you, Mr. Quinn.

Raise your hand if you have suggestions on how to harmonize
privacy laws, and which privacy laws and regulations need to be
harmonized?

Mr. Savage, your organizations don’t have opinions?

Mr. SAVAGE. We do. We don’t look at them as harmonization. We
lsook at them as protecting privacy for patients in all the different

tates.

Mr. HURD. So I would like all of you all to submit those ideas,
those white papers, to the committee for the record, so we can re-
view those and see if that can be an area that we look at.

I would be remiss if I don’t ask a cybersecurity question.

Ms. Rich, this is for you, and I am not interested in any par-
ticular company or something like that. What do you think is the
biggest threat right now to health information and our citizens’
health data?

Ms. RICH. There are a few. One is failure by companies still to
take this as seriously as they should. There has been a lot of
progress in recent years, but we are still seeing not enough atten-
tion focused on this issue.

Congressman Lieu also mentioned ransomware, which is some-
thing that is on the rise and is particularly on the rise when sen-
sitive information is collected, because of the great interest in pro-
tecting that information, so the ransomware tactics are more likely
to succeed.

We are seeing that more and more in our cases, and we are look-
ing at this issue ourselves, and maybe doing something publicly on
that.

But the number one issue is still the failure to pay enough atten-
tion to this issue, among many, many companies.

Mr. HURD. Mr. DeCrescenzo?

Mr. DECRESCENZO. Obviously, Ms. Rich has her perspective,
what I think at the HLC, we are taking this very seriously. And
we see across providers, payers, pharmacies, everybody who is part
of HLC, an enormous amount of investment and forward-thinking
on what to do about the problems that you described, for example,
at Hollywood.

I think one of the challenges everyone needs to recognize is that
we are also trying to constrain costs as much as practicable in the
U.S. health care system. And all these things come at a cost. And



147

there is not necessarily as much freedom, or maybe should there
be, to be able to capture reimbursement in order to reflect those
costs.

So I think it is a very difficult barrier when you think of the re-
sources that are applied anywhere from telecommunications to
banking to other industries around cybersecurity, the fact that we
have all described the importance of personal health information,
and recognizing that many of these institutions, including many
hospitals I'm sure in your districts, are already struggling to deal
with a number of other aspects of successfully providing patient
care.

So I think we certainly see people taking it very seriously. As I'm
sure you're aware, many people go into the medical profession be-
cause they have that commitment to patients, their data, and pri-
vacy.

So I think one of the things we need to consider is how well is
reimbursement reflecting the cost of doing a good job at it.

Mr. HURD. Ms. Rich, what has been the biggest fine that FTC
has issued on a private company for violating our privacy? We don’t
need to know the situation, just what is the dollar amount? And
can you describe the situation?

Ms. RICH. We actually, in the initial instance, don’t have fining
authority in the data security area in general. We do when it in-
volves kids’ information or consumer credit data. But in the general
data security work we do, we do not have the authority to obtain
any penalties.

That is, I think, something that we seriously need in order to
create different incentives here.

Mr. HURD. If a private company would have lost the information
on 23 million records, what would FTC have done?

Ms. RiIcH. In the abstract, it is hard to say. Each violation, if we
had civil penalty authority, just borrowing from the authority that
we have in other areas, every violation could amount to a $16,000
penalty. So if you add that up over millions of consumers, it’s po-
tentially infinite. But, of course, we take the ability to pay, et
cetera, into account.

But the fines could be quite high for a company that had very
serious violations and injured a lot of consumers.

Mr. HURD. Thank you.

Now to close this out, Mr. Blum, you are recognized for 5 min-
utes.

Mr. BLuM. Thank you, Chairman Hurd, for holding this most im-
portant hearing.

And thank you to all the panelists today for your insights. I ap-
preciate it very much.

Telehealth, telemedicine, has absolutely intrigued me since I
have been in office the last 15 months. When we talk about rising
health care costs in the country, I know many citizens want a sil-
ver bullet, one answer, one thing that is going to solve the increas-
ing health care costs.

I kind of believe, pardon my pun, I believe it has been death by
1,000 cuts, the increase in health care costs. It has been a lot of
small things. And I think one piece of the puzzle, the solution to
keeping health care costs in line, is telehealth or telemedicine, and



148

particularly in our veterans’ care system with the psychiatric care,
PTSD.

I know in Towa, it is rural, so we don’t have a lot—in all the out-
patient clinics for vets, we don’t have a psychologist or psychiatrist
on staff. So telemedicine is a great application there.

I would like to ask all the panelists, what policy changes do you
think are necessary so there is 100 percent—100 percent—tele-
health participation by providers and by hospitals? I see it as criti-
cally important to saving the government money and also improv-
ing the outcomes of our patients.

So whoever would like to take that, jump on it, please.

Dr. DESALvVO. Congressman, perhaps I will begin and say that I
share your enthusiasm for telehealth. As a doctor, I have had the
opportunity to use that, particularly for access to psychiatric care
in my home community of New Orleans after Katrina, when we
had really a lack of services. As a rural State, we have been able
to leverage that as well.

So as a care delivery model, very well-received, and can also save
people money, because they don’t have to take off of work and find
health care, et cetera, to go to the sites. It is less of a technology
issue and more of, I think, an opportunity as we move to alter-
native payment models.

So as the VA has been able to show and the private sector, and
certainly through some of the work that the department has done
with these models in the Center for Medicare and Medicaid Serv-
ices, we have been working to advance that as an administration,
in partnership with the private sector.

I think it is something that we see as a department an oppor-
tunity in the delivery system reform work that is moving to alter-
native payment models, such as in the MACRA legislation that is
required for docs. It is going to give us a lot of opportunity to really
enable and support new kinds of care models.

So from our standpoint, we believe that, with the department, we
really believe that we are moving forward into this world and that
the MACRA legislation for docs, in particular, is going to be help-
ful.

Mr. BLUM. You are a medical doctor, correct?

Dr. DESALVO. Yes.

Mr. BLUM. I know you cannot speak for the medical community,
but what is your impression or your opinion of the medical commu-
nity’s opinion of telemedicine? Is it a good one? Or do they say this
isn’t that good?

Dr. DESALvVO. So I can’t speak for the medical community, so I
will speak for myself and my peers, that there are some real bene-
fits to it.

Speaking purely as a doctor, I think one of the challenges is
there is a lot that you gain from being in the room with a patient,
you can touch them, you can listen to them in a way you can’t nec-
essarily through technology. So a mix of kinds of interaction is typi-
cally what we want. We wouldn’t want it to all to be remote, be-
cause you also gain something from that touch in that exam room.

Mr. BLUM. Absolutely.

Others? Yes, sir?
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Mr. DECRESCENZO. Congressman, one other thing I would men-
tion is harmonization of standards across the States.

Obviously, with telemedicine, as you described, it is something
that brings the ability to provide care across distance. And, of
course, many of the States are quite large, so it is urban to rural
and various other ways. It certainly would facilitate the growth of
telemedicine in a very important fashion.

But in addition, there is quite a patchwork of regulations and
standards on a State basis across the country, so the ability to le-
verage perhaps highly specialized care outside the State is often
more difficult for somebody looking to put together a national net-
work or even nationally focused providers like Cleveland Clinic and
others who have a very large footprint across the country.

Mr. BLuM. And what would the solution to that be? Is there an
easy one? I like easy solutions.

Mr. DECRESCENZO. Well, we have 50 States, so I doubt there is
an easy one.

But I think there is increasing, I would say, similarity between
the regulations of different States as they become more familiar
with this. And perhaps like a lot of the work ONC and others have
done around harmonization of technology standards, we would
hope there would also be a similar effort to harmonize the stand-
ards and regulations around telemedicine.

Mr. BLuM. Yes, ma’am?

Ms. RicH. The FTC in the competition area, which I don’t person-
ally work, but we have done a good deal of work on breaking down
barriers to competition that may hold back certain alternative
forms of medicine.

For example, we have commented to States that may have laws
that favor certain medical techniques over others in a way that
interferes with competition through State laws. So competition is
very important in this area.

Mr. BLuM. Do I have time for one more question, Mr. Chairman?

Mr. HURD. Thirty-nine seconds.

Mr. BLUM. One of the major barriers preventing a focus on home-
based health care versus expensive hospitalization—another area I
am very interested in, is keeping that person in their home as long
as we possibly can or getting them back to their home as quick as
we can. Thoughts on that?

Mr. SAVAGE. I would jump in and say that is a good illustration
of perhaps an interoperability issue. We want to make sure that
the patient’s home is connected with the system.

So you want access. You want the patient to be able to send re-
mote monitoring information to the doctor’s clinical record. These
are things that are actually in the process of being developed on
a national level.

That kind of two-way communication between the home and the
doctor’s system also contributes to care planning, so that you actu-
ally have working together to manage the care and to move from
care to health.

Mr. BLuM. This could apply to nursing homes as well, correct?

Mr. SAVAGE. That’s correct.

Mr. QUINN. I would say that one of the things that really is lack-
ing today is ensuring that those home-based applications have a
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market. So today without the reimbursement for many of those
things, the market hasn’t blossomed the way that it could. Many
of the applications and the tools aren’t necessarily designed for a
78-year-old or maybe somebody with disabilities who is at home.

Ensuring that that, frankly, consumer marketplace with the
technology that is rigorous enough to be trusted and incorporated
into the health care system is built and that there is a marketplace
for it, because there is reimbursement, there is a path for investors
to say there is something here.

Mr. BLuM. That’s a good point. Thank you very much for your
input. I appreciate very much.

With that, I yield the time that I do not have.

Mr. HURD. I would like to thank Mr. Lieu and Mr. Cartwright
for the bipartisan nature in working on this topic. It is important
for an exchange of information.

And I appreciate our witnesses taking the time to appear before
us today and for your patience.

If there’s no further business, without objection, the subcommit-
tees stand adjourned.

[Whereupon, at 4:22 p.m., the subcommittees were adjourned.]
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April 1, 2016

The Honorable Will Hurd
Chairman
Subecommittee on Information Technology
House Committee on Oversight
and Government Reform

The Honorable Jim Jordan

Chairman

Subcommittee on Health Care, Benefits,
and Administrative Rules

House Committee on Oversight
and Government Reform

The Honorable Robin Kelly
Ranking Member
Subcommittee on Information Technology
House Committee on Oversight
and Government Reform

The Honorable Matthew Cartwright
Ranking Member
Subcommittee on Health Care, Benefits,
and Administrative Rules
House Committee on Oversight
and Government Reform

Re: Recommendations on Harmonization of Privacy Laws
Dear Chairmen Hurd and Jordan, and Ranking Members Kelly and Cartwright:

Thank you very much for the opportunity to testify at the Subcommittees’ joint hearing on
health information technology (health IT) on March 22, 2016. I am pleased to provide
additional comments regarding the harmonization of privacy laws.

Secure and private electronic information exchange can enable safe, more effective and
more coordinated care; greater consumer engagement in health; and ultimately improved
patient experiences and health outcomes. However, misunderstanding and confusion
persist about when health care providers and other entities covered under the Health
Insurance Portability and Accountability Act (HIPAA) are permitted to share a patient’s
protected health information ~ with other providers and with patients themselves.
Ultimately, this confusion can result in organizational policies and practices more likely to
restrict appropriate health-related data sharing, rather than enable or promote it.

To address this multifaceted issue, we offer the following recommendations:

« Efforts should focus now on harmonizing HIPAA-covered entities’ organizational
practices with current law and guidance on data sharing, which may alleviate
confusion without having to harmonize laws.

o Education initiatives are necessary to inform both patients and providers on
the correct application of data sharing and privacy laws.

o This will in turn help to harmonize patient experiences so that they are
consistent regardless of provider, setting of care, or state of residence.

¢ For health IT and patient data not governed by HIPAA (for example, stored in apps
and other electronic platforms), consumers need transparent, easy-to-follow
information about how their data are collected and used.

1875 connecticut avenue, nw ~ suite 650 ~ washington, dc 20009 ~ phone: 202.986.2600 ~ fax: 202.986.2539
email: info@nationalpartnership.org ~ web: www.nationalpartnership.org
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The issue: Misinterpretation of HIPAA poses significant barriers to data sharing

HIPAA governs the collection, use and disclosure of individually identifiable health
information by covered entities. Specifically, the HIPAA Privacy Rule and Security Rule
set forth requirements to assure that individuals’ health information is properly protected
while allowing the flow of health information needed to provide and promote high quality
health care.

HIPAA sets baseline rules for how health care entities may collect, use and share patients’
health information whether in paper or electronic form. But as the health landscape
changes rapidly due to the transition from paper-based to electronic health records (EHRs)
and the increase in consumer digital health tools (including wearables, telehealth, and
smartphone applications), many providers struggle to understand how to comply with data
sharing and other patient privacy requirements in the electronic health ecosystem. This
confusion is compounded by individual state laws that may provide greater protection, or
additional restrictions, with regard to sharing of certain categories of patient data such as
psychotherapy notes and substance abuse information.

Early feedback from our GetMyHealthData campaign!® has illuminated the numerous
barriers that individuals face in accessing and using their electronic health data.
Consumers navigate a complex, confusing, time-consuming and costly process to request
their medical records and other health information under the traditional HIPAA records
request process. Sometimes, uncertainty or confusion over HIPAA permitted disclosures of
health information leads providers to refrain from sharing patient data with patients
themselves. For example, Adele (last name withheld) shared:

“Medical providers treat my data as if it were top secret. I understand their concern about
revealing my data to third parties, but many are reluctant to reveal it to me. How can 1
make informed decisions about my own health if I don't have information?”

Additionally, many providers do not understand the rights that patients have to copiesof
their health records and other information in digital formats. Under the HIPAA
amendments made by the HITECH Act, consumers have a legal right to an electronic copy
of their health information. The Administration recently clarified that consumers can
exercise this right with any covered entity as long as the provider can produce the data
electronically, noting that making digital copies available is a matter of capability rather
than willingness. Again, numerous GetMyHealthData volunteers have reported being told
that electronic copies of their health records are not available to patients; as more than one
volunteer was told, “We don’t do that.”

There is also persistent confusion and misunderstanding regarding the fees that providers
are legally allowed to charge patients. For instance, we have collected examples of patients
being charged per-page fees for electronic copies of their record and being charged

! GetMyHealthData is a national campaign, coordinated by the National Partnership for Women & Families, in partnership with
AHIMA, Amida, Aliance for Nursing Informatics, Code for America, Flip the Clinic, the Genetic Alliance, Health Data Consortium,
NATE, and other individual thought leaders/experts. The campaign helps patients gain access to their health information in
electronic, computable formats, offers educational rescurces to patients and providers, and advocates for advancements in policy
and practice.
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expensive fees upon receiving their record, with no estimate provided in advance. These
costs often pose significant barriers for patients in accessing their health information.

One of our GetMyHealthData volunteers is the mother of a child with a rare genetic
syndrome. Megan shared her story of overcoming many obstacles — from high fees to
puzzling policies and procedures — to get copies of her daughter’s medical records from five
hospitals in the mid-Atlantic area so she could better coordinate her daughter’s care. The
costs associated with getting records from each hospital differed wildly (see Appendix A).
This kind of variation, between providers in the same region as well as across all fifty
states, creates additional stress and confusion for consumers and patients who are trying to
access and use their health data to improve their own health, or manage the care of a loved
one (see Appendix B).

Therefore, the first task at hand is to harmonize providers’ practices with existing laws for
securely and appropriately sharing health information between providers and with
patients. While we recognize that the relationship between diverse federal and state
privacy laws complicates the process of sharing health information, from a consumer
perspective, increasing education and consistent application of existing federal laws and
regulations is the critical first step in facilitating the secure and appropriate sharing of
data, both between providers and with patients.

Recommendation: Clarify how existing laws (such as the HIPAA Privacy Rule) apply to
access to health information and data sharing -

The Department of Health and Human Services’ (HHS) Office of Civil Rights (OCR)
recently published guidance that provides clarification on components of providing patients
access to their health information, including how long providers have to respond to
requests, the format in which providers must provide copies, and what reasonable fees they
are allowed to charge.

However, federal guidance and enforcement alone are not sufficient. Complementary
education efforts are needed to help providers proactively and successfully bring their
practices into compliance with privacy laws.

not covered under‘HZPAA

The rapid transition to digital health information sharing has also spurred innovation of
new devices, applications and technologies. While other regulations may apply, HIPAA's
privacy and security protections do not apply to many commercial apps and personal health
records (PHRs) unless provided by HIPAA-covered entities such as providers, payers or
their business associates.

As consumers increasingly use health apps and devices not covered under HIPAA, it is
critical that they understand the data use and sharing practices of these apps to make
informed choices on where to store and access their data. A standardized, consumer-
friendly disclosure of data sharing practices and privacy policies gives patients this kind of
transparent view into these tools. This useful way of explaining uses of data is important
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because almost 90 percent of consumers report that it is important to them to know how
their information is collected and used.?

The federal government continues to take steps to make it easier for the private sector to
provide patients this kind of transparency. Notably, the Office of the National Coordinator
for Health Information Technology (ONC) creates and promotes a Model Privacy Notice —a
template that technology developers can voluntarily use to explain the data sharing
practices of their personal health record product or application in a simple, usable way. The
second iteration of this Model Privacy Notice is under development to reflect the diversity of
technology and data that individuals can now use to manage their health and wellness, as
well as new business models.

While the Model Privacy Notice is a great. tool to disclose data sharing and privacy practices
to consumers, many technology developers do not know that it is available to them. We
encourage the federal government to work with the private sector to disseminate the tool
and educate developers about why its use is important for consumers and essential to
promote patient trust overall.

Therefore, we suggest that robust education and implementation efforts be the first step
towards harmonizing provider practices with existing law and ensuring consistency of
patient experience accessing and using their data, in order to equip patients and providers
with the information and tools they need to appropriately share and use health data.

Thank you to the Committee for its interest in advancing health information technology
and for the continued opportunity to share the consumer perspective on privacy and data
sharing. If you have any questions about our recommendations, please contact Mark
Savage, Director of Health IT Policy and Programs, at msavage@nationalpartnership.org or
(202) 986-2600.

Sincerely,

Mark Savage
Director of Health I'T Policy and Programs

Attachments:
Appendix A
Appendix B

? National Partnership for Women & Families, Engaging Patients and Families: How Consumers Value and Use Heaith IT (Dec.
2014), available at http//www.nationalpartnership.org/research-library/health-care/MiT/engaging-patients-and-families.pdf.
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Appendix A

Fees

$0.49 per page for pp. 1-10 if patient is willing
to receiva records by email
$0.76 per page for pp. 11+ If patlent wants

.

Medical Racords Release form available online
Records could be emailed or mailed
Mo electronic records or CDs available

Depariment mafied copies
s No fee if doctor requests records
B s $1.45 per page s Authorization can be faxed i doctor is

Lare Management Department

No fee if doctor requeasts records or if records
g0 to another facility

authorizing
i family is making request, mait is used
Release form must be mailed

[ Electronic »  Authorization to Release/Disciose Protected
Medical Records Request »  Nocharge if relfeased to MyChand Health Information forms available online, but a
Department »  $0.13 per page for CD orth e hard copy must be signed and sent to the office
s $10.00 per CO for radiclogy +  If picked up, CD takes -7 business days to
s Mo charge for continuing care prepare -
Paper: s if mailed, CD arrives in 15 business days
* 3050 per page for pp. 1-50
*  $0.25 per page for pp. 51+
»  $1.00 per page for Microfilm
+ Mo charge for continuing care
D s $0.50 per page for pp. 1-50 «  Had to go in person o access records

#eaith Information
Ianagement Department

$0.25 per page for pp. 51+

o fee if doctor requests paper records
Providers pay $0.50 per page if records are
emaited

E
Health Information
Management Depariment

$0.39 per page
No fee if doctor requests records

Authorization for Release of Medical
Infarmation form available online
Doctar's authorization reguired

Records will arive in 21 business days to
patiant/caregiver




157

Appendix B

Medical Records Copying Charges
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