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This special edition of the Internet Health 
Report is published as a companion to 
Mozilla’s 2019 *Privacy Not Included buyer’s 
guide. It is based on conversations with more 
than two dozen people working from different 
angles to better the global ecosystem for 
smart home devices.

The Internet Health Report is an open 
source publication that documents and 
explains the health of the internet across 
five issues: decentralization, privacy and 
security, openness, web literacy, and digital 
inclusion. The most recent annual version 
was published in April 2019.
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*Privacy Included

How Smart Homes 
Could be Wiser

The market for smart home devices is fraught with insecurity 
and privacy risks. If devices were designed with privacy, 

security, interoperability and sustainability in mind, things 
would be better. But how? 

 Jump to Solutions 

It all started with a container of milk going bad in the refrigerator. Again.

As a software developer in Taipei, Taiwan who works long hours, Tammy Yang 
started dreaming of having a ‘smart refrigerator’ with a camera that would let 
her peek inside remotely from her phone. “I would always forget what I had in 
the fridge,” she laughs.

But when she started researching what to buy in 2017, she realized that 
regardless of whether she bought a connected refrigerator or a camera 
to mount inside, most options on the market involved sending data to ‘the 
cloud’. “I found it a bit creepy,” she says. “If I decide to drink a coke or a glass of 
milk at midnight, I just don’t like the idea of my photo being uploaded to a cloud 
computer somewhere.”

It may be hard to imagine why information about something as basic as what 
you eat, or when you turn on the lights is valuable, but it’s the kind of data 
that tells a story about when you are home and who you are. Extensive new 
research to monitor smart home devices in 2019 has revealed astonishing 
information about the types and quantities of personal data that are trans-
mitted out of the home. Consumers aren’t just oblivious to what smart door-
bells or televisions know about them, they are frequently never told or given 
control over how their data will be shared or used for machine learning.

Considering how fun (and useful) it can be to see everyday objects come to 
life, it’s no surprise that privacy concerns are often dismissed. But it is actu-
ally possible to create smart devices that are both fun and healthy for the 
smart home ecosystem. Why so few currently are, traces back to how devices 
are created, how the market is regulated, and what consumers and product 
developers themselves have come to terms with as an acceptable risk of 
convenience and low cost.

https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Cloud_computing
https://gizmodo.com/the-house-that-spied-on-me-1822429852
https://hacks.mozilla.org/2019/05/empowering-user-privacy-and-decentralizing-iot-with-mozilla-webthings/
https://moniotrlab.ccis.neu.edu/wp-content/uploads/2019/09/ren-imc19.pdf
https://tv-watches-you.princeton.edu/
https://arxiv.org/pdf/1909.09848.pdf
https://www.eff.org/deeplinks/2019/08/amazons-ring-perfect-storm-privacy-threats
https://www.eff.org/deeplinks/2019/08/amazons-ring-perfect-storm-privacy-threats
https://twitter.com/random_walker/status/1177570679232876544
https://blog.mozilla.org/blog/2017/11/01/10-fascinating-things-we-learned-when-we-asked-the-world-how-connected-are-you/
https://www.internetsociety.org/wp-content/uploads/2019/05/CI_IS_Joint_Report-EN.pdf
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Few developers recognize how closely privacy and security are interrelated, 
or that security alone is not enough to create a good product, says Kathy 
Giori, a staff evangelist at Mozilla with years of experience at tech companies, 
including Qualcomm and Arduino. “Every IoT workshop and conference I go to 
focuses only on security,” she says. “What about privacy? What about cross-brand 
interoperability? Without this, I don’t want the device, no matter how secure it is.” 

People want to know what is safe to buy, but unfortunately, it’s tricky for 
internet health experts to wholeheartedly recommend IoT products. “There 
really just aren’t that many products to recommend, depending on how harshly 
you want to judge,” says Peter Bihr, co-founder of the international ThingsCon 
community “for fair, responsible, and human-centric technologies.”

What can be done? We know that if more devices were designed with privacy, 
security, interoperability and sustainability in mind things would be better. 
This article explores seven key areas for solutions, and summarises them on 
a ‘cheat sheet’ at the end.

Improving the situation requires action on different levels, starting with the 
architecture of the devices themselves, how they are marketed and sold, and 
what rules govern the data they can transmit. Fortunately, because of the 
known risks, many developers, security experts, consumer groups and policy 
makers are working on solutions to make smart homes wiser. 

Make your own things

Since Tammy Yang couldn’t find a smart fridge that met her privacy needs, 
she decided to develop something herself. In 2017, she worked with a small 
team to create an open source, privacy-centric software called BerryNet that 
can do simple artificial intelligence (AI) processing directly on a device, with-
out sending data to a cloud server.

In 2019, they created a hardware prototype for a camera home security sys-
tem they call AIKEA and launched a Kickstarter campaign to cover manufac-
turing costs. The BerryNet team say their intention is mainly to offer a proof 
of concept and inspiration to others. “We want to democratize the technology so 
people can build good projects,” says Yang’s colleague Bofu Chen.

If you really want to be in control of your data, this is one option: shun smart 
home devices from big companies like Amazon, Google, and Samsung, and 
build something that works on a local network yourself. There are open hard-
ware, open design and maker communities worldwide and a plethora of inex-
pensive sensors, cameras and circuit boards like Raspberry Pi and Arduino. 

Unfortunately, this doesn’t help the average consumer who expects things 
to work out of the box. In today’s booming market for IoT devices, people are 
confronted with an overwhelming array of product options, including thou-
sands of cheap, generic devices that make their way up the retail chain under 
different brand names worldwide. But there is good advice to be found.

https://thingscon.org/
https://github.com/DT42/BerryNet
https://www.kickstarter.com/projects/aikea5/aikea-your-private-camera-at-home/description
https://internethealthreport.org/2018/building-underwater-drones-together-in-china/
https://internethealthreport.org/2018/building-underwater-drones-together-in-china/
https://thingscon.org/
https://www.globalinnovationgathering.org/
https://www.raspberrypi.org/
https://www.arduino.cc/
https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot-technologies-and-trends
https://www.heise.de/newsticker/meldung/No-Name-Smart-Home-Security-flaw-allows-easy-firmware-upload-4285085.html
https://www.which.co.uk/news/2019/10/the-cheap-security-cameras-inviting-hackers-into-your-home/
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Rate more products 
on privacy and security

Becca Ricks has reviewed dozens of smart home products as a researcher 
for Mozilla’s annual *Privacy Not Included buyer’s guide. Based on privacy 
policies, app permissions, news reports and more, Mozilla assesses around 
70 products in November 2019 against a set of Minimum Security Standards 
developed in partnership with Consumers International and Internet Society.

The purpose of these standards is to identify and promote practices that 
can help prevent the worst IoT privacy and security failings. But assessing 
whom to trust is still complex to untangle. “Products sold by big companies like 
Amazon or Google can do security really well, but can also be the worst offenders 
in terms of privacy because of the data they collect,” says Ricks. On the flip side, 
big companies can be preferable to niche ones with few security resources, 
she says.

Few mainstream product reviewers rate products on privacy and security, 
let alone interoperability and sustainability. But they could. “I think consumers 
have started to demand better products, and that we’ll soon see better products 
as a result,” says Bihr. Taking inspiration from organic food certification and 
fair trade labels, Bihr launched an experimental Trustable Technology Mark in 
2017 (with some Mozilla support) that has so far welcomed two products.

Consumer advocacy groups in a number of countries have been working to 
define their role in the context of smart devices, which in contrast contrary to 
a non-digital product, like shampoo, can change after it arrives in your home 
by virtue of being connected to the internet. How to track the security of a 
product over a longer period of time is something Consumer Reports in the 
United States first began exploring as part of a collective effort to develop a 
Digital Standard for privacy and security in 2017 together with Disconnect, 
Ranking Digital Rights, and The Cyber Independent Testing Lab. 

The work has since culminated in the launch of a Digital Lab in 2019 funded 
by a $6 million USD grant from Craig Newmark Philanthropies. According to 
Consumer Reports, the lab is currently developing new methods for testing 
the privacy and security of digital devices, including routers and printers, as 
well as online services and platforms, like Amazon, Google and Facebook. 
Investigations into security flaws have directly resulted in fixes in the past, say 
Consumer Reports.

Demand more  
interoperability

With more smart devices entering the home, it’s more of an ecosystem of 
devices than individual products. 

https://foundation.mozilla.org/privacynotincluded/
https://medium.com/read-write-participate/minimum-standards-for-tackling-iot-security-70f90b37f2d5
https://www.consumersinternational.org/
https://www.internetsociety.org/
https://www.which.co.uk/news/2018/06/which-investigation-reveals-staggering-level-of-smart-home-surveillance/
https://trustabletech.org/products/
https://www.fastcompany.com/90277657/every-other-industry-has-a-safety-label-now-tech-does-too
https://www.thedigitalstandard.org/
https://disconnect.me
https://rankingdigitalrights.org/
https://cyber-itl.org/
https://www.consumerreports.org/privacy/consumer-reports-launches-digital-lab/
https://www.consumerreports.org/products/wireless-routers/ratings-overview/
https://www.consumerreports.org/privacy/consumer-reports-launches-digital-lab/
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Beyond privacy and 
security, seek even 
wiser smart home 
devices

A metaphor to wrap your mind 
around: the four-legged chair 
of the smart home. 

Mozilla’s Minimum Security Standards 
identify practices that help prevent 
the worst privacy and security failings 
in the Internet of Things (IoT). But 
that’s just two legs of the chair. 
Even wiser devices for a healthy 
IoT ecosystem should incorporate 
interoperability and sustainability too.

Privacy 
Is privacy at the core of its design? Is it easy 
to understand how it collects, processes, or 
shares data? Does it give real control over what 
data is shared? For example, is not sharing any 
data at all an option?

Security
Does it encrypt all communications? Does it 
automatically support security updates? Does 
it require the use of strong passwords or two-
factor authentication? 

Interoperability
Does it use open standards or does it lock you 
into a specific brand or proprietary software 
and product family, like Amazon Alexa, Google 
Assistant, or Apple’s HomeKit?

Sustainability
Is it designed to last or to be cheap and 
disposable? Is it commercially viable or will it 
soon end up ‘bricked’? If installed in a home, 
can you easily and privately transfer ownership 
to someone else?

Kathy Giori, product 
developer on Mozilla’s 
WebThings team: 
“When I go to IoT events, the ‘security’ 
buzzword is all the rage, but no one ever 
mentions the three other legs of a chair 
needed for a decent smart home offering: 
privacy, interoperability, and sustainabili-
ty. I wish more people would realize what 
happens when a consumer sits on that 
chair if it’s missing one or more legs.”

https://medium.com/read-write-participate/minimum-standards-for-tackling-iot-security-70f90b37f2d5
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Predictably, because it happens in 
other realms too, big tech compa-
nies like Amazon, Apple, Google and 
Samsung see opportunities to shape 
the market to their own benefit and 
are each developing their own pro-
prietary platforms as a mechanism to 
compete. In practice, that means your 
Amazon devices may not pair up with 
Google ones or interact with things 
you create yourself. 

When companies lock buyers into 
“product families” they typically gain ac-
cess to even more data about buyers 
for every additional product acquired 
of the same brand. This gives them a 
fuller portrait of users, which it uses to 
further develop commercial products 
and algorithms.

Pushing back on consolidation of 
power, and especially for the interop-
erability of different products via local 
networks (instead of always in the 
cloud) is likely to influence whether 
smaller-scale and more privacy-fo-
cused alternatives have the chance 
to co-exist. Jon Rogers, a professor of 
creative technology at the University of 
Dundee in Scotland says the vision for 
IoT products should be to become “...
like standard bike seats that just fit onto 
every bike.”

Drawing inspiration from the open 
web, Ben Francis, a staff software 
engineer at Mozilla has helped lead an 
effort to propose an open standard 
for IoT to a W3C working group for 
the Web of Things that includes Intel, 
Samsung, and Oracle as members. If 
adopted, it could enable World Wide 
Web technology itself to be a connec-
tor between different types of devices 
(breaking what he calls “proprietary 
silos”). “It’s a years long process for a 
standard to be adopted,” says Francis. 
But he believes it would benefit the 

Data about our bodies is about as 
personal and intimate as it gets. Here 
are two products designed to help us 
know our bodies better that earned 
high marks in Mozilla’s *Privacy Not 
Included guide.

Withings
Body Scale

These scales don’t just measure weight, but can 
also track other information like your heart rate, 
bone and muscle mass, or water retention. 
This can be very useful, but also very personal 
information. Withings promises that any data 
collected will not be shared with third parties.

Lioness
Vibrator

Mozilla reviewed this connected vibrator in 
2018. It is designed to help women learn 
what gives them pleasure, by displaying data 
about orgasms in a smartphone app. Lioness 
is clear about how they treat data: encrypting 
databases, fully anonymizing user data, and 
they have built-in informed consent.

https://techcrunch.com/2018/02/06/mozilla-announces-an-open-framework-for-the-internet-of-things/
https://techcrunch.com/2018/02/06/mozilla-announces-an-open-framework-for-the-internet-of-things/
https://www.w3.org/WoT/
https://foundation.mozilla.org/privacynotincluded
https://foundation.mozilla.org/privacynotincluded
https://foundation.mozilla.org/en/privacynotincluded/products/withings-body-scale/
https://foundation.mozilla.org/en/privacynotincluded/products/lioness-vibrator/
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entire industry by making products more widely useful. He sees competing 
efforts to create formal IoT standards as a setback for consumers, and hopes 
the industry will eventually converge on a smaller number of data formats and 
protocols.

Mozilla’s WebThings Gateway project puts the idea of a bridge between 
different devices into practice with a simple hub for controlling devices in a 
web browser, while maintaining private data inside a local network. In the 
past decade, open source communities have produced numerous home 
automation hub projects addressing aspects of the problem, from openHAB 
to the new and rapidly growing Home Assistant that works with over 1,400 
products. Where WebThings Gateway is still unique is in bridging devices to a 
proposed web standard rather than an internal API.

One company that has made being interoperable and modular central to its 
mission is Snips, a French company that develops an open source AI voice 
platform for connected devices that (for relatively simple tasks) doesn’t re-
quire internet access or any cloud processing or storage.  

Business models matter

In early 2018, Snips announced it would be launching a privacy-focused alter-
native to Amazon’s Alexa and Google Assistant. “We’re making a very strong bet 
on people’s willingness to trade, basically, a recognized brand for privacy,” CEO 
and co-founder Rand Hindi told Fast Company at the time. But Snips’s first 
steps into consumer hardware production were short-lived. Genia Shipova, 
vice president of marketing operations and communications says they saw 
greater interest from investors in business-to-business solutions and chose 
that route instead.

To makers of coffee machines, watches and any other objects that can be 
voice controlled, Snips offers custom solutions. Among their advantages, says 
Shipova, is that Snips charges a one-time fee per device, while voices from 
Amazon and Google charge per voice query. That means there are no varia-
ble ongoing costs, and no need for data sharing with Snips. For prototyping 
and for non-commercial use, Snips is free, which makes it popular among 
open hardware makers.

That AI ‘on device’ technology is gaining favor among mainstream product 
developers, including Qualcomm and Apple, has more to do with opportuni-
ties for mobile data efficiency and low power consumption than with privacy. 
Cloud computing is the core infrastructure for most of what humans and 
machines currently do online, and it has many advantages. For instance, it 
can make it easy to remote control devices from outside the home. With care, 
it can also be secure. It’s an important option in the greater ecosystem for 
advanced processes and machine learning. 

The most truly reliable way for privacy and security to be enhanced is to limit 
the collection of data as much as possible in the first place.

https://iot.mozilla.org/gateway/
https://www.openhab.org/
https://www.home-assistant.io
https://www.home-assistant.io/integrations/
https://www.home-assistant.io/integrations/
https://www.fastcompany.com/40578153/this-ai-assistant-wants-to-protect-privacy-by-spurning-the-cloud
https://snips.ai/enterprise/
https://www.hackster.io/contests/building-for-voice
https://www.technologyreview.com/hub/ubiquitous-on-device-ai/
https://www.computerworld.com/article/3323357/apples-small-silk-labs-purchase-pushes-ai-to-the-edge.html
https://www.technologyreview.com/f/614551/ai-computer-vision-algorithms-on-your-phone-mit-ibm/
https://www.technologyreview.com/f/614551/ai-computer-vision-algorithms-on-your-phone-mit-ibm/
https://www.mozilla.org/en-US/privacy/principles/
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Mycroft, for instance, uses cloud com-
puting for their multi-platform voice 
assistant — with data from users 
who opt-in only — to train an open 
source voice recognition system that 
is shared as an open data set. They 
market themselves as a privacy-mind-
ed alternative to Alexa and others. 
Born from a Kickstarter campaign in 
2015, their second smart speaker de-
vice, the Mark II, will be on the market 
in early 2020. In 2018 they integrated 
Mozilla’s text-to-speech engine Deep-
Speech as an alternative to Google’s 
to enhance user privacy. Boasting 
over 35,000 users and some notable 
partnerships, Mycroft is still a tiny 
competitor to giants like the Amazon 
Echo, but presents a laudable vision 
for an alternative to data surveillance 
business models.

By most accounts, it’s an uphill strug-
gle for companies who seek invest-
ment for privacy-centric ventures. 
“For years, the people who give financial 
advice to startups in Silicon Valley have 
encouraged companies to collect as 
much user data as they can, so they 
can list it as an additional asset in case 
they get acquired,” says Ame Elliott, the 
design director of Simply Secure, an 
organization that works through de-
sign to promote privacy and security. 

Elliott sees it as a structural problem 
that internet companies are “playing 
fast and loose with data” without any 
regard for what happens to it when a 
company changes hands. “In general, 
we have to move from seeing data as an 
asset to seeing it as a liability,” she says.

Tony Gjerlufsen is the head of tech-
nology at SPACE10 in Copenhagen, 
Denmark, an independent research 
and design lab entirely dedicated to 
IKEA. He agrees that few companies 
are opting for a privacy-first approach. 

Deciding if and when a smart home 
device should send data to the 
cloud is a critical part of its design. 
These two products are intentional 
about when they do, and earned 
high marks in Mozilla’s *Privacy Not 
Included guide.

Roomba  
690 Robot Vacuum 

Roombas might vacuum up data as well 
as dust, but iRobot seems to take privacy 
seriously. The Roomba doesn’t send all the 
information it collects to the cloud, because 
it doesn’t need to. For example, the maps it 
makes of your home to help it navigate don’t 
leave the device. Any data it does send to the 
cloud (say, for control via the app) is encrypted.

Mycroft
Mark I

Mycroft created the world’s first open source 
voice assistant, and the Mark II is the smart 
speaker to match. Mycroft sends and receives 
data from ‘the cloud’ to function, but the 
software is designed with privacy at its core. 
The company has hit roadblocks in hardware 
development, but plan for the Mark II to be on 
the market in 2020 once it overcomes a few 
roadblocks in hardware development.

https://mycroft.ai/
https://mycroft.ai/shop/
https://community.mycroft.ai/t/why-were-moving-to-deepspeech-on-march-31-privacy-speech-to-text-balance/2729
https://www.reddit.com/r/IAmA/comments/9uzpux/i_am_the_founder_and_ceo_of_mycroft_ai_the/
https://simplysecure.org/
https://space10.com/
https://foundation.mozilla.org/privacynotincluded
https://foundation.mozilla.org/privacynotincluded
https://foundation.mozilla.org/en/privacynotincluded/products/roomba-690-robot-vacuum/
https://foundation.mozilla.org/en/privacynotincluded/products/mycroft-mark-1/
https://mycroft.ai/about-mycroft/
https://mycroft.ai/about-mycroft/
https://mycroft.ai/product/reserve-your-mark-ii-with-a-small-deposit/
https://mycroft.ai/product/reserve-your-mark-ii-with-a-small-deposit/
https://mycroft.ai/blog/real-companies-ship-product/
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“There’s an opportunism evident in the industry that says ‘let’s collect data now 
and see what we can use it for later.’ Our philosophy is that you should be able 
to choose to say no to these opportunities.” He says IKEA made the decision to 
leave out microphones in their new line of smart speakers based on a desire 
for simplicity and to minimize the risk of any trust being damaged between 
consumers and the brand. “The pace of technology is so fast that many compa-
nies feel pressure to innovate before they can really understand the risks, but it’s 
a minefield,” says Gjerlufsen speaking of a broader range of companies that 
were not traditionally in ‘tech’ but now see themselves in some degree of 
competition with the likes of Google and Amazon. 

Push for better privacy
 regulation

Public scandals around data and security breaches have certainly affected 
the behavior of technology industry in recent years, to some degree, as have 
the threat of government issued fines and other sanctions. The fear of losing 
trust is real and directly influences the bottom line.

For instance, Amazon, Google, Apple and Facebook Messenger all announced 
in 2019 that they would halt initiatives to have humans secretly review and 
transcribe audio recordings. And children’s smart watches by the toy company 
VTech now collect less data (and no longer connect to the internet) ever since 
they were slammed with allegations by the U.S. Federal Trade Commission in 
2018 that they violated rules for the protection of children’s online privacy.

Efforts to establish comprehensive data privacy rules and accountability 
mechanisms around the world will make a huge difference in decreasing the 
degree of invasive data collection companies will even attempt. In the Euro-
pean Union, the General Data Protection Regulation (GDPR) has been praised 
by privacy advocates for creating stronger rights and protections for citizens, 
as well as for obliging companies to be more transparent and accountable in 
how they collect, store, and use personal data. Its broad scope has provided 
a crucial platform for civil society groups and individuals to seek enforcement 
through the courts and data protection authorities.

Too often, privacy regulations are maligned by parts of the tech industry as 
being costly and bad for business. Intensive lobbying efforts have deterred 
and frustrated many jurisdictions in their efforts to implement and enforce 
strong privacy regimes, including for IoT. The European Union is just one 
jurisdiction. Specifically, a proposed law complementary to the GDPR that 
would update the existing ePrivacy Directive (the ‘ePrivacy regulation’) is lan-
guishing as a consequence of tech sector lobbying. If passed, it would define 
machine-to-machine communication (say, from your refrigerator to a cloud 
server) as worthy of heightened privacy protections akin to private phones 
and messaging communication.

https://www.bloomberg.com/news/articles/2019-04-10/is-anyone-listening-to-you-on-alexa-a-global-team-reviews-audio
https://www.vrt.be/vrtnws/en/2019/07/10/google-employees-are-eavesdropping-even-in-flemish-living-rooms/
https://www.theguardian.com/technology/2019/jul/26/apple-contractors-regularly-hear-confidential-details-on-siri-recordings
https://www.bloomberg.com/news/articles/2019-08-13/facebook-paid-hundreds-of-contractors-to-transcribe-users-audio
https://www.ftc.gov/news-events/press-releases/2018/01/electronic-toy-maker-vtech-settles-ftc-allegations-it-violated
https://blog.mozilla.org/internetcitizen/2018/05/23/gdpr-mozilla/
https://internethealthreport.org/2019/coordinating-complaints-for-data-privacy-in-europe/
https://internethealthreport.org/2019/coordinating-complaints-for-data-privacy-in-europe/
https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation
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This is the type of regulation that will really make a difference to how personal 
data is protected.

Protect people

People can educate themselves about 
what products are the most private 
and secure, but the full burden should 
not rest on the individual. How could 
it, when so many companies are not 
transparent about what they do? Pol-
icymakers and industry stakeholders 
are exploring standards, certifications 
and other information-mechanisms 
to help consumers understand the 
security features and privacy risks of 
products, but far greater urgency and 
speed is needed to reduce the harms 
of today from multiplying.

For instance, to avoid amplifying DDoS 
attacks or becoming tools of surveil-
lance, vendors could be doing more 
to shoulder responsibility for reaching 
the highest standards of security. 
Sarah Zatko, a chief scientist at the 
Cyber Independent Testing Lab in the 
United States, helped lead a study of 
the firmware of more than a thousand 
products in 2019. She says there could 
easily be more specific requirements 
for IoT security, akin to “the seat belts 
and airbags of software” since so many 
products use similar software source 
and build systems. “Industry-standard 
safety features are generally taken for 
granted or assumed to be present. With-
out transparency, testing, or regulation, 
however, they’re less omnipresent than 
one would hope,” she says. 

Ranking Digital Rights holds big 
technology and telecom companies 
accountable with a Corporate Re-
sponsibility Index based on a range of 
indicators they link to human rights, 
including privacy and data handling 
policies. The organization has recently 
drafted new indicators for data collec-

The collection and monetization of 
personal data is a dominant business 
model in IoT, but not the only one! 
These two products limit data 
collection and sharing, and earned 
high marks in Mozilla’s *Privacy Not 
Included guide.

SYMFONISK 
WiFi Bookshelf Speaker

Collecting less data can be good for business 
too. IKEA and Sonos decided not to add a 
microphone to this WiFi enabled bookshelf 
speaker, because it didn’t really need one, and 
they could make the product more affordable 
without data collection and processing.

Petnet 
SmartFeeder

If you want to pamper your dog or cat, data 
privacy may not be top-of-mind. But there 
is plenty that can go wrong with smart pet 
products. Thankfully, there are also products 
like Petnet’s SmartFeeder that do not sell your 
data to third party advertisers.

https://cyber-itl.org/2019/08/26/iot-data-writeup.html
https://rankingdigitalrights.org/index2019/
https://rankingdigitalrights.org/index2019/
https://rankingdigitalrights.org/2019/10/18/newindicators/
https://foundation.mozilla.org/privacynotincluded
https://foundation.mozilla.org/privacynotincluded
https://foundation.mozilla.org/en/privacynotincluded/products/symfonisk-wifi-bookshelf-speaker/
https://foundation.mozilla.org/en/privacynotincluded/products/petnet-smartfeeder/
https://foundation.mozilla.org/en/privacynotincluded/categories/pets/
https://foundation.mozilla.org/en/privacynotincluded/categories/pets/
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tion, targeted ads and algorithmic systems that suggest more clear commu-
nication about informed consent and control over data will be key to a higher 
score. “It’s relevant to communicate to users whether data collected is essential to 
the function of a product or not,” says program manager Lisa Gutermuth. “Too 
often, more is collected than is actually needed,” she says. 

Professor of creative technology, Jon Rogers, says IoT devices are typically 
designed to work as seamlessly and invisibly as possible. Neither the hard-
ware nor the computing processes are designed to be seen or understood 
by users. He suggests design could be part of an answer for how to make 
computers “reappear” and become easier for people to make clear decisions 
about.

Does it really 
need to be online? 

Rogers makes a point about how certain home devices may collect data 
about who visits. “If you visit a friend and they have an Alexa or an Amazon 
doorbell, what is the etiquette for letting people know that they may be recorded 
or photographed by a computer? It’s normal for people to ask you to remove your 
shoes before entering a home, but we still haven’t figured out what consent really 
looks like in these social contexts, let alone in public where cameras are every-
where.”

For all the countless efforts to make the smart home wiser, there is also a 
case to be made to hold back on connecting things uncritically. We could at 
least wait to buy pet surveillance devices until a privacy-respecting one lands 
on the market. So many shoddy products and technologies are destined to 
become e-waste within months. They may not even work in the most basic 
manner without an internet connection. It makes it all the more imperative 
to go for trustworthy products made with real care for human and earthly 
values for the sake of a healthier internet.

Back in Taipei, the BerryNet team say they feel optimistic that people around 
them are becoming more aware of the importance of privacy, and not just 
because of security breaches. “People are starting to care about privacy in IoT, 
and developing solutions to monitor and control personal data in ways where the 
data belongs to you,” says Yang, whose new company is a member of the glob-
al non-profit association for self-determination over personal data, MyData.

Bofu Chen says he feels inspired by forecasts that say scaling the Internet 
of Things from billions of devices to hundreds of billions in coming years, 
will lead to such complexity that decentralized data processing and pri-
vate-by-design solutions will gain an even greater advantage.

“I feel good about the future and about what is possible,” he says.

https://rankingdigitalrights.org/2019/10/18/newindicators/
https://numbersprotocol.github.io
https://mydata.org/about/
https://www.ibm.com/services/us/gbs/thoughtleadership/internetofthings/
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What Can be Done?

The market for smart home devices is fraught with insecurity 
and privacy risks. What can be done?

  1  Make Your 
 own Things
The miracle of IoT is how easy it has become 
to create automated systems. If you want your 
smart devices to do only simple things (e.g., 
turning stuff on and off) do you really need cloud 
servers? No! You can build simple IoT devices 
on local networks (or repurpose used equip-
ment) that keep your privacy intact. Join open 
hardware, open design and maker communities 
worldwide to help design alternative futures 
where technology giants don’t control everything.

 2  Rate More Products  
on Privacy and Security 
It’s exceedingly rare for mainstream product reviewers and consumer protec-
tion groups to call out smart home devices and gadgets on their approach to 
privacy and security, let alone interoperability or sustainability. Retailers could 
choose to display privacy policies and terms and conditions of connected devic-
es they sell and commit to upholding good standards. We need to uplift prod-
ucts that actually seek meaningful consent from users before grabbing data.

https://internethealthreport.org/2018/building-underwater-drones-together-in-china/
https://internethealthreport.org/2018/building-underwater-drones-together-in-china/
https://thingscon.org/
https://www.globalinnovationgathering.org/
https://www.globalinnovationgathering.org/
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 3  Business  
Models Matter
Too many business models are focused 
on monetizing personal data, putting both 
privacy and security at risk. Storing or pro-
cessing data in the cloud isn’t inherently 
bad, but with smart home products there 
is an ongoing cost to keeping a device and 
its data secure. It’s time for more innova-
tion around business models that incen-
tivize long term software development, 
decentralized (edge) data processing, and 
open standards for greater sustainability. 

 

 4  Push for Better  
Privacy Regulation
 
We know this: strong data privacy regulations can lead to better protection 
for all internet users and greater trust in digital services. The rise of IoT only 
increases the urgency for expanding what constitutes personal data (say, 
machine-to-machine communication between your refrigerator and a cloud 
server, or data gathered through device tracking, including your location) and 
giving recognition to the special sensitivity around this personal data.

 5  Demand More 
Interoperability
“Product families” by the likes of Amazon, 
Google and Samsung tend to use their 
own protocols, data formats and cloud 
services, rather than interoperable open 
standards. With more focused industry 
standardization efforts (there are many 
competing efforts) devices from different 
makers could co-exist more easily. This 
would benefit competition and probably 
lower costs while increasing choice.

https://internethealthreport.org/2019/coordinating-complaints-for-data-privacy-in-europe/
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 6  Protect People
Individual consumers shouldn’t be saddled with the full responsibility for 
ensuring that IoT products meet security and privacy standards. Policymakers 
and industry stakeholders should explore standards, certifications and other 
information-conveying mechanisms to help consumers understand the secu-
rity features and privacy risks of products. Worldwide, we need transparency 
around the supply chain for technology that ends up in our homes.

 7  Does it Really  
Need to be Online?
The technology industry may present the 
idea of the smart home as a kind of inevi-
table evolution, but is it really? Considering 
the cost of human labor, data exposure and 
energy expenditure needed to speak with 
an AI robot, is it worth it? Projects like the 
Internet of Shit may amuse you by mocking 
e-sneakers, but connecting things more 
responsibly (and with more data kept within 
the home) is actually the right thing to do: 
for the internet and the planet.

https://www.vox.com/the-highlight/2019/10/1/20887003/tech-technology-evolution-natural-inevitable-ethics
https://www.vox.com/the-highlight/2019/10/1/20887003/tech-technology-evolution-natural-inevitable-ethics
https://anatomyof.ai/
https://anatomyof.ai/
https://twitter.com/internetofshit?lang=en
https://twitter.com/internetofshit?lang=en
https://twitter.com/internetofshit/status/1100104876456140800
https://twitter.com/internetofshit/status/1100104876456140800
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*Privacy Included 

5 Key Decisions for Every 
Smart Device

There may be just one brand name on the box, but when you 
speak to a smart home assistant or jog with a fitness tracker 
you’re interacting not with a single technology, but with a 
number of deeply connected technologies that may also be 
manufactured and maintained by different companies. In the 
design of any smart device there are decisions about five key 
components that will have lasting impact on the privacy, security, 
interoperability and sustainability of the product — and therefore 
also on the wider ecosystem of the Internet of Things (IoT).
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Affordable hardware makes IoT accessible to startups and open 
hardware creators. But with low cost, poor quality may follow. Is a 
device designed sustainably or will it quickly end up as e-waste? An 
aesthetic of sleek surfaces, glued parts, and tiny size often trumps 
access to repair and replace parts. Low prices may also signal 
hidden motives to collect data. Hardware determines whether 
devices connect to networks via Wi-Fi, Bluetooth, ZigBee, or mobile 
connections, like 5G.

Any IoT device counts on several different kinds of software to 
function. As on any computer or phone, there is an operating 
system. A range of free and open source solutions are popular 
among IoT developers. An app to control a device, as well 
as software for data collection or machine learning is often 
purchased as a service. For security, software should incorporate 
best practices, like automatic software updates and encrypting all 
network communications by default. 

Often connected ‘things’ in a home can’t work together because of 
brand ecosystems. For instance, using Apple AirPlay with Amazon’s 
Fire TV is not easy. Network protocols like WiFi and Bluetooth 
can enable workarounds, but interoperability should be a critical 
component of a healthier IoT ecosystem. Projects like Mozilla 
WebThings and HomeAssistant let users control a variety of smart 
devices from a single platform, even when they aren’t designed to 
talk to each other.

Personal data collection and monetization is a dominant business 
model in today’s IoT ecosystem, but there are also responsible 
creators who chose to minimize data collection to protect user 
privacy (or sometimes simply to lower costs). Most devices need 
to store and process data to function. This can happen either 
on a cloud server or locally on a device within a home network. 
Business models that treat data as a liability instead of an asset are 
still too scarce.

Devices in the home that can be spoken to, automated, 
or controlled through the web, can bring opportunities of 
convenience and greater independence to people with different 
accessibility needs and digital literacy skills. But only through 
intentional design. User interfaces can also nudge people toward 
better privacy and security by requiring a change of default 
passwords to stronger ones. They can also help communicate 
what data is collected, processed and shared.

Decisions 
about 

Hardware

Interoperability

1 

Software2 

3 

Data4

Usability5

https://internethealthreport.org/2018/building-underwater-drones-together-in-china/
https://internethealthreport.org/2018/building-underwater-drones-together-in-china/
https://www.unenvironment.org/news-and-stories/press-release/un-report-time-seize-opportunity-tackle-challenge-e-waste
https://www.vice.com/en_ca/article/neaz3d/airpods-are-a-tragedy
https://internethealthreport.org/2018/a-fix-to-our-throw-away-technology-culture/
https://iot.eclipse.org/resources/iot-developer-survey/iot-developer-survey-2019.pdf
https://iot.eclipse.org/resources/iot-developer-survey/iot-developer-survey-2019.pdf
https://m.eet.com/media/1246048/2017-embedded-market-study.pdf
https://www.tuya.com/
https://medium.com/read-write-participate/minimum-standards-for-tackling-iot-security-70f90b37f2d5
https://medium.com/read-write-participate/minimum-standards-for-tackling-iot-security-70f90b37f2d5
https://hacks.mozilla.org/2017/06/building-the-web-of-things/
https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/Bluetooth
https://iot.mozilla.org/about/
https://iot.mozilla.org/about/
https://www.home-assistant.io/
https://www.mozilla.org/en-US/about/policy/lean-data/
https://hacks.mozilla.org/2019/05/empowering-user-privacy-and-decentralizing-iot-with-mozilla-webthings/
https://hacks.mozilla.org/2019/05/empowering-user-privacy-and-decentralizing-iot-with-mozilla-webthings/
https://developer.mozilla.org/en-US/docs/Learn/Accessibility/What_is_accessibility
https://medium.com/read-write-participate/minimum-standards-for-tackling-iot-security-70f90b37f2d5
https://medium.com/read-write-participate/minimum-standards-for-tackling-iot-security-70f90b37f2d5
https://monitor.firefox.com/security-tips
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*Privacy Included

Securing the  
Internet of Things 

April 2018

Editor’s note:  We first published this article as a spotlight 
feature of the 2018 Internet Health Report, and are sharing it 
again now as part of our *Privacy Included special edition. It 
explains why smart home security matters to the health of the 
internet, even if you don’t own any connected ‘things’ yourself. 
There is no shortage of stories about security gone wrong – and 
this article presents more questions than answers. But it’s also 
true that in the short time since its publication, a lot of thinking 
and action has evolved about what to do. – Solana Larsen

https://internethealthreport.org/2018/spotlight-securing-the-internet-of-things/
https://internethealthreport.org/2018/spotlight-securing-the-internet-of-things/
https://foundation.mozilla.org/en/privacy-included/
https://foundation.mozilla.org/en/blog/how-smart-homes-could-be-wiser/#what-can-be-done
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Somewhere in Vietnam, a man is searching for a shoe box in a storage room, 
a woman is slicing bread in Argentina and a child sits restlessly on his moth-
er’s lap in a waiting area of what appears to be a pharmacy in France. A cow 
is being milked in Germany.

They are being filmed by online security cameras without passwords as-
signed. They surely don’t know they can be watched by anyone who looks for 
insecure cameras on the internet. Whoever set up the camera could choose 
to restrict access with a password. But without that protection, they are just 
there, broadcasting via the network. They don’t have to be hacked.

Now consider that the number of internet connected devices is expected to 
double from 2015 to 2020. That’s 30 billion devices worldwide. For every de-
vice with either no password or a bad one, the internet becomes a little more 
fragile and dangerous. But people buy things, connect them to the internet 
and never think about securing them as long as they work.

Fitness trackers, kitchen appliances, light bulbs… This year, we will be listened 
to, watched, recognized and recorded by phones, digital assistants and cam-
eras like never before.

Data will be collected that is vulnerable to hacks and breaches. We could 
worry about creeps on the lookout for unsuspecting naked people, or finan-
cial fraud, or invasive advertising or political manipulation. Do cars share our 
driving habits with insurance companies? Do vacuum cleaners trade in infor-
mation about the layout of our homes? To most people, these are hypotheti-
cal risks, hardly outweighed by the enjoyment of the Internet of Things (IoT).

The reality is that the “attack surface” of the internet is growing and that we 
have already had a taste of the nasty consequences.

In December 2017, three young men pleaded guilty in a US federal court to 
creating a strain of malware (malicious software) called Mirai in 2016 that 
enslaved thousands upon thousands of webcams, baby monitors and other 
devices with factory default usernames and passwords that performed 
targeted “DDoS attacks” to bring down websites and networks. When the 
authors publicly shared the code to obscure their own identity, Mirai botnets 
multiplied, and began competing against each other (and still do) for control 
over devices around the world, eventually succeeding in temporarily shutting 
down parts of the internet in the US and Europe, through a large-scale attack 
on the internet performance management company Dyn. In Europe, banks 
and internet service providers were extorted. In New Jersey, a university was.

Offering “security services” (veiled extortion) was part of the devious original 
plan of Mirai’s authors, as was racking up dollars by creating fake botnet traf-
fic on online ads. At the time, some security experts suspected government 
actors like China or Russia must be testing the resilience of the internet. The 
actual villains were less ominous, but the risk of all these insecure “things” still 
exists and the scale grows bigger with every new connected device.

http://www.insecam.org/en/
https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
http://time.com/5071176/worst-passwords-2017/
http://www.niemanlab.org/2017/12/news-games-rule/
https://www.theguardian.com/money/2017/dec/16/motoring-myths-black-boxes-telematics-insurance?CMP=Share_iOSApp_Other
https://www.theguardian.com/money/2017/dec/16/motoring-myths-black-boxes-telematics-insurance?CMP=Share_iOSApp_Other
http://www.zdnet.com/article/exclusive-roomba-ceo-responds-to-spying-story/
http://www.zdnet.com/article/exclusive-roomba-ceo-responds-to-spying-story/
http://nymag.com/selectall/2017/01/the-internet-of-things-dangerous-future-bruce-schneier.html
https://krebsonsecurity.com/2017/12/mirai-iot-botnet-co-authors-plead-guilty/
https://en.wikipedia.org/wiki/Mirai_(malware)
https://krebsonsecurity.com/2016/10/who-makes-the-iot-things-under-attack/
https://en.wikipedia.org/wiki/2016_Dyn_cyberattack
https://www.wired.com/story/mirai-botnet-minecraft-scam-brought-down-the-internet/
https://www.wired.com/story/mirai-botnet-minecraft-scam-brought-down-the-internet/
https://www.schneier.com/blog/archives/2016/09/someone_is_lear.html
https://cyber.harvard.edu/pubrelease/dont-panic/Dont_Panic_Making_Progress_on_Going_Dark_Debate.pdf
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For all the hype around gadgets and home appliances, many of the industries 
most impacted by IoT will be health care, transportation, energy and utilities. 
There are great opportunities for improving the efficiency and quality of public 
services, health and infrastructure.

Inexpensive hardware and decentralized innovation is also delivering the 
internet to more people, in more shapes and forms than ever. While that is 
something to celebrate, unfortunately in today’s throwaway culture, internet 
devices are rarely designed to stay safe and secure over time.

Since all software is vulnerable to attack or malfunction with age, automatic 
software updates are a must. Small companies selling cheap IoT devices, 
without the resources and expertise of companies like Google, Apple or Ama-
zon, will find this harder to do on their own.

Who do we hold accountable when the path from manufacturer to consumer 
is so opaque? Could there be regulations and industry codes of conduct to 
ensure the use of strong, random and unique passwords on internet de-
vices? Could there be technical security devices that form a shield around a 
person’s personal IoT network? Could there someday be dependable trust-
marks for IoT – like the labels on organic food or energy efficient appliances? 
What role is there for designers? These and many other ideas need research, 
exploration and further discussion in 2018.

The key problem is that IoT is growing faster and bigger than we could have 
imagined. Some of the risks posed are personal (like being embarrassed or 
perhaps being injured by a hacked car) while other risks are at the system 
or environmental level (like hospitals or the electric grid being taken down). 
Either way, it’s going to be costly to fix when things go wrong.

One of the great opportunities of the moment for advocacy is in the home – 
being smarter consumers and especially advocating as parents on behalf of 
children who ought to be protected from insecure toys that contain hidden 
microphones, cameras or other personal data recorders. Dolls like ‘Hello 
Barbie’ and ‘My Friend Cayla’ that listen and speak to children have attracted 
negative headlines for being easily hacked. Germany is one country that bans 
Cayla as a “concealed transmitting device”. Where else could traditional con-
sumer safety regulations be leveraged?

We need to grapple with how we handle these issues as a society today: what 
we can leave up to industry, what we can leave up to consumer choice and 
what we need to regulate.

https://thewavingcat.com/iot-trustmark/
https://thewavingcat.com/iot-trustmark/
https://advocacy.mozilla.org/en-US/privacynotincluded
https://www.nytimes.com/2017/02/17/technology/cayla-talking-doll-hackers.html
http://www.bbc.com/news/world-europe-39002142
http://www.bbc.com/news/world-europe-39002142
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The House that Spied on me 
by Kashmir Hill and Surya Mattu, 
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by Hooman Mohajeri Moghaddam, Gunes Acar, 
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Huang,Nick Feamster, Edward W. Felten, Prateek 
Mittal, Arvind Narayanan (September 2019)

Gender and IoT 
by Leonie Tanczer, Simon Parkin, George 
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Technology, Engineering and Public Policy 
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Which? Investigation Reveals ‘Staggering’ 
Level of Smart Home Surveillance 

by Andrew Laughlin, Which? (June 2018)

https://www.internetsociety.org/wp-content/uploads/2019/05/CI_IS_Joint_Report-EN.pdf
https://www.internetsociety.org/wp-content/uploads/2019/05/CI_IS_Joint_Report-EN.pdf
https://www.internetsociety.org/wp-content/uploads/2019/05/CI_IS_Joint_Report-EN.pdf
https://gizmodo.com/the-house-that-spied-on-me-1822429852
https://anatomyof.ai
https://anatomyof.ai
https://anatomyof.ai
https://tv-watches-you.princeton.edu/tv-tracking-acm-ccs19.pdf
https://tv-watches-you.princeton.edu/tv-tracking-acm-ccs19.pdf
https://tv-watches-you.princeton.edu/tv-tracking-acm-ccs19.pdf
https://www.ucl.ac.uk/steapp/research/digital-technologies-policy-laboratory/gender-and-iot
https://www.which.co.uk/news/2018/06/which-investigation-reveals-staggering-level-of-smart-home-surveillance/
https://www.which.co.uk/news/2018/06/which-investigation-reveals-staggering-level-of-smart-home-surveillance/



