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(1) Supersession [aformation
(U) Thas doowment supersedes the followmg
o (L))
o (L)
= (L)) All electromc commumcations related o confidential lnaran sower operations dated
pnor to the publicanon of thas policy puade e hudung

(U) Sections 1-3 of thus policy puude contamn pusdance regarding the use of Tvpe 5 msrsunents
Sections 4-22 incorporate the current Confidential Human Source Poliy Gui :a_
- revised September 7. 2007 but with new puadance regarding consenseal recondeng and
undisclosed participation to reflect revisions prompted by the Domesne fmvas ipotions and
Operations Guide (DIOG) This policy puade will be updated when pusdance regasdng
confidennal human source admmstration and domesty and mernatonal confidential ossan
source operations 15 finalized
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(L) Thas document and 1ts contents are the property of the FEI If the document or s contents
are provided to an outside agency 1t and its comtents are not to be destnbuted outsade of that
agency without the written permmssion of the ungt histed m the contact sernon of thes polacy
implementation puide

(L) Thuis policv guude 1s solely for the purpose of wternal FBI pudance }t 15 not sntended to
does not. and may not be relsed upon to create anv nghts substantive or procediral enforceable
by law by any partv m anv matter. crvil or cnonunal nor does 1f place anv lmtatson on oferwee
lawful investiganve and litigative prerogatives of the Department of Justice and the FBI

(1) DIOG Provisen

(1) No policy or pohcv gmde may contradict alter or otherwise modify the standasds of the
DIOG Requests for DIOG modifications can be made 10 the lnternal Polcy affice (TIFO)
pursuant to DIOG subsection 3 2 2 paragraphs (A) (B). (C). and (D)
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SECRET/NOFORN
(U Confidential Human Sowmve Policy Cande

1. (U) Introduction
L1, (1) Scope

(U/FOUO) The Federal Burean of Investigation (FBI) recrmts and operates confidential human
sources (CHSs) to obtam mtelhpence. which advances investipative program poonibes meets
national and FBI mtellipence collection requuiements, and through dissemmmation. supponts
obyectives of the Umted States (11 S ) povemment s intellipence and law enforcement (1LF)

commumities The Duectonate of Intelhgence (D1 mamtams responsibnhity for these acthivines
through the development and oversight of the FBIL s CHS program

(S//NF) Thus pohicy pumde (PG) apphies to the use of the CHS Program i all investipgative and
mtelhgence collechion achiviies conducted by the FRI m the Umted States its termtones. outside
the temitones of all coomtnes. and 1n foreym countnes

= man . maw -

(1) The CHSPG 15 for mternal puadance 1t 15 not intended to create an enforceable legal nght o
a pnvate nght of actwon by a CHS o1 any other person Any conflict between these pundelines and
the Attorney General s Guidelines |[AGGs) Regardimg the Usa of FBI Confidential Human
Sowrces [AGG CHS) or the ditorney General s Curdelines for Domestic FBI Operations [AGG
Dam) must be resolved m favor of the AGGs

1.2. (1) Purpose

(17) The purpose of thus PG s to standardize CHS Program policies so that they are consistently
and umformly apphed. to the extent possible. 1 all FBI investigative programs  Thus wall
promote comphance with relevant AGGs and facilitate the development of CHSs to engage n
Cross-program repornng

(LWFOUO) The cntical components of the CHS Program addressed in thus PG are as follows:

e (U/FOUQ) The roles and responsibilities of FBI personnel and task force officers (TFOs)
with regard to CHS Program activities

(UFOUQ) The identificaton. evaluation. and recnutment of potential confidential
buman sources (PCHSs)

o (U/FOUQ) The admumstration and operation of CHSs supporting any of the FBI s
mvestigative programs and or other authonzed information collechion activihes

(17} Thas PG also emphasizes the importance of oversight and self-regulation to ensure that CHS
Program activities are conducted withun Constitutional and statutory parameters and that civil
hibernies and privacy are protected.

1.3, (U) Intended Audience

(U) Thus PG applies to all FBI employees, TFOs. FBI contract emplovees. and FBI detailees
1.4,  (U) Authorities

(U/FOUO) The provisions in thus PG are governed by the authonties set forth below

o (U) Arrorney General’s Guadelmes Regardmg the Use of FBI Confidential Human
Sources, December 13, 2006

e (U) dmomney General's Guidelines for Domestic FB] Operanors. September 20, 2008

1
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o (V) Dometic InvesGgations and (perations Cogde [T | Ortobes 16 2611

e (U) Attorney General Oxdes No Y019 2008 Conforming the Atiorney Genaral s
Crudalinegs Reypardimyg the [se of FRI Confidential }Human Sowrce to the
Cranaral s Crudelings for Domestic FBI Oparations Novemlws 26 X008

(U/FOUO) Other authonities such as statutes exeoutive ordess (EOx ) repulations and
memorandums of under standang (MO s ) are 1eferenced m thes PO

1.5.  (U) Approval Levels and Delegations

(U) Approval levels specified in this PG may be delepated one supervisory bevel below the stated
level on to a desapnee unless specifically prolubsted m the PG The delegaton st be suade m
writng, 1t must specify each activity or task delegaied and (deanfy the supernsory possn o
which the approval authonty is delepated Delepations of asthonty for swmor exeruyves ar filed
m:h_:nddrh-p:m of authonty for non s exer e e fled
under A field office (FOU ) retammng 3 comeamecation detalmg i deiegaton
of authonty must file the delepation of authonty commmancahon mo the lord FO enenson of

the above [l HQ case file (e ¢ |GG

(L) All supervisory authonity for approval of an activity cnted m thes PO mav be gramted by 2
duly authonzed acting supervisor or by a superasor holding 2 postion apher han that specified
in thas PG

(U) References to the special apent m charpe (SAC ) o thas PG ae unended o mchade the FO
assistant director m charpe (ADIC) position #ven of nof specifically mentioned

R

1.5.1. (1) AGG-CHS and AGG-Dom Excepnon: and Drspute Eesolution

(U/FOUQ) Whenever an FBI assistant darector (AD) (or above; ADNC SAC cheef federal
prosecutor (CFP). or hus or her respective desigmee s helieve thal extracrdmary cucumstances
exist that warrant an exception 10 any provision of the 274, 7 =" or whenever there s 2 denpte
between or among the FBI and other Department of Justice (DOT) entiies reganding the AGG-
CHS, an exception must be sought from——or the dispute nmst be sesolved brv—the DOJ 5
assistant attomev general (AAG) (or has or her designes | for the Cnommal Drvison or the
National Secuntv Diviston (NSD). whachever 15 approprate

(U FOUQ) Whenever there 15 a dispute with the AAC for svther the Cnounad Drvsson o NSD
of the DOJ the dispute must be resolved by the depury anornev peneral (DAG) or s or ey
designee

(U/FOUQ) Anv departure from a provision of the A0 Do mmst be reguested and suade @ :
accordance with DIOGC Secnon 2 el

(U/FOUQ) Any exception to a provision of the AGG-CHS must be reguesied via an clecome | §£
commumication (EC) with pnor approval of the SAC and sent w the AD DI for revvew The AD 1 |
must coordinate the request for the exception with the appropnate DOJ component "

(U FOUQ) The exception granted or mm“um-umm
152,  (U) CHSPG and DIOG Exceptions and Dispute Resobution

U FGUD}“MEMH:&&CH&EMMM '._'_-"
warrant an exception. or when there 1s a dispute over the mierpretanion of auy prows

--------
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2. (U) Roles and Responsibilities

11.  (U)CHS Program Managemeni and Oversighi : SUT

211 (U) Assistant Directors in C Special Agents in Charge, Assistant Special 3
Agents in Charge (ASACs), Sapervisory Special Agents (S5As) e

(U/FOUQ) The SAC of each FO 1s responsible for ensurmg that the FO has 3 CHS programs St

contnintes to the FBI's collective nmman mieihigence (HUMINT) base ADICs. SACs. and

members of the FO's mvestigative and intellipence operations manaprneent staff mcindng

ASACs and SSAs. must ensure that the FO fulfills s mielhpence collection and miormaihon

dissermination responsibilities 1 comphance with FBI protocols rules. and regulations. mciading

those contamed mn this PG Although the SAC is charped with the ulthmate responsibality for the

FO's CHS program, daily oversight responsibility for PCHSs and CHSs renudes with the SSA

who must review all commmcations regarding the CHSs on has or her squad and supervise fhe

special apents (SAs) operatng those CHSs

(U) SSA program management responsibiliies may not be delegated W0 non-agent personne]
(Supervisory mtelhipence analysts [SIAs] do, however have critical oversght responssbnities
with regard to the identification and evaluation of PCHSs as set forth m Section 3
“ldentification, Evaluation. and Recruutment of Confidential Human Sources m Type 5
Assessments )

2.1.2. (U) Confidential Human Source Coordinater (CHSC)

(U) Each FO must have at least one SA serving as the FO s full-tume CHSC The CHSC =
responsible for addressing all duties and r iblstwes of the CHS The CHSC mmet
be assigned to the FO's HUMINT squad of ueihgence program.
At least one alternate CHSC. who need not be assigned 1o the HUMINT or uselhpence
squad, must also be designated The SAC, at us or her discretion. may have addimional personme]
assigned to these duties, as appropnate

(U) The CHSC 1s responsible for overseemg the FO s CHS program. mciudang the propes
admimistration of CHS files and associated documentation Because of these oversaght
responsibilities. the CHSC mmust not be assigned as esther the case agent (CA) or co-case apenl
(co-CA) for any CHS assigned to the FO This restnction does not apply to the aliemate CHSC.
However. when the alternate CHSC 15 workung mn that capacity. be or she mav sot review any ) \
communication generated for or about CHSs for which the CHSC 15 the CA or co-CA These s
communications must be forwarded for review to the HUMINT and or JJJSSA wiso supervises
the CHSC

(U//FOUQ) Each CHSC must designate a space within the confidennal file room (CFR) tohowse
all legacy and current CHS files and other CHS-related matenal such as any physical gt By -
recerved from a CHS that is not considered evidence In order to puaraniee the confidestalitvof
CHS information. only personnel assigned to the CHS program may be located mside he CFR. =~




define a CHSC as 3 supervisory Federal Prosecuting Office (FPO)' attomey
o facailitate comphance wath the AGG CHS mmfmw
e X nchade coordinating the FPO s responsibilies under the AGG CHS, serving as
an FBI pont of contact (POC) for matters undes the AGG CHS, approving matters under the

on behalf of the FINO when no other FPO atiormey 15 assipned or available, and
mimmm Each FO CHSC must establish and mamtamn contact with
the DOJ CHSC(s) 1 s or her temitory Contacts with the DOJ CHSC mmust be documented and
maintamed i the CHS program file
11 (U)CHS Operation
121. (U)Case Agent and Co-Case Agent Roles

(UYFOUO) The CA of a PCHS or a CHS must be an FBI SA Each SA, with the exception of the
CHSC, has a core responsibulity to create and maintain a CHS base to provide wital information
supporting FBI investigative and natonal intelligence pnonties The SAC may grant an
excephon to this responsibality when an SA 1s assigned to duties that logically preclude CHS
operation This excephon must be documented i a2 written EC maintamed i the FO CHS
program management file

(UVFOUO) In addition to an assigned CA. every CHS must have a co-CA assigned and
wlentified A co-CA has all the same duties, responsibalities, and file access as the CA If a TFO
15 assigned as co-CA. however, there are hnmtations to lus or her duties, as set forth in subsection
222 “Task Force Officer as Co-Case Apent ™ The frequency wath which the co-CA meets wath
the CHS 1s determuned by the impact and sigmificance the CHS 's reporting has on FBI
investigatons. If the CHS contmibutes significantly to an FBI investigation. the co-C A must meet
with the CHS more frequently The frequency that 1s considered appropnate should be
determined by the CA_ co-CA_ and their SSA. but, in every case, the co-CA nust meet waith the
CHS at least every six months The meeting must be documented in the CHS file Thus
requurement may be met through the documentation of a CHS program-related activity through
which the co-CA s meeting with the CHS 1s evident; for example, a source reporting document,
an admomishment form. or a payment receipt beanng the co-CA's name

(UAVFOUOQ) If the CA and co-CA are unavailable, the SSA may designate. on a temporary basis,
another co-CA to handle PCHS matters or operate a CHS Rrga:rdlmafsmhimq}m:u‘v
designahions, however, the CA is responsible for the mantenance and accuracy of PCHS or CHS

files assigned to hum or her.

(UYFOUQ) No member of the FBI's management staff may serve as the CA or co-CA_ The only
excephions to this rule are as follows:

» (UYFOUQ) Legal attaches (LEGATS) and assistant legal attaches (ALATSs) are permutted
to operate CHSs as CAs under a modified approval process, as set forth in Section 19

' FPO: welude any of the followmg DO/ components Umnited States Antomey : Office (USAO). the € nmunal

. Divimoa: the NSD; and any other lingaton component of DOJ with suthonty to prosecute federal cnmunal offense:
Mﬁ_“ of the Anttrust Dyvimon. Cival Disen. Cial Rught: Dvisien. Epvaonmental and
mhﬁl—.ﬂf‘um
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assipned as the LEGAT may oot be assigned s the CA or co CA

o (UNFOUO) An acting SSA may contime 1o be assigned a5 2 CA or 3 co-CA for PCHSe
and CHSs fin up 1o 180 days Wiale the acting S5A s sspned 28 3 CA  commmsr oo
rrmmmHfﬂs.ﬂumfumwsuuﬁm-uwiﬂum
or an 55A whomn the ASAC designates After | 80 days have elapeed. the ASAC
approving those commun ahons mmst assign another SA 2 the CA or co-CA of fheee
PCHSs and CHSs The reassipnment may be nrade however 2 vy e before 1556 daw
have elapsed, as deemed appropnate by the ASAC

2.22.  (U) Task Force Officer as Co-Case Agent

(U#FOUQ) Althouph they are non-agent personne]  TFOs who have recesved the requae
clearances lo be detailed on an FBI task force may be assagned as co-C As for PCHSs and CHSs
An SSA may assign a TFO as a co-CA by approving the opemng commmancation. for exleer 3
PCHS or a CHS, 1n which the TFO 1s named as the co CA The STA s approval dlse serves a8
the authonty to disclose the PCHS ‘s or CHS s identity 1o the asugned TFO

(U/FOUQ) Any TFO assigned as a co-CA must be advised of and follow all relevant FEI
policies regarding the dentification. evaluation and recrisfment of PCHSs and fhe devwriopment
and operation of opened CHSs. as described in fhus PC: and other relevant polscses mchadeng fhe
AGG-Dom. AGG-CHS, and the DOC,

(U//fFOUQ) A TFO co-CA has the same duties and access to the PCHS or CHS file 2 the CA
except as described below. The TFO co-CA mav use the PCHS approach methods descnbed =
subsection 3 7.2 ("Methods of Approach™) me=t with 2 PCHS and debrmief an opes CHS winde
unaccompanied by a CA, provided that each comtact 15 fully documented by the TFO and placed
in the file of the PCHS or CHS for whom the TFO has been approved 2= co-L A
(U/FOUO) A TFO co-CA 1s not permutted 1o

e (U/FOUQ) Open a Type 5 assessment

» (U/FOUQ) Prepare the source-opening commumcation of open a2 CHS m Delta

» (U/FOUQ) Provide admonishments to 2 CHS The TFO mav be present ac 3 uniness
when admomshments are reviewed with a CHS, however the admomsshments st be
provided by an SA.

e (U/FOUQ) Pay a CHS. unless an 54 15 present as a witness when CHS payments 2

made. An must be subnutied by an SA
1.2.3. (L) Non-Agent Investigative Staff Vi ke
(U/FOUQ) Non-agent FBI mvestganive staff are not permutied 1o be sagned s CAsor oo CAs AL

for PCHSs and CHSs. uniess specifically stated otherwise m ths sechon A supenasor may T N E
assign non-agent mveshgative staff Sentinel case pmmmmmnnnm | AR
wnteraction with a PCHS

1.2.3.1. (U) Non-Agent Linguists

(U/FOUO) Non-agent linguists are not permitted to be m:m:mntm

and CHSs. Non-agent FBI Linguists are also prolubited from m:m-‘ﬂ
SECRET NOFORN 2y 1_ s
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i presence of a CA_ 2 co-CA, o1 a TFO who has been assigned as a co CA A CA or a
’ mnmmuﬂ.mu.mwmm accompany him o

' ber to present during a PCHS contact The SSA of the squad with PCHS
' iﬂ“ﬂ#ﬂ mﬂummmlwmmwmw
approving of denying it m wiiting

(UVFOUD) The followmg information must be e haded m the request
«  (U/FOUD) A desciiphion of the requested services
« (UIFOUO) The specific investigation(s) being supported
(U/FOUQ) The followmg factors should be considered pnor to approving a request
* (UV/FOUOD) The length of ume the services wall be needed
o (UVFOUQ) The purpose of the services

e (UVFOUQ) The potential operational or personal secunty nsks resulting from the non-
wm;tmmmﬂnmlhﬂr PCHS or CHS and the steps to nutigate any 1dentified

(U4/FOUQ) This wnitten request and wnitten approval must only be retamned i the CHS 's mam
file

2231 (U) Intelligence Analysts (LAs)
(U/FOUO) LAs are not permutted to be assigned as CAs or co-CAs for CHSs A supervisor may

only assign [As case management or case participant responsibilities that do not require
mteraction with PCHSs

(U/FOUO) IAs are prolubited from contacting CHSs without the presence of a CA_ aco-CA. or
a TFO who has been assigned as a co-CA_ A CA or a co-CA may request, in wnting (e g email,
EC). that an IA accompany him or her to CHS debnefings The SSA of the squad with CHS

mghl::dthtufswmustmspmdm the request, by approving or denying it, in
wning
(U/FOUO) The followimng information must be included in the request:
e (U/FOUO) A descniption of the requested services
e (U/FOUQ) The specific investigaton(s) being supported
(U/FOUQ) The followmng factors should be considered pnor to approving the request
+ (U/FOUOQ) The length of time the seraces will be needed
s (U/FOUQ) The purpose of the semaces

« (U/FOUOQ) The potential operational or personal secunty risks resulting from the [A's
interaction with the CHS and the steps to nutigate any idennfied nsks

(U/FOUO) This wnitten request and written approval must only be retained wm the CHS s main
file

* anmmrhmnammnpmm:cmmmgﬂtmdmnfvaud
_mm-wﬂleim{mMmi “Idennification. Evaluation. and

'i‘l.':, L | "
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assessments) However o personal safety wenes i

involving interaction with the puble and othes nlln."'" "::' pedts
engape PCISs o the public i operational seftings - :
inchiding i online venues . 2 desernibed m
IAs on Publicly Accessible Web Sites ~

13 (U) Prohibitions on FBI Personnel in the Identification, Fvaluation, snd

Recruitment of PCHSs and the Development and Operation of € H%s
(1)) For the purposes of this section. FBI persouned meludes TFOs acting 28 o0 CAs
other detailer participating in the operation. overugls malyis o secratment of =
PCHS

(U) FBI personnel duecting, oversering, o parhcipating m e dveram of s CHS
oversering, or participating m the identification. evahaton o recratment of 3 PCHS

permutted to

“p— Tos 1 R ™

A R

e« (U)Open another FBI employee as a CHS or a PCHS : 'H:".;_‘ G :
L J'._.rln e

e (U)Open an FBI contractor as a CHS unless the following crtena are st and T ’-__.‘5
documented m the mamn file sy W

5 (U) In the performance of his or her dutes under the contract. the confracior s i (e .

association as 2 contractor with the Bl could not reasonably be descerned by T
someone m the subject s position unless the subsect s imowledpe of the relabonsing g

-
i

15 relevant to the assessment or predicated mveshigation m whnch e CHS will be SRy -!
used. N .g
5 (U) The use of the contractor 2 2 CHS will not conflict wath huis or her contracnul P
o (U) The contracting officer srwifm;wﬁ‘““

as a CHS S

e (U)Have any role in the operation or oversight of 2 CHS ar a PCHS whoisthe ™~
employee s spouse, sigmuficant other relatrve or other person whose }
emplovee could create the appearance of 2 personal or professsonal

. {U)Enpgtmmﬂnm&ﬂwfmnh:mﬂ“ﬂqm.d
e (U) Socialize with a CHS or a PCHS except 1o the extent aecessary and 2y

e -'1-.'.--'I-

operational reasons  Such socialization nnst be dorumented m the CF - _"‘ﬁ.‘.,___' .

Meals with a PCHS for the purposes of evahuation recrutmenst or with 3 CHS dwmimga

debnefing are considered appropnate - ‘_‘5, _ll'-.‘."
. ﬂﬂEmUm:(Ealm:-jm#% A

. {U}Pay:ﬂﬁmmﬁ-h-uplﬂﬂ i for CHS-»ed
or pay with other personal stems of valoe ( of ielephone Witk
mmmmmummu p3viment request 2

wath oral ol B o
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as soom as prachcable, bul no more than five busmess days from the date of oral approval
rexmbursement must be sought in accordance with subsection 17 /1 “Payment Request

Entnes,” or subsection 176 5 . “Equipment
(U) Allow a CHS or a FCHS to distnbute contraband (e g . dlegal diags or stolen
property) mto the market unkess authonzed to do so

(U} Authonze a CHS to paricipate in an act of violence, except i self defense durmgp an
emergency to protect hus or her own hife or the hves of others apanst wrongful force.

(1) Authonze a CHS to participate in an act designed to obtan information for the FBI
that would be umlawfil if conducted by law enforcement officer (LEO) (e g . brealang
and entenng, illegal wiretapping, illegal opeming or tampenng with the mail, or trespass
amounting to illegal search)

(U) Interfere wath. influence. or impede any cnmuinal inveshigation, arrest, prosecution. of
il action m whach the CHS or PCHS 1s a party or a witness However, an SAC may
submut a letter contamung facts reparding a CHS 's relanonshap with the FBI to a
prosecutor or a cowrt for consideration. Disclosures must be documented in accordance
with Seciion 16, “Admmmstraton of Confidennal Human Sowrces ™

(L) Make any pronuse of immmumuty to a CHS or a PCHS; make any commitment lumiting
the use of any evidence by the government, or give the impression that he or she has the
authonty to do so. However, an SAC may provide a letter to the prosecutor or court
statmg the facts regarding a CHS 's relationshap and assistance to the FBI

(L) Drsclose FBI investigative information to a CHS or a PCHS (e g.. information
relating to electromc surveillance [ELSUR]. search warrants, indictments and other
charging documents, or the 1dentity of other actual or potental subyects or PCHSs or
CHSs). other than what 1s stnctly necessary for operathonal reasons.

(U) Reveal to a CHS or a PCHS any information relating to any federal. state. or local
pending or closed mvestigation of the CHS or PCHS or hus or her fnends or relations,
inchnding confimung or denwving the existence of an investigation. unless authornzed to do
50 by the CFP or hus or her desagnee. after consulting wath the SAC In national secunity
matters. the SAC or lus or her designee must consult with the appropnate operational
drmaston at FBIHQ and obtamn CFP authonzation

(U) Exchange mfts wath a CHS or a PCHS, except as provided for 1n subsection 2 3 1

(L) Provade the CHS or PCHS wath anvthung of more than a nomunal value except
pursuant to an approved CHS pavment. as authonzed by Section 17, "Confidential
Human Source Financial Matters. ™ or pursuant to a Tvpe 5 assessment expense. as
authonzed by Section 3. “ldennfication. Evaluaton. and Recruatment of Confidential
Human Sources in Type 5 Assessments ~

(U) Recerve anythung of more than nonunal value from the CHS or PCHS
(L) Engage 1 any business or financial transactions with the CHS or PCHS

b
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(U} FBI personme! who are directing or uma-mm
discuss opesational matters related o the FBI's with the PCHS or CHS with amyone
clse, unless there 1s a2 nerd to share the information

(U) When interactng with PCHS and CHSs, all FBI employees. mcludng TPO co-CAs and SA

CAs, must conduct themselves professionally and in accordance with FBI standards and IR
pundance for FBI employee conduct. inchuding those set forth m the PR/ Fihics and Intsgrity et
Program Policy Directive and Policy Caiide. 075ADPG el

131 (U)Gifts e
2301 (U) Gifts Offered by a CHS or a PCHS :

(UVFOUOQ) If a PCHS or a CHS offiers a gift 10 2 CA. 2 co-CA. or other FBI employer. e CA,
co-CA, or other FBI employee should not accept the item [f the PCHS or CHS 15 awane of he
CA or co-CA's FBI affihation. the CA or co-CA should use the opportumty to deplomstically
advise the PCHS or CHS that the relatonshap 1s a professional one and that restnchons apply to
thear interactions. The offer and refusal of 2 pft must be documented 1 the PCHS s file or
CHS’s vahdation sub-file (afis should be refused even from PCHSs secnmied through 2
nonaffihated approach (see subsection 3 7 7 ! "Nonaffiliated Approack™) Thas peaeral mile
apphes because, among other 1ssues. when the CA or co-CA evennnlly reveals hes or her FBI
affiliation 1o the PCHS . the previous acceptance of 2 puft mav become an obstacle %o 2 successiul
recrurtment

(U//FOUOQ) In some very limited circumstances. accepting a gift from a PCHS or a2 CHS may be
qustified The CA’s SSA must approve the acceptance of such mfts m accondance wilh the miles
set forth in this subsection If the CA or co-CA takes the mft and the SSA does not approve, the
CA or co-CA must return the gft to the PCHS or CHS

(U/FOUQ) If acceptance of the mft 15 necessary and appropnate for operational seasons. 20 e
refusal of a gift would ureparably damapge the relatnonship and jeopardize the willmpness of 2
PCHS or a CHS to cooperate or continue to cooperate. an SSA may. afier conouvence of the
chuef division counsel (CDC) (considermg the legal and efhucal ssues assocated with retamng
the ;ft). authonze the CA or co-CA to accept the muft The SSA s authonzanon for the
acceptance of the mft. the results of the consultation with the CDC. a descnption of the it and i
the justification for 1ts acceptance must be documented m the PCHS s file or the CHS's 2%
validation sub-file The SSA must provide authonzation 1o advance if the CA or co-CA 15 aae
that a PCHS or a CHS wll offer a ;uft Otherwise the CA or co-CA nmst obtaen snthonrahon
mmhpﬂmﬂdnﬁmaawmxmk b 5o Later than five busmess davs from
recetpt of the mft This commumcanon also should be used 1o document the disposition of the N
gift (discussed below) and the reason why that partacular method of dsposiion was choses.

(U FOUOQ) The SSA must approve one of the methods described below 1o store or ok
accepted ;mft Under no arcumstances mayv the pift be kept by an FBI employes The ﬁr

method will depend on the type of aift and 1ts prospective operational use or Weatment 25 ’
evidence.

¢ (U FOUOQ) If the item 1s penshable. it nmust be destroved Pnor 1o the de
penshable ;mft. a photograph must be taken of the item and placed m the
the CHS file. with documentaton poting the destructhon method and
of why the tem was destroved

10
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(UAFOUO) I the gaft 1s not penshable and wall not be treated as evidence, the CA o1 co
CA mmst submut it 1o the CFR to be mantaned as part of the CHS file (e g, the i may
be placed physically m a senalized 1A envelope/accordion folder, or a "m0 sub file can
be created from the main file) for appropnate storage 1If on a rare occasion, the pft
needs to be wom or shown to the PCHS or CHS so as not to jeopardize the relationshup
dunng a subsequent contact or debnefing, the gaft must be officially charped out of the
file. Upon conclusion of the CHS meetmg, the mfl must be charged back into the CHS
file Upon closing the CHS file. the mft must follow the Natonal Archaves and Records
Admumstraton (NARA) approved final disposithon schedule established for the CHS file

o (U/FOUOD) If the mift 1s 1o be treated as evidence, it must follow the same process as any
other evidence S te [

(LW/FOUQ) If an FPO 1s participating in an mveshgation or a prosecution using the CHS. wntien
nohce must be provided to the FPO attormey—n advance, whenever possible—if an S5A

approves the acceptance of a mft A copy of the FPO notification must be retained i the CHS
vahidation sub-file

2.3.1.2. (1) Gifts Given to CHSs and PCHSs

(U/FOUQ) Cnfts offered to PCHSs and CHSs may be provided in accordance with subsection

192 "Evaluation and Recnutment Phase Funding. ™ and subsection 17 13 "Gafts in Lieu of
Monetary Payvments

11
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3. (U) Identification, Evaluation, and Recruitment of Confidential
Human Sources in 'I'”lr 5 ﬂ_i“!i_lllﬂi!_

AL (U/FOUO) PCHS Risk/Benefit Analyss

(UA/FOUO) The FBI has successfully vetted and recruted CHSs smcr s inception A CHS was
traditonally. and still 15 oflen identified duning the course of an onpoing assessment o
predicated investigation or through routme hason As of December 7008 the AL Dom a8
unplemented by the DIOG, provided an addstional ool known as the T ype 5 assrssment
for the wdentification, evaluation. and recnutment of CHSs In additson to the DIOC: thas section.
in conjunction with Section ), "Roles and Responsitnlies ~ poverns the sespective roles of SAs
and [As n the identification. evaluation and recrustment of PCHSs under the Type 5 ssesament
The purpose of this section is to pive further details reparding the implementation of DIOG
subsection 5.6.3.4; however, in the event of a conflict. the DIOG 15 the controlling authorty

(U/FOUQ) Inherent i each Type 5 assessment. or pnior 1o opemng any CHS 15 the slement of
determumng the potential benefits to be gained through the wdentificabon. evaluation and
recnuitment of the PCHS, balancng them agams! the possible operational and other costs
assoclated with the PCHS and ensuning that the benefits outweigh the costs. grven the known
informahon and the curcumstances mvolved If a PCHS 15 ulimately opened  he or she enters
into a relationship with the FBI. and that relationship will forever affect the lafe of that indendual
The PCHS wall be either an “FBI source™” or a “former FBI source, ™ and i turn. hiss or her
conduct or misconduct will reflect on the FBI Fauly or unfairly the FEI will be viewed m the
light of that reflecion Therefore. 1t 1s important to recogmze that decisons and activities
undertaken i the identification, evaluation and recnutment phases are exercises m nsk
management

(U/FOUOQ) Once the PCHS 1s open. be or she 15 subject 1o the pudance provided m Sechon 20,
“Confidential Human Sowrce Valhidation  Pnor to opemung each PCHS, apents and analvsts st
be aware of the need to assess and weigh the nisks associated with the PCHS

(U//FOUQ) There 1s a number of factors to be considered dunng the idennificanon evaluation
and recruitment of a PCHS  Documented past activities and observable charactenstics can
provide wmsights that point to furure control or handlhing 15sues  relsabulsry problems. or lack of
credibihity on the part of the PCHS Likewise the PCHS s belefs, values. and allepances may
reveal motivational platforms that enhance existing benefits and are cntical cntena for the agent
and analyst to define throughout the Type 5 assessment These factors. as outhned 1 the six
bullets below_ should then be assessed i their totaliry aganst the backdrop of each of the five
CHS critena to determune whether the nsk m uitunately recruting the PCHS source 1s low.
medum. or hugh. and what steps can be taken to nunigate 1dennfied nsks A semuiar evaluahon
should then be conducted on the potennal benefits the CHS 15 reasonably expected o deliver
The final step 15 to deternune whether the potental bepefits outwergh the potennial nsks and act
accordingly

(U/FOUQ) The factors below must be used by analvsts and agents to weigh the nsks agamst the
benefits involved during the evaluation and recrustment of PCHSs Each of the factors and m
tum. the CHS cnitena, cannot be weighted equally since for example a PCHS s access o
relevant intellgence or information may ourweigh a particular sustabality or secunity nsk.
especially if such concerns can be adequately munigated When evaluatmg benefits versus nsks.

e e e e A e e

12

SECRET NOFORN

B

RN CA g Sl



SECRET/NOFORN
(U) Confidental Human Sowce Pohcy Guade

mﬂﬂﬂmmhmm:mﬂmnm

H';'_,' nformation or are sufficient to cutweigh the nsk(s) associated with one o more of
! the five factors hsted - Factors to be considered inchude

(U/FOUO) The immnent operational need and importance of the desired mformation
(U/FOUO) The hikehihood that the PCHS wall mform others of the FBI s interest 1n the
PCHS

(U/FOUQO) The ikehhood that any revelabon about the FBI's interest m the PCHS wall
have a nummal adverse affect

(U/FOUO) The hikehhood that the intelhipence or information wall be lost
(UV/FOUQ) Whether and how a nsk can be nutigated

(U/FOUQ) Whether the FBI will be able to control the PCHS through existing handling
procedures and venfy the trustworthiness of the information provided through the

(U//FOUOQ) The PCHS critenia are

32

(U/FOUQ) Access: the indivadual ‘s placement and sustained ability to acqure
mformanon of operational and'or intelhgence mterest (In some mstances, this may be a
matter of potennal access to hugh-value information )

(UVFOUQ) Suitability: the mdividual s character, intelligence, and competence as they
relate to hus or her potennial to provide authentic, accurate, and reliable information Thas

helps to answer the question. “Does the individual have the appropnate attnbutes to
perform as a CHS?™

(U/FOUQO) Susceptibility: the likelihood that the mdividual wall accept recnutment as
an FBI source and provide information on a confidential manner  This aspect requuires an
analysis of possible motivations and iases. life expenence. and other factors relevant to
the willingness of the individual to become a CHS

(UY/FOUOD) Accessibility: the FBI s abality to gain access to the indivadual for the
purpose of assessment and evaluahon as a means to move toward recnutment.

(UVYFOUOQ) Securiry: the FBI's assessment of operational secunty and
countermntelhgence nsks associated with the PCHS This means evaluating the individual
and the operational circumstances related to the following questions:

o (U/FOUQ) What if the individual rejects recraitment by the FBI?

o (U/FOUQ) What if the individual becomes aware of the FBI interest and objectives.
but his or her loyalties are elsewhere?

o (U/FOUQ) Are there possible lifestyle or professional vulnerabilities that nught
create reliabnlity 1ssues or mnvite exploitation by others?

(U/FOUOQ) PCHS Operations: Introduction

(UVFOUQ) The Type 5 assessment consists of three phases. The idennfication phase 15 opened
without a specific. named mndividual, for the purpose of identifving persons with placement and

13
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acoess from a pool of unknown mdividuals The evaluation phase 15 opened on @ sperafic samed

i vidhual believed 1o have appropate placement and access for the parpose of cbtameng
mformation 1o better ascertamn the nature and extent of s of et acress secuty nek sty

accessihity, and/or susceptilnhity o berommng 3 CHS The recrustmens phase | whaeh s 3
continuation of the evaluaton phase for SAs imvolves the SA s efforts o dbtam 3 sperafic
narned mdindual s apreement to vohmtaniy enter 2 relationshsp with the FBI w osder 1o proande

opevahonal assistance and/or intelhipence These phases are addirssed m detaal n the sabeeron:
that follow

#0U0) The [ - = FO cofiection management

coordinator (CollMC) must be assipned as case participants m every T ype 5 ssesumend

(U/FOUOD) A Type 5 assessment. 1n any phase  may not be opened on 2 subyerct of 3 pendeng
FBI predicated mvestigation In addition. a previously opened CHS mary not be opened a5 2 T ype
5 assessment See DIOG Classified Appendix G for a2 speraific exception 1o s rexpasemnent

13 (U) ldentification Phase

(U//FOUO) The purpose of the identification phase of the Type 5 assessment & 0 identify 4
PCHS with placement and access from a pool of unknown indrniduals

331. (U)Opening the Tvpe 5 Assessment m the Identification Phase

(U//FOUQ) The approval requurements to open a Type 5 assessment i the identification phase
are specified i subsection 3 Basic Approval All Phases  The Tvpe 5 assessmment
identfication phase 15 mutiated with the submussion of a CHS sdentificaton plan. wisch must
support an existing predicated mvestigation or assessmenl The plan must be documented m an
EC (or a successor form in Delta) using the appropriate || -
identification phase may be undertaken by an SA assigned to esther 2 HUMINT or an
investigative squad. or by an LA assigned to an FO or to FBIHQ who wishes to opes 2 Type §
assessment 1n the identification phase These files may be assigned jomtly 1o 5As and 1As The
819 classificahon consists of the following restncted alphac which specify the operanonal
program area to be supported by the CHS identification plan

(U//FOUQ) The contents of the dentification plan EC st incihude the followng
» (U/FOUO) Case [D: the designator for the 1pp=4m;te-clasuﬁm
o (U/FOUQ) Title: CHS ldentification Plan

+ (U/FOUO) Synopsis: the authonzed purpose and clearly defined objective(s) of the CHS
identificanon plan

« (U/FOUQ) Details:

14
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w and access 1o mformation that the P13 s
nunhmnﬂljnrmmﬁlﬂlFMIﬂrml The
st i hade the file mambes(s) and title(s) of the assessment(s) o
predicated mvestigation(s) the Type 5 assessiment supports

o (U/FOUO) Common charmactenstics or search cotena of mdivaduals beleved 1o have
the desired placement and access desciibed above and the basis fin selecting the
' charactenistics o search entena There must be an arhoulated reason 1o
that the charactenstics and search critena wall yield the indrviduals likely 1o
have the desired placement and access, and the selected charactenstics must not be
based solely on race. ethmaity, nahional ongin, rehymon, activities protected undes the
Fust Amendment o1 3 combmanhon of only these factors

o (UW/FOUQ) The mveshgative methods the TA or SA anbopates using (e g | database
and onlme searches. surveillance of physical locations, or attendance at particula
events. only as authonzed in the DIOG) and the reasons why these investipatve
methods are expected to yield persons who are hikely to have the needed placement
and access associated with the common charactenstics or search critena set forth
above

(U/FOUO) In developing the dentification plan, the focus should be to understand the activihes
associated with the threat based upon existng mtellipence or informaton recerved. and the type
or charactenistics of people who logpcally intersect with those activities. From this group,
charactenstics or search critena can be refined, and invesngative methods identified. to yield
specific persons with the appropnate placement and access

332 (1) Modification of the C HS Identification Plan

(UAFOUO) If an IA or an SA seeks to utihze additional charactenstics or investigative methods
that were not documented in the identification plan EC . thewr use must be requested 1n an EC (or
a successor form m Delta) addressing the following

* (U/FOUQ) Case ID: the designator for the appropnate [Jlassification
« (LU/FOUD) Tide: Modificanon of CHS ldentificanon Plan

» (U/FOUQ) Symopsis: ~To request modification of CHS 1dentification plan created to
[restate the authonzed purpose and clearly defined objective(s) of the onginal CHS
idennificabon plan|™

e (U/FOUOQ) Details: the addihonal charactenstics. the reason for selecting them. and the
additional mnvestigative methods to be used. with an explanation of how these methods
are expected 1o yield persons with the charactenstics specified

(U/FOUO) For more mformation regarding the defimtion of the mdnnduals and groups that
quahify as sensiive PCHSs. 1t 15 umportant to also refer to Section 5 of the DIOG on Type 5

assessments and Section 10 of the DIOG on sensitive mvestigative matters (SIMs) in Type 5
assessments

15
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A3 (1) Iransition From the Idetification Phase 1o the Evaluntion and Recruitmest .’Lfi
Phasies ! : < '.r:-
(UHFOUO)Y I 2 CHS identific ation phan beads 1o the dentificaton of one o mote mdevadisls r ._,_l_- L

wh appear 0 have the desied access and plaenent o be conmdesed for farfher svalastion
and/on recnuntment one of the followmg steps must be tiden

. mfmmumrﬂnﬁm-umﬂmn?uhh
the TA must open a separate Type ) assessmend i the ¢ phiase (1m s condaner
with sulsechon § 4 below) to evaliate the mdivdual = 3 PCHS

s (UNFOUD) If the Type 5 assessunent m the identific sthon phase was magued to 0 SA,
one of the following processes must be used

o (UIFOUO) The SA may close the Type 5 assessment and then open ad operaie fhe
individual as a CHS m accondance with ecticn 1. Opening and Eeopesng 2
Confidential Human Sousce  prowvded that the SA beheves tiat the mdrvadual »
suitable the individial agrees to be 3 CHS and admomsshenents e prowded 1o fhe
CHS witinn %) days of openmg

o (U/FOUQ) The SA may open a Type 5 assrsament m the svaluation or secrustmesl
phase (m accordance with subsection 3 4 below) of addmional Fvaluation or
recrutment efforts beyond 90 days are requared

3.4. (U/FOUO) Evaluation and Recruitment Phases

(U//FOUQ) The approval requarements 1o open 3 Type °© assessment m the maluaton and
recrustment phases which focus on Wdentified indrnduals are specified m sfnection © - Hame
Approval: All Phases " These mdrnviduals may come to the attention of LAs and S5As m 2 samsbes
of ways. including the 1dentification phase of 2 Type ° assesament suthornred myestigatne
methods used by SAs m other assessments and predicated ipvestigahons  and reseasch of
historical information 1n existing records, as set forth i simerton © 6 Authorzed
Investigative Methods i Type 5 Assessments  All Phases

34l (U/FOUO) Evaluation Phase

(U//FOUOQ) The purpose of the evaluation phase of the Type © assesament = to otam addmonsl
background information regarding a known mdrvidual 10 befter ascertann hes or her placement
access, security risk. suitability, and or susceptibality 1o becomung 2 CHS The: phase may be
used by IAs and SAs assigned to HUMINT or investigative squads. and by [As assigned to
FBIHQ SAs may be assigned jomnfly with LAs to Type © assessments m fhus phase

(U//FOUQ) A Tvpe 5 in the evaluation phase 15 not 2 prerequusite 1o openung an indrvdual 25 2
CHS. rather. the Type 5 provides addihional tools that mav be used 10 evaluate 3 PCHS AsSA
may open an individual as a CHS if the SA has sufficient kmowledge 10 beheve that the
individual has access to valuable information. 1 susceptible 1o becomnmeg 2 CHS. and mav be
given admomshments within 90 davs of opemung However if an SA focuses on an umdendul as
a PCHS. and the SA requires more than 90 davs to evaluate the mdradual or needs 1o nae
investigative methods to further evaluate the mndiidual an evaluanon phase must be opened.

(U/FOUO) IAs and SAs must open an evaluahion-phase Type 5 assessment to assess 2 PCHS.
whether the individual was idennified through an idennficanon-phase Type 5 sssessmemtor
through other means Hmumwmmﬁ#mh#M'_ R
16 B
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should be recrusted, the LA should prepare a sowce wentification packape (SIP?) for use in the
recrustment of this mdiadual by an SA on the appropmate HUMINT on investipative squad A
SIP 15 defined as a witten product drafied for the purpose of providing information reparding an
indivadual that wall be used m order to deteronne on relay the mdividual ‘s potential as a CHS
Drafting a SIP 15 recommended, but not mandatory, because a SII” may not be necessary i all
circumstances However, as stated above, an evaluation phase Type 5 assessment must be
opened before a SIP may be drafted. even if the informanon used for diafting the SIP was
obtamed pursuant to an already-open predicated case on the indadual. before the focus on lum
ot her was as a PCHS A CHS tarpeting package 1s a SIP. however, the title SIP must be used
mstead of the tarpeting package 1n order to provide consistency across the FBI Once the SIP 15
completed. the Type 5 assessment (m the recrustment phase) must be reassipmed to the
appropnate HUMINT or mnvestigative squad for recnutment

(UVFOUO) If the mformation developed dunng this phase mdicates that the individual should
not be recninted as a CHS, the Type 5 assessment must be closed in accordance with the DIOG
and subsection 3 10, “Duration and Closure of a Type 5 Assessment ™

(U FOUD) SAs may open evaluahon phase Type 5 assessments on individuals identified

through 1dentificabon-phase Type 5 assessments. predicated investigations. or other means, but

have the addinonal authonty to engage in recnutment activities under the recrutment phase
whuch 15 descnbed below

142 (U/FOUO) Recruitment Phase

(U//FOUO) The purpose of the recriutment phase of the Type 5 assessment 1s to obtain a PCHS 's
agreement to voluntanly enter a relatonshup wath the FBI and provide operational assistance
and/or intelhgence Ouly SAs assigned to investigative or HUMINT squads may engage i the
recrustment phase Non-agent professional staff may be requested to assist with the recnutment
phase m accordance wath subsection 2 2 3 | “Non-Agent Investigative Staff ~ If the recnutment 1s
successfil the Type 5 assessment must be closed mn accordance with the DIOG, and the
mdividual must be opened as a CHS 1 Delta The Type 5 assessment must also be closed if the

recnuatment 15 not successful . either because the individual declines to become a CHS or a
decision 15 made not to continue the recrmtment

143 (L) Opening the Tyvpe & Assessment in the Evaluation and Recruitment Phases

(U FOUO) A Type S assessment i the evaluation or recnutment phase must be opened with an

EC (or a successor form m Delta) contaming the appropriate [l file oumber The N
I == a set of restncted files consisting of numencal classificaons corresponding to specific
program areas whuch the PCHS. based upon placement and access to mformation on a potential

or exasting threat, 1s expected to support if opened as a CHS. These file classifications are set
forth wn the followang table

(U/FOUQ) The contents of the openmng EC must mclude the followmg
» (U/FOUO) Case ID: the designator for the appropnate [ file

17
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o (U/FOUO) Title: the name of the PCHS

o (UMFOUD) Synopsis: the authornized purpose and clearly defined obgectived(s)
e  (U//FOUCO) Details:

o (UNFOUO) File classificatiomnds) or crumne problem mdicaton (CPT) code(s) of the
operahinal program o threat the PCHS s expected to support

o (UIMFOUD) The PCHS 's name date of burth, and all other avaslable brographscal data

o {UIMFOUG) Synopsis of any miormation collected regading the PCHS pursuant o an
sdentific ation phase Type 5 assessment or a prior assessment or predicated
mvestigation n whach the PCHS was imtially identified as 2 subyect

o (UNFOUO) The information for whach the PCHS has placement and access. and wivy
such a CHS would be of value 1o the FBI

15 (U) Basic Approval: All Phases

(U/MFOUO) A Type 5 assessment for any phase must be approved by the approprate supervisos
and opened with an EC (or a successor form in Delta) Notwithstanding any other provisson =
the DIOG, a Type 5 assessment cannot be opened based on oral approval An SA opemang 2 Type
5 assessment must obtain SSA approval an LA opemng a Type 5 assessment must obtan
approval from the SIA and the SSA on the HUMINT or mvestigatrve squad winch would
eventually recruat any indnadual identified as a2 PCHS

151 (U') Additional Approvals

(U//FOUQ) In addition to the approvals set forth m subsection 3 5 above addional approvals
are requured if, during the identification phase at least one of the charactenstics m the
subsections below 1s bemng used to identify mdividuals with placement access s a
charactenstic of a PCHS mn a Type 5 assessment evaluation or recnutment phase The
charactenstics are presented according to the approval levels required

3511 (1) CDC Review and SAC Approval for Sensitive PCHSs
(U//FOUO Sensitive PCHSs must be treated 1 accordance with DIOG subsecthion 563442

(U/FOUQ) CDC review and SAC approval are requared before a Type 5 assessment may be
opened on a sensitive PCHS or if dunng the 1dentificanon phase 2 sensatrve charactenstic = 2
least one of the aspects bemng used to idennfy mdrnduals with potennal placement and access to
nformation of interest If 1t 15 determuned . after opening a Tyvpe 5 assessment. that a PCHS =
sensitive or that a sensitive charactenstic must or wall be added to the PCHS identsficanon plan.
the assessment activity may continue. but the matter must be documented 1 an EC (or a
successor form i Delta) and reviewed by the CDC and approved by the SAC promptly (1 2. oot
more than five business davs after the deternunanon s made)

(U/FOUQ) Sensitive PCHSs (and sensitive charactenstics included as part of a CHS
identification plan) mclude:

« (LU/FOUO) Domestc public officials (other than members of the US Congress and

Whute House staff who requure lugher approval authonty—see subsections 3512 1 and
35122 below)

SECRET NOFORN e
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o (WFOUOD) Domestic polibcal candidates

o (LVFOUO) Indraduals who are promunent within relipous orpamzabons

e  (L/FOUO) Indraduals who are proonent within domestic political onpamzations
o (U/FOUO) Members of the news medha

e  (L/FOUO) Members of faculty or admanstration of colleges and umversimes in the
Unated States

3511 (U) SAC and Fxecutive Assistant Director (EAD) Approval After Consultation
With the Office of the General Counsel ((K0)

35121 (L) White House Personnel

(U/FOU0) SAC and appropnate EAD approval. wath a recommendation fiom the OGC, are
requured to open a Type 5 assessment m wiach

o (U/FOUO) Wlhate House staff status 15 one of the specihed charactenstics in the CHS
wdennficaton plan (1dentificanon phase)

« (U/FOUQ) A member of the White House staff will be evaluated or recrunted as a PCHS
(evaluation and recnutment phases)

35112 (1) Members of Congress and Their Staff

(U FOUO) SAC and appropnate EAD approval. wath a recommendation from the OGC and
pnor notice to the AD, Office of Congressional Affawrs (OCA). are requured to open a Type 5
assessment 1n wiuch

e (U/FOUQ) Status as a member of Congress or a part of a member s staff 1s a specified
charactenistic m a CHS idennfication plan (1dentification phase)

e (U/FOUO) A member of Congress or a part of a member s staff will be evaluated on
recnuted as a PCHS (evaluathon and recnutment phases)

3.5.1.3 (L) SAC and Responsible DI Deputy Assistant Director (DAD) Review and
Approval

(U/FOUO) SAC approval [Jlllreview. and the approval of the DI DAD with HUMINT
program responsibibity are requared for CHS identihcation plans and evaluation- and
recnutment-phase actnaty that mvolve

s (U/FOUO) The establishment of an apparent or actual business
e (U/FOUO) The use of emplovment sites

e (UYFOUO) Any other activaty whnch mght have an adverse legal unpact on a thard party

(U//FOUO) Followmng SAC approval. the 1 1 to approve a CHS wdentification plan for one of
the above charactenstcs mustbe sent o the [

with a copy to the q.’q::nprutt-umt to be presented to the DI review comnuttee
1514 (U') Department of State (DOS) Approval

-
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(S//NF) If the SA conducting the Type 5 assessment deterpunes that an nterview o likely o

culnunate 1n a recrnuotment offer _'!I 151 be obtuned prios 1o conductng the

L Y T

(S//NF) To obtamn the € A must provide the appropnate FBIHD operatonsl

urut with an SSA approved EC contamng the followmg informatos
o (S//NF) The PCHS s natonality and citizenshay
e (S/NF) The time frame of the approac]
o (S/NF) The individual s dsplomanc or official stat

s (S/NF) A description of the indmidual meludmg the location and oo of the
international orgamzatonal component or daplomatic establishanent o winch the PCHS
belongs and a descnption of s or her duties withan the orFamzatson

e (S/'NF) Whether the approach would be passrve or coeroave

e (S''NF) The target agamnst whom the PCHS 1 e ted Lo pepaot

o (S/NF) The probable motivanon for the PCHS o become 2 CHS

o (S//NF) If known. whether the PCHS 15 likelv o cooperate

U FOUO) The operational umat must then reque ‘_tr-*r_'._ the [0S before the

C A conducts the putal mterview

16, (L) Authorzed Investigcative Methods in Tvpe 5 Assessments: All Phaves

As set torth i the D only the mvest @mnve methods isted below may be used m 2 'ype
waessmenit. whether mn the wdentificaton evaluatwon o recrstneend ;-'i;a:r

L7 All of the followme investgatrne methods mayv be used by SAs LAs mav use only ihe st

X invesiigative methods

e (LU 'FOUOQ) Use of public intformation

o (LUFOUQ) Use of FBI and DOJ records or miormaton
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o (UATPOLO) Use of veconds or wformation from other fedesal apens ies and state local
tihal o foreapn poverment agenies

s (LFOLIO) Use of onlme services and resownes

o (UPOLO) Use of mformation voluntanly provided by povernmental on private entities

o (LVPOUO) Use of aluas/Talse sentyfocation (AF11) o0 the covent appuoach (see
sbwection L [ 56 “Use of the Covert Approach by TAs on Publicly Accessible Web

Sites  for 1A specific pudance) only pesomtted fon use dusmp approved actvaty ma
Type 5 assessment

o (LVTPOUOD) CHS use and recnmtiment

o (UVPOUO) Intevviews of on requests for information fiom the public and povate entities
= (UVFOUO) Physical simveallance (mot texpuanmp a count onder )

o (UVFOLUO) Polveraph exanunanons

o (UVFOUO) Trash covers (1 e searches that do not requure a warrant or court order. SSA

approval and consultation wath CDC/ OGO 15 requured poion 1o using this method [see
DIOG subsection 186 17 5])

(LVFOLO) DO has opmed that SAs are authonzed 10 perform consent searches in assessments

(U FOUO) Investigatrve methods used dunng assessments that may requure lngher than SSA
approval are set forth m DIOG subsection 18 5

(LVPOLO) In additon. as specified i diasion PGs. there may be agreements (e g MOUs) that
requure addinonal coordinanon and approval pnor 1o conducting certan activines

(U FOUO) In the course of a predicated investigaton. an agent mav not utilize undercover
sctyity (pursusnt to [he drormey Gemer § Cagdeiings on Fadernl Bureay of Ivesnigation
Lngdercover Operations [AGG-UCO]) wath the specific purposes of identifving. evaluating o
recrusting a PCHS The agent must open a Tyvpe 5 assessment and 1f deemed operanonally
appropnate and necessary based upon the cucumstances. mayv seek approval to utihize the coven
approach The followmng example lustrates this requarement

(LW FOLUO) Scenario: During a predicated mvestigation of a viclent crune group the
FBI CA idesmtifies a person associated wath the cnmumnal sroup who may be a PCHS
Based upon thus the CA decides. according to the AGG-UCO . 1o use up to "five

undercover actmaty” contacts with the PCHS as a means to evaluate the person as a
PCHS

(UFOUD) Response: This 15 not pemutted A Type 5 assessment must be opened and
approval to utihze the coven approach can be sought (see CHSPG for approval standards )
to further evaluate and recrunt the PCHS The predicated case cannot be used as a basis

for undercover activity related to contact with the person since the actual purpose for the

mieraction 1s 1o evaluate and potentially recnuat the person as a CHS rather than seekimg
mformation relevant o a federal criime or nabonal secunty thyear
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370, (U) Guidance Specific to Sprcial Agenis Ap
(LHPOUO) Dhanng the course ﬂ:ms“im s b
accessible Web snes, ﬂiﬁuMh*HMﬁl H !
evaluaton and recrutmens process Al contacts st be dorsemersied m an
mwmmmkm#hﬂm i U e
M&{mlmﬂ:nrﬂ} k,hu-rl-u--mt’
be referenced m “PCHS ~ The doer
on the [, of the PCHS pr MMﬁ e iy of
the relevant assessment o preda aed mvestugabion tha the miormaton or seagear g
should be mcluded as well :

(U/FOUO) The sole puspose of m SA ;mm-nammamim
be to ascertam the PCHS s placement access. sustabslsty susceptidnisty to berx o
any secunty issues that may impact the PCHS Contact with 3 PCHS st st

PCHS 10 collert evidence or operational mitellygence Ouby 2 open CHS whio ks sece fhe
admonsshments required m Secuon 5 (‘Mhﬁ-—wwm
tasked with collecting evidence or imelhipence

(U/FOUO) In addition. mhmdimm-wﬂﬂ#

undercover activity (up to five substantrve contacts pursuant 10 AGG UCG) wh dhe speeafie
purpose of idenufying. evaluatmg or recrustmg a PCHS mmﬂm:w
assessment and 1f deemed operationally appropruate and neressary based apon the coicm
may seek approval to utihze the covent wm See sbmoction 3 703, “Covent Appeoack
Using True Name.” and subsection ? 7 25 “Coven Approach ~ hmwm

(U//FOUQ) Scemario: mapmmdawﬂ' '

Based upon this_ the CA decides m accordance with the AGG-UCO, n-npr"'
undercover actvity” contacts with the PCHS as 2 means to cvaluate the pesanasa. )

(U/FOUQ) Response: This 15 not permutied A Type § scesument st b - op
wmﬂmmhztmttmmwmmhwnm“ '

federal ciime or natsonal secunty theeat

3.7.2.  (U) Methods of Approach

(U "H}U{J]Thrltncwpﬁnfmm%nlﬂ
5 assessment The approach selected wall depend on the SA s planned
any of the wuthsm!mldhﬂhhuﬂiim
pay for appropniate recrustment expenses (¢ g, meals or evens t
Mmlaﬂmhﬁtm:tm-m
Authonzation for mownng expenses m support of fec
“Evaluation and Recrntment Phase Fundme ™



SEOCRETUNOFORN
() Conbdential Himan Sowoe Policy Cande

(LPOLIOY An SA contacting the ICTTS nsimng the nonafliliated on covent apgmon b nsi

evahute the need for contimued contacts with the CTES 10 ensne that those
contacts hother inform the olyectives of the Type 5 assessment (e that additonal nonalTilaied
o covert contacts provide useful and necessany msipht ito the PCTES s access sintalnliny

susceptibubity accesabaliy . and possible opetational secinity iwsies)

(LFOUO) Dunng a Tvpe S assessment. the SA may collect mlommaton that s voluteered o
provaded incsdentally by the PCHS of ot relates 1o an ompowg assessioent predhe ated

mvestigation. collection requivement. o other aspect of the FRE < imssion The SA minst
document thas mformanon m an I (0ed mothe gppopnate imvesipanve e as well as m

file (o0 a successor file m Delta) The SA may also ask questions related 1o
mtetest o the Dvpe 5 assessment (e formation for the parpose of ascertamng
the PCHS s placement. access sumtabulity susceptihality and accessibility or secunty concems )

372 (U TOU0) Affihated A\pproach

(LWFOUO) In the athhated approach the SA or 11O discloses laus on her afhibatnon with the FBI
to the PCHS The SA o1 TFO has the option of not revealing the true purpose of the contact to
the PCHS In thas affihated approach option. the PCHS 1s provided a plansible reason for the
contact other than the FBI « purpose of assessing the person as a PCHS If the tue purpose of the
contact 1s not revealed the SA or TFO must ensure that the purported purpose used would not
reasonably be expected to violate the nghts or damage the reputanon of another person. and that
the purported purpose does not imply that adverse legal consequences may follow to the PCHS
(o1 a person close to the PCHS) af the PCHS declines to speak with the SA or TFO

3,7.2.1.1. (U FOUO) Approval for Affiliated Approach
(L FOUD) No approval 1s requured for using the affihated approach
3.7.2.1. (U TOUO) Nonaffihated Approach

(LVFOLUO) In the nonaffibated approach. the SA does not volunteer to the PCHS that he or she
15 employed by the FBI or other LE or intelligence agency. and a TFO does not volunteer that he
or she 15 emploved by the parent LE or mtelligence apency or the pamticular FBI mvestigathive
entity. such as a Jout Tesronism Task Force (JTTF) However the SA or TFO does not use an
alias and does not affinnatvelv deny affilianon with the FBI or other LE or mtelligence agency
when using ths approach Affirmative demal constitutes the use of the coven approach and
mcludes the use of apparel o props (e g . weanng a plumbetr s uniform or dmving a cable wuck)
to mntentonally musdwect the SA s or TFO s affiliation with the FBI or other LE or ntelligence
agency An SA or a TFO may wathhold FBI affiliaton if based upon the operanonal
cucumstances. the withholding 15 necessary or advantageous to aclueving the obyectves of the
assessment. The SA may continve to make contact with the PCHS winle usmng the nonafliliared
approach. as long as the standards set forth below for mamtammg nonaffibiation i the Tvpe 5
assessment are met

(UFOUO) If the PCHS asks whether the SA or TFO 15 emploved by the FBI or another LE or
mtelhigence agency. and the SA or TFO affirmatively demes the affiliation the SA mav complete
the contact with no addinonal authonity If the SA wtends. wlule using true name. to continue to
make these representations wn the next substantive contact (meanmg a contact that 1s not made
for the purpose of or related to scheduling the next meeting) the SA must furst meet the
requarensents set forth i subsection 3 7 2 1 “Covent Approach Usmg True Name  If however
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the SA wtends w affilate h:mwmmm,hmww
doy ot have 1 be et

(UIFOUIG) Inherent m utthang the nonalfihated approach m not revesbmy G nmd’
the contact with the OHS (1 e that of assessing the person o 2 POHS ) Therefose "
the standards for e use of the nonalfiluted gqroach the SA mst rose that the

prrperse for comacung the PCHS

o (UHFOUG) Is plausible

o (UHFOUO) Would not reasomably be experted 10 wiolate the nghis o damapr the
reputatiem of another person

o (UFOUD) Dioes not mply that adverse legal ronsequences may follow o de PCHS
derlines to speak with the SA

(UVFOUO) Moreover. withholding FBI affiliabion (1 ¢ nonaffilsaten ) i pesrasted only of domy
a0 would not reascmably be expected 10 violate the nghts or danage the reputation of aolies
person o1 enity or have a reasonably anticipated adverse legal consequence

17221 (U/FOUQ) Approval for Nonaffiliated Approach

(U//FOUQ) No supervisory approval s requared for utsthzing the sonaffilated appreach
However, since achieving the assessment obyectives may take e and mvolve ousinple
interactions with the PCHS the C A must contmually evaluste the need 1o withhold afilaton

3.7.2.3. (U/FOUO) Covert Approach Using Truoe ™ ams

(U//FOUO) The covert approach using true name provides a ransston mechansum for 2 SAara
TFO 10 continue contact with a PCHS during the evaluaton and'or recrumtmess phuses. based
upon an articulated basis for domg so winle mamtamng a nonaffiliated status. and 25 long a8
withholding the affiliation would not reasonably be expected 1o viclate the nghts or damngr e
reputation of another person or entity or have a reasonably anticipated adverse legal consequence

(U//FOUO) There may also be curcumstances when an SA plans m advance o use thas apgeeach.
priof to contacting the PCHS

(U/FOUQ) In erther of the above corcumstances the requerements for usmg the coven appeoach
with true name must be met (see subsecnon 3 7 2.3 1 below)

(U/FOUQ) In order to protect the techmque. 1f used. 11 15 penerally asbopated that wihen usmg
the covert approach with his or her true name the SA will not Later afflate by desclosmp has or

her emplovment with the FBL but rather will hand off the PCHS 1o another SA for Sarther 5
evaluanion and an affiliated recrmtment However with appropniate justiication and appeowal an :
SA using the covert approach with true name may affihate by revealng bes or hes wue

employment if downg so will not hamm or undernune the relanonshsp bk with the PCHS. and of

1t 15 consistent with assessment objectrves (see subsecthon 7 7 2 3 4 “Transtomns From the . ondl
Coven Approach Using True Name to the Affihated Approach™ e L i
3. 7231 (T FOUO) Covert Approach Using True Name Regurements b 1::-‘,;};?,
g ok -'-.'II"'-'
(U FOUQ) Generally. the covert approach usme true name 15 stilired m 2 snsbon whese, i lauh .,.,_"
- ih -

dunng contact with a PCHS. the CA employs the nonaffibated approach, l-:lnhm
during that contact 1o represent. erther affirmatrvely or Srough densal hhh‘lﬁ
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employment 1s something other than as a LEO or a person i a comparable position m the 1C In
thes first siuaton, of the CA witends to continue to nake these representations m the next
substantve contact the CA mmst obtan pnor approval tm subsequent contacts thiough a wnitlen
request as set forth m subsection 372 32 below In addshon the SA must have successfully
completed the an equivalent [JJlpproved nammg
course Otherwise the SA has the option of affibating duning the next meeting wath the
mdivadual or PCHS o handing off the PCHS to another CA for funther evaluation

(L FOUO) The second siniation m whach thas techmaue 1s appropnate 1s when the CA plans i
advance to use this approach, pnor to the fust contact wath the individual or PCHS In thas
sttuation. the SA must request and obtan pnor wntten approval according to the procedures set
forth 1n subsectton 3 7 2 3 2 below In addihon. the SA must have successtully completed the

Bl a0 equivalent prroved traming course
3. 7131 (LFOUOD) Request to Use the Covert Approach Using True Name

(L FOUO) A request to use the covert approach using true name must be subnutted for approval
via EC (or successor form i Delta). as detaled below If the SA anticipates the need for the
approach before the Type 5 assessment 15 opened. the request for the approach should be

mc luded in the Type 5 operunpg document If the need for thus approach anses later. the request
muist be made 1n a separate EC (o1 successor form i Delta) For example. thas circumstance
nught occur if the SA utlizes a nonaffiliated approach in a pending Type 5 assessment but
dunng the contact. finds it necessary to represent, either affumanvely or through demal . that lus
or her employvment 15 somethung other than as a LEO or a person m a comparable position wath
the United States Intellizence Commumty (U'SIC) The request and justification EC must mclude

depending on the situanon

= (UJ/FOUQ) Reason(s) why the use of a less intrusive method. such as an afthhated
approach. 1s not feasible. and why the covert approach using true name will better assist
n evaluatng the individual s or PCHS s placement. access, siutabihty. and susceptibnlity
o becomung a CHS, and possible secunity concerns

* (U/FOUO) An explanation of the level of soplustication of the PCHS . mcluding the
hikelihood that the PCHS will be able to independently idennify the SA s FBI affiliation
and the nsk that such a disclosure would cause to operational equuties. 1f any

e (U/FOUO) A descnption of the proposed CHS identification. evaluanon. or recnutment
strategy. ncludmg the SA's plan to ransition the relanonsiup to another SA and remove
or distance lum- or herself from the individual or PCHS (Note Multiple handotts may
occur dunng the evaluation process The offer of recnutment, however must be made by
an SA who has fully afhhated hamself or herselt with the FBI )

o (LUWFOUO) The dates of the SA s attendance at an -.l: an equavalent -'Ip].rm".t‘tl
Cirrse

3.7.21.3.3. (T FOUO) Approval for Covert Approach Using True Name
(LVFOUD) Pnior SSA approval 1s requured for the use of thus approach

3.7.2.5.4. (L FOUO) Transitioning From the Covert Approach Using Trae Name to
the Affiliated Appioach

g [
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(UAFOUO) If at the outset of the approach stratepy or dunng the course of the exertion the
SA determnes that revealing FBI affiliation 1 in the best operational mterest of the assrssment
the SA must address the following items m the approval request FC

s (U/FOUO) The reason(s) why the SA believes that affiliation, a8 opposed w0
transitoning the mdividual or PCHS 1w another SA, 18 operationally sound and wall noy
compromse the PCHS recrintment effort

= (U/FOUQ) The SA's plan 1o affilate
= (U/FOUOQ) The SA s level of tammng

e (U/FOUQ) The SSA's comments regarding the SA's abality to successfilly affiliate n
the particular CHS dentification or evaluation and recrustment scenano

3.7.2.34.1. (U/FOUO) Approval te Transition From the Covert Approach Using
I'rue Name to the Affiliated Approach

(U/FOUQ) SAC (non-delegable) approval to afhliate after usmg the covert approach wath true
name 15 requared

17.24.  (U/FOUO) Covert Approach

(U/FOUQ) The covert approach allows an SA to employ a CHS identification. evaluabon
and/or recruitment strategy m which the SA does not reveal hus or her e identity and represents.
erther affirmatively or through demal. that the SA s employment 15 somethang othey than with the
FBI For a TFO, the approach mvolves not revealing the TFO's true identity and representing.
erther affirmatively or through demal. that the TFO's employment 15 somethung other than with
the parent LE or mtellipence agency or the particular FBI mvestigative entity. such as a JTTF I
ordet to protect the techmque and any FBI-1ssued AFID. an SA or a TFO using the covert
approach must not affiliate by disclosing has or her true dentity or actual employment with the
FBI or other LE or mtelligence agency. but instead must hand off the PCHS 1o another SA for
further evaluation and an affiliated recnutment An SA or a TFO 1 covert status may be
permutted to affiliate only m extremely rare curcumstances and with appropnate approvals (see
subsection 3.7.2 4 4., “Transihon From Covert to Affiliated Approach”™)

(U/FOUO) The covert approach entails the use of an FBI-1ssued AFID. therefore. st requires a
well-devised operanional plan to protect the technique and use it effectively. whale weighing s
use against less intrusive investigative methods to achieve the assessment s objective(s) The
factors to consider wlule craftng an operational plan mclude the level of soplustication of a
given PCHS target. the known or presumed reluctance of a PCHS to talk to the FBL a member of
other LE agencies. or the USIC, and the hikelihood of extended contact with and or ovesheanng
by thard parties at a any planned meenngs with the PCHS

(U/FOUQ) The covert approach used i a Type 5 assessment 15 not considered o be undescoves
activity that 1s subject to the provisions of DIOG subsection 18 6 13 The distnction lies m the
authonzed purpose of the Tvpe 5 assessment. whuch 15 to seek mformation to wdentify. evaluate
and recnut mdividuals as CHSs. By contrast. undercover activity includes the use of a false

wdentity to obtam mtelhgence or evidence from a subject or other person of mterest. Accosdhngly
the “five meetng rule applied to UCO 1s not applicable 10 Type 5 assessments.
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(L/FOU0) Inherent m utithizmg the covert approach s not revealing the e purpose of the
contact with indivaduals encounteved under a CHS wdentification plan on wath a PCHS (i e the
purpose of identifying or evaluating the person as a PCHS) Therefore, the SA must enswre that

the purported purpose used for contactng the mdivadual o PCHS

o  (U/FOUO) Is plansible

e (L/FOUO) Would not reasonably be expected to violate the nghts or damape the
reputation of another person or enfity

« (L/FOUO) Does not unply that adverse legal consequences may follow to the individual
or PCHS (o1 persons close to them) if the mdividual or PCHS dechines to speak with the

SA or TFO

(U/FOUO) Moreover . the covert approach 1s permatted only 1f using 1t 15 not reasonably
expected to adversely affect the nghts or damape the reputation of another person (e p . the
PCHS o other third parties) o1 to have reasonably anticipated adverse legal consequence. and 1ts

use must further the obyective(s) of the Type S assessment
17241 (L FOUO) Covert Approach Requurements

(U/FOUO) Covert approach requarements mist be met when an SA plans in advance to use the
approach. pnor to contacting the individual or PCHS. Covert approach requuements may also be
tmggered in situatons where a CA. wlile not revealing hus or her true identity dunng contact
with a PCHS. finds 1t necessary to represent, either affumatively or through demal that the CA's
employment 1s something other than with the FBI and where the CA has used or wall use an
FBIl-1ssued AFID For a TFO. this means that the TFO, whale not revealing his or her true
wdentaty dunng PCHS contact. finds 1t necessary to represent. either affiratively or through
demal that the TFO's employment 15 sometlung other than with the parent LE or intelhgence
agency or the particular FBI mvesngative entity. such as a JTTF The TFO mn thus case has used
or will use an FBI-1ssued AFID

(U/FOUO) In either of the above simations. 1f the SA or TFO intends to continue to make these
representations mn the next substantive contact (meamng, a contact that 1s not made for the
purpose of or related to scheduling the next meeting). the SA must obtamn pnor approval through
a wnitten request. as set forth in subsection 37 2 4 2 below

(U/FOUO) In addition. in order to use the covert approach. the SA or TFO must have

successfully completed an advanced DI-sponsored HUMINT course (1 e

cessiul completion of equivalent HUMINT tramung provided by other agencies will be

SULC
cons d approved by the ] The Central Intelligence Agency s
(CIA) 15 considered equuvalent trammg and does not requure
FBIHQ approval A request for oval of equivalent wamung must mclude the name of
the agency providing the tranung the course name. and the curmculum and length of the course

and 1t must be sent to attention of the [Jjfor approval
(UAFOUO) Since use of an AFID 15 mvolved. the SA must obtan the AFID m accordance with

requirements 11 the [ o successor PG Moreover

any AFID utilized during the evaluation and recnutment process must be official. FBI-

1_|'

SECRET NOFORN



SECKE /SO ORN
(1) Comfidertial Hisnan Source Polwy Cande

pevopmiaed backsumpped o psssed dos urnentation tha e consystent with the standasds st forth

o the | =

17242 (U/FOUO) Request (o Use the Cavert Approach

(UIFOLIO) A regquest 1o use the covert approach must be submmied via BC (or successor foom m
Delta) for appuoval as detaled below If the SA antspates the operabonal need fon the approach
before the Type 9 assessment 1s opened the request for the approach should be mnchaded m the
Type 5 assessment openung request [f the need for the covert approach anses Laer the recuuest
must be made 1in a separate EC (or successor form m Delta) For example thes coroumstance
might occun where the SA utihzes a nonaffihated approach m 2 peading Type © assrssment b
during the contact finds ot necessary o utithze AFID and to esther affirmatevely or theough a
demal that the SA s employment 1s somethmg other than as a LEO or person m 3 comparable
position in the IC The request must e hade

o (U/FOUQ) The reason(s) why use of the affiliated or nonafhhated approaches would not
be feasible i that particular CHS dentification. evaluation or recrustiment  [f the
operational need to use an FBI-1ssued and backstopped AFID arose durmg the open Type
5 assessment. and the SA found n necessary o represent  esther affirmatyvely or teough
demal. something other than an affiliation with LE (or IC equevalent) the SA must
explan the crcumstances that necessitated thas use of the covert approach and why futere
substantive contact(s) by the SA are feasible and operationally consistent with the
purpose and objective(s) of the assessment

» (U/FOUO) An explanaton of the proposed CHS identificanon. evaluation or
recriutment strategy operational plan for using the covert approach and bow usang o wall
assist with further evaluating the indridual s or PCHS s placement. acorss . suatabaisty
susceptibility to becomung a CHS. and possible secunty concems Factors that should be
considered and addressed as appropnate include the level of sophsstication of 2 grven
PCHS target. the known or presumed reluctance of a PCHS o talk to the FBI or 2
member of another LE or IC agency and the hkehbood of extended contact with andor
overhearmg by thard parties at a any planned meetings with the PCHS

= (U'FOUOQ) A descniption of the SA s plan to wansmon the relanonshsp w0 another SA
and remove or distance ham- or herself from the mdrdual or PCHS Nose Multiple
handoffs may occur during the evaluation process The offer of recnntment however
must be made by an SA who has fully affiliated him- or berself with the FBI

« (LVFOUO) An explanation of how the AFID wall be {or was) used dunng contact with
the ndnidual or PCHS. and whether the PCHS will observe or has observed the AFID

* (U/FOUO) The dates of the SA s anendance at an advanced. Di-sponsored HUMINT
course (or a3 Dl-approved trammng equoivalent) as specified o subsecon 1 724 1
Covert Approach Requirements

* (U/FOUQ) The date of undercover employee (UCE) cemficanon. of recenved  Altbough
undercover activity 1s not pemutted i an assessment and the covert approach s not
considered as such. UCE expenence 1s a relevant factor to consader m the approval
process

1.7.2.4.3, (U FOUO) Approval to Use the C overt Approach
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(U/FOU0) Requests to use the covert approach must be approved by the SAC (non delepable)
17244 (U/FOUO) Transition From Covert to Affiliated Approach

(U/FOUO) In order to protect the covent approach, especially since an AFID 15 mvolved, an SA
using the approach 1s not permtted to affilate by revealing his or her true identity o

employment to the mdividual or PCHS Instead. the SA should develop a selationshaip with the
mndividual or PCHS to successfully ascertam the PCHS' placement, access, sutability,

susceptibahity, accessiality, and possible operational secunty concems. to the pomnt where that
relatonship can be transitoned to another SA—or SAs, 1f more than one handoff 15 deemed

operationally feasible—for an eventual affilated recrutment

(U/FOUIO) A rare exception to the requurement to hand off the PCHS when using the covert
approach 1s 1f it becomes operationally necessary to do so, and no other viable option exists to
successfully recrunt the individual or PCHS This cucumstance should rarely anse and. because
of the sensitivaty associated with the techmque. the request must be given heightened scrutiny by
the approving official

(U/FOUO) SAC (non-delegable) approval to affiliate from the covert approach 1s requared. Thas

approval mmst be sought whether or not the AFID was subsequently presented to the individual
or PCHS. The afhhaton request EC. durected to the SAC, must address

= (U/FOUQ) The reason(s) why the SA believes that affilation. as opposed to
wransinomng the PCHS to another SA. 1s operanonally sound and will not compromuse
the evaluathon or recnutment effon

 (U/FOUOQ) The cocumstances of the covert approach (AFID) used
*» (U/FOUOQ) The type of AFID

e (U'FOUQ) Whether the AFID was actually presented to the individual or PCHS and. 1f
so, m what form and manner

e (U/FOUO) The SA’s plan to affiliate
 (U/FOUQ) The SA's level of HUMINT o1 other relevant operational tramung

e (U/FOUOQ) The SSA's comments regarding the SA s abhity to successfully affiliate
the partacular CHS identification or ﬂ'illu#.lﬂ'ﬂ and recruitment scenano.

3.7.24.5. (U/FOUO) Approval to Transition From the Covert Approach to the
Affiliated Approach

(LYFOUO) SAC (non-delegable) approval 15 requured to affiliate from the covert approach
3.7.24.6. (U) Use of the Covert Approach by LAs on Publicly Accessible Web Sites

(UYFOUO) Dunng a Type 5 assessment. LAs may access publicly accessible Web sites Whale
accessung these Web sites, an LA need not always affirmatively disclose FBI affiliation or reveal
hus or her true identity (e.g . use an alas) If registration 15 required for access to the pubhicly
available Web site. the LA may use the covert approach to provide the muminmm amount of
mformation required for registration. Withholding affiliation 15 perutted only if domg so 15 not
- reasonably expected 1o violate the nghts or damage the reputation of another person or to have
reasonably anhapated adverse legal consequences

29
SECRET/NOFORN



SECRET/NOFORN
(1) Comfidential Human Sowce Polucy Cande

(U/FOUO) An FO assipned [A ‘s use of the covert approach while accessmg pubhcally avalable
Web sites requires pnior ASAC or semaon superaisory mtelligence analyst (SSIA ) approval (non
delepable) Use of the covert approach while accessing such Web sites by an FEIHQ assigned
IA requires prior umt cluef (UC) approval (non- delegable) In additson, prios 1o use the ahas and
other assocrated alias identific ation information must be approved by the [A's supervisor and a

notification of its use provided to the FHII‘]Q‘_E rackmng

and deconflichion purposes

(U/FOUQ) The request to use the covert approach must be documented by EC or 2 successor
form in Delta. Thus request may be inchided in the opemang Type 5 assessment EC or 2
subsequent EC The EC must include the justification for usmg the covert approach meluding

e (U/FOUOQ) The reason(s) why the use of a less mtrusive method for obtameng
mformation or conducting the online activity 1s not feasible

o (U/FOUQ) Details regarding the alias to be used by the 1A

s (U/FOUQ) The LA s successfully completed ramnmg on the use of masattnbutable
systems_ 1if relevant

s (U/FOUOQ) The Type 5 assessment the covert approach will be used to support if the
request 15 made subsequently to opemng the Type 5 assessment

(U//FOUQ) A separate EC 15 requured for each Type 5 assessment m winch the covent approach
will be used. even if the approved AFID 1s the same for more than one assessment For example
if an [A would like to use the name “Jane Doe.” e-mal address ydoe@emal com as an ahas =
more than one Type 5 assessment, the LA must request approval for use of the covert approach m

each of the Type 5 assessments separately For pudance re musattnbutable Internet
access, visit th

(U/FOUQ) LAs may not interact with anyone online (e g . by pamticipating i chat rooms.
responding to solicitations, or providing feedback) In other words. [As may only passively
observe Publicly available Web sites may requure registranon. however. thus does not
necessanly make them restncted-access Web sutes If anyone i the general public may regster
and set up a usemame and password. the Web site 1s considered publicly avalable. and therefore.
LAs may access 1t dunng a Type 5 assessment after obtamung covert approach approvals. as
specified above Furthermore. 1f a Web site requures the purchase of access. it 1s considered
publicly available if anyone in the general public can purchase access However. an 1A may oot
access a Web site 1f 1t 15 owned. operated. admumastered. or nun by a subject of the assessment or
predicated mvestganon. as thus may be considered undercover activity. whach 1s prohubsted

durnng an assessment

(LU FOUQ) LAs may access publicly available social networking Web sites However. [As may
not provide any additonal covert identification information bevond the mumnmmam requered for
registration (e g name. e-mail address. and physical address) Providmg addional mformatson
(e 2. uterests ph::sms‘l 1s more than mere regstranon and 15 not permutted for [As dunng a Tvpe

5 assessment If 2 Web site restncts access to only “fnends™ or has other access hnstanons (e g
cmh persons from a certamn school may regster), then it 1s not consadered publicly accessible.
and access by [As 1s not pemutted dunng a Type S assessment [As may not mutiate or accept
“fnend’” or sinular social network contact requests dunng a Type 5 assessment
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AR (1) Fike Reviews
wmm*m TA s ummeduate sagpervisor st prepase a file teview every consecntive

perrod (and every consecutive 60 day penod for CHS matters idestaken by probatsonas y
The hle veview must be docimmented moan VO (o0 2 sucoesson Tosm m Delta) ml

manntamed m the ot file fon a Type 5 assessment i the wdent fication phase on m the
file fon & Type S assessment i the evaluston and recrmtiment phases In addinon w
with all [IOG and FINCUS pohicowes. the pomits below mnst be specifically
adiressed m the file review

= (1N For an assessment m the wlentifs abon phase the file review nnst addsess

o (UWFOUO) Whether investigative methods have been used propetly (see sulbses tion
16 Authoneed Investipative Methods in Type 5 Assessments All Phases )

o (LFOLO) Whether the wdentihcaton plan successfully nammowed the field 1o a pool
of idnaduals who mught have appropnate placement and access

o (U/FOLIO) Whether resmbwrsable expenses incunied by an SA i any were
reasonable and properly anthonzed (see subsevnon 19 1 Identificanon Phase
Fundang )

o (UVFOUO) Whether the progress made 1o the CHS identification imnative justihies
vs continuathion for an addinonal 90 days (60 days for probatonary employees) 1If
contwuation 15 deemed justified. the SIA or SSA must document the ratonale for
keeping the Type S assessment open

o (1) For an assessment in the evaluation and recoustment phases the file review nmst
address

o (UPFOUO) Whether authonzed investigative methods have been used properly

o (UFOUQ) Whether reimbursable expenses mcumed by an SA f any were
reasonable and properly authonzed

o (U/FOUO) Whether a PCHS was tasked to provide information or was paid for lus o
her senaces of expenses

(UVFOUO)Y Whether a PCHS can or should be recrunted

o (UWFOUO) Whether the Type 5 assessment should continue for an addinonal 90 days
(60 davs for probationary emplovees) If continuation 1s deemed yushified. the SLA or
SSA must document the ranonale for keeping the Type 5 assessment open

390 (U 'FOUO) Funding for Tyvpe & Assessments

(L FOU0) Funding 1s available to cover reasonable costs durectly supporting the idennficanon
evaluation and recrustment phases of a Type 5 assessment as detailed in the subsections that
follow For the identificanon phase. SAC pavment authonity 1s $1 000 for each assessment
opened. for the evaluahon and recnntment phases. SAC pavment authonty 1s $5 000 for each
assessment opened  Unlike invesngatve funding SAC pavment authonity for Type 5
assessments 1s nol automancally renewed at the beginning of each fiscal vear (FY) FOs
however. may seek addinonal funding authonty as set forth below

T

o
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(UHFOUG) I ondes 1o deterrmne the appropriste fanding smser k'&nh—mﬂ? ¥
the followng rules apply ] .' -
o (U/FOUO) A Type 5 assessment condicsed Ty a VIMINT sopad st sogpows s~
pemsatave fonenpn witellipence ijﬂﬂn“*mmm

o (UIFOUO) A Type 5 assessment conducted by a HUMINT squad fhae # T
predic ated myvestigaton st utdsze apgroprate sobatantyve progy s Lo I

o (UIFOUO) A Type 5 assessment conducted by 2 substantror squad m soppont of S _._.fa"_t
assessnen! o1 paedicated investigaton must atshze appeoprate wlbntantive progias g
fundang | 2%

191. (') Identific ation Phase F unding

(U/FOUQ) In the identification phase  approprate expendstures may mohade e 5A 5 saee] and '
fees assoriated with an event or conference @8 whach an SA experts to sdemtefy sdevadile wath o
placement and access With prior ASAC approval hghn refieshonents for 3 growp of wdsduals e
mn this phase may be approved for up 1o $100 per event or gathermg Thes §100 houst does not

mclude expenses attributable to the SA {such as meals and mesdental expensey [MAIE] and ofhes
nuscellaneous expenses) winch durecily support the CHS identification effort

(UAFOUQO) If a PCHS 15 identified duning the identsfication phase dentsficathon phaw Smday
will not cover meal and entertunment expenses associated with the SA s evaleathon and
recrutment activities In order for that funding 1o be made avalable a0 descussed = lbsecion
13 “ldentification Phase ~ a separate Type 5 assessment m the mvaluaton and secrutomens

phases must first be opened

(U/FOUQO) As noted m subsection % Fundmg for Type 5 Assessmemts ™ SAC paymsess
authonty n the idennfication phase 15 $1 000 for each assessment opened ASAC appeoval m
required for expenditures up to or equal to $1 000 Requests for enhanced paymens autihonty
exceeding $1.000 for any identification mstiatrve must also be approved by the ASAC I the
enhancement request 1s for a Type 5 assessment that 1 conducied by an operatonal sgad or
supports a predicated investigation other than a PF1 the enhancement request musst be sent. v
EC. to the appropnate FBIHQ operational unst [f the enhancement requaest w for 2 Twpe 5
assessment conducted by a HUMINT squad that supports an assessraent or 2 PPl mreestipatson,
the request must be sent. v1a EC. 10 the appropnate

39.2. (1) Evaluation and Recruifment Phase Funding

(UFOUOQ) Once a Type 5 assessment 1s opened on 2 partcula mdriadual m the evaleateon or
recrustment phase. funding may be used to cover reasonable expenses the SA has mrursed w

direct support of the evaluahion or recrustment of the PCHS Thss fandme nsay also saclude

reasonable ravel expenses mcurred by the PCHS 10 meet with 2o SA = firtherance of the

recnutment Funding mav not. however, be used 10 reumburse 2 PCHS for any expenses oo _
related ro travel expenses or 1o make service paviments w0 PCHSs Such payveentc s appeopestie
only after the PCHS has been opened m Delta M-ﬂ:m-wi '

fullv opened. operational CHS

(U/FOUQ) As noted m subsectzon 3 9 “Funding for Type 5 Assesonents ~ SAC paparas ¥
authority may not exceed $5 000 per asscssment With ASAC approval e FOmaysesk
additional pavment authonty If the enhancement request nh:l‘mi-n_ﬂ'm Ky

Tl

- i-_".‘".'
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conducted by an operational squad o supports a predacated mvestipation other than a PFL the
enhancement request must be sent to the appropnate FBIHQ operational umt I the enhancement
request 15 for a Type 5 assessment conducted by a HUMINT squad that supports an assessment
or a PF1 investigahon. the request must be nmthlhrwnrmﬂr-lmll

(UVFOUO) Generally. expenses m the evaluabon and recnuutment phases wall be for meals and
entertainment moumed m the recrtment of a particula mdmadual 11115 not feasible to obtun
an advance of funds to cover these expenses, the SA may pay up 1o $100 duning the Type 5
assessment prior to submitting the draft request The draft request must be submatted within five
calendar days when the $100 lmut 1s reached

(UWFOUO) When an SA pays for a meal i the course of recnuting a PCHS the full cost of the
meal may be covered. provaded that the expense 1s reasonable under the cucumstances
Government per diem rates may be used as a pude for reasonableness but are not determunative

Expenses for the SA’'s meal must comport with government per diem rates ASAC approval 1s
requured m order for the SA 1o exceed the government per diem amounts

(U/FOUO) A mift to a PCHS may also be allowed if it 15 deemed operanonally appropnate. The
gift may not exceed $50 and requures SAC approval The acceptance of mfts by an SA from a
PCHS 15 govemed by subsection 2 1 1 "Gafts

39.21. (U) Evaluation and Recruitment Phase Funding Requests

(U/FOUO) SAs and SSAs must use discretion and exercise fiscal responsiblity in determuning
what type of actiaty 15 appropnate mn a particular recnutment scenano. In detenmuung whether a

particular expense 15 an appropnate use of resources and 15 operationally sound and effective the
requesting EC must address

= (U/FOUO) Whether the SA 15 using the affihated. nonaffilhiated. covert using true name.
or covert approach

* (U/FOUQ) The umpact that the expenditure 1s anticipated to have on the SA’"s abiliry to
mnteract effectively wath the PCHS. Expenses that do not enhance the SA s ability to
evaluate and develop a relatonslup with the PCHS should not be approved

(U/FOUO) Each request for funds must receive pnor ASAC approval The EC request must also
reference the assessment or predicated investigation used to support the opening of the Type 5
assessment (evaluation and recruntment phases) or the threat program and CPI code(s) the PCHS
may support upon successful recnutment

ilo. (UV/FOUO) Duration and Closure of a Tyvpe 5 Assessment

(U FOUO) The effective date of a Type 5 assessment 1s the date on whuch the highest level of

authonty requured approves the opemung EC (or successor form mn Delta) A Type 5 assessment
may continue for as long as necessary to aclueve its authonzed purpose and clearly defined

objective(s), as set forth in the three phases above, or when 1t 15 deternuned that the named
subject cannot or should not be recruited as a CHS

(U/FOUQ) When closing Tvpe 5 assessments, the following language must be included m the
synopsis section of the closing EC

o (UYFOUOQ) Type 5 assessments closed on a specific named mdividual who 15 then
opened as a CHS m Delta (Note: All documentation related to the successfully recrnuted
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PCHS miust be wansferned out of Semtme] and placed mito the newly opened CHS Delta
file)

“The information from this assessment st be mamtamed m Delia -~
o  (U/FOUO) All other Type 5 assessments
“Thas assessment did not warrant further mvestigative effort at thas tie ™

(UHFOUO) Any dissermnatiom from a closed Type 5 assessment tnust be conducted
accordance with dissermination puudance on CHS closed files and consistent with the prncaples
discussed 1 Sechiom 15, "Ihsclosure of a Confidential Human Sowrce s [dentaty

ALlo.l.  (U) bile Mamtenance and Disposition

(UHFOUQ) Inasmuch as Delta 1s the official recordkeepmyg system for FBI CHS recosds. all
CHS related documentation must be filed i Delta unless specified otherwse (see Seclicn 16
‘Admimstration of Confidential Human Sources ) However until Type 5 assessment files can

be managed in Delta, open and closed legacy paper files or records serabized 1nto Sentine! must
be mamtamed mn the CFR or safeguarded as “prolubited” files in Sentinel Records relating to
PCHSs that are in the identification, evaluation and recrutment phases are filed mio the file

(U) The disposition of closed Type 5 assessment legacy paper files 15 as follows

e (U/FOUOQ) Files for Type 5 assessments mn the identification phase must be destroyed
five vears after the file 1s closed

e (U//FOUO) Files for Type 5 assessments m the evaluation and recrustment phases mmst

be destroyed five years after the file 1s closed The ved disposstion authonry for
records filed under classification -ﬁﬂ -

» (U/FOUQ) Once a PCHS has been successfully recruited and hss or her recosds have
been imaged. venhfied as complete and accurate and placed in Delta under a
source number. all hardcopy records related to the CHS filed undes the _
be destroved Records related to a PCHS that are created i Sentnel are not authonzed

for dusposal at this nme and mwst be retaned unnl a disposstion schedule 15 approved for
these records

4
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4. O Opening and Reopening a Confidential Human Source
41.  (U) Use of the CHS Program

il o Sl oir

(1) Any mdividual who 15 believed to be providing useful and credible information to the
FRI for any authoneed wiomation collechon activity, snd fiom whom the FBI expects
or mtends to obtam sdditional useful and credible information i the future and whose

wlentity, information, o relationshap wath the FBI warmanis confidental handling
(U/FOUO) Use of the CHS program should comport with this defimition and be based on the
followng cntena
e (1) The FBI has established a relatonslhap with an mdividual who s aware that he o she
1s workmng with a representative of the FBI. and the FBI intends the relationship to be
ongomg,

s (L) The FBI recerves valuable information from the individual on a recuming basis in
support of an FBI assessment or predicated mvestipation. whether i response to taskmgps

or as volunteered mfommation
e (1) The mdividual s relanonshup with the FBI creates a need for confidentiality

(L) An SA must not open an wndividual as a CHS 1f there 1s no logcal reason for confidentiality
or if the individual holds a posihon that would nonmally compel lum or her to provide the
information In addihon, swom U S LEOs may not be opened as CHSs The only exception to
thas male 1s that the SAC may approve the operation of a swom LEO who has agreed to report on
matters involving civil nghts or public cormuption wathan lus o1 her employing entity Sanularly.
cnme victums generally should not be opened as CHSs because thewr use 1s limated in terms of
tme and the nature of the assistance they will provide

42, () When a CHS Mayv Be Tasked

(U/FOUD) A CHS may be tasked to collect mformation. intelligence . and evidence and/o
provide other assistance only when all of the following have been accomplished

1 (U/FOUQ) The opemng communication has been approved

2 (UWWFOUO) All requasate approvals, including (1f necessary) those trom agencies outside
the FBI have been obtamned

3 (U/FOUO) The CHS has been provided the appropnate admomshments regarding the
nature and parameters of hus or her relanonship with the FBI (see Section >
“Confidennal Human Source Admomshments )

4. (U/FOUO) Requured approvals for the specific taskmng (e g . otherwise illegal actiary
[OIA] or consensual momitoring) have been obtamned

5. (UW/FOUQ) The CHS has met wath the co-CA

4.3 (U) Source-Opening C omununication

(U//FOUQ) Before an SA prepares the source-operung comnnuucation the FO must conduct a
umversal query to determune whether the individual has already been opened as a CHS i
amother FO or legal attache (Legat). In addition the SA must do a deconfliction search i Delta
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to ensure that the individual m question 1s not cumently open w another office or was prevsossly
opened as a CHS Tlus search must be completed and the results noted wathm the opesang
commuunic aaom FOs are also expected o conduct local guenies and mose compeelenseve
wearches as appopnate and o docurment the iesults m the source. openang commmms: st 2
set forth below

(UFOUO) I the CHS was previously opened | the operomg commumcatson mst state the reason
why the CHS was closed If the CHS was closed for cause, esthes by the FBI or another apency.

addiional approvals and review will be requuired (see sulmertion 4 5 1 “Request io Reopen a
C'HS Previously Closed for Cause ™ and subserton 18 1 “Future Contact with 3 Closed CHS™)

If the individual was not previously opened the communscation should smnply state that the
requured deconflichion search was completed with negative results

(U/FOUO) Only an SA (CA or co-CA) may prepare the source-opemng commmumcation A TFO
assipned as a co CA 15 not permitted (o prepare the openung commumcation The SSA must
review the commumication and determne of the indridual should be opened as 2 CHS i the
SSA approves the commumcation. notification of the opening must be sent 1o the appropriate
It Other approvals and/or notifications described elsewhere i this PG such as approvals
that must be made by the SAC or by other apencies. may also be requared

(U//FOUO) The Delta source -opemng commumcation must contan
1 (U/FOUQ) The CHS s hwographical mmformation including los or her

e (U/FOUQ) Full name. any relevant information related to hos or her name (e g
Chinese numenc designators) and any known ahases

o (L/FOUO) Date of barth
e (U/FOUOQ) Place of barth

« (U//FOUQ) Physical description. including sex race, herght. weight hawr color, eve
color scars. marks tattoos. and any other available mmformabon

e (U/FOUQ) Cwrent residence
e (U/FOUQO) Contact numbers (e g home phone cell phone. pager)
o (U//FOUQ) Social secunty number (SSN)

« (U/FOUOQ) Dnver's hcense number, state where 1ssued (e g Vrgma South
Carolna). and date license 1ssued

e (U/FOUQ) Citizenshap
e (U/FOUO) Alien status. 1f applicable (e g . visitor, student daplomat).

« (U/FOUO) Curent and prior occupanon. employer. work address. phone number.
job ntle. and nature of job. if known

e (U/FOUQ) Photograph (pnnt or electromc)

(L7 FOUO) Information on the CHS ‘s previous relanonshsp wath the FBI and other LE
and intelhigence agencies. including

I
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Whether the person comvently has o previonsly had a velatonshap with
vy other 11 o mtellipence agency and of so the name of the agency mvolved 1 the
person was a CHS who was closed by another ageney reasonable efforts should be
made 1o determmne why the CHS was closed and the SA st doooment that 1eason
m the opeming conmmmscation 1 the SA ascertans that the person was closed by
ﬂwﬁ- fon & veason that under 1Y policy. would constitute <losimg fon canse

| approvals and review wall be veguured (see subsection 15 Requinemients
for Reopemng a CHS and subsection 18 1 “Futie Contact With a Closed CHS )
The SA must descnibe in the opeming commumcation the stiatepy 1o be used 1o
puhgate any wssues posed by operating the CHS

o (SNF) The above statepy may indhude operatnonal wshng if deemed
AP OH L Ale

(LVFOUO0) Whether the CHS was previously opened as a CHS by the FBI If so
state the veasom why the CHS was closed 11 the CHS was closed for cause evther by
the FBI o another apency addinonal approvals and review wall be requured (See
subsection 4 5 Requuements for Reopening a CHS - and subsectwm 18 4 “Futwe
Contact With a Closed CHS

(LVFOUD) Any pronuses or benefits that have been given o the CHS by the FBI

FPO. o1 any other prosecuting o LE apency (1f known after exercising reasonable
efforts) and the terms of such protuses or benefits

1 (U/FOUO) Information related 1o operating the CHS . including

(LVFOUO) The imvestigative classificanonds) and/or threat on whach the person s

expected to provide mformation and the tvpe of mformanon he or she 15 expected to
provide

{(U/FOUO) The geographical areas of operation (e ¢ countnes. states. cihies. zip
codes) where the CHS could be used

(UFOUO) The subyect or group on whom the CHS 1s expected to repont

{UFOUQO) The CA and co-CA s names The SA must state whether the co-C A 1s an
SA or 2a TFO f the co CA 15 a TFO the openmg commmmecanon must identify the

TFO's agency and mdicate whether that agency brought the CHS to the FBI

(U FOUO) Documentanon that the co-C A has met the CHS If thas meening has not
vet occurred when the CHS 1s opened. 1t must take place before the CHS 15 tasked
and be documented m the CHS s man file The meeting mav be documented by any
comnmuncahon which evidences the co CA's presence. such as a CHS reporting
document payment receipt. or admorushments

(UFOUO) The FO and squad or Legat that wall operate the CHS
(U/FOUD) The CHS ‘s pavinent name (see subsection 16 4 Pavment Name )

(UVFOUO) A request for code name. of needed for double agents (DAs) non-DAs m
joant operations. defectors recnutments-m-place (RIPs) or unusually sensitive CHSs
(see subsecnion 16 4. “Code Name ')
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dunild be listed meluding any consderation sougt from the povesmmens for e~
assistance and whether e person has 2 plea apreement with or w sorkng Sk
comssder aiom fromn anvy proses uton s office

(L) The person s access 1o the mformation be or she 15 sxpecied to provede

(LIFOUO ) Whethes approvals are requured prrsuant o Serton 6 “Confidential

Human Sources Requumyp Department of Justice Approval lor Operation ™ If 5o 2
lead st be sent 1o I:hr-ln ety the Human Sosarre Review Comemstiers

(HSRC)

4 (L) Items pertamng to the CHS s background . mehudeng

44. (1) Additional Backeground Information and Eecords Checks

(L FOUQ) The nformaton hsted below  1if reasonable to obtmn musst be documented befier
the CHS 15 tasked and updated promptly of 1t changes : 3'_’._.4

» (LJ/FOUO) Past occupanons. including employer, Iﬁhhﬂﬁﬁ
and nature of job. of known

e (L/FOUOQ) Language abibities ( spoken and wrmten) othey than Englesh
e (U/FOUD) Sklls and hobbes (e g . computer skolis}

(U/FOLCY) Whether the €HS has a crummal bastory 1 reasonabily belueved 16 be the
subyect or Laprt of a pendmp crmunal wvestigation 1 under avest or lias been

chai ped i a pending prosecution

(S//NI) A request for a CIA name trace o the CHS s pnimanly reportng oo satsonal
secunty matters ravels mternationally more than frve tmes anoually. or = 28 cmgse.
a forerpgn national a current or former CLA employer a CLA contractor, or & CIA
apphicant 1f the SA cannot obtain the mformation with CHSC assstance. 3 neguest

may be sent mthtwupnalr-uﬂlnrmﬂdrflﬁ 10 condact fhe name
check and notify the FO or Legal of any relevant mfonmation obtancd

(L) Immugration and Customs Enforcement (HCE) checks for CHS cmagrés who e
foreign nationals

(U//FOUO) A synopsis of positive search results of Unsversal Indes (UNT) ar the

replacement system used for catalogume subyerts of FBI mveshigatons [f secessary.
nclude a statement of concusrence (see subrectog 15 £ “Posttrve Recosds Checks
and Concurrence to Operate )

(U/FOUQ) A synopsis of positive search results of ELSUR recond checks

(U/FOUQ) A synopsis of positive search results of the Natonal Come Infosmation

Center (NCIC ) and local crumnal hstory checks If necessary. mchude 2 stalemens of
concurrence for the relevant FO or agency (see subwechon 14 6, Posmve Recosds

Checks and Concurrence to Operate )

(LU/FOUO) Any relationshap the person has with anv FBI enplovee (e g beather, il
mother friend  roommate business partner ) _ Al L
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(U/FOU0) Religpon
(U/FOU0) E mal address and online identity
(U/FOUO) Names of inmediate fanily members (e g, spouse, mother, father, brothers,
sisters, cluldren)
(U/FOUO) Past residences
(UFOUO) Educational level and of applicable. cunvent student status

(UMFOU0) Secunity clearances or other accesses held (The person may disclose that he
or she possesses a clearance but may not disclose the level of the clearance )

(1)) The records checks histed below must be made if deemed useful n evaluating the
mdividual ‘s background or antcipated operatnon. They mclude

45

s {S/NF) DOS records checks to obtamn information about foreign nationals who have

for alUS wisaor US citizens who have applied for a passport. If the information
cannot be obtamed locally, a request may be submutted to the Washangton Field Office
(WFO) Tlus request should mclude identfying mformation about the quened CHS

(U//FOUQ) Requests to Legats for background checks for CHSs who have foreign
citizenship or who have spent a substantial amount of time 1n a foreign country, 1f
mformation can be obtamed without compronusing the CHS s relationship with the FBI
A name check for a CHS who 1s a foreign government official or employee will almost
certamly result in the CHS ‘s compronuse The Legat should be consulted to determune
what information mayv be available wathout notification to the host country

(L//FOUOQ) Other database mnquures (e g . Fiancial Cnmes Enforcement Network
[FinCEN], Lexus Nexus. Treasury Enforcement Commumications System [TECS])

(U) Requirements for Reopening a CHS

(U/FOUO) In order to reopen a CHS who was previously closed, the SA must generate a source
reopening communication. whach must

« (U/FOUOQ) Assign the CHS lus or her previous S (symbol) number in Delta If the

CHS was previously opened pnior to the implementation of Delta. the CHS must be
opened m Delta. citng the file number from the legacy file

(U/FOUOQ) Sansfy the requurements of subsection 4 3. ~Source-Opemng
Commumcanon

(U//FOUO) Indicate that the CHS 15 being reopened and provide the reason why he or
she was previously closed. If the CHS was ever closed for cause duning any pnor penod
of operation. then both the reopenung procedures and approvals set forth 1n subsection

4 5 1. “Request to Reopen a CHS Previously Closed for Cause ™ and the provisions in

subsection 18 1.2 . “Closing a CHS for Cause,” apply

{(U//FOUO) The approval levels for reopenung a CHS are the same as those for openung a CHS
for the first ume_ unless the CHS ‘s status has changed so as to requure additional approval (see
Section 6. “Confidential Human Sources Requunng Department of Justice Approval for
Operation.” and Section 7. “Confidential Human Sources Requunng Additional Approvals™),
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and/on the CHS was closed fon cause dunmp any penod of opesation H’ﬁﬂﬂﬂm

closed for cause the approvals set forth m subsertion 4 5 | “Reguest o Reopen 2 CHS
Previously Closed for Cause ™ apply

451, (U) Request (o Reopen a C HS Previously Closed for Cause

(UHFOUO) Before imhating contact with or responding 0 contact from a CHS previosly closed
for cause SSA approval must be obtamed in accordance with subsection 18 5 | “Futare Contart
With a Closed CHSs ™

(UAFOUO) A request to open a CHS previously closed for cause st include the mformation
descnbed 1n subsection 4 5 abave After stating that the CHS was closed for canse and the
reason why he or she was closed the following addmonal information must be provided

o (U/FOUQ) The date on whach the CHS was closed for cause or, of the CHS wias closed
for cause on more than one occasion. the date of each such closge

¢ (U/FOUO) Details supporting each decision to close the CHS for canse

o  (U/FOUO) Details regarding the anticipated use of the CHS of reopenmng 15 approved

s (U/FOUO) The reason why the use of a different CHS and/or mvestigative techmagues
would not be as effective as the CHS in achweving the objectrves for the case

« (U/FOUOQ) Controls that will be placed on the use of the CHS to numsnuze the rsk of
harm to others or to the investigation

(S//NF) A request to reopen a CHS previously closed for cause must be approved by the SAC
(nondelegable) and by the AD. DI (nondelegable) whose decision nmst inclhude 3 findmg 25 10
whether the benefits of reopenung the CHS outweigh the nsks of reopenmng the mdrndual Aler

AD approval has been granted operational testing requarements must be conducted by the CA m
accordance with Section 20 “Confidential Human Sousce Vabidanon ™ :

4.5.2, (L) Closed CHS Reopened by Another Field Office

(U//FOUQ) When a closed CHS from one FO 1s reopened m another FO_ the prevacus FO CHSC - 2
must furmsh to the new FO CHSC copes of any documents m the file that are not avaslable o )
through Delta A copy of the entire file must be sent to the new FO CHSC upon request In et B
additon. the new OO CHSC must promptly be provided wath any mformation that reflects ;]
negatively upon the reliabality of the CHS * SO
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adrmomshments have been provided and that the CHS acknowledged recespt ﬂm
ol the admornshments

(UHFOUO) The comtent and meamng of the followmg admomshments must be clearly ronveysd

o (UMFOUO) The FBI om s own canmol promse of agree lo avy urmmanty from
prosecution or other consideration by an FPO. a state or local prosecutor. or a2 count m
exchange fon the CHS s cooperanon becanse the decision w confer any such benefit hes
within the exclusive dscretion of the prosecuton and the court. However the FBI il
consider (but not necessanly act upon) advising the appropnate prosecuton of the nature
and extent of the CHS's assistance 1o the FBI (Thes instruction should be gyven of these »
any apparent issue of crumnal hability or penalty )

 (UNFOUQ) Unless specifically authorzed by the FBI, the CHS 15 not authorzed o
engage m any cnmunal activity and has no ymmunaty from prosecutson for any
unauthonzed crumnal actuvity (Thas mstruction 15 not necessary for CHSs whe have such
authonzation The mstruction should be gyven of the CHS 15 suspected of commmttang
unauthonzed illegal activity [UTA] See Section 17, Confidential Haman Sowce
Participation in Unauthonzed [llegal Actrvity ™ and Section 13, “Confidential Husnan
Source Participation in Otherwise [llegal Activaty )

e (U//FOUO) The CHS 15 not an employee of the USG and may not represent hum- o
herself as such. except under cucumstances where the CHS has previously been. and
contmues to be otherwise employed by the USG

» (U/FOUO) The CHS may not enter into any contract o mcur any obhgation on behalf of
the USG, except as specifically instructed and approved by the FBI or under
circumstances where the CHS 15 otherwise authonzed 1o enter mto a contract or meer an
obligation on the behalf of the United States

« (U/FOUO) No pronuses or comnutments can be made except by the Department of
Homeland Secunity (DHS). regarding the ummugration status of any person or the night of
any person to enter or remamn i the United States (This mstruction should be provided of
there 15 any apparent 1ssue of immgration status that relates to the CHS )

i, “.-'-'I'I' T

» (U/FOUO) The FBI cannot guarantee any rewards. payments, or other compensation to
the CHS

5.3.1. (L) Subjects Represented by C ounsel or Planning Legal Defense

(U/FOUO) For additional admomshments related 10 CHSs who are 1 a posmion 1o obtam
information about a subyect's pending charges or legal defense plans see subsection 10 7
“Obtaming Informanon About a Subject's Pending Chaspes or Legal Defense Plans ™

532 (L") Emplovees of Financial Institutions

(U/FOUO) These indinviduals must be advised that they reman subyect to the provisions of the
Raght to Funancial Pnvacy Act and nmst be advised that the FBI wall not knowangly accept

mnformanion that violates the provisions of the act Thus advisement must be M-n
CHS's file
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833 (U) Emplovees of Educational Institutions

(U/FOUOD) These mdivaduals mmst be advised that they remam subyect to the provisions of the
Famuly Educatonal Rights and Pavacy Act of 1974 (Tule 20 United States Code [U S C |
Sectron [§] 1232 g]). commonly known as the Buckley Amendment This statute penerally
prohalnts educational mstitutions and then employees from releasimp non- directory mformation
from records that they mamtam on mdinduals who attend o have attended the imsttution Thee
are some exceptions m the statute For example, Buckley does not apply to a campus police
record about crimunal actvaty Advismg the CHS of the provisions of the law 1s not requuned 1f
the mformation the CHS 15 provadimg 1s unrelated to lus or her employment This advisement
must be documented i the CHS's file

534 (U) Otherwise Megal Activity

(LW FOUO) For addihonal admomshments related to CHSs who have been approved to enpage
mn OIA see subsection 11 5~ Admomshments Related to OIA &
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6. (U/FOUO) Confidential Human Sources Requiring Department
of Justice Approval for Operation

6.1 (U) Types of CHS That Require [M)] Approval

(UHFOUIO) The CHS opemng «ommmune ation st be completed and apprered by an SSA Thes
wippers the [ coordmanon with 10OJ pursuant o sdmervon £ 2 “DOT Review Proceduse
fon CHSs Requinng 1X0) Apgproval — Duanng the 100 seview and appeoval process. the CHS mary
be operated m accordance with thas PG

6.1.1. (V) Semior Leadership € H5
(UIFOUO) The A CHS definmtion of a senuorn leadershap CHS 1 as follows

(UFOUO) A Confidential Human Sowrce who 1u w2 poslion o exezcise npgaficant
decision making authonty over of otherwise manape and duoect the mnlawfel scisomen
of the participants 1n a group or orpanzaton wvolved w mlawful sctivstses that we [)
natonwide or international i scope or 1) deemned 10 be of ugh upmficancs to te FBFs
crummal mvestpative prionitwes even if the unlawfal activiies e local or repossl =
scope Such orgpamzations shall mclude but are pot lumsted 1o sy La Coss Nosim
Famuly Furasian Orpamized Cnme Group or Asan Cronmal Esterprise whsch =
recopmzed by FBl Headguariers and soy domestc or mbermabosal 7 ermonst
Crpamization, which 15 recopmized by FBI Headguarters

6.1.2. (U) High Level Government € HS«
(U/FOUQ) A lugh-level government CHS 15 one who 15 exther

v e = e S e L

¢ (U/FOUO) In relation to the federal povernment or state government of 2 stase or wibal
goverument. the chuef executive or the official next n succession 10 the chaef execative

¢ (LU/FOUO) A member of the federal state or wribal legrslarare
6.1.1. (L) High-Level Union Official C HS<

(U/FOUQ) A lugh-level umon official CHS 15 one who 15 a presadent. secretary-seanmer. or
vice president of an international or national labor unson or the pnincipal officer or officers of 2
subordinate remonal entity of an mtemational or natonal labor wwon. A reponal oty does oot
mnclude a local umon or a group of local umons. such as a distnct counal. combsned opether for

the purpose of conducting collective bargainmmg with emplovers See also subsecuon 7 18
Tmon Officials

6.1.4. (U/FOUO) Privileged CHSs

(U/FOUQ) A pmvileged CHS 15 one who 15 under the obhgation of a legal prrvilege of
confidentality State law govems the scope of lezal pnvileges and therefore mav vary between ,
junsdicnons The SA must carefully review each contact with 2 prmaleged CHS [ there ape :
questions regarding the protection of pmaleged information or Furst. Fifth. and Sexth
Amendment nghts. the CDC must be consulted \ n

(U/FOUO) An SA must generally not accept mformation from a CHS of o relases 10 prilesed

commuuucatons However the use of prmaleged commmmcatons may be permusable in AR pe el
situations nvolving a potennal loss of bfe. senous physical myury and destrucoon of propesty of
substantial value resulting 1 other senous mn“hﬁm faet .
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sentous cnme. If such a sstuation develops. the SA must notfy the CDC and FPO attormiey (il one

15 mvolved) The CHS s man file must contam thorough documentation of the decision 1o use
idesed 6 :

6.14.1. (1) Attormevs

(U/FOUQ) The prvilege of confidentiality extends to individuals admutted to practice law and

who are engaged i the practice of law  The attorney-chient pnvilege protects certaun

commumcations between an attomey and a chient In addinon. depending on the facts and the

law of the junsdicthon. the pnvilege may extend to those acting on behalf of the attomney . such as

a paralegal The CDC must be consulted 1f there are any questions as to whether certan
nformation may be subyect to the attormey-chent pnvilepe and the extent of the prvilege

6.1.4.2. (1) Physicians

(LY FOUOD) The prvvilege extends to any doctor of medicine (MD) or doctor of osteopathy (DO)
and certamn junsdichions may extend the pnvilege to other medical practitoners. The CDC
should be consulted regarding the extent of the prmvilege 1n each junsdiction

6.14.3. (L) Clergy

(U/FOUQ) The prmalege of confidentiality extends to members of the clergy. as determuned by
state law. The CDC should be consulted for the extent of the pnvilege m each junsdiction

615  (U) Media CHSs
(U/FOUD) The AGG-CHS define a media CHS as one who 15 affilated with the media

6.1.6. (U/FOUO) Long-Term CHSs
(17) A long-term CHS 1s one who has been open for more than five consecutive years

(UFOUQ) A CHS not reporting on national secunty mvestgations or foreipn intelligence
collection matters must undergo HSRC review at the five-vear mark and every subsequent
consecutive five-vear penod that he or she 15 open. A CHS reporting on national secunty
wnvestigations or foreign intelligence collection matters must undergo DOJ NSD review at the

five-year mark and every subsequent consecutive five-year penod that he or she 1s open. See
subsecnon 6 1 . “DOJ Review Procedure for CHSs Requunng DOJ Approval.” for more detailed

gmdance regarding the HSRC and NSD approval processes.

(C/FOUO) All long-term CHSs are subyect to the approval requurements m subsection 6.2 The
continued handling of a long-term CHS by the same CA for five consecutive yvears and every
five consecutive years thereafier requares SAC approval Tlus approval may not be delegated.
and the SAC may only approve contmued handling by the CA for good cause The SAC
approval for continued assignment of the CA to the long-term CHS must be documented pnior to
submussion. detailed in subsection 6 2

(UYFOUQ) The SAC may consider the following factors to deternune whether “good cause”
exists to contmue the CA assignment:

« (U/FOUO) Whether the CA has a umque role i an mvestigation supported by the CHS,
to the extent that the investigation may face umpedunents due to reassignment of the CA

15
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¢  (UIMTFOUO) Whethes reassignment of the CA would dememsh the FBI' s abalsty (o obtam

information in a rehable manner due o the sophastication or echmcal natie of the CHS
reporting and the knowledpe base of the CA

= (UNFOUO) Whethes there are other cucumstances that affect the effective operation of
the CHS, including the availabality of other apents with the requisite expenence or
capability to operate the CHS

(U/FOUQ) ASAC approval 1s requared for the assignment of a probatimary SA to operate a
long-term CHS as the CA Thas approval may not be delepgated

6.2. (U) DOJ Review Procedure for CHSs Requiring DOJ Approval

(UYFOUO) DOJ approval 1s requured for the contimued operation of any CHS who Glls mio the
categones hsted in subsections 6 1 1 through 6.1 5 | unless the FPO attorney has existing
oversight of the CHS because the CHS has agreed to testify in a federal crmmunal prosecution
See AGG CHS . paragraph 1 (B)2) for the definition of FPO DOJ approval s requured for all
long-term CHSs. as defined i subsection 6 | 6 . regardless of whether an FPO attomey has
existing oversight of the CHS The process for obtaumng DOJ approval 1s different for CHSs
reporting on national security or foreign intelligence and CHSs reporting on cromnal matters.

6.2.1. (L) CHSs Reporting on National Secunity and Foreign Intelhigence

(U//FOUQ) DOJ, NSD must approve the continued operation of all CHSs requunng DOJ

approval who are reporting on national secunty mvestigations or foreign imtelligence collection,
except as provided in subsection 6 2 above

(U//FOUQ) Upon opemung. the CA or co-C A must document the CHS ‘s status as a CHS
requurmg DOJ approval i the source-opemng commumcation and document the status m the
Field Office Annual Source Report (FOASR) The CA or co-CA must also complete and submat
the DI's ﬂwfnrmmaﬂ.brwbmmdmﬂrhahﬂrw
In accordance with subsection 20 722

Review " the CHSs must recerve an enhanced review by the appropruate [

(U//FOUO) If the Il approves the continued operation of the CHS. the [lllllomst provade
notice of that approval to DOJ. NSD withun 60 days of the approval. The [JJimust make the
CHS's valhidanon reports available for review by the NSD antomey at FBIHQ upon request If the
validanon reports do not permut the NSD artornev to conduct a2 meammeful analvsss of the
continued use of the CHS. the NSD attorney may ask for addinional detadls The identity of the
CHS must not be disclosed unless the AD or the DAD of the FBIHQ dmision utilizmng the CHS
deternunes that compelling reasons exist to warrant such disclosure. The AD or DAD must
consult with the SAC of the FO operaung the CHS to deterrmne whether compellng reasons o
warrant disclosure exist. With the exception of a request for the wdentity of a CHS. all requests by
NSD for further information pertauung to a CHS must be satisfied withm a reasonable penod of
ume Failure to provide requested nformation may be grounds for the NSD to recommend that
the DAG disapprove the continued use of the CHS The FBI may continue to operate the CHS
pending the resolution of the matter For addinonal mformation about DOJ reviews and the
further appeals process. see the AGG-CHS paragraph IT (AN3ND
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(L) 1f & previously opened CHS has a change of statos that vequares DO approval the CA o1 co
CA mwst complete and subomt the CHS '« status as a CHS vequinmg 100 appeoval on the

N - document the CHS's staius  the FOASR

(LVFOUIO) See subsection "0 7 1 "Penodie Vahdaton Review  for additional posdiance on
CHSs reportmg on natronal secunty and foreym intelhpence collection matters

é.1.2. (1) CHSs Not Reporting on National Secuvity Investigations or Foreign
Intelhgence € olledtion

(1) The HSRO, whach s composed of DX and FBI iepresentatives. onst apgmove the contumned
operatnon of all CHSs vequunmp DOJ approval who are not reporting on natonal secunty
mveshpattons o foreym intelhipence collecnon. except for as provided m subsection 6 0 71601
Review Procedure for CHSs Requumg DOJ Approval — Upon opening. the CA mnst document
the CHS ‘s status as a CHS requuomg 1DOJ approval i the sowrce opemng commumcation and
document the status i the FOASR. The CA o1 co CA must also complete and subomt the DI's

DR - !5 oo T
may be subnutted to the appropratcl R < e Delta In accordance wath subsection

M 72 1 “Enhanced Review  the CHS must receive an enhanced review by the [

(LYFOUO) If a previously opened CHS has a chanpe of status that requures DOJ approval the
CA o1 co-CA complete and subnut the Enhanced Keview Request torm and the HSR(
questonnawe The CA o1 co-CA must also document the change of status i the FOASR

(UFOU0) The appropnate [ unt nust seek HRSC wnitten approval for the continued
operation of a CHS who falls withun the defimtions m subsectnions 6 1 1 through 6 1 5 withan 60
days of the CHS s openmng In the case of long-term CHSs. as defined by sub-section 6 1 6 the
appropnate [t must seek wiitten approval for the continued operation of the CHS upon
completion of the enhanced review The Jimust provide to the HSRC relevant information
concernung the use of the CHS . uxcluding any anmual vabdaton reports The CHS s identity
however, must not be disclosed. unless the FBI chanperson of the HSRC determunes that
compelling reasons exast 1o warmant such a disclosure The HSRC approval process must be
completed no later than 45 days afier the appropnate [ umut has subnurted the request tor
contmued operation of the CHS The CHS may continue to be operated dunng the HSRC review
process
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1. (U/FOUO) Confidential Human Sources Requiring Additional
Approvals = - SN

(UFOUO) The CHSs hsted m this section hnrdunmﬁm_: rnghuer Levrds of
approval

7.1 (U) Federal Probationers, Parolees, and Supervised Releasees

(UNIFOUO) If an FPO 15 particaipating i an investigation 1 which the FBI seeks to i
C'HS who 15 a federal probationer, parolee, or supervised releaser the SA must notify the FPO
assipned 1o the matter and document the notification m the openmng communscation

(UFOUQ) Before a federal probatoner. paroler . or supervised releaser may be used 22 2 CHS.
the CA must obtain the permussion of a federal probation parole or supervised release offical
with authority to prant such perrmssion This permesson must be documented m the CHS s nuan
file If peromssion 1s pranted the SSA may approve the opemng comemnscation

(U//FOUQO) If permussion to use a CHS 1s demed by the federal probation. parole. or supervised
release official, or if it 15 inappropnate for operational reasons 1o seek permmssion Fom the
appropnate official. the ASAC (non-delegable ) may authorize the CA w0 request approval for
operation of the CHS from the court responsible for the CHS s probation. parole or sapervised
release after consulting with the FPO for that distnct

7.2, (U) Prisoners Under Bureau of Prisons (BOP) Supervision or in the Custody of the
United States Marshals Service (L'SALS)

(U//FOUOQ) The approvals and procedures addressed m this subsection apply ot only 1o federal
prisoners managed by the BOP. but also to state and local prisoners housed m 2 BOP Eacalaty
and to any pnisoners housed mn a state or local facility who are under BOP supervasson or @
USMS custody

7.21.  (U) FPO, BOP, and USMS Approval

(U//FOUQ) The opening commumcation must docurment the notrfication to the FPO asiorney
assigned to the matter in whuch the CHS will assast |t mmst also document the permsssson
obtamed by the FO from the appropnate authonity 1 the BOP or USMS, as follows

» (U/FOUOQ) If the CHS 1s housed 1 a BOP mstitution. the appropniate authorsty 15 the
warden

e (L/FOUQ) If the CHS 1s housed i a BOP halfway house 15 under BOP home detentson.
or 15 being momtored electromcally by BOP . the appropnate anthonty s the BOP
COMMUUTY COMectons manager

o {(U/FOUQ) If the CHS 15 in USMS custody and 5 housed m a state or local Hallery. the
appropnate approviag official 1s the mehest-rankins 1T'SMS official m that distnct.

(U/FOUQ) If permussion 15 derued or 1t 15 mappropnate. for operabonal reasons. 1o contact e
appropniate BOP or USMS official. the CHS opeming commumscation masst docnest the reason
why the approval was demed or not sought

(U/FOUO) Upon completion of the above. the CA must follow the coordmation and approval
procedures set forth i DIOG Appendix C Thsmmmm
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operational uﬂnﬂhwm-mﬂ approval of the CHS s operational use by
DO s Office of Enforcement Operatons (O1O)

7.1 (U) State or Local Prisoners, Probationers, Pavolees, and Supervised Keleasees

(UFFOUO) Prios to opening a state o local prnisoner, probanioner, parolee. o1 supervised releasee
as a CHS, the SSA must detemune whether uhhzmg that person i this capacity would violate
the terms and conditions of the person's mearceration. probaton, parole. o1 supervised elease 1f
the SSA has veason to believe that unlizmg the mdivadual as a CHS would violate these tenms
and condinons, the SSA (or lus or her desigmee, who may be the CA) must obtain-—pnior to
operating the person as a CHS—the pernussion of a state o1 local pnson. probation. parole, o
supervised release official wath authonity to grant permussion. Thas authonzanon must be
documented mn the CHS's file

(UA/FOUO) I pemmussion 1s demed or 1t 1s mappropnate, for operational reasons. to contact the

appropnate state or local ofhcial, the SSA (or designee) may seek authonzation to use the
mdinadual as a CHS from the state o1 local court then responsible for the individual's

mcarceration. probanon, parole, or supernised release If pemussion 15 granted, an SSA may
approve the opening of the CHS

(U/FOUIO) It should be noted that the use of a state or local probationer. parolee. or supervised
releasee as a CHS wall hkely violate the conditions of lus or her stats

(U/FOUO) If an FPO 1s participahing m an investigation using the CHS or would be working
with the CHS mn connection with a prosecution, the CA must notify the FPO attorney assigned to
the matter pnor to openmg the CHS and must document the notification in the CHS opemung
Comnmum<canon

T3.1. (L) Approval to Release a State or Local Prisoner From Custody

(U FOUO) A request for the temporary or permanent release of a sentenced state or local
pnisoner from custody to assist the FBI requures approval from the SAC and the approprate
pnson official or court. If an FPO 1s participating wn an mvestigation using the CHS or would be
working wath the CHS in connection with a prosecution. the CA must notify the FPO attomey
assigmed to the matter pnior to using the CHS

(U//FOUO) The critena that must be addressed in the request to the SAC mclude
» (U/FOUO) The length of tume remaming on the pnsoner s sentence

» (U/FOUOQ) The sigmaficance of the investigation for which the pnisoner s release 15 bemng
sought and the importance of the pnsoner’s assistance to that wvestigahion

» (U/FOUQ) The prnisoner’s crinunal hastory—n particular, whether there 1s any history of
wiolent cnme—and has or her disciplinary record dunng the penod of incarceranon

= (U/FOUOQ) Whether there are known. identifiable. or potential victums of the prisoner.
including trial wimesses against hum or her or others agamst whom the prisoner has made
threats and. 1f so, whether wamung those indniduals 1s likely to compromuse the
mvestigation m which the prisoner 1s expected to parucipate. (Notifying known.
identifiable. or potential victums that the pnisoner will be released may be requured unless
it 15 likely to compronuse the investigation Consult the FO's victim 'witness coordmnator )
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. aymm}cmhmﬂu*--—um
rerrams i the comstant custody of the FBI or under FBI surveillance durmg
of the prisoner s release The SAC must adequately resource the ma
entuety of the CHS s release

74.  (U) BOP Personnel g

aﬂn-uummmmmnﬂmwu“-mmw
nformation pertamng 10 a subject mn a BOP facility requires OEO approval However OFD
approval 1s not requared to conduct routne nterviews of BOP personnel or 1o open 2 BOP
employee as a CHS to report on matters unrelated to has or her work wath the BOP

(U/FOUQ) When OEO approval 1o use 2 BOP employee as 2 CHS 15 requared the CA mmst

prepare a letterhead memorandum (LHM) request sustable for dissenmnation. with a coves BC_
that must be approved by the SSA and then sent with an action lead 1o the appropreate

The [ unat ooust mmmmuwmmumnw
the OEO, and notify the FO of the OEO s decission. The LHM request must meclude

e (U//FOUO) The name of the BOP employere
« (U/FOUO) The location and yob title of the BOP emplovee

« (U/FOUO) A descriphion of the necessity of using the BOP emplovee m the
mvestigation. including altemative mvestipative techniques that have been tned or
considered and why these techmques have not worked or have not been tned The sequest
must detail the activiry i which the employer 15 to be engaged and the locaton and
length of tume the employee would be needed Specafically, the request must state

whﬂhm]mwﬂdhmmmm:]wﬁmm
associates of subjects outside of the mstnution n connection with thes wvestigation. ™

o (LY FﬂUD]ﬂrmnfﬂchaﬂumufﬂ:emmﬂhﬁh*m
crume(s) of orgamzation under mvestigation 3

¢ (U/FOUQ) The secunty measures to be taken to ensuse the mm;;" :
) o -
* (U/FOUQ) The name of the concurmmng FPO anorney of the CHS = likely ;

+ (U/FOUQ) Whether a job transfer of the Bﬂl"ﬂﬂ:pﬂﬂhﬂ_r“
completion of the activity oy _‘

¢ (U/FOUO) The way mn whach the mﬂmﬁuh“#ﬂ‘l
applicable

* (U/FOUO) The name, phone number_ utle. and location of any BOP en
whom the matter has been or wall need to be discussed

7.5 (1) State. Local. or Contract Prison Emplovees

{UHFGUD}Eiamﬂﬁmqlmuupuﬁuhd
contracted with state or local prisons as CHSs However. 1
mlﬁﬂ:mhmﬂmmﬂ*ﬁ
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76, (1) Sworn Law Enforcement Officers

(U/FOUD) Every U S LEO, regardless of hus or her particular assipnment. has an ethucal and
professional responsibility to report cnmimal actrvity or matters affecting national secunty
Therefore, no U S LEO may be opened as a CHS The only exception to ths rule 1s that the
SAC may approve the operanon of a swom LEO who has agreed 1o report on matters mvolving
ol nghts o1 pubhic comuption within the LEO s employing entity
(UVFOUO) Thas policy extends to swom U S LEOs employed m the police departments of
umversihes and other acadenuc mstiihons

7.7.  (U) Emplovees of Federal, State, Local, or Tribal Agencies

(U/FOUO) If an employee of a federal. state, local, or tnbal agency has a duty to share
miormation with LE as part of the terms of hus or her employment. the mdinvadual should not be
opened as a CHS An exception to thas rule 1s that the SAC may approve operation of an
emplovee of a federal state. local o1 tmbal agency who has agreed to report on matters mvolving
cvil nghts or pubhe comupton wathun the mdividual s emploving entity

7.8. (U) Minors (Individuals Under the Age of 18)

(U FOUOQ) SAC authonzaton (cannot be delegated) 1s requured to open an individual under the
age of 18 as a CHS The opemng commumcation must indicate

e (U/FOUO) Whether the nunor resides with has or her parents or 15 legally emancipated,
as defined by state law

o (UVFOUOQ) If the mumor 15 not emancipated. whether parental or legal guardian consent
has been obtamed for his or her use as a CHS

= (UYFOUQ) If parental or legal guardian consent has not been obtained. whether consent
can or will be obtamed If 1t 15 not feasible to obtan consent from the nunor s parents or

legal guardian. the openung commumcation must provide the justification for using the
munor m the absence of such consent

= (U//FOUO) The potennal nsk of hanm the proposed operation poses to the nmunor
= (U/FOUQ) The munor's cnnunal record. 1f known

e (U/FOUO) The nunor s relanonshup. 1f any. to the subyect(s) of the mwvesngation

(U//FOUO) The CA must consult the CDC if there are questions regarding the critena for legal
emancipation

(LY FOUD) If the nunor 1s emancipated or the SAC has approved the use of the nunor withowt
the consent of hus or her parents or legal guardian. any service or expense payvments must be
made drectly to the munor. However_ if the parents or legal guardian have provided consent. any
SETVICE OT expense payments must be made to the parents or legal puardian. and they must sign
the payment receipt.

7.9  (U) Counselors. Emplovees, and Patients in Substance Abuse Treatment Programs

(L/FOUQ) SAC approval (cannot be delegated) 15 requared to open a counselor. emplovee. or
patient in a substance abuse treatment program as a CHS. regardless of the nature of the CHS 5
reporting A court order 1s requured before placing a CHS 1w a substance abuse facility or using
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an employee o a patient of a substance abuse teatment facility of the mdendual s pomng 10
provide informatiom on the esnployees of . or patients . such a program (see Title 47 Code of
Federal Repulations § 2 67) If the mdradual s being opened 10 obtam information unrelated o
his o1 her employment. employees. on patienits i substance abuse reatment programs. 2 court
order 1s not requured The type of nformaton the CHS wall be tasked to obtan. however nast
be documented in the CHS s mam hile

710, (UAFOUO) Umon CHNicials

(U/FOUQO) An SSA may approve the openang of 2 umon official as a2 CHS . though HSRC
approval o1 DOJ review may be requured if the official 15 hagh level (see subsectson 6 1 3

High-Level Umon Official CHSs. " and subsection 6 )] Revew Procedime for CHSs
Requunng DOJ Approval ™ If a CHS 15 a umon official of any rank the SA must advise the CHS
that the CHS remains subject to the reporting provisions of the Employvee Retuement and Income
Securtty Act (ERISA) of 1974 and must not operate 1n a manner that adversely affects umson-
affihated pensions, welfare, and benefits Umon officials are charped with specific duties and
obligations under ERISA (e g - dutes related to retwement. benefits. or other mcome benefits of
umon members )

7.11. (U) Department of Energy (DOE) Personnel

requires the Bl to obtamn prior approval trom the duirector of DOE s Oftlice o
Countermtelligence pnor to using a DOE employee as a CHS m a countenntelheence
mvestigation A DOE contractor may be considered an employee to the extent that he or she
atfects DOE interests or activities. The openung request must be approved by the ASAC and
forwarded to nust seek DOE approval and notify the FO

of the DOE s decision The request must contain the DOE employee s

o (U) Full name
o (L) Date of barth
» (U7) Place of barth
e (17) Job ttle
* (1) DOE agency of employment
e (17) Duty location
(L) The request must also contan
» (UY/FOUQ) A descniption of the investiganon and the necessity of CHS s assistance
e (U/FOUOQ) A descniption of the CHS s anticipated activities

712, (1) Personnel Affiliated With the Department of Defense (DoD) (Not Including
Joint Operations With DoD)

(U/FOUQ) The MOL ttled, " Coordination of C ounterute lhoence Matters Between FBI &

DOD  (June 20. 1996) requares the FBI to coordinate wath the appropnate DoD authonty the use
of Dol) personnel as CHSs i umlateral operations (not jount operanons with DoD)

£ %
]

SECRET 'NOFORN



SEOCRET/NOFORN
(U Confidential uman Sowrce Policy Gande

(UIPOUO) The degiee of coondmation requured. as set forth below, will depend upon the
posstion of the indivadual the FBI washes 10 open as a CHS and whether the proposed use of the
mdivadual 15 based upon or related lus or her association with Dol

(UAFOUIO) The CIXC and/on OGC should be consulied 1o detesmmne whether the proposed
operational use of a military membes would nisk violatng the Posse Comutatus Act, 18U S C §
1385

TAL1L (UVFOUO) Definitions
(1N The following defimtions apply to this section

o (U/FOUO) DoD-affiliated personnel: Dol active duty and retuwed personnel  cyvihian
employees. contractors and then employees, active and mactive reservists, National
Guard members. fanmly members of active duty and civibian personnel. persons residing
on or having official access to DoD facihiies. persons under consideration for DoD
employment and former DoD employees and contractors

e (LVFOUO) Concwmrrence: The SA seeking to open a DoD-affiliated person as a CHS
must request, via an SAC-approved EC. that the i seek the wput and concumrence of
Do) pnior to operating the individual as a CHS The CHS may not be operated unnl any
identified obyections by DoD have been resolved

= (UV/FOUO) Allitary Department Counterintelligence Organization (ANMDC O): Army
Countenntelligence (CT). the Naval Crimunal Investigative Service (NCIS). and Awr Force
Office of Special Investigahons (AFOSI)

71 (UFOUO) Concurrence Requirements

(L/FOUOQ) DoD concurrence 1s always requured for active duty malitary personnel reservists on
active duty. and DoD civibian emplovees

(L/FOUO) For all other DoD-affihated personnel

e (UW/FOUO) DoD concurrence 1s required whenever the proposed FBI utilization of the
mdivadual as a CHS 1s connected i some fashion with the individual s DoD affiliation

e (U/FOUO) DoD concurrence 1s not required whenever the proposed FBI utilization 15
not connected m any way with the individual s DoD affiliation However 1f facts anse
the course of operating the CHS that reasonably indicate that the FBI utilization of the
mdivadual as a CHS 15 connected m some fashuon wath the mdradual s DoD affibianon
operation of the CHS may not contimue until DoD concumrence 15 obtamned

7123 (UV/FOUO) Concurrence Procedures

(UY'FOUO) The SA must noufy the [Jillof the need for DoD concurrence via an SAC -approved
EC setting out the carcumstances of the request to operate the DoD-affiliated person as a CHS
The EC must contawn the following

e (U} Full name

s (17) Date of burth
s (U) Place of burth
= (U)SSN

23
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s (L)) Rank/prade

o (L) Duty posation

o (L)) Dty onparmzation

o (1) Duty location

e (L]} Duty telephome mumiler

e (1) Information about the subject of the mvestigation. meludmng the actrvities of the
mdividual or proup and any establishment or other affiliations (¢ g crmnal tesronem
mtelhipence and the like)

» (L) The anticipated CHS activities and tasking

e (UJ) The results of the CHS ‘s completed back ground mvestigaion
e (17) The FBI POC and lus or her phone mumbes

e (U/FOUQ) A statement of whether the CHS s mulstary commander = aware of the
CHS s cooperation with the FBI (1f so_the name of the commander and notfication dase
must be inc luded)

(U//FOUO) The must seek concurrence from the appropnate Dol entsty as set forth below

(U//FOUO) When the CHS 1s affibated with a nulnary department (e g = an actyve dury
servicemember. a dependent of an active duty service membes, or a contractor assigned m disect
support of a mulitary department) the [Jrust contact the appropriate MIDCO for that mulstary
department pnor to imtiatmg operational use of the mdradual The [ omust prepare aa LHM
to the DoD entity that contamns

* (1) The results of FBIHQ indices checks
e (1) A request for DoD concurrence for the use of the CHS

 (U/FOUQ)} A request to be advised whether the appropnate DoD entsty washes 1o
participate in mnterviews or debnefings of the CHS and 1if so to dessgnate 2 pahcipant.

e (U/FOUQ) A request (1f deemed appropnate ) that the approprate Do) entaty condact s
own records checks on the CHS (see subsecnon 7 12 3 1 “Request for DoD Records
Check™)

(U/FOUQ) The st adhise the CA of the DoD response The CA muost then upload the
results and any re documents to the CHS file

(U/FOUQ) When the CHS 15 affiliated with a defense component that 1s not mself an ety of 2

mulitary department (e g a civibian emplovee of a defense agency. 3 dependent Gy member ‘_ll"
of such a crvilian employee. or a contractor assigned m durect suppon of the defense agency). the : '\"‘i

B 251 contact the component s office of countermntelligence andior secunty. as apphicable =~
The Jjimust prepare a cover letter to the DoD entaty that comtams et

e (U/FOUQ) The results of FBIHQ mdaces checks
» (U FOUO) A request (1f deemed W}ﬁ&mwm
own records checks on the CHS (see subsection 7. 123 1 below)
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(U/FOLIO) The advase the CA of the Dol response The CA mnst then upload the
resalts and any documents 1o the CHS hile

TALAL (UFOUO) Reguest for Do) Records € heck

(U/FOUO) When submitting regquests fon conowmence o Dol) l]'mr-m;a!nlI send 1o the Dol
MO o component Cl or secunty office an mternal record check regquiest (e p local and
official personnel files) 1o ascertam the existence of deropatony information on the prospectave
CHS whach nught contramdicate usape of that mdradual as a CHS AT DOD entity reconds
check mionmanon provided to the st be sent to the requesting SA and nst be senahzed
mto the CHS file

TA2A2 (UFOUO) Adjudication Procedures

(LUYFOLIO) In the event of a disagreement between the [Jand DoD repasding operanon of the
CHS, the i nust make every effort to resolve the disapreement at the lowest level possible
escalating as necessary to achieve sansfactory resolution

(U/FOUO) In the event that a resolution 1s not achievable the [ st noufy the AD of the

DL who mmust commumcate with the duector or commander of the respective MIDCO within five
working days of thewr mabality 1o reach a sansfactory resolunon

(UYFOUD) In the event that the matter 1s not resolved at the AD level the matter wall be
referved wathun ten working days after impasse to the Under Secretary of Defense for Intellipence
and the EAD Intellipence Branch The Intellhigence Branch EAD has final decision-making
authonty on the matter, including caveats placed on the DoD affiliated person s operation as a
CHS

T3 (U) Fugitives
(UWFOUO) A lugtive 1s an idividual for whom

e (LVWFOUO) A federal. state. or local LE agency has placed a wanted record in the FBI's
NCIC (other than for a nonmoving traffic violation)

OR
e (U/FOUD) A federal warmrant has been ssued
AND
s (U/FOUO) An LE agency 1s willing, if necessary. to seek extradition to 1ts yunsdiction

(U/FOUD) A known fugitive may not be opened or operated as a CHS. and a CHS who 1s
known to have become a fugitive must be closed

(UYFOUO) An SA may commumcate with a former CHS who 15 a fupitive only if either

e (UVFOUQ) The commumcation 1s approved mn advance by the SSA. a supervisor of any
federal state. or local LE agency that has a wanted record for the mdividual m the NCIC
and the FPO m the 1ssung distnct. 1f the warrant 1s federal

o (UVFOUO) The commumuacanon 1s not approved m advance. but was mmtiated by the

fuptive or is pant of a legiimate effort 10 arvest the fugiuve or convince the fupitive to
tum lam- or herself m
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(LFOLIY) An SA who cormmamne ddes with a fagiirye CHS m ey of fhear cucumetas ey et
promnptly repeont the cormmmumcatem o U S5A and the approgniate fedeval state or ol | F
apeney Ut has a “wanted  recond lon thie individhial n the NOE. The BA mst dovimerni m the
C'HS s maun hle the commmmumcation the ¢ wommstane es under whaeh the commmmsc ston was
imahiated  apgnovals that were oltamed o 2 statement that no approvals were obtased vl e
enitiies o whomn the commmmne ation was reported

T1.14. (U) IHegal Ahens

(L/FOUQ) See Section ¥, 7 mem gy ation Matter

T 15

(L) Former FBI Emplovees and Persoms With a Presest or Former Eclationship
With an F BI FEmgployes

(U/TFOUOQ) Pnior o opemny a former FBI employes or 2 present or {ormes sposse o semficat
other of an FBI employee as a CHS | the squad supervisor proposnyg the openmng ousel present 40
the SAC and document i the CHS opening commumscation 2 detabed pstaficatson explamssy
the reason why 11 s individual requures the protection of the FBI's € proeram  akong with the
SAC's approval (thus approval requiremnent may not be delegated) All admonsshrents apphy o
former FBI a-mplf-. ¢s and the spouses or sipmficant others of FBI employess of they ape opened
as CHSs

(U//FOUQ) SSA-approved payments to an mdridual m one of the aforementioned cateprses 2ue
restricted to reembursements for FEpenses mowred m darect support of an Ervesiigahon 200
relocanon expenses. if justfied and necessary Compensation 1o these mdsvaduale for thes

Bl e ¢ IR BB E
services as CHSs. including lump-sum payvments, mmust be approved by the SAC (thes appsoval
AY 101 ]}':' lh']""”!rr""l- .rE"' { .‘. i |i -I OOSUlt withh the | ..?r. i TTEs "-'-"' ATl U s TR0
chuet (SC) of the deterritne wiether 3 wervece
soreement should be used Tf applicable an FPO attornev parbcpatmes m e condnc! of B

investigation must be consulted regarding these pavment

U//FOUQ) Opening a former FBI employee as 3 CHS m order for that person fo contsmne
contact or operate other CHSs or sub-CHSs 15 not pemmtied Generally. dosng so m osder for the
former FBI emplovee to work or contmue to work m an undercover capacity m an FBI
mvestigation 15 also not permmtied To determune whether these mdrmdusls mry Wwork & 2m
undercover capacity. contact the

information. see

mioTe

6. (L) Current or Former Participants in the Witness Secarity Program (W5SF)

U/FOUQ) See n f Use of a Current or Formes WSP Parcipant 2

T
N i - -.__--. -

= L
A By

7.17.  (U) Members of Congress and Their Staffs

(U FOUO) A request to open a member of the U S Congress or a US. Conpresconl staff

member as a CHS requures the following approvals (whach may nor be delegated ) and
notifications. SAC and operational drvisson AD approval: eperatonal wanch EAD appeosal
notificahion to the AD. OCA: and nonfication to the H the CHS s
approved. the operational division must consult DOJ s Pubbc Imegnty Secthon (PINS) for
sudance regarding the Speech or Debate Clause

SECRET NOFORM
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TIR (1) White House Personnel

(LFOU) A veguest 1o open an esnployee on membes of the White House stall as a € 115

requines SAC approval and netilic ation 1o the operanonal boanch FADY operanonal dovision Al
appropmate operabonal wni mnl— H any notihed FRINO ofhical ha
questons of concems reparding the opevabion of the CHS be or she should contact the SAC
resolve the ssue The approval may oot be delepated

719 (1) No Foreign Pohoy Objection Statement
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Witness Security Program
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2‘.‘.__ {I_T} I_:_l_ml_i!r:liun Matters
91 (LVTOUO) CHSs in the United States Megally

(U/FOUO) The FBI must untate procedures to legiimize the wmmmipration status ol a CHS who
15 known to be m the Unsted States illegally  This section detanls the requurements for opeming
and closing CHSs known to be m the United States illepally and the processes avalable  from
the DHS ‘s ICE and Umited States Cibizenslup and Immugraton Services (LISCIS) and through
the CIA——for acquinng legal immugraton status for on delaying the deportation ol those CHSs

0.2, (1) Requirements for Opening, Operating, and Closing

(U/FOUO) A CA may open and operate an aillegal ahien as a CHS with S5A approval However
the CA must request an adjustment of the CHS s status — through one of the procedures set forth
m subsection 9 3 below—no more than 20 calendar days after the CA determanes that the
mdiadual 1s m the Unated States illegally Thas process also apphes to a previously opened CHS
whao loses hus or her legal status The request for status adjustment must be documented in the
CHS ‘s maun file

(U/FOUO) Although an illegal alien may be operated as a CHS while a request to ICE to adjust
has o1 her legal status 15 pendmg, the CHS must be closed of ICE demes the request The CA may

request the Hm mtercede with ICE headquarters to reconsider the demal, bt
must not reopen and operate the CHS unless notified by the Jjin wnting that ICE has agreed

to adjust the CHS s immugration status  ICE s decision must be documented i the CHS hile

(U/FOLUO) If a deternunation 1s made to close the CHS. and 1of the CA has not requested legal
status on behalf of the CHS . then the CA must refer the matter to ICE to coordinate a resolution
of the CHS's immugration status (e g . deportation). If the CA has already imtiated a request to
obtam legal status on behalf of the CHS, the CA must contact which must contact ICE to
coordmnate the termunation of those proceedings

(U/FOUO) The sponsonng CA 1s responsible for CHSs who have received legal immugration
statmus. The CA nmust make reasonable efforts to ensure that these CHSs do not violate anv U S
laws whale they are mn the Unnted States

(UVFOUO) If any illegal alien CHS 1s deternuned to be unreliable or no longer suitable for use
as a CHS, the CA must close hum or her and noufy the [Jjjjjin wnting of the idividual s status
and location The -muf-t notify ICE headquarters to termnunate the CHS ‘s adjustment of status
as appropniate. The CA must also notify the local ICE office of the CHS s status and location 1f
the CHS s location 15 unknown, the CA must work with ICE to locate the mdividual

9.3 (L) Available Programs for Acquiring Legal Immigration Status for a CHS and
Delaving a CHS s Deportation

(U/FOUO) Pnior to imutiating any request to obtain legal status for a CHS. the CA must contact
the -m determune whether the CHS 1s eligible to obtaimn legal status and. 1f so. the best
process to employ

3.1 (U7) Significant Public Benefit Parole Progiam

(U/FOUD) The Significant Public Benefit Parole (SPBP) 1s a temporary measure used to

support LE efforts by providing a legal mechamsm for madnussible or deportable alien CHSs
witnesses, subjects. and defendants to be present in the United States to assist with ongoing
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e stipalions and proses utions on enpage in other actyvities ecessany o protect rotuonal seeurty
The parole allows an madmsable alen o bepally enter o remaan m the Unsted States durmg thes
pervisd and upon request may allow the s of work athonzatum I the alien w chgible

for a visa on a bonder crossing card (BOCC) thas option mmst be considered lirst before applymg
fon SPHP The SPREP will et comfer any mmmgraton status on the madimssible aen

(LUHFOUO) The DHS . Homeland Securty Investigations (HST). Law Eaforcement Pasole Unst
(LEPU) (heseafter refenied to as 1CE) 1s the authorizing apgenecy for the SPRP and deferred acthion
(see sulsechon 9 1) Defented Action Propram ) programs o all USG agencies and 18
poverned by U S Immmpyation [aw Title B Code of Federal Regulanons § 717 5 Paole of
Aliens mito the United States Firlhum the « oodination between the FBI and ICE
to facilitate all SPBP and defeared action applcations on behalf of the FBI

(U/FOUO) To mtate an SPBP request and determne the type of SPBP pasole for whach the
CHS 15 qualified and the procedures necessary the CA should review the fiex
curtent apphcation procedures and contact -mth any questions When determanang
whether to submit an SPBP request. the CA should be aware that 3 CHS 's crumnal recosd
espeaially if it includes crimes of violence may cause ICE to deny a request

(U/FOUQO) An SPBP recipent 15 the responsibality of the sponsormg FO The CA must take
reasonable measures to ensure that the CHS does not wiolate any U S laws whale bving m the
United States [f the CA reasonably behbeves that the CHS has engaged m ULA. the CA must
notify and [Jmust notufy ICE to deternmne what action must be taken Furthesmose
when the CHS's assistance to the FO has been completed the CA must notify and the
local ICE office and. if necessary. work with ICE to locate the CHS If the CA 5 o obtam
legal status for the CHS followang lus or her assistance the CA should contact
deternune the cocumstances and criteria that perrut thas to ocour (See also ndmecnon 3 14 S
Visa Program. " and subsection 9 3 Public [aw 110 Program )

9.3.1.1. (L) CONLUS and OCONUS Eligibility

(U/FOUO) If the alien 1s not in the United States and 1s otherwise mnadmussible the applcable
umnugration program is the SPBP

(U/FOUQ) If the alien 15 currently i the United States without legal status. SPBP may sull
applv. Ehgibility for SPBP depends on the alien's immumgration record and how be or she entered
mto the United States If the alien entered wathout mspection and was never subject to removal
(1e . deportation) proceedings. then the alien 1s ehmble for an SPBP referved 10 2s 2 “parole m
place.” under wluch the alien 1s not requared to leave the country and reemter The aben wall
receive lus or her 1-94 (the form used to track ammvals and departures) from the local ICE office

(UFOUQ) If the alien 1s cumently i removal proceedmgs or has ever been previously removed
the agent must apply for deferred acthon If the aben was previously legally admaned o the
Ututed States, but 1s now without legal status (1€ . a visitor visa overstay), the agent must apply
for deferred action

(U FOUQ) The altemanve to deferred action 15 to have the aben volumtanly depart the Unsted
States and for the agent to apply for SPBP to have the mdividual paroled back mto the country
Upon parole approval the parole ravel documents can be obtamed from the ICE representative
at the local US. consular office. and then the ahen can reenter the Unated States at the port of
entry specified m the SPBP application fonm

o4
SECRET NOFORN



SECRET/NOFORN
(1) Conbdential hmman Somce Poly Conde

2112 (U OUOD) Ceneral Consider ations

23121 (1) Control Agent

(LFFOUO) 1CE refers to the apent vesponsable fon the alien as the “contvol apgent * Fon the
purposes of this sechon. the control agent 15 the CHS CA requesting the SPRP on defernred action
and can be changed at any tune by mmﬁ,-mp- which wall then notfy 1CE of the chanpe

(LVFOUO) Under both the SPRP and deferred action programs. ot s mportant fon the contiol
agent to understand has on hey responsibilies The CA mnst take reasonable steps o ensure that
the alven s not violatmg the law  Purthenmone the agent must mmmedhately veport any anmest of
the alien to and coordmnate with ICE for s on her vemoval The control apgent st
exercise due diligence 10 enswre that the alien voluntanly departs the United States on 15
transfenved to ICE custody at the end of the ahen s parole on cooperation

923122 (1) Mubtiple ¥ ntries

(L/FOLI0) A CA should consider whether there 1s an operatonal need for the alien to leave the
country and reenter In the SPBP program, an apent may request that the parolee be allowed
multiple entnes mto the United States dunng the parole penod In the deferved action program
an ahien 15 not ehmble for reentry into the United States 1f the alien in the United States 1s not
ehgble for an SPBP parole n place. but needs multiple entnes the apent should consides

applying for SPBP wath nmltiple entmes and have the alien voluntanly leave and reenter at a
designated port of entry

931.2.1 (1) Dependents and Famaly Members
(LUVFOUO) Fanuly members or other dependents (1 e - denvatives) may be paroled only undes

extraotdinary cucumstances. such as legitimate physical threats to those mdinaduals The threats
mmust be clearly documented by the CA 1n a detadled threat assessment An example of a threat
assessment LHM s located on l:hrm Multiple entnies are not typacally
granted to famuly members or dependents of parolees because they are penerally paroled on the

basis of the threat assessment. and leaving the Unsted States 15 inconsistent with safetv concems

(U/FOUO) "Denvatives are parents, spouses. and unmamed chuldren under 21 vears of age
Other fanuly members, such as ssblings. mamed clhuldren. meces. nephews. grandchildren
uncles. aunts, sisters-m-law_ brothers-in-law. mothers-m-law  and fathers-in-law wall not be
considered by ICE for parole The requirements for dependents to seek legal status in the Unated
States are under the S visa program

93124 (1) Employvment Authonzation

(UVFOUO) An alien granted SPBP or deferred action 1s ehimble to receive an emplovment
authonzation document allowing him or her to work legally in the United States Dependents and
fanuly members are also elimble for employment authonzaton The indication of a need for
employment authorization should be mcluded m the wunal SPBP or deferred action request and
m any subsequent extension Upon approval of the parole or deferred action. the control agent
must submat an I-765, “Application for Emplovment Authonzanon.  to hus or her local CIS
office with the SPBP or deferred action letter and the comresponding fee which must be paid by

the CHS Agents should contact [Jiffor assistance wath tus process. if needed
93125 (U FOUO) Confidential Human Souwrce € oordinato
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(UHTFOU) The CA should comdinate wath the CHSC m his o her FO when submmtisny a0
applhwation for SPBP or deferred action In addison, the CHSC should be made awae of di

renewals. extensions, lermanations arvests and any other sgmaficant changes wm the statos of the
ahen The CHSC functions as an important POC between the PO and [

9313 (U/FOUO) Special Public Benefit Parole Process
00131 (U/FOUO) Request

(UITFOUO) To request an SPBP, the CA must contact the SPEP program nusager af o
assistance with completmg the SPBP application and 1o ensae field - snde compluance
protocol and FBI pohicy 1If the request does not mert the critena revurs the reguest o
the requesting agent and provide the approprate pudance Once the template 15 comglete e
request will be forwarded w LEPU at ICE for approval It typacally takes four to exght weeks for
Bl 0 recerve a decision from ICE If an emergency paole s needed (12 for catry to e
United States within 72 hours), the CA should comtact s local Customs and Border Pawed (CBFY)
POC to facilitate the alien’s entry (if possible) The SPBP request must also be subwnstied
order to recerve approval for the alien to remam m the Unsted States afier entry s gransed by
CBP

9.3.113.2. (U/7FOUO) Approval

(UFOUO) When ICE recerves an intial parole request. it sends 2 Notsce of Reguest (SNOR) 1
the Drug Enforcement Admmmstration (DEA ), the USMS HSI and the FBI The NOR advees
each apency that a parole has been requested for the mdridual and requests each agency 0
conduct database checks and concur or object to the parole Once ICE kas secerved the remdits. o
makes a determunation on the parole request and ncniﬁﬂ_nm not:fy the

requestng agent of ICE's decision

(U/FOUQ) After ICE approves an SPBP. a Mandatory Tracking Requoement (MTR) fonn—
whuch contains the detasls of the parole—is sent tr:r- The form indscates the leagth of the
term for whach the parole 15 granted (tvpically. one vear) and the approval of any other roguesi.
such as employment authonization multiple-entry parole, and silent pasoles

(U/FOUQ) After recerving the MTR form. -:m;s: provide the form w the contral agrmt
The control agent should make several copes of the MTR form because & = ased to epost ety
departure. arrest, and any other status changes. The MTR also provdes sstractions sesanig
required reporting. All reporting should be sent durectly 1o the winch wnll forward 2 to

ICE. [lifunctions as the sole POC for ICE (LEPU). therefore, agents should aot contact ICE
(LEPU) directly

(U/FOUQ) ICE will assign an International Affaws Office (1A0O) onmber to the paries. A1

future commumcanons to FBIHQ regarding the parolee should refesence the LAO case sumber .
whuch can be found mn the top nght hand comer of the MTR form. Thas nnmber s the means by
whach ICE tracks all parolees

(U//FOUQ) For parolees outside the Umited States, ICE will send an asthonsme sasmoraniiam i =
the ICE artache if there 15 an ICE presence m that country If there = a0 ICE presence m the :, _
country where the parolee 15 located. ICE wall ensure that a cable 15 sent 1o the ssume post M
specified 1n the SPBP template The authonzmng memorandum or cable authonzes the pasoles 1o T i
recenve travel documents to enter the United States ICE will also send an authoneme -
memorandum 1o CBP headquarters. and CBP wall then notfy the desspnated port of entry The

m el 1=
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authonzng memorandum votifies CRP of the nanw of the pamolee the desimated port of entry
and the expected date of amval

LA N BEE (UFOUO) Extension

(WFOUO) I for operanonal purposes. the parolee minst remam o the Ulnited States beyond the
term of parole. a request fou re parole should be sulbwminted Iu-mu:p_ the SPIP applic ation

form In the pusthcation for the ve parole request. the apent mnst provide updated imformation
summanzmg the parolee's cooperatnon over the past year and information about anticipated

actiaty (this does not apply to parole requests for dependants of parolees) Requests that are not
updated wall not be processed  The request should be submutted at least 10 days prion o the
expuwanon date of the SPBP to allow tme for ICE approval 1CE may bt the munber of

extensions g anted
01114 (U FOUO) Agent Responsibilities
(LRFOUD) Change of Date of Enm

(UFOUO) The CA should ensure that the parolee enters the United States withun 10 days of the
date on the MTR. form If entry mto the United States wall be delayed beyond 30 days the CA
mmst send an MTR form mdicating the new proposed entry date lu_mmt then
provade the nottficaton to ICE to keep the SPBP cusvent Absent this notiheation, ICE wall
temunate the parole, and no travel documents wall be avalable to the parolee at the 1ssing post

(U FOUO) Change of Issuing Post or Port of Entny

the parole. the CA must notify v e-mail and include a yjusufication for the change In
addinon. the CA should contact the Legat in the country where the parolee will be travelng 1o
secure the Legat s assistance

(L FOUD) Travel Documents

(UYFOUO) If the parolee wall be amiving at a non-border port of entrv. the CA should advise the
parolee to obtam the documents authonzing travel to the Umited States from the 1ssumng post
Usually. the issumg post 1s the US Embassy. Consular Sechion. for the country from whach the

parolee 1s traveling The parolee nmist bing four passport-sized photographs and dentiny
documents to the mterview at the 1ssuung post It 1s important to advise the parolee not 1o ask the

Consular Section for a visa. he or she should request travel documents to the Unuted States
pursuant to a parole  The travel documents consist of an 1-512 form (- Authonzation for Parole of
an Aben mito the Unated States ) or a lefter authornizing the parolee to board an anrcraft bound for
the United States After the parolee receives the travel documents. he o1 she must travel to the
Unsted States within seven davs. as the travel documents expire seven davs after 1ssue

(U FOUOQ) If amyvang at a land border port of entry the parolee does not recerve travel
documents from an 1ssumg post The parolee must present lus or her identity documents to the
CBP at the designated port of entry

(USFOUQ) Port of Entry

(UYFOUO) At the port of entry. CBP officers wall review the parolee’s travel documents
conduct records checks. and ssue and stamyp the 1-94 form (- Amival Departure Record | The

(U/FOUO) If there 1s a need to rh.:mir the 1ssmng post or the port of entry after the approval of
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state where he on she will reside whale i the 1 nmted States

(LIFOUO) Raport of Date of Entry v
(UIFOUO) After the pasolee enters the Unsted States. the CA nust mdeeste the eotry date on e~

MR form and send the form I} thers sty W T of e date om wheeh the

parolee entered the United States ] will comtmrenar om e dae the pamcker enteved

the United States I
(U/FOUO) Change of Control Agent (CA) - % z
(L/FOUO) The apgent requesting the parole s by default the CA and 1 responuble for the ; -ﬂ,.?
patolee and all MTR reporung repgarding the paoler If the CA needs to tansler these B
responsibilities o another apent lrmﬂrmmﬂﬂrhrﬂhlh-“l "

change of control apent
(L//FOUQ) Departure, Removal, and Abscondmg

(U/FOUO) As noted earbier 1t 1s the control agent's responmsbalaty 1o enescme due diigence and < g 2N AE
ensure the departuae or removal of the paroles afier the paroler has fissshed fus o ber :
cooperation with the FBI If the paolee departs voluntanly the comtrol agem mnet dorsme e
departure on the MTR form [f the parolee does not depart as requured the control apent dhvould
coordinate with the local ICE Enforcement and Removal Operatsons (ERO) FO © locate the

- | %

- |
gl Lr -y
Bk T

g
parolee and take the mdividual into custody for removal proceedmgs The control agent should -
note the name and contact information of the cusiodial ICE apent and the date of e panler’s b
custody on the MTR In the event that the apent has exercased dur dahpence bl ot e \-u"'_:'

the departute of removal of the paroler the agent should send tee MTR form o [ sotse
the efforts to locate the parolee and that the parolee bas absconded The conmel apent should

coordinate with the local ICE FO 1o have an entry placed m ICE s TECS database A copy of
that entry must be sent. along with the MTR form. h_ﬂ-_dr“m " +

change mn status S
(L FOUQ) Violation of the Law Y.

(L FOUQ) If a parolee 1s arrested or 15 known 1o have violated the low the control asest sanst
notfy by sending an MTR form with the arvest mformation or violatson The CA st
also follow the procedure i Section | " Confidennal Human Sowrce Parscipation & R
Unauthonzed Nlegal Acuviry  If the FO supports contumang the parole the control agesst should
tn;m‘atcmmuu:u-:mﬂfmtpnnltmmUElﬂﬂMEmﬂﬁ-ﬂ ~ oM
the curremt status of anv prosecution and or mcarceranon and provades justificabion for the -

contmuation -un.mmt:f'- ICE of the arvest and provade &“w
the request to contmue the parole If the CA does not request contmuatios of the parole. the
p:rl:rlrmllhmﬂﬂ!ﬁ[imﬂmuﬂhﬁﬂﬂﬁm
of the parolee

9114 (L) Silent Parole
(U FOUO) A silent parole 15 requested when the control agent wants the ab
wravelling on a visa. even though the alses 15 acnaally pasoled mto the L

two rypes of silent paroles “wimng  and “unwimng ~ An example of 2 Wit .
when the CHS knows that he or she 15 bems paroled m but the o nee
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operational secunty to have enteved on a visa An example of an unwitting slent paole s when
the apent washes 1o have a pro forma (e | fake) visa ssed 104 subyect who would othes wise be
veyected fon a visa oo fon entry and 10 have bom os ey pasoled mto the Urated States Silent
paroles must be coordmated wailh 10T DOS the PR Legat and CHP An apent interested i
silent parole mm-h funthes pandance 101 may hioat the vse of witing sabent

pa oles
L B3 (L) Deferved Achon Program

(UFOUO) As dyscnssed earler. an alien who s comvently undespomg. on has ever undes pone
ICT removal on deportation procesdmgs 1s not elypble for an SPRP An aben who entered the
Umted States with mspection. but 1s now withoot status s also not ehigpble fos an SPHRP
Therefiore. m ovder 1o ubhze the alien as a CHS on a witness the CA must request a deferred
achon from ICE fou that person The alternative s 1o have the alien voluntanly depart the Umited
States and seek 1o reenter with an SPRP

(LFOLO) Under the deferred acthon program. an alien 1s not ehigble for reentry after taveling
outsade the Unsied States The CA may however request an advance parole. whach allows the
alsen to reenter the Unuted States of 11 15 operatonally necessary for the alien to travel outside the
Unsted States The advance parole must be obtamned pnort to the alien departing the Umited States
Also.an alven may be pranted work authonization when a deferred action has been approved by
ICE If the alien mtends to work m the Unated States whale under deferved acnon. the CA mwust
request emploviment authonzanon approval in the mmtal apphication and m any requests for
CXIPTS N

(LVFOUD) For more mformation on the advance parole see subsection 9 1 1 Advance Parole
23211 (1) Aathonrihy

(L FOLUO) Deferved action 1s an admuustrative remedy of the last reson to delay an ahen s
removal from the United States Deferred action does not confer any mmmgration status upon an
alien or cure any defect in mumgration status for any purpose In addition. deferred action does
not preclude ICE from commencmg removal proceedings at any tume against the alien For these
reasons, deferred action should not be requested 1if another type of admansstrative remedy. such
as the SPBP or an extension of voluntary departure s avalable 1If deferred action 15 pranted
however, ICE has the discrenon to grant the ahen work authonzaton FOs should contact the

_fﬂl purdance i seeking deferred actions

9122 (1) Request

(L/FOUD) ICE policy and procedure for requesting deferred action depends on several factors
mcluding the alien's custodial status and the ICE FO m wluch the aben resides If the abien s i
ICE custody, the agent should contact -fm the procedure and documents for processing
with ICE-ERO If the alien 15 not currently in BOP or ICE custody. the deferred achion must be
requested from and approved by the SAC of the local DHS HS1 FO Because HSI FOs use
different forms and procedures. the C A must contact [JJto deternune the appropnate

paperwork and procedure
9313 (L) Approval

{U//FOUQ) When ICE-ERO approves a deferred action 1t sends a letter to [Jrorfone [
Pot the approval 1evm length. and condinons of the deferved acnon The same letter 1s forwarded
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to (he 10T FRO daector m the pussdsctson whess
deferred acton letier | the Local 1CF RO officr ¢
the alien mito the custody of the reqpuesting A

(UHFOUCY) For aliens who ae not m ICE custody the notice of
the CA from the local HS1 FO In s case. the apent et

M __::r'.. *I-I_I_ l‘: L

+copy o

e e = 1
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0114 (L) Exlension

(UFOUO) If the alien s sull bemng utihzed @ the end of the defermed action peried. -—'_-_..'_F'T_.-;,-..-_ :
request an extension no later than 30 days before the oxpoanon date Sumala 1o e moteal eguest.
the procedure for an extension vanes between HS1 FOs and ICF-FRG The CA shosld
coordmate with [ the apprognate forme and proceduse

9.3.2.5. (V) € omtrol Agenl Kesponsibilifies ok R
(U FOUO) Reporting L B

(U/FOUOQ) There 15 no MTR form for reportng status changes of aliens on deferred acthion
However, the CA 1s still required to immediately notsfy [

e (U//FOUOQ) The alien violates the Law HﬂummhmhMﬂ
the CA should make the request m an [LHM that documents fhe cormmstances of the
arrest and the current status of any mcarceraion and provides pstificaton ™ 0
for contimung the deferred acrtion must notify the HSI FO of the arrest and ol
provade the supporting documentation and the reqguest to contmue the deferred arnon

» (U/FOUQ) The alien's cooperation 1s no longer needed
. {L“’FDUG)Thc:hmhuaﬂnwu:nﬂndkmmh:mMﬁm LF

o

the country - lu-.
- v\
e (U//FOUO) The CA for the alien has changed A mfﬁ 3
(U/FOUQ) Departure, Removal, and Absconding s
(U//FOUO) When a deferred action 15 termunated or expares, it s the CA's ' R o
exercise due dilipence and ensure the departure or removal of the alsen IF the alsen departs the _' *r.-u-.'-'- i
Umited States voluntanly. the CA must notify [Jjof the departure I the alien does o

as required, mcam:mmmmmmﬂm-ma*hﬂ
into custedy for removal The CA should note the name and contact mformatnon of the *’r

ICE agent and the date of the ahen's custody. In the event that the agent hos cxevemed e
diligence but cannot ensure the departure or removal of the ahen the agent should noalfy
noting the efforts to locate the alien and that the aben has absconded [ =2
the DHS HSI FO of the change mn status Tncmﬁtthmmi“‘h
curcumstances. the CA must complete a deferred achon termunation memn. winch

provide to the agent.

033  (U/FOUO) Advance Parole 7 ichral
(U/FOUOQ) The CA may request an advance parole for an alies under deferred acuo '
SPBP without multiple entnes Aﬂvu:ep.ﬂupuﬂm
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requestmg an advance paole
~ (UIFOUO) I the CA seeks 1o obtam legal status for the CHS followang the CHS s assistance (o

B3 the povernment the SA may do so m cartam cocumstances (see subsecton 9 14 below and

subsection 9.3 5 “Pubbc Law 110 Progam )
034 (U)S Visa Program
041 (1) Natwre and Purpose of the Program

(LFFOUO) The Vialent Crime Control Act of 1994 aeated an S notummuprant ¢ lassafication
undes U S umrmpration law known as an S visa ' An S visa may be made avalable 1o a very
hnuted numbes of foresygn nationals who have cntical seliable mformanon that 1 necessary fon
the successful mvesigahon o prosecution of a covmnal o pamzabon o miommation CONCeTnmng
a termonist cagamzabion The S visa progam does not result i an actual visa contanung an 'S
stanmp Nommmuagrant status enables an alien who 1s otherwise madiussible to the United States
to remam m the United States for a houted tune An S visa s not a mechamsm to bomg an aben
mio the United States and cannot be used to keep an alien w the United States for operanonal
puposes Other methods. such as the SPBP and'o deferved action: should be used for these

puarposes

(LFFOUO) If approved for an S visa, an alien may be permutted to be lawfully present in the
United States i a temporary. nommnugyant status for up to three years In practice. the S visa 1s
not actually a visa, rather. it 1s mtended for those already present i the United States When
approving an apphicanon for an S visa. the secretary of the DHS waves relevant grounds of
inadoussabalaty that mught otherwase prevent the person from beconung a lawful permanent
ressdent. 1f the ahen comphes with the terms of adnussion. he or she may become eligible to
apply for legal permanent resident (LPR) status. and possibly aitizenshup The CA must consider
thas in deternumng whether to apply for a paticular candidate Prior to subnutting an S visa
apphication. the CA must also consider that several vears may elapse from the hme an S visa s
granted unnl the adjustment to LPR starus 15 completed

(UYFOUO) There are two types of S visas for whach a CHS mav be sponsored One 15 an S-5
nommumugrant classihicaton The S-5 visa may be requested for an alien who possesses and 1s
willng 1o provide cntical. reliable wmformanon on a cnnunal orgamization to the requesting LE
agency and who otherwise quahifies under Section 101(a)(15XS) of the Immugration and
Nanonahty Act and 8 Code of Federal Regulanons § 214 2(t) The appropriate -l':mt muist
forward applications to the DOJ for untial approval however the DHS mamtams final approval
authonty Under amendments to the Violent Cnime Control Act of 1994 a maxamum of 200
aliens per FY may be granted S-5 visas

(LY FOUQ) The other type of S visa 15 an S-6 nommougrant classification The S-6 visa may be
requested for an aben who possesses and 1s willing to provide informanon on a terronist
orgamzation. who will be placed m danger as a result of thewr cooperanon. who 1s ehzible for a
monetary award under Section 36(a) of the State Department Basic Authornities Act of 1956 22
US.C. § 2708(a). and who otherwise qualifies under Section 101(a) 15)(S) of the act and under
8 Code of Federal Regulanons § 214 2(t). The C A must provide a nonunation letter to the -
on behalf of the CHS. statmg the accomplishment(s) the CHS has made on behalf of the FBI

(e g . assisted i preventing a terronst act from taking place) For S-6 non-imumprant visas the
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1M enersprs ponel cespeomsabnlity W adysde sle rooparsta bry | ) agroeses M L ".
visas are avaslable w alwns cach yra -.*._*-
93411 ()5 Visa Program and ( 15 Invelvement is Possible 114 iy
(UIFOUG) Once the S visa has been issued o e O A reasonabily belurves e CHE
m UIA the CA must noufy the [ o the [ et notify K7 10 determmne what acion

piist b taken See also Setem 1) Confidential Haman Sompre Pate spaison m | inassbersard
Mlepal Actrvity

9342 (1) 5 Visa Application Process

(UIFOUO) An S visa request miust be dooumented on 3 10 sgpplementa workshert (avmkible . M
on the and approved by an SAC The workshest mmast then be forwaded L et
the appropriate whir b must « oordanate the applr 2tsom process weth the (X008 and OF0 e o
X)) In addinon to the adrmmstiative data requared on the workshest the reoquest st e lude -
1 (UFOUOD) The mipmbicance of the wvestigation
2 (U/FOUO) The sipmbicance of the CHS s cooperation

1 (U/FOUQ) The basis of the request for S visa status  Thes section should set forth = 2
quantritative fashuon the accomphshments based on the CHS s cooperation (e g . suibey
of arrests indictments comactions se1zes disruptions desmantienens and the hikr)
Furthermore of submmtting an S 5 request (crnmenal) the prosecaonal phase of the
investigation should be completed before subnutting an S visa apphcaton

4 (U/FOUO) The names of farmuly members for whom S visas are soughs (of appleable)
5 (U/FOUO) An evaluation of the threat to the aben

6 (U/FOUO) Preexisting grounds of excludabality (e g | pendmg crmenal charpes)

! (U/FOUO) An LHM from the FO SAC endorsmg the reqguest

8 (U/FOUO) A separate and completed form [-854. “Inter- Agency Alen Waness and
Informant Record  for the principal aben and each famuly memsber of the alsen 5 sxamed
or has children or parents (Note that although Part 3 of thes form states that o should be
filled out “1f apphcable the US Anomey s ngnature —not that of the ALUSA -«
nmﬂmmfmmr@hxammh:nwmmjp

9 (U/FOUO) A separate and completed form G-3125A for the prmcpal aben and each

fmh member s
10 (U FOUQ) A separate. current (withan 30 davs) NCIC record check (10 “rap sheet™) n s
the pnncipal alien and each famuly member who s 16 vears of age or older In cases "~
where a cimunal record does not exast the CA must subswt 3 prmtout showmys 2 negatvee T
11 (U FOUO) Cnmunal Jushce Information Services (CJIS) checks for both the prmcapal il
alien and dervatives R

12 (U FOUO) An S visa apphcation that uludes a pre-senlence report andior plea
agreement for all aliens who have been comvcted of 2 federal crime with the lasr thee
1o five vears
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13 (U/FOUO) Four apphcant fingenpomt cands mrmﬂmmnﬁ a
complete set of fnperpnnts and sipnatwes for the prmea ven and each fanuly
member who s 17 years and 9 months on oldes

14 (UVFPOUO) Two recent, colon. fromtal view passport photos waith white backpromnds o
the principal alen and each famly member. with names and abien numbers on the backs

of the photos
15 (UWFOUO) Copies of passports m then entuety (1 ¢ front and back covers and all papes
mclading blank pages) for the primcipal aben and lns o1 her fanuly members

16 (U/FOUO) Copes of any documents estabhishing qualitying (anuly relanonshaps 11 the
spouse of the pnncipal alien 15 hsted on the apphcation as a fanuly member a copy of the
mamage certthicate 1s requared (1f the principal ahen was previously mamed. a copy of
the divorce decree from the pnor mamage should also be submutted) If a cluld of the
prmcipal alen 15 histed on the apphcanon as a fanuly member . a copy of the child s buth
certificate 1s requured A ranslanon must accompany all documents and certificates af

applhicable If no documentation s available contact ﬂl-t‘-
913421 (1) International Travel for S Visa € HSs

(U/FOUOD) The USCIS makes the final decision as 1o whether to approve an S visa If approved
the S visa does not authonze the ahen to travel abroad If carcumstances requure the individual o
travel outsade the United States for operanonal or exigent personal reasons (e g fanmly death)
the SA must submut a request to the approp l.‘llr-luut tor advance parole o1 a comparable
authonzaton to enable the individual to reenter the United States Advance paroles are available
mn very hmated cocumstances to LE agencies for S visa apphicants who travel mternationally and
need documentanon to reenter the Unuted States For questions regarding advance parole critena
guthiating an S visa. or determuning whether or not the CHS quahifies for an S visa. contact the

wq:lnatr-mut
93422 (1 CHS S Visa Work Authorization

(LW FOUQ) Upon the mutial subnussion of the S visa application to the DOJ. the CA may request
a work authonzation from DHS through the appropnate [t The CHS nust pay the costs
associated with the S visa applicanon. The FBI may not pay or reunbuase the fees as a CHS
expense In addinon. the FBI cannot pay or retmburse the CHS for personal living expenses
durmg the approval process

9.1.5. (L) Public Law 110 (PL-110) Program

{S/'NF) The PL-110 Program. admumustered by the CIA. provides permanent resident alien status
to certan alien CHSs who provide sspmaficant assistance m the mterest of nahonal secunty or to
fusther a national mtelligence nussion In the National Secunty Branch (NSB). CHSs who

provide exceptional cooperation regarding counterterronism. countenntelhigence. and telligence
mafters may be ehimble for a PL-110 Only .F’L 110s a yvear may be approved for all agencies

(S/NF) A CA must send a request for CHS PL-110 status to the appropnate [t wiach
then must coordinate wath the DAD of the relevant operational umit. the DOJ. ICE. and the CLA
The CA must provade the following information to the FIMS i an LHM

® (S5/NF) The CHS s true name and the names of any unmediate fanulyv members mcluded
m the request

13
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10. (U/FOUQ) Operation of Confidential Human Sources

101 (UVFOUD) CHSs Whe Aay Testify in a Court or Other Proceeding

(U/FOUOD) The CA or co-CA must document to the CHS file any FPO approvals. notfications,
or coordination requuored m thas PG for CHS operational activities (e p . payments, Tiwer 1 and Ties
11 O1A) that may become an 1ssue i comt of 11 15 necessary for the CHS (o testify

(LVFOUD) Whenever 1t becomes apparent that a CHS may have to testify in a court or other
proceciimg m whach he or she 1s providing assistance to the FBI the SA must advise the CHS
and document the advisement m the sowce contact report (FID-1021)

(UVFOUD) The CA or co-CA should be aware that the manner i whach a CHS 1s tasked may
sulyect the CHS to having to testfy, even of the CHS ‘s testumony 1s not anticipated or desired
For instance. if the CHS 15 tasked to gather physical or documentary evidence, make consensual
recordings, or engage m OLA. the CHS may later be requured to testify Accordmngly, the CA o
co-CA must mform the CHS of thas prior to taskmg the indimadual i thas manner

(LW FOUO) Unanticipated situations may also anse that requare a CHS to testify. even though the
CHS has not previously agreed to do so For example of a CHS becomes aware of exculpatory
mformation or becomes the smgle sowrce of mformaton for use i a mal. it may be necessary for
the CHS to testify If there 1s a possibality that a court wall requure the disclosure of a CHS s
wdentity and the FO obyects to thus disclosure. the CA or co-CA may discuss wiath the FPO
whether the case should be dismussed (See Sectnon 15, Dsclosure of a Confidential Human
Source’s Identty )

10.2. (1) Electronic C ommunications With a ¢ HS

(U/FOUD) E-mail. text message. facsumle. and other electromc commmuucations between an

SA and a CHS are discouraged because these methods are easily mtercepted _
and can compronuse the CHS Depending upon the

cucumstances. mn order to protect the CHS and the operation. consideration must be given to the
type of investigation the CHS 1s supporting. the specific mteractions requared wath the CHS. the
techmscal proficiency of the CHS. and whether techmcal equipment needs to be supplhed to the
CHS. Ovent FBI purchase of equupment supplied to the CHS and the use of overt FBI equupment
to commumcate with the CHS are not recommended. except in very lnmted circumstances

[ssues related to commumcanons are complex and possible solutions to hurdles encountered can
be discussed with the iﬂi am nqu e for o I

program. The use of solutions proposed 1'-'\'-

mist be documnented m the CHS file

(LVFOUO) In addition. the above-histed electromc communmication tools or devices dumumnsh the
SA's abalaty to observe the CHS Consequently. the SA must exercise caution 1n usmg them. -
person contact 15 the preferred method of mteraction wath the CHS If any of the above methods
are used. thewr use must be documented i the CHS file In addinon. agents should be aware that
all comnmnscanons with a testifying CHS will hikely be produced in discovery Therefore agents
must ensure that all commumcanons are essential to operatons and professional m contemt

(U/FOUD) SSA approval 1s requared for all mnteracnion wath a CHS via Internet-based o1
electromc commumecation. mcludmg. but not lumuted to. e-mal. text. facsumule. social nerworks
forums, cloud computing. and app-based conmections. This approval must be properly

75
SECRET NOFORN



SECRE T/NOTORSN
(1) Comfidential Hignan Source Poliey Cande

documented m the CHS file These commme stum methods shanld only be used when
opetationally necessary . and propey conmideratiem should be grven lo operational secarity

inc luding the use of musattnbated Intermet conmections . eres ared other mean Additional
pindance on proper operatiomal security can be provided by
(L/FOUO ) Use of the above electronae commmunc ation methods —a well as telephone

contarl  with a CHS who 1s operated i a foreipn country 5 addiessed m Section |9
Extraternitonial Operations

(U/FOUO) Addihonal pudance on secure commumcations with a2 CHS can be provided by the

FBIHGQ) operational divisions and the program manages for __ll'r}gﬂ

10,3, (1) Consensual Recording

(U/FOUO) Consensual monstoning by a CHS must comply with the AGC Dosn and DI
subsection 18 6 1

10.4. (1) Undercover Operalion

(U//FOUOQ) If 1t 1s necessary for a CHS to be mvolved i a UCO, the CHS s participation
requies the approval of the FO and 1f it 15 a Group [ UCO . of FBIHQ (see DIOC: subsection

18 6 13) Upon approval of the UCO, however the FO still must separately approve the specafic
activities for the CHS withun the UCO (e g . OIA. mterdivision travel undisclosed patcipahon )
in accordance with thus PG The OLA must be documented tiwough Delta In addsion. althoush
the UCO proposal may contan an estimated amount of funding requered for CHS servaces and'or
expenses associated with the UCO, these CHS pavments are not approved through the UCO o
covered by UCO funding All payment requests for CHS services and expenses m the UCD must
be justified and processed n accordance with Secnon |7, “Confidential Human Sousce Fmancaal
Matters

10.5. (U/FOUO) Undisclosed Participation

(U//FOUQ) Undisclosed participation by CHSs must comply with the ACG-Dom and DIOG
Section 16

10,6, (L FOUO) Alias False Identification

(U/FOUQ) The FBI s 1ssuance of an AFID 1o CHSs 1s culy allowed m extraordenary
circumstances. One of the few areas where AFIDs for CHSs have been granted 15 m Medscare
fraud investiganons. where former FBI emplovess meenng relevant age requurements are opened
as CHSs (see subsectiog 7 1 Former FBI Employvees and Persons With a Present or Former
Relationshup With an FBI Emplovee ') AFID may not be ssued 10 a CHS for the purpose of
provicing secunty following hss or her cooperation The CA or co-CA must use other methods
provide protection. such as a lump-sum pavment to relocate the CHS (see subsechon 17 14

Lump-Sum Payments, and subsecnion 17 6.6 "Relocanon ), a safe house. or the WSP [ see
Secthion 8, “Witness Secunty Program )

(U/FOUO) A request for an AFID for a CHS must cootam compelling jushfcation—anclodmg a
descnption of the proposed operation of the CHS—and specify whether the CHS wall operase
using the AFID on a full-nme or pant-tume basis In the FO. the request must be ‘od by the
undercover coordmnator (UCC) and the SAC The request must then be sent 1o the whnch

will coordmnate the approval of the request by the ungt. FBIHQ UC ,
cre [ -
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The Jladvises the FO of the final decsion Documentation related o the request and outcone
must be placed o the CHS hile

(UAFOUIO) I a CHS s wssued an ATTD the PO s responsable for ensumg that 1t s used i

compliance with the [ | /11 1l c11cuums a5
however the AFID muist only be made available to the CHS dunng operational events and

retmeved by the PRI afies each operational use The AFTD ninst be mamtamed moan O sale o
authonzed secunty contames when not m nse

10.7. (1) Obtaining Information About a Sabject’s Pending € harges o Legal Defense
Mans

(UYFOUO) If a CHS s i a posinon to obtam informanon from a defendant who s facimg
pending comunal chapes for which the defendant s Sixth Amendiment nght to counsel has
attached. the CHS nmst be imstructed not to sohent mformanon from the defendant reparding the
penching charpes A subject's Sixth Amendment nght attaches when a prosecubion 15 conumenced
(1e at or aftes the mmanon of adversanal judioal comunal proceedinps - whether by way of a
formal charge a prelimmary heanmg an mdictment. a ennunal mlormation document or an

aragmanent b
(LFOLIO) Nevertheless. a CHS may be duected 10 1) become a passive histener 1o report. but

oot sahait. statements by a defendant about pending charpes or ) obtamn mformaton from a
defendant about a matter that 15 separate from the one(s) pending against the defendant

(LYFOUO) In certam cucumstances. a CHS's contact with a defendant who 1s represented by
counsel but aganst whom charpes are not pending may be linoted by other laws (see the
Citizen's Protechon Act. codhhed at 28 U S C § 530B) On any occasion when a CHS 1s durected

1o have contact with a person who 15 represented by an attomey 1t 1s recommended that the CA
comnsult wath the FO's CDC

(UFOUO) Finally. the CA must instruct the CHS not to mterfere with the defendamt s attomey
chent relationslup For example. the CHS should not make disparaging remarks about the
attomey or about the way m wlhach the defendam should cooperate with the attormey

(LVFOLO) Anv questions about the content of this subsection should be directed to the assigned
AUSA o1 to the FO CDC

10.8. (U FOUQ) Use of a CHS Associated With a Wire or Electronics Service Provider

(LY FOUO) Before operating a CHS who 1s employed by a wue o1 electronic communications
service provader or who owns or operates a company providing such a senaice (1 a CHS

associated with a telephone company or an mteret service provider). the CA or co-C A must
consult the CDC to ensure that the use of the CHS « does not infinge upon the Fust Amendment

nght 1o free speech

{U/FOUO) The Electtonic Commumcations Privacy Act (ECPA) establishes limitations on the
government s access 10 records and content held by wure or electronic commuuic ations serice
providers, ncludmg relephone compamses and companses offermg commumcanon facihines
through the lmternet Thus. those restnictions lumit the FBT's abihiry to obtam records from a € HS
who 1s employed by a wire or electronic commumcations service provider or who owns or
operates a company providing such a senvice. Furthermore the Founh Amendment protects
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service providers’ customers from the dise losure of the contents of thes
povernment

(UIFOUO) Therefore s a peneral rule um-;uwnﬂrw
commmume ations from a CHS esaployed by 2 wire on electronse

or who owns o1 operates such 4 companry m-a:m-u—nmm 1
u:ﬂwl’lildunmnrmmnﬂmﬂﬂ‘?ﬁuhmmm 1:,, i

CA may only obtain such mformation theough applicable legal processes (e g 2 grand pary
subporna a Natomal Secunty Letter [NSL| a search warrasd o an FISUR onder) R

(U/FOUO) The CDC should be consulted of there are -n—-i--hw"* P
be obtamed from such a CHS w0 comphance with ECPA e

109 (U) Elected or Appotnted Covermment (AT ials

(UHFOUO) The FBI may accept information concernng alleped wiokations of law or othey on " £
matters within FBI junsdiction from povernment officaals The FIBI may not secnst or opesate B
CHSs for the sole purpose of collerting mnformation concermmg the political belsefs or personal
lives of indiaduals within a povernmental body or the private or confidenmal defiberatons of :
that body Furthermore the FBI may not knowmgly influence or anenge o mifluence any arson ':‘-- \
of a USG body unless it 1s dome 1o furtherance of a4 compelhng povernmental ssesest e
mvestigation plans any actrvity that may influence a USG body the SSA CA srecoCAmue
consult the CDC  Addmionally thas type of activity may wigger review and approval
requirements for undisclosed particppation and must comply with the ACC Dosp and D0
Secton 1
10010, (U/FOUO) Emplovees of Finmancial Institutions

(U/FOUO) If a CHS 15 an employee of 2 fmancial msthution ﬁuq-ﬂim
provide o1 knowingly accept information that violates the provisons of the Raght to Fnancedl g

Prvacy Act of 1978 (12U S C § 3402) The act prokubsts the FBI from obtmmng the fnancaal > =R
records of anv customer from a financial mstitution outside of specified formal rocesses, such ‘1=’ s
as subpoenas and search warrants TR

10.11. (U FOUO) Emplovees of Educational [nstitutions

(U//FOUO) The Fanuly E&xﬂmﬂhﬂlﬁ:ﬂﬁnryﬁdlﬂﬂy“ . ¥ -
establishes limutations on the government's access 1o student aducational reconds held by e
iSTITtIons ufh:ghultm"[‘hnrmhﬂim'ﬂy--_m

CHS who 15 emploved by an educational mstituton =@ any capacety (e g & 2 £ x
libranan and the hke) Therefore as a peneral nue the FBI may not aocept
emploved by an educational mstinution

(U FOUO) One mayor exception to tus rule 1s tat a CHS may provade ™
smce this information 15 not protected and may be voluntandy produced
arcumstances Furthermore records of campus police are also subgect 10
The CDC should be consulted of there are any questions abowut ; it
from such a CHS m comphance with the Buckley Amendmens.
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1012, (UW/FOUO) Use of a Sub Source

(UFOUO) A sub-sowrce 1s any mdividual who duectly acquires information that s then

provaded to the FBI by an FBI CHS as a result of the CHS bemng tasked Examples of persons not
considered sub-sowrces, by defimbion, are as follows

= (LVWFOUO) Contacts with whom the CHS has fanmhial commumcations and whose
wiformation he or she then shares wath the FB1

= (U/FOUD) Contacts with whom the CHS has business related commumcations and
whose information he or she then shares with the FBI

= (U/FOUQ) Acquamtances or nonpersistent contacts with whom the CHS has
ations and whose mformanon he o she then shares wath the FBI

(LUVFOUO) In domestic operations, the CA or co-CA must not task. dwect, or control a sub
source through the CHS Any dwrect or indwrect mstruction through a CHS to engage in
nformation-collecton acthwaty 1s considered tasking and 1s prolubited i domestic operations

(U FOUO) For imformation regarding the use of a sub-source i extraterritonal (ET) operations.
see Sechon 19 “Extraternitonal Operations ™

10,13, (U/FOUO) Use of CHS Information in a Foreign Intelligence Smveillance Act
Affidavit

(LFOUO) If an FO has CHS mformation that supports probable cause necessary for a Foreign

Intelligence Surverllance Act (FISA) apphicaton. that information may be used without revealing
the identity of the CHS Upon SSA approval. the CA or co-CA must provide the FBIHQ

operational unit with the CHS ‘s file number. the length of tune the mmdividual has been a CHS.
and a statement regarding the CHS's reliabality and whether the information has been
cormoborated All mformation provided to support the FISA apphication. including the CHS's
mformanon, must be documented in the CHS file. The CA or co-CA should also be prepared to

provade the following informanon, upon request. to the operational umt for distnbution to the
DO s NSD or for use mn the FISA application

e (U/FOUO) Whether or not the CHS was paid (SAs may use general terms so that no

exact amounts are gven—ifor example. “the CHS was paid a modest fee for
information )

» (U/FOUOD) All comvachions aganst the CHS
o (LVFOUOQ) Any other Brady Actimpeachment mformation
10.14. (U FOUO) CHS Prioritization Svsiemn

(U/FOUOD) The CPS 15 a tool in Delta that was estabhished to deternune CHS pniontization
based on the nsk of operation. The tool 15 incorporated mto the Sensitive Information tab in
Delia. and the information entered about the CHS must be updated on a quarterly basis See
Secnon 10, “Confidential Human Source Validation ™ for more information
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11. (U) Department of Justice Notification Requirements

(LIFOUO) This sectiom descnbes situabions myvolvmg a CHS that reqpune the FBI o notally
certam components of the 1X0J i accordance with the ACA CHS The DAG must approve

excephions to these notificaton requurements. as st fosth i sbmection 1] 8 “Exceptuons o the
X)) Notsfication Requarements ~ All notifications discussed m subsectsons 11 3 theough 11 5

must be made in wniting and approved by the SSA
111, (U) Notification Designess

(U/FOUO) An SAC and a CFP may designate (if both concw ) particular indroduals o thew
respective offices to carry out the functions assigned 1o them n subsertions 11 2 (“Notification
to DOJ of Unauthonzed [llepal Actrvity ) through 11 7 (" Respondmg to Requests from FPO
Antorneys Regarding a CHS ) and subsectuon |1 9 "10OJ Review of FBI CHS Files for Noo
Testimomal CHSs

11.2. (U) Notification to DOV of Unauwthorized [llegal Activity

(U/FOUQ) For nottfication procedures related to CHS ULA see Sectiom |2 “Confidential
Human Source Participation in Unauthonized Hlegal Actrvmy

11.3. (U) Notification to IMOJ of the Investigation or Prosecution of a CHS

(U/FOUO) If an SA has reasonable prounds to beheve that the alleged felomous actvity of 2
current or former CHS 15, or 15 expected to become the basis of a prosecution or mveshiganon by
an FPO, the SA must immediately notify a DOJ CHSC or the assigned FPO attomey of that
mndividual s status as a current or former CHS. With respect to a formes CHS whose alleged
felomous activity 15, or 1s expected to become. the basis of a prosecution or wvestigation by &
state or local prosecutor’s office. the DOJ CHSC or assigned FPO attorney must be munediately
notified. but only 1f the SA has reasonable grounds to beheve that the CHS s pnior relationshep
with the FBI 1s matenal to the prosecunon or mvestigation

(U//FOUQO) Whenever such a notificaton occurs, the DOJ's CHSC or the assigned FPO aftomey
15 responsible for notifying the CFP The CFP and FBI SAC (or desagnees). wath each other's
concurence. must notify any other federal. state. or local prosecutor's office. or LE agency that
15 participating in the wvestigaton or prosecution of the CHS The nonfication to other
prosecutors or LE agencies must be documented 1n the CHS file

(U//FOUO) The SA's notification to the DOJ CHSC or FPO attorney must be made m writme
approved by the SSA. and mamtained i the CHS ‘s vahdation sub-file

11.4. (L) Motification to DOJ Regarding Certain Federal Judicial Proceedings

(LU/FOUO) An SA must immediately notfy the appropnate DOJ CHSC or the assigned FPO
artorney whenever the agent has reasonable grounds 1o believe that

o (U/FOUO) A cumrent or former CHS has been called to testify by the prosecution m any
federal grand jury or judicial proceeding

* (U/FOUO) The statements of a current or former CHS have been. or wall be. sahzed by
the prosecution wn any federal judicial proceedmg |
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S g _ ) A PO attommey intends to vepmesent o a count on ey that a conrent o
CHS 15 on was a coconspavaton on other commmmally culpable pant spant moany
crmmmal activaty
(UAFOUO) The notthcation must be made m wotng approved by the SSA and imamtaned m
the CHS s validatvon sub file

LS (1) Notification to O of Privileged or T xculpatory Information

(UFOUO) I an FPO 15 parbopatimg m the conduct of an FIV wvestipation that ws atilizmg a
CHS o workmg with a CHS m connecbion with a prosecoton. the CA co CA must nobify the
FPO attoamey assigmesd to the matter i advance. whenever possable  of the CA o co CA has
reasonmable provnds 1o belheve that the CHS wall obtam or provide mformation that s subyect o

o apuably sulyect to. a legal prvalepe of conidentality belonging to someone other than the
CHS Documentation that the notification has been made by the CA o0 co CA minst be placed m
the CHS Delta hle

(LUFOLIO) Whenever an SA knows on reasonably bebieves that a cumvent or former CHS has
mformaton that 1s exculpatory as to a tapet of o a defendant (including a convicted de fendant)
m a federal. state, o local mveshgation or case the FRI agent must dasclose the exculpatory
miommation to exther the assigned PO attomey that 1s parncipanng. or had partcipated i the
condhuct of that mvestiganion or 1o the 1DOJ CHSC The disclosine nottheation must be made in
wntng. approved by the SSA. and mamtamed i the CHS s vahdation sub file

(LVFOUO) In i the assigned FPO attomey o the DOJ CHSC s responsible for duse losing
the exculpatory mformation to all affected federal state. and local authonines [n the event that
the dhsclosure would jeopardize the secunity of the CHS o1 senously compromuse an
mvestigaton. the FPO attomey or DOJ CHSC must vefer the matter 1o the HSRC for
consaderanon. except for matters related to an mtermanonal terronsm or national secunty
mveshganon The lattes must be referved 1o the AAG of the NSD (o1 desipnee) The basis for

refermng the matter 1o the HSRC or the AAG of NSD (or desimee) must be documented m the
refertal and placed o the CHS hle

1o, (U/FOUO) Notification to DOJ Upon Namung a CHS as an Interceptee o1 a
Violator in an Electronic Surnveillance Application

(UYFOLUO) An SA must not name a CHS as an interceptee or a violator i an affidavit in suppon

of an applicanon for an ELSUR order made pursuant to 18 US C § 2516 unless the SA beheves
that

» (L/FOUO) Onutting the name of the CHS from the affidavit would endanger the CHS «
hfe or otherwise yeopardize an ongomg invesngaton

o (UYFOUO) The CHS 15 a bona fide subyect of the mvestngation based on the CHS s

wvolvement m ULA See spbsection 11 2 | “Notficahon to DOJ of
Unauthonized Nlegal Actuviry

{LVFOUO) If the CHS s named m an ELSUR affidavit the SA must mform the FPO attomey

makung the and the coun to wluch the apphication 1s made of the CHS s actual stams
The SA to the FPO attomey must be made in wntmg approved by the SSA. and
documented m the CHS 's man sub-file
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(LIPOUE) Fon comminal matters syvsng wndes o ielated w the A
appnopruate 1IN0 attorey the € A o co €A m coomduation sl the

provide 1o the FPO attomney all vebevant mformation concesmng & €15 3
mehivicdial 15 4 conent or lovmes € HS for the PRI The desermmmaton of the
1o the FIO must be agproved by the S5A and documented 1o the CHS file

(U/IFOUO) I the SAC has an obyection to prosidng hﬁ—-h-l-h“
cnncumstandces of the case he on e mmst explam the ohyection o the FPO atlomey mak
iequest and any iemaning disagrecment as o whether te mformaton should be

FPO attomey must be resolved pursuant 1 sibsection 15 1. "AGG- (IS md AGGOee
Fxceptums and Dhspute Resolition

LA (U) Exceptions to the D) Notific ation Kequirements

(U/FOUO) The Diector of the FBI. with the wrtten concunence of the DAG may satihold =~
any notification requared pursuant w subsection 1] 0 Notficatsion 1o DOJ of Unssthorzed ™=~
Mepal Activity  through subsection 11 7 above of the SAC and DAG determane thar the = gl
dentity . position, or mformation provided by the CHS warants extraordmary protertson for
sensitive national secunty reasons Any SAC determunation to withhold notdecation

the concwrrence of the DAG. must be documented by the CA of coCA and susntaned m the o
CHS s mam file '. -

119, (U/FOUO) DOJ Review of CHS Files for Non [ estimontal € HSs

(U//FOUO) If an FPO attorey seeks to review the file of 3 CHS who = not expecied to
the CA o co-CA must advise the FPO attormey 1o submst 3 wrtten request o the FO CIDC
FPO attorney s request nust speaify the mformation sought and provide justefication for the

review After consulting with the CDC and ASAC the SAC must issue 2 wrtien response 5o fhe

FPO attomey outhmng the parameters of any permstted review TEEE“M
attormey request must be documented to the CHS file - Il

.fq
(U/FOUO) If the SAC and FPO agree on the terms of the seview the CHSC must male :-:‘ [
arrangements for the CHS file review i FBI office space TEFPD_?I‘M

remove copies of CHS file matenal from FBI space without CDC appsosval ﬁﬂm
should document this agreement 1o the admunsstrative portion of the CHS fle .

(U//FOUO) The CA or co-CA must prepare a record of the FPO atorney s CHS file sevew.
which must include the FPO attorney s request and the SAC s response the date »

review. the identity of the FPO reviewer. the method of review, the identuficatson of au
memdtfw}dmmicm&—i_ﬂ
FBI office by the FPO reviewer and the wiitten approval of the CDC perms

removal

(LFOUO) The resoluton of any disagreement between the FPO anomcy
reparding the prinnng and release of documents from the CHS §lk L
with subsection | 5 1 . "AGG-CHS and AGG-Dom Exceptions and Desp
mm}iee:hn&r pemsorashen Seled "G
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12. (1)) Confidential Human Source Participation in Unauthorized

Hlegal Activity HIF IR

12.1. (U) Netification Process

(U/FOUO) According to the AGG CHS. if an FBI agent has reasonable grounds to believe that
a CHS has engaged i UTA (other than munor traffic offenses). the CHS must be closed, unless
SAC approval for continued use 1s obtamed (see subsection 12 2 | below) The SA must
promptly notify DOJ's CHSC or the assigned FPO attomey of the ULA and the reasonable

upon which the FBI believes it has ocourred. Reasonable grounds exast, for example,
when an SA has knowledge of a pending state or federal nvestiganon of the CHS ., pending
crmunal charpes aganst the CHS, or an adomssion from the CHS. or 1f the SA has information
from two or more independent sowrces. or from one credible source. that the CHS has engaged i
tllegal activity. The SA must make the notficaton even if the CHS will be closed as a result of
the illegal activity. The notitfication to DOJ must be made in winiting, approved by the SSA. and
documented i the CHS man fale

(UAFOUO) If the CHS's contmued use 15 deswed, approval must be obtaned i accordance with
subsection 122

(U/FOUO) After being notfied by the FBI, the DOJ's CHSC or assigned FPO attorney 1s
responsible for notifyang the following FPOs of the CHS's crimunal activaty and the mdividual ‘s
status as a CHS

e (UVFOUO) The FPO i whose distnict the crinmnal activity primanly occurred. unless a
state or local prosecuting office n that distnct has filed charpes aganst the CHS for the
ennmunal activaty and there 15 no basis for federal prosecution in that distnct

e (U/FOUOD) The FPO attomey. if any. who 15 participating in the conduct of an
mvestigation that 1s utihzing the CHS or 15 working with the CHS in connection with a

prosecution
» (U/FOUQO) The FPO attomey, if any. who authonzed the CHS to engage in OIA

(L/FOUQ) Whenever these notifications are provided. the CFP and the SAC (or the individual
to whom authority has been delegated 1n accordance with subsection 11 1 . "Nonfication
Designees ). with the each other s concurrence. must notfy any state or local prosecutor’s office
which has junsdiction over the CHS's crinunal activity and which has not already filed charges
aganst the CHS for the crinunal activaty, that the CHS has engaged m crinunal activaty. If the
state and local prosecutor's office 1s known to already be aware of the CHS's crimunal activity.
then notification by the CFP and SAC 15 unnecessary. The CFP(s) and the SAC(s) are not
required to, but may (with each other s concurrence) also notify the state and local prosecutor's
office of the person’s status as a CHS These notifications must be documented n the CHS's

man file
12.2. (UV/FOUO) Request for Approval of the Continued Operation of a CHS

(U/FOUO) When a CA has reasonable grounds to believe that a CHS has engaged i ULA. but

wishes to contmue to use the CHS, n addition to reporting the ULA to DOJ in accordance with
12 1 . “Notification Process.” the CA must submut a request for contnued operation

to the SAC (mn-dtlcgﬂ:k] for approval (see subsection 18 1.2 . “Closing a CHS for Cause™)
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SECRET/ /'NOFORN



(U/FOUO) The recuest must address. R TR
. aﬂmn)m-um-im-dﬂm. |

s (U/FOUQ) Whether the CHS has previously engaged m UIA (and i
that activity)

. me]Mﬁuﬂhwmmm
s  (U/FOUO) The importance of the CHS to the FBI s nassion

e (U/FOUQ) The nsk to the public from the CHS s sllegal actrvaty
e (U/fFOUO) The likelihood that the CHS will engage m UIA m the future

(U//FOUO) If the SAC approves the continued use of the CHS, the CA must
Mmﬁm&hﬂmﬂml&ﬂrﬂhtﬂhh“”
mmmumty from prosecution for the unauthornized activity The CA must doc

contmue CHS use and the outcome of the request in the CHS file

12.3. (U/FOUO) UIA Resulting From Violation of the Authorization for

(U//FOUO) When an CA has reason to believe that a CHS has violated the terms r__'r,g_";'-
authonzation for participating i OIA, the SA must immedaately revoke the CHS's authonzation

and follow the procedures outhned in subsection 13 8 | “Revocation of OIA
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kﬁ. mmuo) Confidentisl Human Source Participation in

Otherwise Hlegal Activity

=

M]M“mwmﬂumtm.arﬂﬁ may be authonzed 1o
parbicapate m certan illepal actvaty refered to as otherwase dlepal actaty  OIA s defined as
any actity thal would constitte a cnnunal violation wnder federal . state o local Llaw of a person
were to engape m it without authonzabon The OLA must be reasonable under the conomstances
whuch include the scope. peopraphye area. and duration of the unlawful activiry

101 (1) Prohibited Activifies
(LTFOU0) According to the AGG CHS . the FBI must never authonze a CHS 1o

o  (LFOUO) Paticipate m any act of violence, except that the CHS may take reasonable
measiwes of self defense m an emergency to protect lus or her own hife or the hives of

others apamnst wrongful force

o (U/FOUO) Partcipate m an act designed to obtaan mformation for the FBI that would be
unlawful of conducted by an LE agent (e g breaking and entenng, illepal wiretapping,

illegal openung or tamperng with mal o trespass amountmg to an illegal search)

(LYFOLIO) In addition. CAs, co CAs and SSAs must enswure that any dangerous commaodity o
wem (such as a foearm. body armor. explosives. and the hike) does not leave law enforcement
(LE) control” and that drugs do not leave LE control absent specific approval from the

appropnate headquarters official
132 (1) Ther 1OLA

1321, (U) Tier 1 OLA Definition’

(LVFOLIO) The AGG CHS defines Tier [ OLIA as any activaty that would constitute a
nusdemeanor or felony under federal, state. or local law if engaged m by a person acting without
authonzanon and whach wvolves any of the following activiry

- ﬂJf!'FﬂLHJ] The commussion or the sipmficant nsk -:-t'l'h-r commussion. of any act of
violence by a person or persons other than the CHS *

« [(UWWFOUQ) The comupt conduct, or the sspmficant nsk of cormupt conduct. by an elected
public official. a public official in a lugh-level decision-making o sensive posihon in
federal state. or local povernument

() Per AGG -Dom and AGG-UCO. m a controlled transaction. the em(s) will be momtored by the FBI and
of seized ot the conclusion of the ransaction
M}m the AGG-CHS defimtion of Tier | violations generally does not mclude potential violations of
the matenial support statules. inasmmch as the below-hsted sx factors are rarely involved FBI practice 15 to treat
matenal support statute violations as Trer | violations. requunng the approval of the AD ( ounterterronsm
(CTD) and of the DO!J
. that 15 signuficantly assocusted with. or substannally contrelled by orgamzed crime ordinarl
ﬁ!*l[h defimation. Thus. for example. where bookmakers have 1 financial relationshup with
cnme and/or use members or associates of orgmuzed crume to collect thew
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controlled substances m a quantsty eoqual 1o or » L
ummmmmm 1)

o (UIFOUO) The financial loss. or the signsficant rsk of sl los
1o on exceeding those amounts specified m USSG 781 1 100"

o (U/FOUO) A CHS providng 1o any person (other than a0 FBI &
o1 expertise that 18 necessary for the comnsssion of 2 federal

the persom would otherwise have difficubty obtaanng

« (U/FOUO) A CHS providing 1o any person (other fan m FEI agent) any
controlled substance, an explosive firearm. other dangerous weapon or

poses an ummediate and sipnificant tweat 1o public safety with latle
its recovery by the FBI

13.2.2.  (U) Tier I O1lA Aunthonization

(UHFOUQ) Tier 1 OIA requires advance writien approval by the FO SAC The CF sl 'F—
file must contan the authorization mn accordance with subsestion 139 w e
Procedures -.‘I-

;'_ ” l'u
(U//FOUO) In crumnal mvestigatons the SA must contact (followme the SAC ¢ ap :
FPO involved mn the mnvestigation to obtan the appropriate CFP authorzatson m
AGG-CHS allow the SAC and CFP to agree to designate partsculas sndevaduslls & the
level (1 €., ASAC) i their respective offices to carry out the approval functions s

(U//FOUQ) The appropnate CFP for all nvestigations except national secussy
the CFP who

+ (U/FOUO) Is participating mn an FBI investgation thar s utshmny the CHS
with that CHS 1 connection with a prosecutson

e (U/FOUO) Would have pnmary yunsdactzon o prosecute the OLA o
federal law

?M

T W'ir. 'k

OR
e (U/FOUOQ) Is located where the OLA 1s to ccowr

(U/FOUQ) For national security mnvestiganons or foreygn mellbgence ¢
send, upon SAC approval. an EC to the appropnate FBIHQ) operatonsl

" (1) The citanons to the U'SSG are to the 2005 edition References to parscuiar U
remain apphicable to the most closely comesponding USSG level m
that the cited USSG provinons are amended Thas, it 15 mtended
remain applicable to the lughest offense level m the Drag Quantsty T
the fourth bullet pomt of this subsection will remam spplcable 1© doll
U550, meper sentencing enhancements sumlar 1o that vet | i the TRETRW! SVHET
mmhimyﬂﬂhmﬂdhhm&
* (U FOUQ) Whle the AGG CHS oniy reque : *
mummmmqmm“
Wmuhmﬂﬂﬂﬁ
approval n natonal secunty or foreisn m
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approval fon the OIA. thereafter, the FBIHQ operational unit must fovward the AD appoved
request, m a document smtable for dissennation, to the appropnate DO) authonty Tor ats
approval The FBIHQ operational unit must then notify the regquesting FO_via BCapon 1O
approval or demal of the request A copy of the above OLA related documentabion must be hled
m the CHS OIA sub file

(L/POUO) The appropnate CFP for national secunty and foreign mtelhipence collection matters
1s the AAG of the DOJ NSD. or lus on her desipnee This designee may be an FPO attomey,
however the CHSC must venfy that the delegation has taken place withan the relevant FPO If
the CHSC 15 unable to wdentify an NSD desipnee, the FO should request assistance from the

operational unt at FBIHQ

(U/FOUO) As part of the approval process. the SAC and CFP anthonzing Trer 1 OIA must make
speaific findings. set forth in subsection 13 4 . “"Documented Fmdmps of Trex Tand Tier 1T OIA
Approvers,” regarding the proposed illegal actaty. which nst be documented i the response
to the OIA request This documentation must be mamtamed i the CHS s OIA sub-file

13221 (UVFOUD) CEP Authonzation for Lumited OLA Related to Material Support
of Terrorism in National Secunity Investigations

(U/FOUO) For puadance on thas authonization see DIOG subsection 17 6, "OLA Related to
Matenal Support of Terronsm in Natonal Secunty Investigations ™
1323, (U/FOUO) Tier 1 OLA Emergency Oral Authorization

(U/FOUQ) Those authonzed to approve Tier [ OLA in accordance wath subsection 13 2 2 “Tier
1 OIA Authonzanon,  may orally authonze a CHS to engage i Tier 1 OLA without advance
wntten documentation when they each determune that

o (U/FOUO) A lughly ssigmficant and unanticipated investigative opportunity would be
lost 1f the OLA wnitten authonzaton procedures were followed

¢ (U/FOUO) These cucumstances would support a finding to authorize the OLA pursuant
to subsection 13 4 “Documented Findings of Tier [ and Thier 11 OLA Approvers

(U/FOUO) In such an event. the documentation requurements. including a wnitten justification
for the oral authonzation, must be completed as soon as practicable. but wathan 72 hours
following the oral approval in Delta

13.2.4.  (U) Tier 1 OLA Duration

(UYFOUO) Tier 1 OIA authorization must be set for a specified penod not exceeding 90 days
An exception exists for national secunty investigations or foreign intelligence collection, for
whach the CFP may authonize OIA for a peniod of up to one year

(U/FOUQ) The Tier 1 OIA authonzation peniod may be extended. according to the procedures
set forth i subsection 13 6., “Renewal and Expansion of OLA Authonization ™

133, (1) Tier I1 OLA

S ————

musdemeanor or felony under federal. state or local law iof engaged mn by a person acting without
authonzation
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1350 (U Tier 1T OUA Authorization

(UIIFOUO) Trer 11OIA requines the advance witten approval (dwemt 2 rerpaest for emerpency
authonzation i accordance with subsection 1534 “Tier 11 OIA Dration ) of the SAC The
authomzation commumecation must contam specific findings regardmg the proposed diegal
activity  as set forth m subsection sbsecuon 12 1 Documented Fndmps of Tier [ and Toer I
OIA Approvers  and must be mamtamed 10 the CHS OIA sub file n states that requare more
than one party consent to record commmumecations, OIA authonity must be 1 m
accondance wath DO subsection 18 6 1

1332, (U) Coordination With F PO Attorney

(U/FOUO) FPO approval 1s not requared for Type 11 OIA. However of an FPO attormey =
assigned to an investigation i whach the CHS 15 assisting and the CHS 15 experted to testify the

CA must ensure that the FPO attorney 1s notified in advance of the OIA_ of practicable The OIA
request must document the FO's written or oral notification m Delta

1333 (U) Tier 11 OIA Emergency Oral Authorization

(U/FOUQ) In extraordinary cucumstances. an SAC may orally authonize a CHS 1o engage
Tier I1 OIA without advance documentation. after determamang that 2 hughly sigficant and
unanticipated mvestigative opportumty would be lost if the FO were to follow the OLA wrtien
authonzation procedures In such an event the SAC must complete the documentation
requurements. including as written justification for the oral authonzation. as soon as practicable
but withun 72 hours The CHS s OlA sub-file must document thes approval commumcation

1334, (U) Tier I1 OLA Duration

(U//FOUO) Tier I OIA authorization must be set for a specified penod not exceedmg 90 days

(LU FOUO) The Tier [1 OLA authonzation penod may be extended according to the proceduses
set forth 1n subsection 13 6 “Renewal and Expansion of OLA Authonzaton

134, (U) Documented Findings of Tier 1 and Tier II OLA Approvers
(U//FOUQ) In accordance with subsection 13 7 2 and subsecton 12 1 | on OIA ashonzaton

those authonzed to approve Tier [ and Tier II OLA must document 1 the CHS s OIA sub-file

whether the benefits to be obtained from the CHS ‘s paricipation m the diegal acuvity outweigh
the nsks mvolved and are necessary to etther

= (U/FOUO) Obtan nformation or evidence that 1s essential for the success of an
mvestigation and 15 not reasonably available without such actvity, mcluding dllegal
actiity to mamntamn the CHS s credibality and thereby obtan the mformation or evadence.
OR
e (U//FOUO) Prevent death. senous bodilv myury, or sigmficant damage to property

(U/FOUQ) In making these findings. the approvers must consader
» (U/FOUQ) The importance of the nvestigation
e (U/FOUQ) The likelihood of obtammg the mformation or evidence

e (L/FOUQ) The nsk of the CHS musunderstanding or exceeding the scope of hus or ber

authonzanon
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s (U/FOUO) The extent of the CHS s participation m the O1A

» (LWFOUQ) The nsk of the FBI bemng unable to monstor the CHS ‘s participation in the
OlA

= (U//FOUD) The nsk of violence. physical injury . property damage, or financial loss to
the CHS or others.

= (U/FOUO) The nsk of the FBI beang unable to enswe that the CHS does not realize
undue profits from hus or her partcipation m the OLA

1341, (U) Precantionary Measures

(L FOUO) Whenever an SA has obtained authonzaton for a CHS to engapge in OIA the SA
must take all reasonable steps 1o

(UFOUO) Momtor the activities of the CHS closely
(U FOUO) Minummze the adverse affect of the OLA on mnocent persons. and

* (U/FOUOQ) Enswe that the CHS does not realize undue profits fiom lus or her
parucipation wn the OLA

135 (1) Admonishments Related to OLA

(U/FOUO) If a CHS 15 authonzed to engage in OIA. two SAs—or one SA and one government
official as a witness—must review wniten admomshments with the CHS that state_ at a
murunmum that

e (U/FOUO) The CHS 1s authonized to engage only i the specific conduct set forth m the
wriften authonzation. and not m anv other illegal actinty (the CFP's wntten authonzation
should be read to the CHS. unless dong so 15 not feasible)

e (U/FOUO) The CHS's authonzation 1s linuted to the time peniod specified m the wnitten
authonzabon

e (U/FOUO) Under no circumstance may the CHS
= (U/FOUOQ) Pamicipate mn an act of violence (except in self-defense)

(LU//FOUO) Participate i an act designed 1o obtain informanon for the FBI that
would be unlawtul if conducted by an LE agent (e ¢ _ breaking and entering 1llegal

wiretapping. illegal opening or tampenng with the mail. or trespass amounting to an
illegal search)

o (UVFOUO) If applicable participate i an act that constitutes obstiuction of justice

(e g perjury. witness tampenng. witmess mtinudation. entrapment. or the fabncanon
alteration. or destruction of evidence)

(LVFOUO) If applhicable mmtiate or mstigate a plan or strategy to conunit a federal
state. ot local offense

e (U/FOUO) If the CHS 15 asked by any person 1o participate w any illegal activity other
than the specific conduct set forth i the wntten authonzaton, or leams of plans to

engage m such illegal activary the CHS must immediately report the manter to the FBI
CA or co-CA
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s (UHFOUO) Partcipation i any dlepal actnaty other than the specific condoct ser forth m
the written authomzation could subyect the CHS to commnal prosecution

(U/FOUO) Inmediately after recerving these admomshments the CHS must use has or bhey
payment name to sipn (o1 imtial) and date a wnitten acknowledgment of the admomshments (ser
subsection 16 1 "Payment Name ) If the CHS refuses to sipn or mnmal this acknowledgment.
the SA and witness who presented the admomishments must documient that these admomshments

were teviewed with the CHS and that the CHS acknowledped hus or her understanding of them
An SSA must review the OIA admomshment documentation and ensure that i 15 mamtaamed 0
the CHS s OIA sub-fle (see subsection 13 9 “Recordkeeping Procedures )

13.6. (1) Renewal and Expansion of QLA Authonzation

(U/FOUO) If an apent secks to reauthonze any CHS to engage in OLA after the exprration of the
authonzed tme penod or revocation of authonzation or to expand. in any matenal way a CHS s

authonzanon to engage m OlA . the requesting agent must first comply wath the procedures set
forth 1n subsection 13 7 7 {(“Tier 1 OIA Authonzation jor 13 3 1 ("Teer I OLA Authornizatun ™)

and subsections 13 4 ("Documented Findings of Tier I and Tier I OIA Approvers™) and 13 5
(" Admomshments Related 1o OLA )

13.7. (L) Suspension of OLA Authorization

(U/FOUQ) Whenever an SA cannot comply with the precautionary measures described above
for lepitimate reasons that are unrelated 1o the CHS 's conduct (e g the CA 1s unavailable) the
CA must immediately

o (U/FOUQ) Suspend the CHS 's authonzation to engage m OLA until the SA can comply
with the precantionary measures

e (U/FOUQO) Inform the CHS that lus or her authonizaton to engage in any OLA has been
suspended until that tune

o (L/FOUO) Document these actions in the CHS OLA sub-file
138, (1) Revocation of OLA Authorization

(U/FOUQO) If an SA has reason to believe that a CHS has faled to comply wath the terms of the
OIA authonzation. the agent must immedhately

e (LU/FOUO) Revoke the CHS s authonzanon to engage m OLA
« (U/FOUO) Inform the CHS that he or she 15 no longer authonzed to engage 1n any OIA
= (UVFOUO) Comply wath the nonfication requuremient descnbed below

» (U/FOUO) Determune whether the CHS should be closed pursuant to Section 18
Closing a Confidential Humnan Sowrce

o (LFOUO) Document these actions in the CHS OLA sub-file

(L FOUO) Inmedhately after the CHS has been informed that the indiradual s authonzahon o
participate m OLA has been revoked, the CHS must use lus or her payvment name 1o siygn and date
a wiitten acknowledgment that he or she has been informed of thas fact If the CHS refuses o
sien the acknowledgment the SA who informed the CHS must document the CHS s refusal and
whether the CHS verbally acknowledged receipt of the revocanon The SSA must review thus
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obtam mifoomation from the othey apency veparding CHS payvipents and any imfommation the
other agency can provade beanmp on the CHS s produc vty selabnliny. and cvedibality 1l
mfommation must be documented m the CHS s vahidation suby hle

143 (L/TOU0) Joint Field Office Operation or a CHS Operating Within Another F11
Field Office

(UFOUOY A CHS may work jomntly wiath two or more FRIEFOs 1 the CHS resades m. moves 1o,
o works m anothes FO's temitony . the ofhee of ongm (OO) must notfy the SAC (o desymer)
and all othes mvolved FOs of the CHS's opeming, the OO must also notify the FOs of the area of
anticaipated reporting. and the notification must be documented in the CHS Delta file The CA
and co-CA may be located m different offices of n wall enhance the CHS ™ operanonal
effectveness The OO 15 responsible for mamtaming the CHS file. and 1f the CHS 1s yomntly
operated. the other FOs involved m operating the CHS mmst file all reports of information
recerved from the CHS as well as any requured documentabon (e g . payment information and
recetpts), to the OO file Sumlarly. both offices must keep the other appnised of information
affecting the FO's invesngative programs and any changes i the CHS ‘s status To make a
payment to a CHS on behalf of another FO, see subsection 179 "Paying a CHS ©

(LFOUO) In sstuatons where the OO has temporanly tumed over a CHS to another FO for
operational use m that FO's mvestigation. the FO using and tasking the CHS 1s responsible for
ensunng that all commumicanons pertammg to the CHS s operation (e g reporting. operational
requests, payvment documentation. and vahdaton related mformation) are promptly entered into
Delta CHS payments made by another FO are addressed in subsection 17 12 “Payments to
CHSs by Other Field Offices ™ The FO tasking the CHS must also keep the OO advised of any
mformaton it obtams from the CHS that would affect the OO s investigative programs Dunng
the other FO's operation of the CHS. the FO tasking the CHS must contmbute to the O0O's
preparation of the CHS QSSRs and FOASRSs and ensure complhiance wath other adnumistrative
requuements, mcluding annnal records checks and admomshments If the other FO tasking the
CHS has used the CHS exclusively for a six-month penod and 1s hkely to continue this use the
OO must reassign the CHS to the other FO

144, (U/FOUO) Operation of CHSs in Another Field Office’s Tervitory

(UVFOUO) Thas subsection concerns CHS domestic-operational travel. in whach a CHS travels
from one FO AOR to another FO AOR or from a foreign country to the Umited States to conduct
operahional actraty. Thus type of travel includes. for example a CHS travehng from lus or her
assigned FO 1o another FO to support an wvestigation: a Legat-assigned CHS traveling to the
Unated States to support an FO imnvestigahon. or an FO-assigned CHS who resides i a foreign
country travelng to the United States m support of an mvestgation See subsection 194 1
“Foreign-Based CHS Operational Travel to United States ( Domestic-Operational Travel)

(UYFOUO) An SA seelang to conduct a CHS operation 1 another FO's termtory must obtamn
prior concurrence from the SAC (or designee) of the other FO m wluch the operation will occur

if practicable If not practicable the affected FO(s) must be notified as soon as possible, but no
later than five busmess days from the date of the operanonal acuviry The _
“CHS Travel/ET Activity Request Form. ™ should be used to document the prior concurrence o
post-operation notificanon of the affected FO(s) If the form 1s used. an informanon-only lead 1s
senl to the recenving FO for siuanonal awareness The use nfthr_rlnﬁ not
preciude mformal oral or wnitten contact berween FOs to coordinate the CHS activiry
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for deconfliction purposes WHHH




SECRET/NOFORN
(1N Confidental Human Sowvce Policy Guide

15. (U/FOUQ) Disclosure of a Confidential Human Source’s
Identity

151.  (U) Principles of Confidentiality

(U/FOUO) Protecting a CHS s identity and relatonship wath the FI31 1s vital to the success of
that relabonship and to the mtegnty of the FBI's CHS program Consequently, FBI personnel
have an obligation to mamtan the confidentiality of any CHS, whach includes the CHS 's identity
and mformation recenved from o regarding the CHS that tends to wdentify the CHS Tlus
obligation continues after the FBI employee ends lus or her employment and after the CHS
ceases to be a CHS

(U/FOUO) Dhsclosure of a CHS s identity, whach includes the dissenunation of information
recerved from or regarding the CHS that tends to identify lum or her, should be approved only
when 1t 1s legally requured or absolutely necessary to achueve important nvestigative, pubhc
policy. or safety objectives. This prninciple must be at the forefront of every discloswre decision,
even with regard to prospective disclosures within the DOJ and among task force partners

152, (1) Disclosure Authority

(LY FOUQ) Approval of the SAC from the office where the CHS 1s assigned 1s requured to
disclose the identity of a CHS. unless

e (LWFOUD) FBI personnel disclose a CHS 's identity to another FBI employee who has a
need to know the identity of the CHS to perform his or her official duties

» (U/FOUQ) FBI personnel make appropnate disclosures to the DOJ when a CHS has
been called to testify i a grand yury or judicial proceeding

= (U/FOUOQ) FBI personnel disclose a CHS ‘s identaity when requared to do so by court
order. law, regulation. the AGG CHS. or other DOJ pohicies (see, for example. subsection
11 7 . “Responding to Requests from FPO Attomeys Regarding a CHS™).

(U/FOUO) The SSA may approve the disclosure of a CHS s identity m response to operational
or admamstrative requests that by thewr nature require disclosure of a CHS ‘s identity, including
those related to surveillance plans. amrest plans. requests for ingwstic support. jomnt operations of
CHSs. NFPO requests. requests to DHS for imnugration status, and requests for DOS
mnformation Pnior to approving a disclosure request, the SSA. m discussion with the CA. should
consider the necessity of disclosing the CHS s identaty, its potential for undernuming the
confidential relationshap developed. and whether the CHS should be informed that hus or her
wdentity will be shared as part of an operational or admimstrative request SSA approval of the
specific operanonal or adnumstranive request serves as the authonzanon documentation to
disclose the CHS s identity. No separate documentation 1s requured for disclosing the CHS s
wentity 1n such circumstances.

(LWFOUD) No indvidual to whom disclosure has been made 15 authonzed to make further
disclosures of the CHS s identity without SAC authonty, except when required by court order.
law, regulation. the AGG-CHS. or other DOJ policies Anvone making a disclosure has the

responsibiity to advise the recipient of the information that further disclosures or contact with
the CHS 15 not authonzed without the express consent of the FBI

(CYFOUO) All approvals to disclose CHS identity must be documented 1 the CHS maun file
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153, (U/FOUO) SAC Objection to CHS Disclosure Reqmiremen|

(LHFOUO) With repard o a requured diselosure the SAC may stll determme whether an
attemnpt should be made (0 assent approgmate ademnistrative or legal olyections i response 1o ary
subpoena, court order, or request beanng on the wdentification of 2 CHS [n matters mvolving
natiomal secunty and other stiuations a request may be made to have the CHS s file reviewed
camera ex parte by a judpe as appropnate In certam cucumstances the FBI may refuse the
disclosure of either the CHS ‘s identaty or information provided by the CHS  Thas action could
result m the dismmssal of the pending prosecution and must be coordinated with appropraie
officrals from the FPO Any decision to withhold CHS information must be coordmated with the
appropnate FPO and documented m the CHS 's nean file

154. (U/TFOUOD) Record of Disclosure of CHS Identity

(U//FOUO) Disclosure of a CHS 's wdentity or relatonshp with the FBL as fined above st be
documented and retaned in the CHS 's file. The documentation must contan the followng
mformation

e (U/FOUQ) The specific information to be disclosed (e g the CHS 's name and address)

e (U/FOUQ) The name, title, and apency or department of all mdmaduals who wall have
access to the mformation

e (U/FOUQ) The specific nature of the circumstances, request demand or order that
generated the disclosure request

(U//FOUQ) The SSA approval of a specified operational or admumstrative request serves as the
authonzation documentation to disclose the CHS s identity No separate documentation 15
required See subsection 15 2 . “IDhsclosure Authomty ™
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16. (U/FOUO) Administration of Confidential Human Sources
16.1. (U/FOUO) CHS Files
16.1.1.  (U/FOUO) Creation and Maintenance of CHS Files in Delta

(U/FOUO) Delta 1s the FBI's automated case management system for all CHS records All
commumcathons regarcing the CHS must be entered into Delta, unless an exemphon 1s
authonzed m accordance wath subsection 161 2 | below

16.1.2. (U/FOUO) Exemption From Creation and Maintenance of CHS Files in Delta

(U/FOUO) Exemptions from entenng commumcations mto Delta must be supported by
compelling crcumstances and approved by the SAC. the AD of the division managing the
primary program the CHS supports, the AD of the DI, and the Deputy Director (DD) None of

these oving authonties may be delegated An EC requesting a Delta use exemption must
e a0l st provide the following, without
providing any CHS dennfying or classified information (additional guidance on completing the

request EC may be sought from ||
e (U/FOUQ) What information 1s to be exempted from entry into Delta

» (U/FOUO) Why entry of thus mnformation mto Delta would likely compronuse the CHS
ot jeopardize the vestgation due to

(U/FOUO) Sensitivity of the CHS
(U/FOUO) Singulanty of the informanon the CHS 1s providing
(LU//FOUO) Degree to wlach the CHS mformation 1s ciitical to the success of the
mvestgZanon
s (U//FOUO) How entrv of the information will
(L FOUOQ) Cause immediate harm to the national secunty of the Unated States

(U/FOUOQ) Cause harm to the FBI s ability to recrut and operate other CHSs of
stmular circumstances

(UVFOUO) Impede the FBI s abilaty to collect for both the FBI's and the USIC's
mtelhigence requarements

= (U/VFOUQ) How intelligence collected trom the CHS will be evaluated and dissenunated
to other FBI components or outside the FBI that 15 cnitical to the FBI s nussion. such as
ll'l'ﬂ'.lr'!mg' a terronist attack or other national emergency

(LYFOUQ) The EC must set a lead IL:- requesting DD approval for the exemption
request -ﬁ responsible for notifymng the CA of the approval or demal of the request If the
request 1s approved s responsible for permutting the CA or co-CA to imtiate the opening
of the CHS. icluding the hmated subnussion requared for Delta, as specified below
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(UHFOUO) Upon recerving the 11 s appaoy al the CA or co CA must complete all mandatory
fields m the Delta source opemng commumcation so that the CHS can be opened in Delta (m
order [or the CHS 1o be paid) and to ensure that the Q55 andd FOASE are accuraiely « filﬂ'.plﬂfd
However to protect the CHS s identaty the [Jhas created standardized responses 1o be
entered mto each field by the CA or coCA The followang 1s a2 list of the mandatory fields and
the responses to be entered
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s (LVTOUO) Co O ase Apeni
(SOND Y Dovtes oo abe an dow ot o
o  (LIVPFOUION) CHS Assessoent (Sectuon 1T
(SUNFY Enter "NO fon all guesthions
LN (U/TOUO) Opening the CHS on Papey, For Delta | xempl

(LVFOLO) To open the CHS on papes the CA o co CA must  alter regstenmg the CHS i
1‘["1,] i |.'|-'||'|,|'|l;'1| i[ll” RCCTMTIME SOUITE Ol onmEcaton using U ||‘1_*-| TR

tengplate low sl oy The CA o co CA st ensure that all appropnate leads ane

wet and dhssemunated via hard copy 1o I ackchtsomn thy mumber assapned 1o the CH?

when he o she was remstered m Delia onuast be Listed i the tntde of the 1o
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16.].5 (1 FOL O CHS File Stiacture and © ontent
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appropriate file o sub file Information or physical mems that cannot be - : N
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162 (UFOUO) CHS Namber

n:fﬂqnmm.mm-w-mt-nih“
which serves as the CHS file mumber Thas moenbes may also be uwsed 10

comntmn ationes sent b other govermment agencies (OCAs ) and m &
S munbes st not, however be disclosed o the CHS

163 (U) Payment Name

(LIFOUO) An SA must assign a payment name o 2 CHS o enable the CHS o
such as payment receipts, OJIA admomnshmments 2 service agreement. and ¢
consent forms m a covert manner The payment name must be umque withes the FO
contain'bodh Letténs snd aucdbens wmﬂﬂmhmm“ﬁ“
of the payment name must be documented i the CHS's mean file mn-m
appear m any dissemmable document except lor conmmmmscaions o DOJ

164. (U) Code Name 7'- -

(S//NF) Code names may be used for CHSs who are DAs, unm-p--mm
RIPs. or unusually sensitive CHSs, -ﬂﬂ:qﬁuddhuh_dﬁuhm-ﬂ
code name/code word database Codenames must be unsque 1o the CHS and previously mmased
withun the FBI

16.5. (U/FOUQ) CIS DivisionNCIC “Slop Notices™

(U//FOUQ) When the openng comnmnscation for 2 new or reopened CHS 15 completed and
approved. the appropnate [ unnt must notify CJIS 1o place 2 query alen sotilication (QAN
previously known as a “stop notice ') CJIS will flag the CHS recond usng sographecal andier
biometrics information When an NCIC mquary 15 made on the CHS thes QAN astomatecally
inggers a nottfication to CJIS, and CJIS m rn will notify the FO of the wmapury m
obligation to ascertain the basis of the NCIC maquury and take wiatever action

to resolve it TthAHm]]hcpl:cndmﬂrmmﬁihp{hEm&'-M,
closed. CJIS wll cancel the QAN on the CHS

16.6. (L) Positive Records Checks and C oncurrence (o Operate '# =

(U//FOUO) If a records check deternunes that 2 CHS s the subject of 20 cngomg FBI =~

mvestigation. the CA attemptng to open the person nmst first obtan the concmen the FO

SSA conducting the nvestigation The concurrence must be documented i the CFIS's.

If the CHS has outstanding crumnal charges, uca:-u—uu—uw 'j;_

junsdicthion with the outstancing charpes 15 not wilhng 10 extradse then the CA st

that fact. and the mdradual may be opened as a CHS. F-m-‘“
713 “Fugihives " mm:rmmm-hmhm
“Nothication to DOJ of the Investigation or Prosecubon of 2 CHS ™) s N :— "

16.7. (U) Field Office Annual Source Report . -

(U/FOUQ) The FOASR 1s the FO executive management s re e
namuc:ltmluudm:ﬂﬂzﬂﬁhﬂﬁm
mmhmmuuﬁ* d quesnon m de
and complete FOASR enables the SSA. ASAC. wnd FBIHQ 1o accus ,_""*'
operation and provides subsequent handlers with all mfios extient
operation of the CHS . The ASAC 1s responsible for ens
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' 'whmuhﬁ-hm In addition. ASACs are responsible for

and submssion of the FOASR by the due date The ASAC cannot fusthes
this responsabality

The CA must complete the FOASR m Delta anmally . based on the date of openimg
fon the CHIS The FOASR must be approved by the SSA and ASAC The final approver muost
subimt the FOASR via Delia wathn 10 days of thes anmaversany date 1F the CA s omavanlable 1o
complete the FOASR. the co CA (who 1 an FBI SA and not a THO) must complete the FOASR
If no co-CA 15 available the SSA must enswre that the FOASR s completed m onder for the FO
o vemam m compluance
168 (1) Quarterh Supervisory Source Report

(UFOUD) The SSA must prepare a QSSR fon each consecutive 90 calendar day penod for each
CHS file assigned to the SAs under the SSA s supervision The vmitial 90 day penod calculaton
starts on the CHS file openuing date The SSA must complete the QSSR review watlun 30
calendar days of the end of the CHS ‘s 90 day cycle The SSA must review all sub fles for each
CHS. mcludmg specifically the Sub V (validation) file. to note any sipmficant anomahes (e g
potential devogatory information about the CHS sudden and constant requests for money
contact mformanon indwcating substantial change 1 behavior, hfestyle or viewpomnt on 1ssues of
past maportance) that occurved m the last 90 days If anomalies exist. the SSA must document
what achon has been taken with respect to addiessimg the anomabes o1 explan why no action 1s
necessary  In addition, the SSA must consult wath the ASAC regarchng the anomalies, and the
ASAC s comcummence with the SSA s course of achon must be documented i the QSSR. An
actmg SSA may not conduct a QSSR of lus or her own CHS file The acting S5A s ASAC 15
responsable for conducting the QSSR of the aching SSA s CHS file

16.9. (U) Annual Database € hecks

(UWFOUQ) The FO must conduct quenes of FBI umiversal indices, ELSUR. and cnmunal lustory
on an annual basis. as measured from the CHS file openung date Other database checks (e g
FinCEN, TECS. or cvwal coun records) may also be conducted annually . of applicable to thewr
reportmg. All quenes and thew results. including devogatory information. mst be documented in
the CHS 's man file and noted on the FOASR

16.10. (V) Documenting ¢ HS Derogatory Information

{UVFOUO) If an FBI employee recerves derogatory mformation on an mdinadual whom he or

she reasonably believes to be an open CHS. the FBI emplovee must request that the CFR staff
conduct a Delta query on the name of that person to determune whether the personis a CHS It
the person 15 idennfied as a CHS. the query will alent the agent assigned to the CHS 1o address

the query with the agem requesting the search The assigned CA agent must then document the
mformation recerved to the vabdanon sub-file

16.11. (U) Other CHS-Related Deconfliction € hecks
{U/FOUD) A TFO or an SA may request the CHSC or CFR staff 1n lus or her respective FO or

 dwasion to conduct a check of CHS databases mcluding legacy CHS files to deternune whether

an indradual 15 cunently or was previously an FBI CHS The request must be i wniting (e ¢ an

- EC or a record e-mail) and have prior approval from the SSA of the requesting TFO or SA The
: :-.Mnm the request to ensure that sufficient justification exists to search FBI CHS

the request 1s not capricious of an improper use of resources The SSA must also
Sl *, 103
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17. (U/FOUQO) Confidential Human Source Financial Matters

(UYFOLIO) The FBI may compensate a CHS for sevvices provided and/or resmibwrse bas on hies
expenses mowned i furtherance of an mvestipative mattes, mcluding those ocommng in a

fﬂﬂi rmm!l:ri All CHS |mﬁmll.r. A .-.-uhln-t to FBI andit pocedwes (T

(L/FOUO) All CHS payvment requests must be submitted through Delta via the |||
“Payment Request.” and recorded i the Delta CE (case expenditires) sub-Lile  Paymemt
documents contammg the CHS 's true name must be filed m the Delta maan fde, wath redacted
copies sent to the CE sub-file Upon payment, all CHS payments must be immediately reconciled
with payvment requests in Delta

(LWFOUOD) Certam fiscal carcumstances requure DOJ exemptions from statutes that would
otherwise prolubat the activines The fiscal circumstances are delmeated in the AGG UCO

However, the applicable statutes and the requrement for a DOJ exemption apply even if the
operanon 15 a CHS operation and not a UCO

(L7} The following bscal curcumstances require exemptions

« (U/FOUQ) The deposit of appropriated funds in banks or other financial institutions
e (U/FOUQ) The purchase of real property or the lease of space

e« (U/FOUO) The use of project-generate income (PGI) to offset necessary and reasonable
expenses incumed

(U/FOUO) See the I, <cction on
fiscal carcumstances for addinonal details Thas policy punde 15 used only as reference for the
parameters and procedure for seekang DOJ exemptions

17.1. (U) Paviment Prohibitions

(UVFOUD) Under no circumstances may any payvments to a CHS be contingent upon the
comviction or purushment of any individual

(UYFOUOQ) In determumng the way to classify a particular payment to a CHS as a service or an

expense, the CA should not consider whether or not that classification nught result m a basis for
an impeachment at tnal

172, (L/FOUO) Field Office Funding for CHS:

(UVFOUD) FO fundmg allocations for CHSs supporting programs in the Counterterrornsm
Countermtelligence, Weapons of Mass Destruction. Cninunal Invesngative, and Cvber Divisions
are managed by the operanonal desks and budget umits in those divisions CHS budgetary
enhiancement requests relating to those programs should be subnutted to the appropnate
operational desk or budget unit Funding allocanons relating to CHSs supporting the Intelligence
Program are managed by the appropnate [ uns

17.3.  (U) SAC Annual CHS Paviment Authority

(UYFOUO) The SAC has a payment authonty of $100 000 per FY for each CHS . Tlus authonty
15 automatically renewed to $100 000 at the beginmng of each FY In the event that the payment
authonty of $100 000 15 expended prior to the end of the FY . the FO may request enhanced
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payment authority of $100 000 An amount exceedmg $100 000 may be requested of that amount
15 ustified by operational considerations

(UIFOUO) A request for enhanced SAC payment authorty rmust me lude the followmg
imfornation

o (U/FOUO) The CHS s S mumbes

e (U/MTFOUO) The dollar amount of the additional payment authonity requested
e  (UNFOUQ) Supporting justification for the amount requested

(UHFOUQ) The request EC must be approved through the FO SAC and senialized m ll't-
ub file using the two- or three-letter sub-file desagnation of the FO or FBIHQ

umt with pnmary responsibility over the program the CHS reports on The CA should not use
any identifying mformation of the CHS and should only identify the CHS by Delta S nusnbes

Although GG 2] sub files are restricted the CA must use appropriate
caution so as not to reveal the identity of the CHS i the body of the EC

(UNFOUQ) The request EC must mclude an action lead io the operabonal unst responssble for
the oversight of the cases on which the CHS is reporting The action lead must request FBIHO
approval (according to the approval levels set forth below) to continue to utdize and pay the
identified CHS. The operational unit must review the operational benefits gamed from previous
payments to the CHS and evaluate the operational benefits likely to be gamned if the enhanced
payment authority 1s approved

(U//FOUQ) The operational umt must advise the requesting FO and -uf the approval or
demal of the enhanced payment authonty m accordance with the above puudance The
operational umt must document its decision to approve or denry the FO's request m an EC to the
FBIHQ mﬂ: files The EC must contamn a lead set w]
not1fymg 1e approval or demual The FO may not make any additional payments to the
CHS until the FBIHQ operational umt has advised that authorsty has been granted for contmued
payment The FO must also maintan the approval/demal response EC m the CHS CE sub-file

(U//FOUO) The EC generated by the operational unst for approval or demal of the enhanced
payment authoriry must be signed at the approval level appropnate for the amount of the request
as follows

s (L) Authonty to exceed the annual payment authority threshold of $100.000 and pay up
to $200.000 withmn the FY requires operational DAD approval

e (U) Authonty to pay a CHS between $200.000 and $300 000 watiun the FY requares
operational AD approval

+ (U} Authonty to pay a CHS berween $300.000 and $400.000 within the FY recuures
operational AD approval

e (1) Authonty to pay a CHS berween $400.000 and $500 000 withun the FY requures
operational branch EAD approval

e (1) Authonty to exceed the $500.000 threshold and each $100.000 mcrement above
$500,000 requires DD approval
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(UPOUIO) Delegated authonities within the operational drasions nmist be documented i

advance to the appropnate operational division sub file. as dwected m DIOG subsections
1433 1and 343132

174, (1) Aggregate Payvment Authority

(U/FOUO) When the FBI s total expense and/or service payments 1o a CHS over the hifetime
use of that CHS reach $100 000, and at mncrements of $100 000 thereafter (1e . $200 000
$300,000, $400 000, and so on). the FO must request authonity for the continued payment of the
CHS up 1o the next $100 000 mcremental threshold All requests for authonity to continue to pay
the CHS, based on aggregate payments, must include

o (U/FOUQ) The CHS 's S number

e (U/FOUO) Total services vs expenses paid. by case. along with a bnief justificabon for
those payments The justihication should be detaled enough to allow for a deternunation
of payments vs. CHS conmbutions

o (UVFOUQ) Supporting justihication for the contimued payment of the CHS up to the next
$100.000 mcremental threshold

(U/FOUQ) The request EC must be senalized i the ||| GGt file. using the
two- or three-letter sub-file designation, to both the FO and the FBIHQ operational unit

(UVFOUO) The request must be approved by the SAC i an EC with an action lead to the
FBIHQ operatonal umit responsible for the oversight of the cases on winch the CHS 1s reporting
The EC must also contan an mformation lead to the appropnate unit n the [Jj(cument!y I
Blto ensure the avalability of future payments via Delta if the request 1s approved The
operational nmit must review the operational benefits gained from the previous payments to the
CHS and evaluate the inportance and operational benefits likely to be gamed if the enhanced
pavment authority 1s approved

(LUVFOUQ) The FBIHQ operational umit must obtain, via EC, approval or demal of the request

from the appropniate FBIHQ approving official histed below The same EC must also advise the
FO and notify the appropnate DI unit of the FBIHQ official 's decision to approve or deny the

FO request. using the ||| GGG - files The requesting FO must also mamtain the
FBIHQ approval/demual response EC in the CHS Delta payment sub-file

(U/FOUO) The FO may not make any addihonal payments to the CHS unnl the FBIHQ
operational umt has advised that authonity has been granted for continued payment

(UWFOUO) The approval or demal commumcation will be sipned by the authonity level
appropnate for the amount of the request. as follows

» (1) Authonity to exceed the $100 000 threshold and pay up to $200.000 requires
operational DAD approval. which may be delegated down to the SC level

e () Authonty to pay a CHS more than $200 000 and up to $300,000 requires operational
AD approval

e (L) Authonty to pay a CHS more than $300 000 and up to $400 000 requares operational
AD approval
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o (1)) Authonty o pay a CHS more than $400 000 and up to 3500 000 requees oper stsonal
branch EAD approval

e (U) Authonity 1o exceed $500 000, and each $100 000 increment above $500 (00
recquires 11D apgpmoval

(UHFOUO) Delepgated authonties withm the FBIHGQ operational divissons must be documented

n advance to the appropmate operational drvision sub-file of [ = drected o
IO subsection 34337

17.5. (Uy CHS Payvmeni Categories: Services and Expenses

(UNFOUO) Requests for CHS payments must distingussh betweren payments for services and
payments for expenses Although records of both types of payments must be huned over to the
FPO attomey, as approprate (see as reference it 1s crstacal that
each payment be accurately charactenzed i Delta and the FBI s financial system

(U//FOUQ) A CHS obtaiming intelligence from a sub source may be pad for reasemable services
and/or expenses associated with that intelbgence The CHS at lus or hey discretion. may m furn
pay the sub-source from those funds However, a CA or co-CA is not permutted to subout 2 dealt
request to compensate or reunburse a sub-source through the CHS

7.51. (U) Services

(U/FOUQ) Service payments are those made to compensate a CHS for the miormation or
assistance he or she provided to the FBI The payments must be commensurate with the value of
the mformation or assistance the CHS provided to the FBI and must only be made after the

services are rendered

(U//FOUQ) Service payments may be considered taxable income that must be reporied to
appropnate tax authorities 1f a CHS 1s audited and requests payment documentation fom the
FBI to provide to the IRS, the FO may provide the CHS with 2 pavment report that does not
disclose the nature of the CHS ‘s relatonship with the FBI For addmonal pusdance contact the
HOS

17.5.2. (U) Expenses

(U/FOUO) Expense payments are those made to remmburse the CHS for reasonable costs
mcurred mn direct support of an authonzed FBI mvestiganon or mtelligence matter and for winch
the FBI and/or the USG denives the prumary benefit

(U//FOUO) Only payments made by a CHS to legstumate and lawful vendors are consadered CHS
expenses. Payvments that a CHS makes 1o illepinmate or unlawful businesses (e g subjects,

unwitting persons. illegal laborers) are considered case expenses. not CHS expenses Likewsse
all pavments for the purchase of contraband or any other 1ems of evidence are consadered case

expenses, not CHS expenses

(U//FOUQ) The FBI's resmbursement of CHS expenses nmst be based on the actual expenses
mcurred. with the exception of relocation expenses. wiuch may be based on an esthnute of the
expenses (see subsection 176 6 . “Relocatnon”). Ongmal vendor receapts. or copses of vendos
recerpts. must be obtamed m order to reimburse the CHS or. if an advance of funds s obtaaned
to reconcile the advance If a receipt 15 lost or nussng the CHS mmst attempt to obtan a copy In =t
cucumstances where obtamung a copy of a recespt 15 not feassble. the CA npaust prepare 2 '
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cemtificanon documenting the reason fon the absence of a receypt (see subsec ton 1/ 71 Vendeon
Recepts ) Once the actual expenses are ascertamed the CA must ensioe that the amount
yevmbursed to the CHS 15 reasonable based on the relation of the expenditie 1o the I moattes o

uppory

(UFOUO) 1L due o exagent cocumstances and with poor onal SSA approval the CA must nse
personal funds 1o pay a CHS. on use a personal credit card on funds to prrchase an e of value
fiox a CHS (e g . a purchase of a nonattributable telephone with pevsonal funds) pror to
stbmutting the payment or resmbursernent request through the [T yoent process: the
oial suthonzation must be docwmented i the CHS < payment sub [ile as soon as pracocable bt
po nxwe than five business days from date of oral approval  The CA must seck rruulv.nt.r-mﬁn in
accordance with subsection 17 7 1 | “Payment Request Entes  and subsection 1)

“Equpment " if relevant Undes no cocumstances may the use of personal funds “l‘lrﬂh‘l i an
exipent corcumstance or otherwise. exceed $1 000 Smce thas provisson should only be used
rarely. the authonzng SSA must enswre that the CA s exercismg reasonable plannung with the
CHS whenever such a request s made

(UFFOLO) Note that the purchase of equipment - such as a nonatinbutable telephone for use by
the CHS s CA o1 co-CA to commmuamcate primanly or exclusively with a CHS —must be done in

accordance with subsection 3 1 ), and
Flduﬂngl::lﬂ- operathonal spending authonty- —not the LS paviment authority

17.6. (1) Rules Regarding ¥ xpenses for Meals, Vehicles, Medical Costs, Housing,
Equipment. and Relocahion

(UWFOUO) The expenses addressed i this subsection may be covered as CHS expenses under
the cucumstances outhned below Expendinwes must be closely momtored to ensure that the
govermument obtamns the prmary benefit from them. and it 15 the responsibility of the employee

subnuiting a request for payment and the superasor approving 1t 1o ensure that the expense 1s
reasouable

17.61. (U) Meals Associated With C HS Debnefings

(UVFOUD) Meal expenses incurred by a CA dunng a CHS debnel must be justitied as an
operational need The full amount of the CHS's meal mav be covered as a CHS expense 1o the
extent that the amount 1s reasonable and jusufied. based on the carcumstances of the meeting
Government per diem rates may be used a5 a punde for reasonableness but are not determunanive
Expenses attnbutable 1o the CA's meal. of justiied are covered by operational case funds These
expenses must adhere to government per diem rates  If they exceed those amounts the CA must
provade justification and obtam ASAC approval

1762 (L) Vehicles
17621 (UFOUO) Government \ ehicles

(UYFOUQ) CHSs are prolubated from operating FBI velucles Thus e ludes Bureau velucles
assgned 10 FBI emplovees and velucles obtamed as a result of forfeinures In addinon. FBI
personmnel are prolubuted fiom leasing or purchasing velucles on behalf of CHS< The parameters
E“Ithmm set forth below
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17622, (U) Vehicle Mainfensnce

(UIFOUO) If 2 CHS uses hos or her vebucle m sapport of an FIS __‘;_ﬂ

vennlnuse the CHS for basiwe mamtenance expenses (¢ g o ' rephan s E

in an amount reasonably proportumate 1o the velncle s use ;J } ate ‘l .

Requests for mamtenance reumbur sements must be supported by =
|hlrtam&|funpmhtmlnrlﬁqlhﬁ“ﬂﬂmi :I_

true name, a redacted copy may be provided o the deaft office The troe-namie copy e - Tl

murhtliﬂtmﬂk(ﬂml?MT*MW

copy must then be scamed mto the CHS s CE sub-file

17.6.2.3.  (U) Vehicle Kentals

(UHFOUO) I it becomes necessary for a CHS 1o use a rental vebucle m fatherance of 20 FBY
matter, the CHS must rent the vehucle m bus or her name and provide the vendor secept o e

CA The FBI mymuﬁnluﬂrupmcmmm:_ﬂym-m
use i furtherance of the FBI mvestigaton an advance of funds may be prven to the CHE m

accordance with subsection 17 8 1 “Advance Fxpense Payvments i‘kﬂﬂhﬂh’
funds for the rental After the rental receapt 1s provided 1o the FBI the advance must be C X
reconciled with the draft office "

17.6.24. (L) Vehicle Purchases

(U//FOUQ) On rare occasions, with pnor approval from the responssbie DI DAD e purciase

of a velucle that wﬂhusedprmdrunwmduﬁ!mth“
a CHS expense The CA must submut a request that imnchudes

e (U//FOUO) A statement that the vehscle will be used primanty m suppost of an FBI
investipation

e (U//FOUO) Facts demonstrating compellng operational need for the vebscle sl i
why the CHS is unable to use hs or her own velucle rent or lease 3 vehacle. or e olleer

modes of transportahon
e (U/FOUQ) An explanation of the cost effectiveness of the puschase

e (U/FOUO) A statement that the CA has determuned that the CHS has 3 valed dower's
license .

(U//FOUOQ) At the FO level the request must be revewed by the CDC and |
The request must then be forwarded to the appropnate whach wall

review with OGC and approval from the appropnate operational unst

(U//FOUOQ) The [ must advise the CA of the final decisson om the se
approved. the CHS nmst purchase the vehscle m hes or her own name 1 the C
own funds to make the purchase. lhzfﬂmynﬁ-:kmw
expense If the CHS does not have sufficient funds to make the parch - o A may ol
advance of finds 1o be mven to the CHS m accordance ah rubsecnes &m

Expense Pavments ~ The CHS must provide the pusc cempt 1o the CA_ who.

reconcile the advance wath the draft office. '

(U/FOUOQ) At the conclusion of the mvestig
ThtFBlmnﬂmﬁrMh
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even if regquested 10 do 5o by the CHS The fact that the velacle wall remam the propesty of the
CHS should be discussed wath the wdvadual poos o purchase The value of the velacle at that
ﬁumhdlﬂmmmthﬁ‘lﬁ The mdvwdual must sapn a CHS receapt for thas
value 1 accordance wath subsechion 17 /7 “Payment Reguests  The deafl office must modafy
the ongmnal ransacton i the FITs financial system and the CA must modily the ongmal F1)
794b. “Pavment Request.” m Delta to reflect the value as a service payment

1763 (U) Medical Costs

(LWFOUIO) If a CHS 15 myured as a dwect result of his o hey cooperabon with the FBI (e p
mjured by subyects). the individual ‘s medical costs may be covered as a CHS expense This may
be accomplished by obtaming -:“tm'al for CHS resmbursement for expenses mouwred on of
the CHS does not have funds to cover the medical expenses. by obtaning approval for an
advance of funds m accordance wath subsection 17 8 3 “Advance Expense Payments * The
reguest must document the total medscal costs and the cocumstances under whach they were
mcurred. it must be approved by the SAC and sent to the apprognate unt, with copaes of
vendor recepts or invorces redacted as necessary to protect the dentity of the CHS The [l
must review the request. coondimate wath the OGC and the appropnate operatonal unit at FRBIHQ
and adwvise the FO of the decision via EC  If the request 1s not approved. the -mu*.'l: provide
the basis for wathholding approval The request wath supporting documentation and the decision
to approve or deny the request must be filed i the CHS's payment sub-file

(UVFOUO) If resmbursement 1s approved the FO may resmburse the CHS through CHS funds as
a CHS expense If an advance of funds 1s approved, the CHS must provide documentation of the
medical costs 1o the CA. who muist then reconcile the advance with the draft office In either
mstance_ if the receipt contamns the CHS ‘s true name. a redacted copy must be provaded to the
draft office wath the and the ongmal beanng the CHS s true name must be filed m the
CHS s mam file Recespts must be provided for medical expenses (see subsection 17 /2
“Vendor Recewpts™) The redacted copy must then be scanned into the CHS s CE sub-file

(LUFOLUO) Generally. treatment for the CHS s preexasting medical conditions (e g | allergies
miections. ulcers. heart antacks. mental condinons. dental work or drug or alcohol addictions)
that manifest after the CHS has been opened 1s not reunbursable as a CHS expense because it 15
dufficult 1o discern whether the condinon was incurved or exacerbated as a result of the CHS s
cooperation with the FB1 Therefore, the CHS must utihze lus or her own mcome (which would
mnclude any properly authonzed service payments from the FBI) to cover these costs However
the FO may request coverage of such expenses 1if justification can be provided that 1t 1s i the
FBI s best mterest to cover the medical costs in furtherance of an FBI matter and that the CHS's
cooperation with the FBI caused or exacerbated the medical condition The request must detal
the medical conditions. costs. explanation of the wav in which the CHS's cooperation with the
FBI caused or exacerbated the medical condihon. and the operational necessity of covenng the
expense The request must be approved by the SAC and sent to the appropniate oot where
the request will be processed 1n the same manner set forth above for medical expenses directly

resulting from the CHS 's assistance The request and supportng documentation and the decision
o approve of denv the request must be filed m the CHS's payviuent sub-file

(UHYFOUO) If a CHS 1s tasked to mncuwr medacal costs i support of a substantive mvestgation
(£.2 . a5 pan of a healthcare fraud mvestiganion). those costs should be designated not as CHS
medical expenses. but as case expenses
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(L/FOUD) At the conclusion ol the mvestigabon. the egpuapament will remam the peoperty of Ui
CHS The FBI may not recover the eqpupment from the CHS or assume responsitnhity fon s
l"lpqqu.._;l [he remaming value of the equopment 15 « onsidered a seavice payment  The CHS must
sigm a CHS recerpt for the remaming value and provide approximate resale value and

ﬂp. tamentation thereod to -h||<.l1'|.,'|11 ihe CAPCNSe IYos disumvend abvoms st 1'% |||-|-.I pided ooty tha
CHS s CE sub-file m Delta The diaft office must modify the onmnal ransaction i the FBI

financial system, and the CA nst updaie the onpina n Delta to

H'ﬂl‘l" l.|'|.- value a8 a service payvinent
i
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(LIFOUO) Laabnlity and additiomal costs assocuated with the move and new location me the

responssbility of the CHS A hold harmiess agreement or claee stating this responsiblity must. 'J =:
be added o the CHS recenpt (see subsectson | 766 2 below) -

17.6.6.2. (U) Permanent Kelocation

(U/FOUO) An FO s request for a CHS permanent relocation payment may melude no meone than
90 days of expenses for the CHS and/or has or ber iwnmediate famly These expenses may be
calculated in one of two ways by using erther estunates or povernment per deem rates

(U//FOUO) To use the estimate method, the CA must obtam at least three estimates for moving
household poods, if necessary. and housmng Relocation payments may melude the move of
househald poods by a moving company  travel (hased on arhne ticket price or povernment
muleape rate) to the new location. rent (including the rental deposat. of apphcable) meals portion
of the per diem rate for the new area (compensation rates for chuldren ten years of age and under
should be half of the M&IE portion of the per diem), and utilsty costs (ncladmy the hook-up fer.
if applicable) for up to 90 days  All requests and approvals. as well as all estinctes and costs
obtamed by the CA_ must be documented and mamtamed m the CHS s mam file for audtng
purposes The averape of the estimates/costs should be the dollar amount requested fior the CHS
and/or hus or her immedhate fanmly < permanent relocation and should be classified 25 2 CHS

telocation expense on thej

(U/FOUQ) Govermnment per diem rates may be used in beu of obtamng estimates to determane
the reasonable expenses for lodgmng and M&IE for permanent relocations  Payment requests

must clearly document the per diem rate used to support the requested fundme Compensation
rates for children ten years of age and under should be half of the M&IE portion of the per deesa

Per diem lodging should not be calculated for mdsvidual famuly members unless they wall be
hving separately

(U/FOUQ) Whichever method of calculation 15 used. vendor recempts are sot requared to suppont

the payment request The payment request must be approved by the SAC (suthorty oav be
delegated to the ASAC) Thereafter. based on extenuating circumstances (e g, 3 ingue

occupanon or insufficient language skills). one extension of up to 90 days may be approved by
the SAC (authomity may be delegated to the ASAC) Any extension thereafier requures the

approval of the appropriate [JJumt :
(U/FOUD) Liability associated with the relocation from the danger area to the new area and any |5
additional costs not identified above are the responsibality of the CHS and cannot be rexmibursed ot

through CHS funds. A hold-harmless agreement or clause (see ﬂ:- 3 sampie Y
document) must be added to the CHS recept. stating that =~

* (U//FOUOQ) The FBI has wdenufied or venfied a threat agamst the CHS L

s+ (U/FOUO) The FBI recommends that the CHS and'or hus or her snmediate Gamly \ - a1
relocate to the safe area identuified by the CA b

e (U/FOUO) The FBI bears no hiability for the CHS's andior hus or ber ummeduate famaly's
welfare after the pavinent 1s made

* (U/FOUO) The FBI wall not provide any additonal funds for tus or future relocations.

= &
=
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(U/FOUIO) I the WSP was offered to the CHS and/on hus o her somedhate Canly and was
refused. the CHS receipt must also note the rvefusal

(U/FOUO) The CHS must stial the above advisements pron to recemving any funding from the
FBI Because this payvment 1s based solely on the assessment conducted by the CA | the CHS does
not have 1o document of explan how the pavment was ublized However af o s know that the
CHS failed to relocate, thas fact must be documented m the CHS mam hle

17.7. (1) Pavment Requests
1771, (1)) Pavment Request Entries

(UA/FOLIO) Service and expense payments to a CHS are requested by subnuttng an FD-794b
("Payment Request”) mn Delta, which must include

= (U/FOUO) The substantive (1 e | operanonal) case title(s) and file oumber(s) for whach
the CHS provaded the information

e (L/FOUO) The date the CHS file was opened and/or reopened
e (UVFOUO) The total amount previously pasd to the CHS dunng the current FY

= (UW/FOUQ) The total payvment lustory (1e . aggregate total). including the total amount
previously paid to the CHS by any FBI FO If the CHS was reopened. the | st
mclude the total amount of payments previously made to the CHS

e (LIW/FOUO) The total amount of the payment request. Payment requests for services and
expenses may be included on the smmi although the amount for each must be
specified If a CHS 15 to be paid for providing mformation for multiple wnvestigative

ograms, the CA mmst specify payment amounts requested for each program on the [l
Ee g . “Cyber services — $500, Countermntelhipence services — $1.000. Cnimunal
expenses — $1007). The CA must include the investigative program file number and

specific justification supporting the request

e (LWFOUO) A detailed yjusnfication statement for the requested payment (see below) The
specific justficanon for a service payvment should be documented 1n detal and umque for
the tume peniod covered by the request This provision applies to a CHS who 1s under a

service agreement with the FBI

e (UVFOUQO) The paviment method used. Cash or casluer's checks are the most common
payment methods. If a method other than cash 15 used (e g . a money order, a gaft card. a
non-reloadable debst card. or 2 Western Umion-type ware transter). a detailed justihication
for using that method must be provided on the |l For more information regarding
requasites for wire ransfers. see subsection 17 9 . “Paving a CHS

(UYFOUO) Standard justification paragraphs are not acceptable and should be rejected by the
approving SSA and cerifving SAC (authonty may be delegated to the ASAC). An expense
reambursement requires a specific breakdown of expenses (e g, “$45 25 — cell calls. $123 58 -
meals. $32 50 — gas™) and a justfication for each expense CA and CHS expense reumbursements
must be clearly separated and justified on the I —for example. CA meals exceeding the

per chem: the use of an undercover credit card for the pavment of a CHS expense. and other
i sisted i e IR -

require specific SAC or ASAC approval
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17.7.2. (U) Vendor Keceipls

(UMFOUO) Except when a CHS 1s being permanently relocated (see subrction | /66 7

Permanent Relocaton ), the CHS must obtaun vendor receapts for expenses mouwsred m sapport
of an I3 matter Prion to tasking the CHS to mewr an operational expense the CA must descuss
with the CHS the requurement to obtan vendor receipts The CA must note the CHS s S5 mumber
on each vendor receipt and subrut the receipts 1o the deaft office with ﬂ'l"'- Payrnemnt
Request,” 1 onder 1o obtain a reumbus sement o 1o hquidate an advance Vendor receapts must be
scanned 1nto the CHS's CE sub-file to support the [N

(U/FOUO) If the CHS cannot provide an onginal vendor receapt, a copy will be sufficsent

(UNFOUO) If a vendor receipt cannot be attached to the draft request because it reflects the
CHS's true name, the CA must aitach a copy of the recempt to the draft request with the CHS 5

name redacted. |
N 11c redacted copy must then be scanmed nto the CHS 's CE sub-file

(U/FOUOQ) In situations where requesting a receypt from the vendor would endanger the CHS or
disclose the CHS ‘s relationshap with the FBIL and i rare mstances where the recempt 15 lost the
CHS must advise the CA of the amount spent and the reasom for not provading 2 vendor recept
The CA must submut a certification wath the || for the expense The cernfication mmst
contain the followmg 1) a statement that the CHS advised the CA of the amount spent. 2) the
date the CA received notification. 3) the cocumstances that preciuded the CHS from obtasnmng o
caused the CHS to lose the receipt, and 4) the reasonableness of the expense

17.8. (1) Pavment Approvals
17.8.1. (U) FPO Attornev Approval

(U//FOUQ) If an FPO attomey 15 participating i an mvestigation that s usng 2 CHS who
expected to testify. the C A must obtamn approval from the FPO attomey m advance if possable
for payments made to the CHS. The FBI may obtam approval for a specific payment amount or 2
potential range of aggregate CHS payments that could be made for the duranon of an
mvestiganion If the CA proposes making pavments for services and the FPO anomey objects. no
service pavment mayv be made until the dispute has been resolved through the AGG-CHS dispute
resolution process (See subsectson 1 5 1, "AGG-CHS and AGG-Dom Exceptions and Daspute

Resolution )
17.8.2. (U) FBI Field Office Approval

U/FOUQ) CHS pavment requests requare SAC approval The final approver of t'nt-
B e ars the responsility of ensunng the accuracy of the payment request

and compliance with all CHS policies ﬂe*
and other federal povernment regulations and pohicies (e g _ those on trave procurement |

The final approver. therefore, must sipn as the “cemnfier.” indicatng lus or ber certification of
compliance. before the [ can be submutted to the draft office

(LUFOUO) In lumared siuanons where a payvment must be made immediarely due 1o operanonal
of secunty reasons, and SAC approval cannot be obtaned prior to the pavment  the SAC must be
notfied of the payvment withun 24 hours The CA must document the notification to the SAC m
the CHS sub-CE withm 24 hours
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1783 (1) Advamce Fxpense Payments

) The SAC may approve expense payments 1o a CHS m advance of the expenses
being mamred for up to $50.000 per payment. totalng no more than $100 000 pes FY The
payment request nmst document the pustification for the need to advance funding to the CHS
Approval of an advance 1s appropriate in situations where a CHS 1s expected to mow sipmificant
expenses m connection with his or her operation. such as operatonal tavel When funds are
advanced the CA must ensure that the actual expenses imcumed by the CHS are supported wath
vendor receipts or, whese allowed. CA certificaton (see subsection 1777 “Vendor Receipts™)
Based on the vendor receipts or certificahon. the actual expenses are to be reconciled with the
advance of funds After the CHS submuts the vendor receipts and any unused funds, he o she
must sipn a second receipt that reflects the actual amount spent and any funds the CHS returned
to the CA The CA must ensure that the appropnate amount for the payment 1s reconciled m
Delta and recorded in the sub-CE file

179. (U) Paving a CHS

(U/FOUO) After obtasming the approvals outhned i subsection 17 7 . “Payment Requests,” and
subsection 17 8 . “Payment Approvals.” the SA must submut the Delta draft version of the il
to the draft office. The draft office wall 1ssue a drafi check or deposit
mio the SA's government-1ssued account The SA may withdraw funds from hus or he
debnt card or cash the draft check to make the payment If 1t 1s not operationally feasible to pay
the CHS 1n cash_ the SA may convert the funds to another form of payment, such as a cashier’s
check. money order. or non-reloadable debit card, after documenting the justification for the
alternate form of payment i accordance wath subsection 17 7 1 . “Payment Request Entries ~

(U/FOUO) The SA with another SA or other povernment official. must witness the payment to
the CHS An SA mayv request that an FBI professional staff employee serve as a witness 1f. after
a reasonable effort has been made. no other SA. LEO. or person i a comparable position can be
located The request must be 1 wnung, provide justification for the use of the professional staff
employee. and be approved by the SSA of the squad with oversight for the CHS and the
professional staff employee s supervisor This commumication must be retauned m the CHS's
sub-CE file

(U/FOUO) In the event of extraordinary circumstances that must be documented n the CHS s
file and approved by the SAC, only one witness 1s requared. The request must be 1 writing,
prowide justificanon for the watness warver, and be maintained i the CHS 's sub-CE along with

the SAC's approval

(U/FOUO) The CHS must sign and date a wnitten receipt at the tume of payment for each
payment, usmg his or her assigned payment name  The signed payment receipt must contain the

witnesses” signatures. the pavment date, the period covered by the payvment. and the amount pad
for senvices vs. expenses. The recewpt must be mamtaned m the CHS's sub-CE file

(LFFOUO) If it becomes necessary to make a cormection on the CHS receipt. the correction must
be made 1n the presence of the CHS. and the CHS must umntial the change If an error 15 identibied
afier the paying SA and witness depart from the CHS, the CHS must sign a new receipt. wiach
st be witnessed m the same manner as 1f an onginal payment were bemg made If the SA 15
unable to meet with the CHS (e g . if the CHS moved out of the area and the SA does not have
the CHS ‘s contact mformation). the SA must imnal the modifications to the CHS receipt and
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drafi office and wammg o o the CHS s sub CF

(UNFOUO) AL the bme of payment the F13 apent or other povermment officral mee advise the
CHS that the momies may be taable moome that must be reponted 10 apprograte Lo st
An SA must not provide tax advice w0 the CHS but should mstruct the CHS 1o contact 3 tax

comsultant of the CHS s chance lor tax advice if be or she has vy questions The advisennent that
the payrent may be taxable meome must be docunented i the suls CE file

(LIFOUO) The SA must make reasonable efforts 1o ensure that the CHS 1 pasd 0 persos Thas
e ludes raveling to meet the CHS or tansferrmg the funds 1o another FO or [rgat with a2
request that an SA i that office and another SA or povermment official make and siness the
payment

(U/FOUO) If for operatiomal or security reasons . payment cannot be made mn person. the SAC

may approve payment via a wire transfer (or other electrome means ) or by loadme or reloadme
an electromc stored value card, such as a prepasd credst or debat card The transfer of funds from

the remote location must be witnessed by an SA and another SA or government officxal and
documented n the CHS file The CHS must provade the SA with same -day wimten
acknowledgment of receipt of the payment The written acknowledgement ot melade the date
and signature of the CHS ' In order to satisfy the requaoement for 2 sgnatare, the CHS must use
lus or her assigned payment name In rare cocumstances the CHS mav use 3 preappeoverd
pseudonym for the payment receipt acknowledgement 1f operational secunty concems are rassed
regarding the use of the CHS payment name The prnior SSA approval for the use of the
pseudonym and the basis for 1ts use must be documented m the CHS mam file If the CHS sends
the payment recerpt acknowledgement via e-mail the e-maul mmust be sent o an acocount sot
attributable to the USG

(U/FOUQ) A wire transfer to a bank account associated with the CHS requares pnor approval
from the SAC, the appropnate[jjjjjjunst. and the FD and must be documented o the CHS sub-
CE file

17.10. (U) S5A Financial Audit of Pavments

(U/FOUO) In prepanng the QSSR for a review peniod m wiuch 3 CHS has been pand, the SSA
must ensure that the following requurements have been documented mn the CHS fhie

e (U/FOUQ) The payment request specifies the amount of money attnbuted to each

program (Cninunal Cyber. Counterterronsm. or Counternmelligence) supponied by the
CHS

. i‘[_' FOUQ) ,ﬂm':ﬂ for the payment to the CHS 15 documented on an |G

+ (U/FOUQ) The pavment receipt was signed by an FBI SA and another SA or other
government official unless 3 warver was granted (see subsecnos 17 5. "Paynga CHS )

« (U/FOUQ) The recewpt was sagned and dated by the CHS at the tme of paymens

" A tvped name constirutes a signature m thes cocumstance
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e  (L//FOUOQ) The receipt appropnately distmgushes whether the payment 1s for services
Of EXpenses.

= (L//FOUQD) The CHS mitaled the tax advisement for all service payments
e (U/FOUO) All CHS payments are documented i the CHS 's CE sub-file and reconciled
= (U/FOUD) Annual and agpregate payment authonties have not been exceeded

17.11. (1) Acceptable Uses for Service Agreements

(UVFOUIO) A service agreement 15 a binding contract between the FBI and the CHS, therefore,
there 15 a need for consistency m language acoss the FBI. Accordingly, all service agreements
must be drafted using the langnage provided 1n the service agreement form (see Appendix F,
“Service Agreement”). The “Mandatory” language must be used. as written. i every service
agreement, and the “If Applicable” language must be used. as wntten, 1 situations where 1t 1s
appropniate. Any onussion of mandatory language, modification of the “Mandatory™ or “If
licable™ language, or addition of language not provided requares OGC approval, which the
1l coordmate OGC approval of language modification must be sought pnor to presenting
the agreement to the CHS for signature OGC/CDC review 15 not requared 1f the senace
agreement 15 drafted i accordance with the preapproved language. If no modifications of the
provaded language have been made, see the following paragraph for the approval process

(UYFOUO) All CHS service agreements must be approved by the SAC and then by the
appropnate DI SC. the FD. and the operational division SC. as coordinated by the [Jjjjjbefore
being presented to the CHS for signature. The CA must prepare an EC contamnung justification
for the agreement and route that commumcation. with the draft service agreement. for SAC
approval If applicable, coordination wath the FPO participating in the conduct of an
mvestigation or prosecution that 1s utihzing the CHS 15 requured pnior to SAC approval If
approved, the package (1.e, the draft service agreement and SAC approval) must then be
submutted to the appropnate t via e-mail The [ unt must review and coordinate the
approval of the agreement through the appropnate operational umt. the FD. and the SC. DI The
approved agreements will be forwarded by the [JJunat to the FO contracting officer s
representative (COR) (which must be the CA. co-CA or another SA) identified in the agreement

(U FOUO) Upon receipt of the FBIHQ-approved and signed agreement. the COR. (1e.. the CA,
co-CA_ or another SA n the presence of another agent or govemment official as a witness) must
present the agreement to the CHS for signature m payment name and subsequently provide the
signed agreement to has or her FO CHSC to be scanned mto the CHS s mam file. The hard copy
must be retamed 1n the CFR. If the signed agreement 1s routed or otherwise wnternally
dissenunated outside the CFR. the payment name of the CHS must be on that copy

(U/FOUO) In order to pay the CHS under the agreement. the [ xust nclude the signed
agreement that clearly documents the information and/or assistance provided whach warrants the
dollar amount identified 1 the agreement. The CHS cannot be paid more or less than the
contracted amount by the FO or any other FO utilizing the CHS If a CHS does not provide the
mfonmation/assistance that warrants the dollar amount. the agreement must be termunated or
modified 1 accordance with subsection 17 11,1, “Modification, Expiration. Renewal. and
Temunation of Senice Agreements
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(UHFOUO) The SAC must review all CHS service agreements every six momths o detesrmne
whether the apreement may continue for another six months Review critena muost me hude
whether an operational need for the agreement still exists and, if service payments are meluded.
whether the amount Listed 15 commensurate with the services being provided The SAC review
must be acknowledged in wniting and placed into the CHS maan hile All agreements termunate
within 17 months of the CHS 's signature on the agreement, unless extended i accordance with
subsection 17 11 1, below

(U/fFOUQ) A service agreement 1s between the CHS and the FBI not between the CHS and an
FO Therefore, any FO utilizing a CHS under contract must abnde by the terms of the service

agreement The SAC 1s responsible for ensurmg comphance with the terms of the agreement and
the termunation of the agreement

(U/FOUO) Approval of service agreements does not provide an enhancement of annual or
apprepgate payment authorities These authonties must be requested separately. as noted above m
subsection 17 3., “SAC Annual CHS Payment Authonity,” and subsection 17 4 “Aggregate
Payment Authonty ”

(U//FOUQ) CAs must consider that a service agreement may preclude the CHS from recenang a
lump-sum payment at the conclusion of the wvestigation and will reduce any request for a
forferture award The information and assistance provided dunng the tune penod for whach a
CHS is under an agreement cannot be utilized as yustification for esther a lump-sum or forfeiture
award

17.11.1. (U) Modification, Expiration, Renewal. and Termination of Service Agreements

(U//FOUO) An FO 15 prohubited from making modifications to an agreement after it has been
approved at FBIHQ. However, a modification request may be submatted using the same process
required for mitial approvals

(U/FOUQ) A service agreement expires 12 months from the date of acceptance (1 e the date of
the CHS's signature) If the FO deems 1t feasible to continue the agreement. it must submat a
renewal request using the same process required for imtial approvals

(U//FOUQ) If an FO decides to ternunate an agreement prior fo 1is expuranon, and a payment 15
due to the CHS under the agreement. the termunation must be documented and mstialed on the
CHS receipt for the last service payment under the terms of the agreement. If the CHS is not due
to be paid under the agreement, the agreement must be termunated via a letter signed by the SAC.
with a copy sent to the CHS payment sub-file

(U/FOUQ) If the CHS decides to temunate the agreement. the CHS must provide wniften notice.
Thus requerement must be included n the agreement Documentation notung the CHS's
termunation must be placed m the CHS payment sub-file

17.12. (L) Paviments to CHSs by Other Field Offices

(U/FOUQ) To ensure that annual or aggregate payments do not exceed the payment authontes
(see subsection 17 2. “Field Office Funding for CHSs.” subsecnion 173, “SAC Annual CHS
Payment Authonty, " and subsection 17 4 “Apggregate Payment Aunthoniry™). all paymenis to a
C'HS made by another FO must be coordinated with the OO, Payvments may be made by esther
the OO or the FO whuch utihized the CHS The payment authonry. however, always remamns the
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of the 00 All payments st be documented m the CHS s sub CE file and be

ﬂ.ﬂ. (1) Gifts in Lien of Monetary Payments

~ (U/FOUO) An SAC may approve the purchase of a pafl m hew of a service payment in homted
cucumstances, such as when there ae facts to indhcate that a CHS whose assistance justifies a

service payvment will not accept a cash payment. Prior to submuttng a request to pruchase a it
the CA mmst ensure that the CHS s walling to accept a it of appreciabion fiom the FRI SAC

approval must be granted before the pft may be purchased  Plaques, mementos, and sumila
ttems may not be presented to CHSs who are mearcerated or who have extensive coimnal
lustones An FO must not use CHS funding to purchase mfts for the CHS in recogmition of a

notable occasion (e g . a buth, an illness, a mamage, or a graduation) or for the CHS s fanmly
members or fiiends

(U/FOUQ) The value of the gift mmst be documented by a vendor receipt in order for the CA to
be rexmbursed or obtam an advance

(U/FOUD) Because the @it 15 a service payiment. a wntten payment receipt must still be
executed i accordance with subsection 179 “Paying a CHS

17.14. (U) Lump-Sum Payvments

(U/FOUO) A CA may request a lnmp-sum payment for a CHS at the conclusion of any
mvestigation m whach the CHS has made sigmficant contnbutions to FBI mvestigative matters
or at the conclusion of the CHS s operation for the FBI The CHS may only receve a lump-sum
payment for mformation or assistance for whach he or she was not previously compensated This
does not preclude a CHS from recerving a lump-sum payment for the same investigation for
whach he or she previously recerved service pavinents. however. the lump-sum payment must
compensate the CHS for information or assistance not previously compensated

(U//FOUQ) Each lump-sum payment request must address the sipmficance of the mvestigation
and the CHS s contmbutions to it The followmng informaton must be included m any request for

a lhamp-sum pavment
= (U/FOUO) Title and file number of the case to which the CHS contnbuted information
s (U/FOUOQ) Detals regarding the sipificance of the investigation

o (U/FOUQ) Jusnfication for the lump-sum payvment (must be for assistance not
previously compensated)

» (U/FOUD) Statistical accomplhishments attnbuted to the CHS s information or assistance
that support the lump-sum payment

» (UYFOUQ) Whether the CHS suffered any financial loss (not previously compensated)
as aresult of his or her cooperation mn the nvestigation

= (U/FOUOQ) The total amount of services and total amount of expenses paid to the CHS
for the FY and in the investigation, and the total service pavments paid to the CHS for the

wvestigation(s) descnbed n the first pownt above
+ (U/FOUO) Whether the assigned FPO concurs with the payment (if the CHS 15 to testify
or has testufied)
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= (U/FOUO) The value of sevzed on forfented propesty obtasned 2 2 result of the CHS 5
coopetation and whether the CHS has recerved or would be nommncted for an swad o
nompnated for a payment tesultmg frosn forfested assrets

o  (U/FOUO) Whethes the CHS has on will recesve any payment for services or expenses
from any other 11 apem yies ) n commection with the information or serviees that e o
she provided 1o the FHI

(U/FOUO) The lump-sum payment request must be approved by the SAC A lunngp - sum

payment must be pad from the FO's budpet subgect to the SAC s anmual payment authorty If
the payment 1s within the SAC s payment authornity . bud the FO s budpet has msufficsent hading
an enhancement request must be coordinated through the budget unet of the approprate
operational unit (see subsection |/ Field Office Funding for CHSs™)

(U/FOUO ) A lump-sum payment request that exceeds the SAC « annual authorty and/or one of
the apprepate $100 000 incremental thresholds must be submatied (o the appropriate operational
umit for approval in accordance with subsection | SAC Anmual CHS Payment Authorty
[he operational umt 1s responsible for evaluating the amount of the requested lump-sum
payment aganst the operatnonal benefit provided by the CHS s assistance Operatsonal st
recommendations must be approved at the appropniate authonty level withun the respective

divisions. as stated in th

[he operattonal unst must advise the FO and notufy
1€ appropnate wnat of the decision rendered on the reguest

17.15. (L)Y Eewards
17.15.1. (U) Rewards Offered bv Entities Outside the FBI

(U//FOUO) A CHS may accept rewards from another entity offered as a result of bhus or her
asststance The reward must be documented 1n the CHS s sub-CE file Approval to desclose the
CHS s identity may be necessary m accordance with Section Dasclosure of a Confidential
Human Source s Identity "~ If 1t 1s necessary for a CA or a co-CA 1o recerve the reward on behalf
of the CHS to protect the CHS ‘s identity. the CA or co-CA must document the recempt of the
reward and the transfer of the reward to the CHS. The CA's or co-CA’s ransfer of the seward t0
the CHS must be witnessed by the CA or co-CA and another SA or other government officaal
and the CHS must sign a recespt, as with any other pavment. in accordance with subsection |
Faymng a CHS

17,152, (U) Rewards Offered by the FBI
(U//FOUQ) The policy on acceptance of FBI publicly advertused rewards 15 detaaled mn -

17.16. (U) Forfeiture Awards

(U//FOUQ) A CHS may recerve an award based on a forfernme even if he or she has already
been compensated for the informaton and or assistance that durectly led to the forfemure
However. the forfetture award must be offset by any previous pavments for mfoomation o
assistance whach led to the serzure. excluding expense payvments

(U/FOUOQ) A CHS may receive compensation of up 1o 25 pescent of the net value of the
forferted property. not to exceed $500.000 per forferted asset
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The fonfeatire award request st be approved by the SAC and subotted o the
HOS under the CHS S mumbes The FC omst e lade

o (U/FOUID) A copy of the final judscial order of forfestire on declananon of
admumstrative fonfrinwe

= (LWFOUO) The name and opmmon/concunrence of the FPO_ AUSA mvolved in the
operation of the CHS regardmg payment 1o the CHS wath forfeted proceeds of apphcable

e (U/FOUO) The total valve of the forfeited property
e (U/FOUO) The amount of actual cash o ressdual proceeds 1f known

e (UW/FOUO) The percentage of equutable shanng (the shanng disbuwsement s based on the
remammg funds after all expenses have been deducted. including forferture awards)

s  (U/FOUO) A detaled jusufication for the pavment of an award. including the
mformation or assistance provided by the CHS that directly resulted in the
serzure’ forfernue of the property

= (LWFOUO) Venficanon that the USMS has been notified of the FBI's intent to pay an
award on the forfeited property. Forfeiture personnel in an FO are responsible for
forwardmg a commumcanon to the USMS documenting the FBI s mtent to pay an award
based on the forfeiture. and checking the award block on the sharmg forms [[|||EGEG
- The notficaton must be documented 1n the CHS ‘s maun file

e (LWFOUO) The total amount of services and total amount of expenses paid to the CHS

for the FY m wluch the property was seized or forfested, and a bnief justification for all
service pavments

= (LYWFOUQ) Venficanon that the CHS was not previously compensated for the
miormation or assistance that led to the seizure/ forferture of the property for whach the

award 15 bemng sought, 1f pnor payvments have been made for such information o
assistance, the commumcaton must wentify such pavments

(UVFOLIO) If the forfeted property will be placed mito official use, the appraised value 15 used
to determmune the award All other property must be sold and the proceeds deposited by the USMS
prior 10 a determananion of the award amount

(UYFOUO) The CA or co-CA must submmt the request for forfetture awards to the appropnate
operational umit upon receipt of the final judicial order of forfeiture or declaration of

admumstrative forfesture prot to any equatable sharing  The operational unit must evaluate the
requested award pavment agamst the operational benefit provided by the CHS and coordinate the

approval of the request with t:c [

(LFFOLO) The operanonal uns must prepare the approval communication for the FO with

notfication to the appropnate -u.mt and [l and coordinate the necessary ransfer of
funding

1717, (1) Project-Generated Income

(UYFOUO) An FBI operation wvolving a CHS may produce mcome In order for the FBI 1o use
that income. commonly called “project-generated income  (PGI) 1o offset the necessary and
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1720 (1) Pavments o a  Tosed € HS

(LY POLO)Y Generally, a CHS may not be pasd if he or she 15 i a closed stamus  In the rane event
that a pavimen! must be made either o sevvices of expenses. the SAC may authonze a one L
pavment o a CHS who has been closed 1t more than one payvment must be made to a CHS wiw
has been closed the CHS must fust be Tah b wedd according to the requurements ol

H.l‘-.] nrements tor Keopemmg a O HS

.20, ibiyime Tomwe Som C HS Pavimeni

LV FOUD) The lnuts and requurements desenbed in thas subsecton apply to non -«
Py s With S Al i 1 ondy one PAVTIEDLE Ay e N wle i any mdividual whio ha
provided information to the FBL in hurtherance of an FBI mveshpgation. but who has never bes
."l"x"'r‘.i s 2 CHS o the FBI For payments m excess of 51 | COMnmcation I i1
the amount desured wal 1 1l ] I g T .-. M APPI 1 A . H
ay only be paid tor servc ered X CTISe wrmed by that indimvidual . as detined
bove 1 - . N e i s
L I % A% u 'q,"l: | | b { TA]| W 1 1 le LA
FOUO)Y Betore appio I A PAVIIE | i 111- A = s Ta | Id wes i { It

ganed by maka I pavinent asaunst k 1 | i t racka the person a
ontnbuting to the FO's and the FB providmg pr f th
mchivachual s wdent

LVFOUODY Non-CHS pawva il | e tor 1 | i . {
et o et L r I 11 i

UVFOUOQ) If pavinents a . . (CHS FO 1 1 Ile dedacal
wacking these payments n order 1 piure | 1 . '

nd the amount of funds pad

172 (U Pavments to a Non-C HS Hu--|||LI1|1-._ \Vaintenance and Secunn

L FOUOD ) CHS ftunds must not b for 1 \
as never bheet OPETied A5 An | H1 5, | V1O 1 I | | I | 1
1 e e a oy i | =y T | 1 vl 1 1

r. 1ibte 'l‘!"n..’ OPeTii ¥ 3 11 by YOl DAy |I " I
FO case hmading or undng from the FPO for mamtena ' - ' 1] .
for these indnaduals Sex \ ntv Proora
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(UIMOUO) In ordes for 2 CHS ¥ o propesty w
the ASAC mst make a written finding that the 1___,__5
necessany and approgmiate for operational reasons. The "," J
determination whether the cucumstances create the potents T:{_..;'
coercion of the CHS  This witten finding st be ¢ b
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ﬂ. {U} Closing a Confidential Human Source

m (1) Qlosing  ommunic afion R e g = 1

(U/FOUO0) When a determmation has been made to close a CHS . a commumcation
documenting the reason for closmg must be meluded in the CHS's mam file Those reasons are
histed below m subsections 181 1 and 18 1 2 below Although more than one reason may exist
for closmg a CHS, of one of the reasons would justify closing the CHS for canse, the closed-for
cause category must be selected as the basis for closig

181.1. (U) General Reasons for Closing a CHS

(U/FOUO) A CHS may be closed because:
s (U/FOUQ) Confidentiality has been unimtentionally compromised
s (U/FOUO) The CHS s cooperation has been completed

s (U/FOUOQ) The request to operate the CHS has been demed by FBIHQ or anothesr
agency

e (U/FOUOD) The CA transferred
« (U//FOUQ) The CHS
o (U/FOUQ) Has died
o (U/FOUQ) Has entered the WSP
o (U/FOUD) Is m poor health
o (U/FOUO) Has requested temunation
= (U/FOUQ) Has relocated. or 15 unavalable
o (U/FOUD) Has been unproductive
o (U/FOUO) Is no longer in a position to report
18.1.2. (L") Closing a CHS for Cause

(U/FOUO) The decision to close a CHS for cause. as opposed to a general reason. must be
hased on a consideration of the senousness of the facts and circumstances of each case The
decision to close for cause, however, 1s requured if there 1s gnevous action by the CHS or a
discovery of previously unknown facts or curcumstances that make the individual unsutable for
use as a CHS Documentng that a CHS was closed for cause also estabhishes a record regarding
the seventy of the CHS 's conduct that will gude other SAs who may consider reopening the
CHS m future

{17 The following 1s a st of reasons that nught justfy closng for cause
o (UWVFOUO)UTA
e (U/FOUOQ) Ungehiabality
e (U/FOUOQ) Unwallingness or mabiliry to follow mstructions
e (LVWFOUO) Senous control problems
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182, (U) Closing Procedure

FOUO) closmg the CHS, whether for cause or for ; t A
immﬁumﬂlnﬂﬂilﬂ

as a wilness, must

o (U/FOUO) Advise the CHS, of the CHS can be Innﬂ.ﬁhﬁhkﬂ'

o (U/FOUO) Document that such notice was grven and whether the CHS
recerpt and understood

mfmmn}uumﬁuﬁmmmughmhﬂ_h -
documented m the same manner, mwumﬂu-—--dﬁm
descnbed above !

(U/FOUO) In addition. 1f the CHS was authonzed to particapate 1 OIA any -
authonzation must be revoked m accordance with subsection 11 B “Revocation of »
Authonzation ™ L4 B

(U//FOUO) When a CHS 1s closed for cause, the CA must provide wnitten notificanon of the
closing commumcation to the ASAC (or via successor form m Delta). and 2 copy must be '
mantained 10 the CHS s vahidation sub-file

(U//FOUO) When a CHS 1s closed for cause, subsequent contact with the mdrmidual requares - I'H':'-
special authonzation (see subsection 18 3 . “Futwre Contact With a Closed CHS™) Inaddton a
request to reopen a CHS who was closed for cause requires additional justification and =~ ¥
supervisory scrutiny (see subsection 4 5 1, “Request to Reopen a CHS Previously Closed for
Cause").

18.2.1. (1) Delaved Notification

(U//FOUO) In the event that the CA or co-CA has determuned that there 1s sufficent rrason to
close a CHS, but providing an immediate notification to the CHS would hikely jeopasdize an
ongomng investigation or prosecution or cause a flight from prosecution, I*_-m
to delay the notification The decision and supporting justification must be documented m the
CHS’s mamn file

18.3. (U) Future Contact With a Closed CHS

(L) Absent exceptional mmm@mwmﬂ{mmmm
Ssﬁmmtmmmwmmummurmdumhihmw
been closed for cause Ammﬁfusﬂcmﬂﬂmﬂh&hunﬂdnhm_ﬁ
CHSs who were closed. but not for cause, may be re-contacted without pnor approval

mjm“mfmmmhhmmdmdmmsmrmhm'ﬁ‘
reopened if the relanonship between the FBI and the CHS 15 expected to contunse .I"l
munal contact or debnefing

(U) To make pavments to a closed CHS. mmw‘;" """1-..._"
184. (1) Coordination With FPO Attorneys = ,'f'-.'

(U/FOUO) If m%muwﬁmuhm
mFﬂlﬂEuthPﬂmwmwnhaﬂlﬁnm 1 prosecution
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(1) Confidentual Himan Sowvce Policy Gude

(S/NF) CHS ET opevational travel: The CHS travels to a foreym country fiom the
Unated States9 on from ome foreygm country 1o another forerpn country to enpagpe
operational actnaty (e p . when tasked to collect intellipence o evidence) on behalf of the
FBI This activaty may be declared or undeclared to the host country. and muay be
umilateral or a ot operation

e (S/NF)CHS ET vesident: The CHS resades in a foreym country

= (S/NF) CHS ET debrief: In support of an FBI or a USIC objective, the CHS travels at
the request of an FBI employee to meet m a foreygn country for a debniefing. for nanmng,
o o recerve passed wems o be assessed See subsection 19 9 "Employee Travel
Related 1o a CHS Operanon ” for pusdance on foreign travel i support of ET CHS
actnity

» (S/NF) CHS ET operational communications: In support of a national secunty matter
a CHS. at the duechon of the FBL commumcates with a sulyect of an investigation who
15 m a foreagn country. The CHS may be located domestically. in the same country as the
subject. o1 1 a separate country

» (S/NF) Foreign-based ¢ HS operational travel to the Unifed States (operational
domestic travel): A CHS travels from a foreign country to the Unuted States to conduct
operatonal actiaty (e g . Legat-assipned CHS operational travel to the Umited States to

an FO mvestigahon, or an FO-assigned CHS who resades m a foreign country
travels to the United States in support of an operation) See subsection 1941 5

“Foreign-Based CHS Operational Travel to the United States (Operational- Domestic
Travel ™

* (S/NF)CHS ET business or professional travel: The CHS wavels to a foreign country
from the United States or from one foreign country to another foreign country for
professional or business purposes and 15 not tasked by the FBI to collect evidence or
mielligence The CHS 1s not conducting business on behalf of the FBI nor 15 travel pad
for by the FBI Professional or business travel can include routine travel related to the
CHS ‘s employment or profession or be part of professional development. such as
m:cm&mxt a sermnar, or a trade show . See subsection 1941 7. “ET CHS
Personal Travel,” and subsection 194 1 6 . “ET CHS Business Professional Travel.” for
more mformation

 (LWFOUO) CHS ET personal travel: The CHS wavels 1o a foreign country from the
United States. from one foreign country to another foreign country. or from a foreign
country 1o the Unated States for personal reasons and 1s not tasked by the FBI to collect
evidence or mielhgence. The CHS ‘s travel 15 not at the request of the FBL nor 15 the
travel paad for by the FBI Personal travel can include actwviry such as a vacanon, a social
or fanmlial vasit to a forergn conntry. or travel for personal financial activiry (e g - buving
)Y vacation property) See subsechion 194 1 7. “ET CHS Personal Travel  and subsection
—_— 15 4 1 6 . "ET CHS Business/Professional Travel ~ for more information

. AT

A

-::J' ?ﬂhw 1o any body of land or water under the temtonal junsdiction of a country other than
3t 1 hY 'ﬂmm States” inchades the District of Columbia termitonies and possessions
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SECRET/NOFORN
(1) Contwdential Human Sousce Polucy Gande

1221, (S'NEYLET OLA by a CHS in Support of a National Secarity Investigation

(UVTFOLO) In additon to the approval sought for an ET CHS operation m support ol a national
secunty mvestipanon, addinonal approvals are requared of the CHS wall enpage m OIA These
aresetout msubsecthons 19712 1901 8 and 197 1 4 below The approval of the OlA may
be sourht concurrently wath the ET operational approval request However 1 the need for OIA
approval anses after CHS ET operational approval has been obtamed . the OLA approval must be
sought mdependently and obtamed pnor to the CHS engaging in the O1A

(SNF) For ET CHS national-secunty-related operations, OLA 1s debined as any activity that
would constitute a cnme under tederal. state, o1 local law if engaped i by a pnivate person
except as authornzed under thus policy

{(LFOUO) In approving the OIA. FBI ofhcials must find that the OIA 1s necessary to
accomplish any of the followng

o (LVFOUD) Obtan sipmficant intelhipence or international terronsm mformation

« (UAFOUO) Establish or mamtam credibality or cover that 1s umportant to the success of

Al investiganon

 (LW/FOUO) Prevent or avord physical impury to mdividuals or senous damage to property

(L FOUO) FBI ofhicials must also find that the need for the OLA outweighs 1ts seriousnes

, and
adverse consequences

(UVFOUO) An FBI employee muist never authonze a CHS to participate 1n any act of violence
except that the CHS may take reasonable measures of sell-defense 1 an emergency situation to
protect as or her own lite or the lives of others against wrongful force

(S/NF ) The FBI 15 not permutted to task a CHS operated jomntly with another USG agency to
perform OLA activity wathout the authonzation requured in this section If the other agency has
tasked and authonized a CHS to engage in OLA_ but the FBI has not received the authonzation
requured by thus secton. the FBI may otherwise continue to operate the yjomt CHS and participate
m all aspects of the operation, mcluding tasking, gathening wtelligence. and debnefing the CHS
except that the FBI may not paricipate n the taskmg, the conduct. or the funding of the other
agency s OLA

{(LFOUQ) See subsection 19 13 “Emerpency ET OLA Authonizahon. ™ and sul

Duranion of ET OIA Authonzation and Request for Renewal, ™ for ;undance on these topics

19.2.1.1. (SUNEYET OLA That Violates Federal Law ot is a Felony or a Serious € rime
Under State or Local Law

(UYFOUO) The followmg approvals are requared for ET OIA in support of a national secunm
wrvestigatson of the OLA violates any federal law or 15 a felony or

local law

A SETIONSs e Illll'il:"l_ ciate o

» (UVFOUQ) SAC approval of the OLA
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(1) Confidential Human Sowce Policy Guade

O1A sub-file Even thouph the SAC w permmtted to apgprove the OLA under thas subsed on . the
OIA approval documentation must be wmcluded as part of the overall 1T CHS operation approval
request sent to FRITIQ OLA s not peromtted m PEFT ivestigations

(S//NF) An SAC may approve OTA m a national secunity CHS ET operation. me lodmg. but not
homted 10 establishing. funding. and mamtamng secure cover by making false representabons 1o
third parties to conceal e personal wdentity on the true ownership of a propoetary. When such
false representanons are made 0 an employvee or 4 component of a USG apency an appropnate
office witlun that agency must be notified. unless domg so would jeopardize the operabon Any
decision to wathhold advisement to that agency of the false representanon must be made by the
SAC and the AD of the FBIHQ operational dwision with program oversight of the investipation,
the AD m num, must consult with DOJ. NSD on the operanonal factors associated with
withholding the disclosure of the false representation to the USG apency

19218 (U/FOUO) Verbal DOJ Countertervorism Section (C15) Authorization for
Certain OLA Related to Material Support of Terrorism in C onnterterrorism
Investigations

(UVFOLIO) See DIOG subsectnion 17 6 for gundance on thas authonzanon
19214 (U/FOUO) Positive Foreign Intelligence Investigations

{(UVFOUO) The AGG Dom defines foreign mtelligence as “mformaton relating to the
capabulites, mtentions. or activities of foreign governments or elements thereof. foreign

orgamizations, of foreign persons, or intermatonal terronsts.” A forergn intelhigence requirement
15 a collection requirement 1ssued under the authonty of the Director of Natonal Intelligence

(DINT) and adopted by the DI Addihonally, the President of the Umited States. a USIC ofhicial
designated by the Presadent, the AG, the DAG. or other designated DOJ official may levy a

foresgn mtelhgence requarement on the FBI Foreign mtelligence collection by the FBI 1s based
upon the 1ssuance of such requurements

(UYFOUQ) The FBIL, pursuant to Section 9 of the DIOG . places foreign mtelligence
requirements mto one of two categones: (1) those that address nanonal secunty 1ssues that are
withun the FBI s core national secunty mussion (1.e . FBI collection requuirements ) and (2)
mionmation relating to the capalnlites intentions, or activines of foreign governments or

elements thereof. forergn organizatnions, foreygn persons . or international terronsts, which are not
witlun the FBI s core natonal secunty nussion

(UVFOUO) Requurements that fall into the second category are known as PFI collection
requurements and may only be addressed under the pnhc'l. for PFI in Section 9 of the DIOG

(LWFOUQ) PF1 mvestigations. by defimtion. are not nanonal secunty mvestiganons  because
natonal secunty mvestigations are withm the FBI s core national secunty mussion However.
the mterest of consistency m pohicy. when feasible. ET CHS operations i support of full PFI
mvestigations follow the same approvals and notfications as those mandated for national
secunty wvestigations (as descnibed 1n subsection 19 2 “Required Approvals and Notufications
for ET CHS Natonal Secunty Operanons ) and are managed by the ||| G
HOC. o1 a desagnated ennity.

(UAFOUO) OIA 15 not authonzed mn support of a PF1 invesngation
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(1) Confidential Human Sowce Pohicy Ginde

s (S/NF) Engagng m an actvty that wall have a sipmbicant effect on, on constitute a
sipnificant wmtrusion mito, the legtimate operation of a foreipn povemmental entity

s (S/NF) Engamng m an actvaty that will mvolve a sipmificant nsk of bodily harm, death,
or a substantial fimancial loss to any victim

= (S//NF) Engagng m any OIA involving any foreipn decision makmng olheial

* (S/NF) Estabhishmg any relationshaps with members of groups engaped m violent
actinhes duected against the government then in power mn the host country

e (S/NF) Engamng m the sale of dmgs in which the actual possession of the diugs s

transferred m a host country, to a person who 1s not cooperating with the U S o1 foreipn
LE officials

e (S//NF) Using as a CHS an attomey. a clergyman. a physician. o1 a member of the news
medha hicensed in the Umited States i has or her professional capacity

= (S//'NF) Accepting money or any other item of value that 1s reasonably believed to be the
proceeds of an illegal actrmaty or 15 used in furtherance of an illegal activity

e (S/NF) Engamng i any other actnaty that may have a sipmuficant adverse impact on
foreign relations or LE activities with any country or group of countnies. or any activity
that reasonably could, if disclosed, be expected to cause sipmficant diplomatic
povernmental. or public controversy

s (S//NF) Engamng m any OIA, except for the OIA categones histed in subsection 19 3 |

‘ET CHS Operations m Support of Cnnunal Investigations Not Involving Sensitive
Cucumstances

1933,  (U) Required Approvals and Nofifications for ET CHS Criminal Operations

(U/FOUOQ) The request for oval of an ET CHS cninunal
co-CA using
accordance with i ta. the form 15 wngested wnto
Sentine] and information leads are sent o the Legat(s) the appropnate 10D
geographuc unit. the FBIHQ operational division uwmt with program responsibility. and the DI
HCC . and an action lead 15 set to the relevant FBIHQ operational division HOCU (o1 designee )

ration 15 matiated by the CA o1
and approved

pon serahzanon in

(LY FOUQ) The standard for approving the ET CHS cninunal operation 1s that it must be
reasonably necessary to detect. mvestigate. prosecute, or prevent crumnal conduct that 1s i
wviolanon of the laws of the United States. Moreover. the operation must be conducted i a
manner that respects. to the greatest extent possible. the laws of the host country

{S//NF) As part of an ET CHS cnummnal operation, a foreign LE official who has sigmficant
supervisory responsibility wathin the host country must be mformed and must concur with the
CHS operahon If the FO determunes. in consultation with the operational division HOC and the
affected Legat(s), that the host country should not be notified of the operation. articulable facts
must exist showmg (1) the pamcular circumstances withan the host country jeopardize
operational secunty, ncluding the safety of the CHS, or (2) because of the nature of the FBI

mvestgation. cooperation with the host country 15 not practucal and the ET CHS operanion 15
needed to further a compelling LE mterest
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(UMFOUO) The CFP, normally the U S Attomey or designee, must be aware of the

operation if the CHS 15 required to testfy and_ so far as the operation relates to complunce with
1S laws and prosecutive strategy, must concur with the proposed wse of 2 CHS

(S//NF) The CHS must be properly admonished prior to the ET operation, n accordance wth
subsection 19 1] “Pre Operational CHS ET Bnefs and Plannmng *

(U/FOUO) All ET CHS crumnal operations requure

o (U/MFOUQ) SAC approval of the operation. This approval s an acknowledpernent that
the use of a CHS m the ET junsdiction is requured to further an maportant LE mterest of
the Unated States

e (U/FOUQ) FBIHQ operational drvision AD or designer approval of the operation

o (U/FOUQO) Appropnate 10D peographac unit and Legat notification of the operation (see
also subsection 19 /. “'Role of the International Operations Drvision m ET CHS

Operations )

e (S//NF) CIA Headquarters notification of the operation The Sentnel ET CHS workflow
process allows for a restncted commumication to CIA Headquarters for CIA sotification.
The extent and tumng of the COS bnefing on the ET operation 15 deternuned by the
Legat

e (S//NF) COM notification of the operation. if appropriate (as determuned by the Legat
and the FBIHQ operational division HOC [or its functional equivalent])

(S//NF) The COM 15 a DOS appownted position, ether as a political appowntee or as a career FSO
In either case, the COM is not a senior LE official, consequently. the COM may ot understand
the nature of CHS operations or the sensitivities that surround these operations  Therefore, it 18
critical that the Legat. FBIHQ. and the affected FO(s) coordinate closely on the COM

notification process

(S//NF) The operanon of a CHS by a LEGAT, an ALAT, or an FBI task force member while i 2
foretgn country must be approved mn accordance wath subsection 19 § . “ET CHS Operations by
a Legat or an ALAT "~ For approval purposes. the 10D DAD approval comesponds to the SAC
approval hsted above: however, the LEGAT, ALAT, or FBI overseas task force ET CHS
opetation must also recerve approval from the AD of the FBIHQ operational drasion with

program oversight of the nvestigation the CHS 1s supportng See subsecton 15 7 1
“Intemational Operations Division Approval and Management Role Over Legat- or ALAT- ’ S
Assigned ET CHS. " for the hist of equavalent 10D approval levels T

19.3.31.  (S/NF) Additional Approvals for ET CHS Criminal Operations Invelving T
Sensitive Circumstances T

(S/NF) ET CHS cninunal operations that mvolve sensitive cucumstances requure AG (or
designee) approval. i addition to the approvals hsted above

(S/'NF) The FBIHQ operatonal dnision HOC managng the ET request must provide the DOJ s
uppimmgufﬁrmhnﬂlmmq:p{mrcdmufﬁrﬂﬁﬁﬂ_l“ﬁl 1
document swtable for dissermnation (e g . uuﬂﬂﬁﬂuﬂ&“ ~tails o
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ﬂﬂy ms all factors survounding the sensitive cocumstances. Once approved, a copy of
~ the approval documentation must be placed mto the CHS Delta file

19234 (S/NBYET OIA by a CHS in Support of a Criminal Investigation

(S/NF) In addition 1o the approval soupht for the ET CHS operation m support of a crumimal

mveshgation, separate approvals are requured 1f the CHS wall engage in OIA The approval of the
operaton may be sought concummently with OIA approval However af the need for OIA

authonty anses after CHS ET operational approval has been obtamed the OIA approval must be
sought and obtamed pror to engagmg in the O1A

(S/'NF) For ET CHS anmmmal operations, OLA mvolves acts that, if engaged m by a pnivate
person. would be 1 violaton of U S federal, state, or host country law wathout the authonization

provaded for i this policy Per the applicable AGGs, OLA approval must sought if the CHS wall
engage in conduct m violation of host country law mn support of a cimmumnal mvestigation

(LUWFOLUO) An FBI employee muist never authonze a CHS to participate in any act of violence
except that the CHS may take reasonable measures of self-defense m an emergency situation to

protect hus or her own hife or the hives of others against wrongful force

(UMFOUO) See subsection 19 13 “Emergency ET OIA Authonzation,” and subsection 19 14
“Duration of ET OIA Authonzaton and Request for Renewal ” for gmdance on these topacs

19341, (S/NF) ET OLA Not Involving Sensitive Circumstances in Support of a
Criminal Investigation

(S//NF) The followang types of illegal activity. by themselves. do not constitute sensitive
cucumstances

* (S/NF) Engagmng mn the expression of mtent to participate in crimunal activiry
* (S/NF) Engamng n illegal gambling activines

= (S/NF) Engaging i controlled purchases of stolen property, provided that measures are
undertaken to ensure that the property, once delivered, will not leave the care, custody. or
control of the U S or foreign LEOs

s (S/NF) Engagng m controlled purchases of contraband, including drugs. weapons, and
explosives, provided that measures are undertaken to ensure that the contraband. once
delivered. wall not leave the care. custody. or control of the US or foreign LEOs

= (S NF) Engagng m the controlled delivery of contraband. icludmg drugs, weapons, and
explosives, mto the Umted States. provided that domestc guidelines and procedures with
respect to the controlled delivery of drugs or other dangerous contraband in the Unated
States are followed

19342 (U/FOUO) Approval and Notifications for ET OLA Not Involving Sensitive
Circumstances in Support of a Criminal Investigation

(LFOUO) All ET CHS OIA not mvolving sensiive circumstances conducted i support of a
crimunal investigation requares:
e (L/FOUO) SAC approval of the OLA
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e (UIFOUO) Approgmate 101 progyaphne anit and Legat notification of the OIA (ser also
subsecson 19 6 “Role of the Lepgat m ET CHS Operatons ~ and subsertion 19 7 “Role
of the International Operations Dyvision m T CHS Operations )

o (UFOUO) FBIHGQ operational drvision AL (or dessgner ) approval of the OFA

(S//NF) By approving the OIA | the apgroving officials ae acknowledgmg thew fmding that the
benefits of the operation outwergh the nsks assocated with the CHS engaging m such actinty

(UNFOUO) be used o
approve the ET CHS operation and has an OIA checkbox 1o A 18 part of the
operational request The OIA checkbox must be used of OIA s mmhrd bt does not provaide the
approval authorization Rather, the CA or co- CA must use an EC referencmg the senaloed [
Hr document the approving official ‘s finding and approval of the OlA Moseover, since

us OIA requares SAC and FBIHQ approval. it s important that the requesting SA provide
relevant information about the nature and scope of the proposed CHS OIA in the requesting
commumcation. including the type(s) of violation. how the OLA advances the mvestigation
details of the investigation to date, and the objective(s) of the ET operation ™ The approved EC
request must be placed mto the CHS OILA sub-file

19343, (S/NF) ET OIA Involving Sensitive Circumstances in Support of a C rnminal
Investigation

(S//NF) If the ET CHS OIA does not fall withun the limsted list of nonsensitrve OLA Listed 0

sibsection 19.3.4 1 . “ET OIA Not Involving Sensitve Cocumstances m Support of 2 Cromnal
Investigation,” the OIA 1s deemed sensitive

19.344. (S5/NF) Approval and Notifications for ET OILA Involving Senwuitive
Circumstances in Support of a Criminal Investigation

(S//NF) The following approvals and notifications are requared for a CHS 1o engage m ET O1A

that mvolves sensiive circumstances
» (U//FOUO) SAC approval of the OIA

¢« (U/FOUQ) Appropnate IOD umt and Legat notification of the operation (5ee also
subsection 19 6 . “Role of the Legat in ET CHS Operatons.” and subsectson 19 7 . “Kole
of the International Operations Dnasion m ET CHS Operations ™)

¢ (U//FOUO) FBIHQ operanonal division AD (or designee) approval of the OLA

» (U/FOU) DOJ, Cnmunal Diwvision, Office of International Affasrs approval of the OIA

(5//NF) By approving the OLA_ the approving officials are acknowledgmng thew bnding that the
benefits of the operation outweigh the nsks associated with the CHS engaging 1n such actwaty

'FOUO) A sample ET OLA request template has been crafed to assist the field with wnting the OLA request
The information requested in the template J.'i-.,IuIJ:I be mcluded m the Delra 014 form or m an EC ted fo the ovesall
operational a y b I entine! apphcanon under the “Bookmarks™

sechon Thus template was specifically dengned 10
expedite the ET operation OLA request
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{(UAFOLIO) must be used o
approve the ET CHS operahon and has an OIA checkbox to mdhcate that OIA s involved with
the operabonal request The OIA checkbox must be used of OTA 15 involved. but does not provide
the oval authonzanon Rather, the CA or co-CA must use an EC referencing the senaluzed
hn document the approving official’s findimg and approval of the OIA
Smee this OIA requares SAC and both FBIHQ and DOJ approvals. it s umportant that the
requesting SA provide relevant mformation about the natwe and scope of the proposed CHS
OIA m the requesting EC_ including the type(s) of violaton, how the OIA advances the

mvestigation, details of the mvestiganon to date. and the objective(s) of the ET operation '* The
approved EC request must be placed into the CHS OIA sub-file

124. (1) Policy Applicable to ET CHS Operations in Support of All Tvpes of
Investizations

(U/FOUO) Use of [ rcquied each ime a CHS engages m ET operational
wavel or an ET operanonal actmity (1e |, to seek a “one-time ™ authonzanon) However, a penod
of authonzation may be used for any travel ' ET activity authonzation type and should be selected
when a CHS resides in, or travels frequently (1 e . more than three times duning a consecutive 30
day penod) to and from the same country, so long as the operational scope, techniques used, or
geographic remon does not change dunng that peniod . |GGG st be used
regardless of the CHS s ongmation pout (1 ¢, the Unated States or an international locale, in
cases m whach a CHS resides m a foreign country) Thas form must also specify the specific
nature of the operational travel or actmaty. The exemption to reporting each operational travel
request 15 1 place to recogmize situations such as CHS travel near or on the border of Mexico
Canada_or any other frequent cross-border travel area. and the CHS s CA or co-CA must closely
coordmnate thus exemption wath the FBIHQ operational division HUMINT Operanons Center
(HOC) and the aftected Legat

194.1. (U) Documentation Requirements for Al CHS ET Operational and
Communication Keqguests

19411 (S/NF) CHS ET Operational Travel

(S//NF) Whenever a CHS travels to a foreign country trom the United States or from one foreign
country to another foreign country to engage 1 operational activity (e g, when tasked to collect
mtelligence or evidence) on behalf of the FBI the CA or co-CA must complete || NG

All commumcations with an ET CHS must be

requested using the commumcation section of
the CHS ET operation

(S/NF) IR ot b filled out in its entirety. The selection withun the “CHS

Activity Detaals ™ field durects the user to provade relevant mformanon The recuest must set out
the jusufication for seeking ET operational authonty. mnclude all pertinent facts and the
background of the mvestigation and descnbe how the ET operation furthers the prosecutonal or
mtelligence objectives of the mvestigation The request must acknowledge. when appropnate
that the AUSA or DOJ attomey, if assigned. supports the use of the CHS in the ET operation

and be approved as part of

* (UAFOUD) See previous note
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Upon completion the form s senalized i Delta and the mformation 1s moporied and semt va
B o relevant FBIHOQ stakeholders m Sentinel restiicted case files

(UAFOUO) For example, of “Extratesyitonal Operational™ 18 selected a8 a category in the “"CHS
I'ravel/ET Acuvity” field and thel = approved and senalized mDelta, the

automated Delta/Senime] work low wall

e (U/FOUO) Set an action lead to the relevanmt FBIHO operational divisson HOC (10
complete the FBIHQ coordmation. authonzation. and notfication process)

e (1)) Set an information lead to the operational drvision UC with program responsshality
over the CHS operation (selected by the drafter of Ihr_

s (U7) Set an informanon lead to Legat(s) (determmned from routng table by country)

e (L) Set an information lead to the appropmate 10D geopraphac umi {deternuned from
routing table by country)

o (1) Set an mformation lead to the HCC

(U) In support of the above, the completed |G

-w1]l be routed to restncted files 1n Sentinel

(S//NF) The FBIHQ operational division HOC (or 1ts functional equrvalent) 1s responsible for
obtammng additional approvals, coordmating with the relevant [OD geographic umt and

performung other tasks. as detaled in subsection 19 Roles of the FBIH(Q) Operational
Entities
(S//NF) If OLA authonzation 1s sought as part of the CHS ET operation. see subsection 19

T

ET OLA by a CHS in Support of a National Secunty Investugation ™ and subsection 19 1 4 "E1]
OIA by a CHS mn Support of a Cninunal Investigation.” for OLA approval requarements

(S//NF) If the ET CHS operation seeks to exempt notification to the Legat(s), the requestmng
office must provide compelling stification and the exemption nust be approved i accordance
with subsection 19 1 Exemption to Providing Legat Notuficanon

(S//NF) The ET operation request must clearly identify whether the operanon is to be declared to
the host country  In national secunty matters. the presumption 15 that the bost country will not be
notified of the operaton In crninunal matters of the CHS operation 15 not to be declared to the
host country. the request must provide the justification for not mformung the host country of the
operation. The undeclared cruminal ET operation must also be coordinated wath the divisson
HOC and the appropnate Legat in accordance with subsecnon 15 5 1 . "Role of the Operabonal
Division HUMINT Operations Center,” and subsection 18 Role of the Legat in ET CHS
Operatons

(S//NF) If the operation 1s to be conducted jomntly wath the host country or wath other USG
submussion must provide details on the natare and scope of the yount operation Should the ET
operation be conducted as a umlateral operation. the FBI s exclusive operathon of the CHS must
be detaled in the request as well

(U//FOUQ) Use ul'_:u requared each time a CHS engages m ET operational

travel or an ET operational actviry (1 e . to seek a “one-tune” authorzation) See subsechon

146
SECRET NOFORMN



SEORL /NI ORN
(LY Confdental Human Sowrce Polucy CGode

194 “"Pohey Appheable o BT CHS Opesations w Support of ALl Types ol Investipatwons — fon
fuather detarls

|i_'|1 FOMAY) The CA o oo CA st cormmmmanicale an CVUNCY TR0 Y COUNmEann i alvon |1|.|.|| i idetanled

in ﬂw—in a UHS taveling lon operation il reasons

194.1.2 (SN CHS ET Resudent

(S NF)Y Whenevey the CA of coCA opens a2 CHS who s a resadent of a fore 1 oy the CA
must docmment tos fact vsme
The CA or co CA st detaal ( b faskinpes b0 enpEaee i O abonal commme Ation wilh

peTsons in other foreyrn countmes using the commuumcabon section of te _

and have these .l.‘l'q'nﬂ".nf s pari of the CHS ET operatton This mformation 1s pari TIETH L

IO Can| for an E1 resident CHS  sinee tasking dedlmieting and --1!'!.|I1n||.|.l ] emer pency
commmucation stiatemes mst be carefulls |-| uined and hully understood by the CHS

(S/'NF) The “um- 1 be falled out i ots entorety The selectuon wathin the
CHS Actiaty Detauls  directs the user to provide relevant mformation The request must set oul
the justihcanon tor seeking BT operational authonity . include all pertinent facts and back pround

of the investipanon, and detal how the ET operanon huthers the prosecutonal or intelhipgence
obyectives of the wwvestigation. The request must acknowledge that the AUSA or DOJ attomey, if

ssipned. supports the ET operanon Upon completion. the —n. serialized in
Delta and the mformation 1s mported l:'--1_|" relevant FBIHO stakeholders

Sentinel restncted case hles

(UVFOUO) For example. if "Resident. " 15 selected as a cateeory 1n the "'CHS Travel'l A chivihy
h;'hi und thie -5. :I|.1i11-"'.l'-.| mid senalized w Delta. the automated Delta/Senting]
workflow wall

" LVFOUD) Set an achon lead to the relevant FRIT 1) opet ional division HOC (1o

complete the FBIHQ coordmanon, authonzaton, and notnhication process)

s (U) Set an informanon lead to the operational division UC with program responsibility

over the CHS operaton (selected by the diafter of '3-"-I

o (L) Set an mnformation lead 1o Leegat(s) (determuned from routine table by countrv)

o (L) Set an information lead to the appropniate 10D geographic umt { determmed from

& il o ] | - L
routing table bv county

L] (1 =eT an l.[l.!.n11|:':r:-=1- lead to the HO(

I 1] be routed to restncted files in Sentine]

5/'NF ) The FBIHQ) operanonal drvision HOC (or its functional equuvalent) 1s responsible fos
obtammg additonal approvals, coordmanng with the relevant [0D geographic wmt, and
pertormung other tasks, as described w subsecty ' 5 1. "Role ot the Operational Division
HUMINT Operanons Center
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(LU0 Fon example o Thud Country Debivet s sellected as o catepony i the O 118

Travel 1T Acovity - field m-l'lh-:'-h approved and seoalized i Delia the atomated
DeltaSentmel workllow wall

o (L/POLIOYN) Set an acthion lead o the velevant FIEHG operational dovesion HOC (10
complete the FRIHQ coordmanon. anthonwation and oot b st process)

o (L1 Set an wformanon lead wo the operational dovisson U0 wiath prog am cesponsilaliny

oves the CHS operanon (selected by the doalter of the _1

s (1) Set an imfoomaton lead to Lepat(s) (determmned from onting 1table by countiy)

s (U7} Set an informuation lead o the apguopaate 10D peopraploe vt ( determuned from
routing table. by county)

s (L1 Set an mformaton lead 1o the HOC

-“'ln be routed to restncted hles i Sentine
(SONF) The FRIHQ operanonal dovision HOC (on its finctional equuvalent) is responsible for
obtanng additonal approvals. coordinatmp wath the relevant 10D peopraphic unit. and

perfomung other tasks as descnibed in subsecnion Role of the Operational Division
HUBMINT Operatons Center

(SVINF) It OLA authonzation 15 sought. see subse hon 1. "ET OIA by a CHS i Support of
a Mahional Secunity Investiganon.  and subsec huon i "ET OIA by a CHS m Support of a
Cnnunal Iovestiganon  tor OLA approval requuirements

(SONF) It the ET CHS operabon seeks o exemt notification to the Legat(s), the (uestimng
office must provide compelling justificabon and the exemption must be approved in accordance
with subsection | Exemption to Providing Legat Nonhcaton

|5 NF) The ET operanon request must clearly identfv whether the operathion 1s to be declared to
the host country  In natonal secunty matters. the presumption 1s that the host country will not be
notifsed of the operaton In cnnunal matters. of the CHS operation 1s not to be declared to the
host country, the request must provide the justificanon for not mfermune the host country of the
operation. The undeclared crmunal ET operatton must also be coordmated with the dinvision
HOC and the appropnate Legat wn accordance with ! Role
Drvision HUMINT Operations Center.  and Role of the
Oyperations

of the Operational
Legat in ET CHS

{S/INF ) It the operation 15 10 be conducted yomntly wath the host country or wath other USG

agencies m the host country !iw—.-.i1r|u-=-|.~-| m Delta must provide detals on the
nature and scope of the jount operaton Should the ET operation be conducted as a unilateral
operation. the FBI s exclusive operation of the CHS must be detailed i the request as well

UYFOUQ) A sample ET OLA request tempiate has been crafled to asnist the field wi nting the ULA reque
The information requested i the template should be included m the Deitz OlA form or w an EC tied to the overa
operational approval reguest | he OLA tempiate cap be found in the Sentie! ap e1 the “"Bookmarl
teciom. mt the 1Th mp wEs specifoall Tie
expedite the E1 operanon ULA request [he approved EL request must be placed mio the CHS OLA i
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=  (UWFOUQ) Set an action lead o the relevant FRIHQ operatonal divisson HOC (1o
complete the FBIHQ coordmation, authonzaton, and notthcation process)

o (L)) Set an information lead to the operational drvision UC wath propram responsibility

over the CHS operaton (selected by the drafter of lln-_1

o (L7) Set an information lead to Legat(s) (determuned from routing table, by country)

o (LV) Set an information lead to the appropniate 10D peographic wt (determuned from
routing table, by country)

e (L) Set an information lead to the HOC
B w111 be routed to resmcted files in Sentine
{LWFOUO) As a general rule, an emplovee based domestically 15 prolubited from contacting a
CHS while the CHS 15 in a foreipn country  Thas rule applies to all commumicatons between an
employee and a CHS m a foreign country . regardless of whether the emplovee 1s inahating the
contact from withun the United States or a foreren country However, 1if commumcations with an

ET CHS are a requurement for the success or safety of the operation. the method or type of
commumcation must be explicity requested and then approved as part of the commumication

section of the _

| S/NF ) In reviewing the ET operanonal commumcanon request, the FBIHQ) operational division
HOC should consult with OTD regarding sutable methodology and available tools for the
conumuuucatnon See also [ Electtomc Conmmmuucations with a CHS

(S//NF) If the ET CHS operation seeks to exempt notficanon to the Legat(s). the requesting
office must provide compelling justuficanon and the exemption must be approved 1n accordance

with subsection 19 | Exemption 1o Providing Legat Notification

124141 (SNE) In-Countrv Communications
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(LY/FOUQ) The CA or co-CA must commumbcate an emerpency commumicabhon plan. as detailed

raveling or operahonal persona
Electromic Commmumications with a CH jor additional information on CH IR 3t N

techiugues

19.4.1.5, (S//NF) Foreien-Based C HS Operational Iravel to the | nited States
(Operatonal Domestic Travel)

(U/FOUO) Whenever a CHS travels from a foreaim ntry to the Unated States 1 rch

O iional activaty (e ¢ a Lepat-assipned CHS travels to the Umted ifes U poott an
investigation or an FO-assipned CHS who resides m a foreim ntry travels to the Unsted
States in support of an investiganhon). the CA must obtam pr nolgrence from the SAM 1
designee) of the recerving FO m whach the operation will occur_ of practicable If not practicabie
the attected FOXNs) must be notihied as soon as | 1hle in 11eT n five busme = [Ton
-'!|"I|||!]I<- used to document the prior concurres [ Pt -Ooperation not ihon. of the
ffected FO(s). The use of the [N : to document. i the CHS s file. the

ocordination eftorts undertaken by FOs and Legat

LU/ FOUQ) For ex |1:|}'-|:- when "Operanonal- Domest IaAVE elected as 3 rateoor the
CHS Travel’ET Activaty™ hield |||-'il.'.-'_' pproved and senalized m Delta, the

witomated Delta/Sentine]l workdlow will set an indormation lead o the receavmme FO
thuational awareness )

files i Sentinel

T 1 1 i - 5 &
(U FOUO) Thius subsection does not apply to onhine operanons For CHS onlme operationa
wctivity known to attect another FO s AOR. coordination between aftected FOs 15 recomunended
tor deconfliction purposes. Coordination efforts must be documented m the CHS mam fle

19.4.1.6 (L)E 1 CHS Business Professional Iravel

(L) Whenever the CHS s CA o CA becomes aware that a CHS plans 10 travel. or 1s travelng
outside the United States for business professional purposes. the CA or co-CA must documend

the travel using

withun the "CHS Activity Detals  hield duects the user to provaide relevant mionmanon for the
elected category. Upon completion. the - wrialized wm Delta and the mformaton s
mported lln-l._r relevant FBIHQ stakeholders m Sentnel restncted case fles
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(U/FOUO) For example, of “Business Professional ™ 1s selected as a catepory m the “CHS
Travel/ET Actvaty” field and the [ approved and senalized m Delta, the antomated
DeltaSentme] workflow wall

e (UVFOUQO) Set an information lead to the relevant FRIHQ operational divisson HOC ( for
situational awareness)

e (17 Set an information lead to the substantive desk UC (selected by the diafter of le-
I for situational awareness)

e (1) Set an mformation lead to the Legat (determuned from routng table. by country)

= (17} Set an informanon lead to the appropnate 10D peopraphac wt (determaned from
routmg table, by country)

(L7} Set an informaton lead to the HOC (for ssttuanonal awareness)

(U) In support of the above.the complete [N

-“1]] be routed to [ﬁ.tnrtrrl files 1in Sentinel

(U/FOUQ) Use Dflhe_fm business/professional ET travel 15 requured each time a
CHS travels for business/professional purposes outside the Umited States. See subsection 19 4
“Pohcy Applicable to ET CHS Operations in Support of All Types of Investigations.” for further
detauls

(UWFOUID) 1t a CHS fails to notty the CA of ET busmess/professional travel in advance, the
CA must still document the travel on Ihtf_nﬁﬂ the fact and have 1t senahized
mto the CHS file to ensure that the information 1s accessible to the required stakeholders The
CA or co-CA should remund the CHS that the CHS should inform the FBI of lus or her ET
business/professional travel

(LW FOUO) Business professional post-travel CHS debniefs must not be used by CAs to
circumvent the need for approval for CHS operational travel The busmess/professional travel
category 1s for business/professional ravel wherein the CHS 15 not tasked by the FBI to collect
evidence or imntelligence The CHS 15 not conducting busmess on behalf of the FBL nor 15 the
travel paid for by the FBI Professional or business travel mav include routine travel related to
the CHS s employment or protession or be part of protessional development. such as attending a
conference. a sepunar, or a trade show In fact. for this category. the CA or co-C A must describe

m detal on the NG v po:sible untasked intelligence collection and/or

contacts of mtelligence value the CHS mav encounter duning this ET travel or activity In a
circumstance 1 which a CHS s post-business/professional-travel debriefing results mn
dissenunable mtelligence. the mformation must be vetted, for deconfliction purposes. with the

appropnate Legat(s) prior to its dissenunation via an intelligence product outside of the FBI (e g
w an [IR)

(UWFOUOQ) The CA or co-CA must conmmunicate an emergency commumcation plan. as detailed

w the| N - » CHS traveling for business or professional reasons
194.1.7. (U)ET CHS Personal Travel
(L) Whenever the CHS s CA or co-CA becomes aware that a CHS plans to travel. or 1s travelng.

outside the Unated States for omal es the CA or co-CA must document the travel m
- - i e
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Actvity Detals” field duects the user 1o provade selevant information for the selected category
Upon completion the [T senabzed m Dela and the information 1 smporied and e
B o clevant FBIHOQ stakeholders in Sentine] restricted case files

(U/FOUO) For example, 1f “Personal” 15 selected as a category n the “CHS Travel/ET Actrvny”
hield and fhrim approved and senabized in Delta, the atomated Delta/Sentinel
workflow wall

e (UMFOUQ) Set an information lead wo the relevam FBIHG operational devasson FHOC (for
situational AW AT ETIESS )

e (U} Set an information lead to the substantive desk UC (selected by the deafier of the -

- for situatiomal awareness )

o (1)) Set an information lead to the [Lepat (determuned from routing table by country)

e (L)) Set an information lead to the appropnate 10D geographac unst {determuned from
routing table. by country)

(10} Set an information lead to the HOC (for sstuational awareness

(1) In support of the sbove.the complere [

-ulll be routed to restncted files in Sentinel

(U//FOUO) Use of the _i'm personal ET travel 1s requared each time a CHS

travels for personal reasons outside the United *ﬁthr 3‘!-f'_!=1'-1-T specify the specific
nature of the personal travel See subsect; ' 4 “"Policy Applicable to ET CHS Operations
Support of All Types of Investigations,” for 1+I1LF1 'IF' i

(U/FOUQ) If a CHS fails to notify the CA of ET personal travel mn advance, the CA or co-CA
must still document the travel on l]:t'_ilhﬁ the fact and have ot senalzed
mnto the CHS file to ensure that the mformation 15 accessible 1o the requared stakeholders The
CA or co-CA should remind the CHS of the FBI s personal and business/ professional wravel
notification requurements regarding ET nonoperahonal travel

U//FOUQ) In a circumstance in which a CHS 's post-personal-travel debnefing results m
mtelligence that can be dissenunated, the information must be vetted, for deconfhction purposes
with the appropnate Legat(s) pnior to 1ts dissemunation via an mtelhgence product outssde of the
FBI{eg.m anIIK)

U/FOUQ) The CA or co-CA mus! commuumucate an emergency commumcation plan. as detmled

|
i ll]_h.1 a CHS traveling for personal reasons

19.4.1.8. (T/FOUOYyCHS ET Transit Travel

(L) The purpose of thus category 1s to track all “legs™ of travel. or the CHS travel minerary. as the
CHS travels through foreign counmes Thus mformanon 15 collected as part of the completon of
when it 1s used for one of the
other travel categones Therefore. it 1s not necessary to complete a -'.fp.i.razr_ﬁ.'u: thas

category

U/FOUO) The CA or co-CA must commuucate an emergency commumcation plan, as detaded
i thel N o the CHS for the countnes through which he or she 15 ransitmg
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195 (U/FOUD) Holes of the THIHQ Operational Entities

1951 (U/FOUO) Role of the Operational Division HUMINT Operations Center

(S/NF) Fon all ET CHS operations, the AD of the FBIHQ operatonal divisson wath progam
responsibnlity oves the operation must desymate a HOC to recerve and process the requusite
approvals and notihcations for ET operabonal requests The HOC or other specified entity_ (e g
CTD s Counterterronsm HUMINT Operations Unat [CHOUT) 1s a select proup of FBI personnel
assymed by the operational dnasion to centralize the evaluation of nsk assocuated with the CHS
ET actmaty, standardize the approval process, represent the deconfhiction of ET actvity on behalf
of the operanonal division, and serve as the single POC for commumcations surmoundang the ET
activity wathun the operational division

(S/NF) The HOC (or its functional equuvalent) must review the
to ensure that it 15 1 support of an open full mvestgathion
and 15 reasonably necessary to detect, invest pate prosecute, or prevent erimunal conduct in

violanon of U S laws: to further U S nathonal secunty mterests, or to support a PF1 mvestigation
To do so. the HOC must

e (S/NF) Imtate the CHS ET Actraty Package and AD authonzathon EC withun Sentinel
1o prepare the requisite authonzation and notthcation documents, including. but not
hnuted to, CIA comespondence cables. ||| GGG o host
naton and'or U S LE partners, and the operational division's authonzation EC

® (S/NF) Ensure that the affected Legats recerve notification of the operational request and,
if changes are made to the imerary, that the affected Legats and other stakeholders are
provided a copy of the submutted G
I a0:d added to the document review of the CHS ET Actraity Package within
Sentinel

e (S/'NF) Evaluate the tradecraft. commumcations plan. and emergency safety plan in
accordance wath the operating envionment informaton and advisones managed by the
HCC. m consultanon with the Legat and FBIHQ operational divisions

= (S/NF)Review the |l cquest to ensure that 1t 1s 1n support of an open full
substantive mvestigation and 1s reasonably necessary to detect. investigate, prosecute. ot
prevent cninunal conduct mn violation of U S. laws: to further U S national secunty
mterests, or to support a PFI mvestigahon. Examples of ET CHS operations can be found

on the HCC lntranet page

e (S/NF) Ensure that all reasonable measures have been taken to reduce the nsks of
physical and monetary hanm ansing out of the mvestigation

e (S//NF) Ensure that other U S. or host country agencies involved in the operation of the
CHS. both m the Unsted States and in the foreign country, have been wdentified and that
thew operational roles. if any, are clearly stated n the request Additionally. ensure that

all logical steps have been taken to coordinate with other ET U S. LE agencies with
whuch the CHS acthities could conflict

& (S/NF) Evaluate the justificanon for any request for exemption from Legat notnfication

pursuant to subsection 19 15 .. “Exemption to Providing Legat Notfication.” and. 1f
pstification 15 deemed appropnate, coordnate the notifications of CIA and the COM
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with KO The exermption reguest st be approved via an PO ot bry s l'll'fﬁl‘-

o (S/NF) Ensuwe that the ET operation request clearly wdentihies whether or not the
operation 15 o be dec laed to the host country  In cnmanal matters of the operation o ot
10 be declared o the host country . the request must provide the pustilfication for ot
mformmng the host country of the operation  In natsomal secunty matters, the presumption
15 that the host country will not be notified of the operation

o (S/NF) Ensure that CIA approvals have been oltamed as appropriate
s (S/NF) Ensure that COM pnotlications have been provided . as approprate

e (S/NF) Ensure that declared or jomnt operations are properly coordmated among affected
in-country apencies This is accomphished by seeking CIA Headguarters approval or
the official commmumecation A record of the regquest must be senalized as part of the CHS
ET Actvity Packape and routed and retamed in the appropnate sestncted HOC Gles the
response from the CLA 15 routed and retamned in the appropnate restnicted HOC CLA cable
sub- il N . 5
of the final approval must be forwarded to the CA or co-CA for inchesson 1 the CHS

file The CIA Headguarters or COS approval or notnficatuon s regured for

umlateral and yomnt ET CHS operanons regardless of whether the operation = declased to
the host country or 15 an undeclared operation

o (S//NF) Review each request n winch "ET Operanonal Commumcations™ 15 the calegory
used to subnut the _Ern authonzation o ensure that of meets the standands
for submussion (1.e _ the commumcations are operational n nature with 2 subsect. and are
part of an FBI tasking). 1s not covered by an already-subm '.'[r-'ﬂ_:::d
expands and accurately descnbes the operational commumcations

s (S//NF) Coordinate with and assist the FBIHQ operational dovision unst m obtameng
operational division AD approval as needed. if the FO/'Legat requests O1A that requres
FBIHQ and DOJ approval Addinonally m natonal security operabons. consult with
DOJ. NSD on CHS activities that involve false representations to 2 thard party about CHS
qualificanons that are subyect to state or federal heensing requurements

o (S/NF) Seek AD (or designee) approval upon determunmng that the operation request
meets operatonal dnasion approval and notificanon requarements. as set out m thes
subsection and as appropnate for national secunty or crimunal operations

e (S//NF) Ensure that the operatonal and commumcaton plan mchsdes approprate
tradecraft to protect the CHS from subjects and'or penetration by host country
wtellipence services

(S//NF) Once the AD (or hus or her designee) has approved or demed the

the HOC must noufy the CA of the approval
o1 demal of the operanon mncluding the decision jusuficaton. via the sutomated notificatson m
the travel ET actnaty workflow m Sentinel Furthermore copses of the authonzanon and

notification documents. incloding but not hnuted 1o _
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I the AD authonzation EC must be forwarded to the CA fo
mclusion i the CHS 's Delta file

1952  (U/FOUO) Role of the FBINQ Operational Unit

(S//NF) For all ET CHS operabons, the FBIHQ operational unit with propram responsibnlity oves
the operation must, upon recenving notification of the ET operational request

e (S/NF) Review the request to ensure that it 1s i support of an open full investgation and
15 reasonably necessary to detect, mvestigate. prosecute, or prevent crmunal conduct
violahon of U S laws; to further U S natonal secunty mterests, or to support a PF1
mveshgation

* (S/NF) Work wath the FBIHQ operational division HOC to provide knowledgpe of the
case objectives and evaluate any nsk to the FBI involved in conducting ET operations, i

accordance wath the operating enviromment mformanon and advisones managed by the
HOC and i consultabon wath the Legat and all FBIHQ operational divisions

e (S/NF) Ensure, for any OIA requested that requures FBIHQ and DOJ approval | that
relevant detauls of the OIA are summanzed i wniting, approved by the operational
division AD, i coordination with the FBIHQ operational umt, and commumcated to
DOJ usmg a document suatable for dissenunation (e g . an LHM) “ In declared ET
operations mvolving OIA. the host country government may requare its relevant judicial
body or court to authonze the activaty that wall occur within its border 1f the actary
contravenes host country law (e g . the purchase of narcotics from a subject) In such
circumstances. close coordination among the HOC and affected Legat(s) 1s crucial to
success. Addinonally, FBIHQ operational divisions have the discretion to duect the HOC
or the FBIHQ operational umit to obtain requured OLA approvals

» (S/NF) Momtor the completion of CHS ET travel/activity authonzaton requests in
support of program-managed mvesngations

1953, (U/FOUO) Role of the Directorate of Intelligence HUMINT Coordination Center

(UVFOUQ) The DI enterprise HCC serves as a HUMINT ET operations cleanng house for
coordmation, deconflichon. standardization. and analysis of ET CHS activity. The HCC s
purpose 1s to maximze the ET CHS data collection for executive decision makers and the
wansparency of ET CHS activities among operational divisions to manage operatonal nsks and

wdentify cross-programmanc intelhgence opportunities

(S//NF ) The enterprise HCC works wath each operational division HOC to centralize the
evaluation of nsk associated wath the CHS ET activity. standardize the approval process. and
facilitate the deconflicion of ET acuvity on behalf of all FBIHQ operational divisions, 10D, and
the Legats The HCC 1s the pnmary POC for commumicanons mveolving cross-progranumatic
CHS travel and ET activaty wathun the FBI and across the USIC commumty Because of its cross-

% A sample ET OIA request template has been crafted to assist both the field and FBIHQ with wninng the OIA
reguest for approval Although this template = use 13 not mandatory 1t can assist with providing the approving
efficial with the information necessary to make an informed finding quuckly Moreover 1t was designed to address

common themes and 1zzues DOJ raized m inur ﬁj ational setungs The umilm can be found i the Sentinel
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pomnt on ET related CHS 1ssues for the USIC and other govermmental agencies and services.
Additionally, the enterpmise HCC s the principal FBIHG entity for collecting, analyzng. and
producing metnes and reports on CHS travel and ET actrvaty across all operational programs
(U/FOUO) For all CHS travel and ET activty, the HOC must

19.6.

(U/FOUO) Ensure that information collected in Delta and wansrtted m Sentined =
routed via restncted Sentinel case files to the relevant stakeholders. as deterrmned n
conjunction with the FOs and FBIHQ operational divisions

(U/FOUQ) Coordinate the deconfliction of CHS travel and ET actrvity across all FEBIHGQ
operational divisions

(S//NF) Manage the mformation and advisones for radecraft. commumscations plans. and
emerpency safety plans in consultation with 10D, the Legats, and FBIHQ) operational
divisions, as appropnate for each Legat's operatng environments

(S//NF) Work with IOD, the Legats. and FBIHQ operational divisions to ensure that
appropnate tradecraft 1s utihzed within each country and commumcate operating
environment changes to FBIHQ) operational drvisions and FOs

(U//FOUO) Role of the Legat” in ET CHS Operations

(U//FOUQ) A Legat must, upon receipt of a request for ET CHS operation

(S//NF) Provide puadance regarding current cooperation. treaties. and agreements with
the host country whach mught be adversely affected if the proposed CHS operation were
publically exposed or which mught otherwase affect the abalsty to operate the CHS m the
host country.

(S//NF) Provide pusdance regarding host country laws, commumcation protocols. such as
the emergency commumcation of threat information; the state of the operating
environment, including capabilities of the host country mtelligence servce(s). current
local threats; the availability of safe houses or CHS safe meeting locations, of needed. and
other matters that may have an impact on the proposed ravel and operation of the CHS

(S//NF ) Coordinate with the COS on all CHS actmaty. as appropnate

(S/WNF) Make a deternunation. m coordmation with the FO and the FBIHQ operanonal
diviston HOC . regarding the extent of COM notification of operational activities.
consistent with embassy protocols and 1 accordance with 22 US C § 3927(b)

(S//NF) Provide the appropnate 10D geographac unst with mput and gudance regarding
the feasibality and advisability of the proposed operation.

(S//NF} Notfy the appropnate host country LE authonty and coordinate the requurements
of any CHS travel and ET actnaty operation. including authonzaton to engage i

activities that may be illegal in the host country (e g . seek host country judhcsal authorry

“ Ifno Legat covers a foreign geographical area. the 10D geographuc umt with management oversight of the egion.
assumes the role of the Legat under thus subsecthon RS~ --':' _
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FFOLD) Fer cemesal saters. noafy any relevant U'S. pastner LE agency (e g . the
DEA) operatmg witiun the host country, when apphcable, regardmg the CHS's operation
and Geditae the coosdhnaton of actraty, of approprate m coordinabion wath the FBIHQ
: q—uﬁ—mr:

S Process and cover Sentme] mformaton leads for CHS personal. busmness

- professaonal and wansat wavel Consalt the FBIHQ operatonal drasion HOC or the HCC

¥ 10D sepsesestative of concerns or to request that operational approval be obtamed

= [UFFOUD) Revew and cover Sentme] mformation leads for CHS tavel and ET acuvaty,
Comluct 3 Sentme] docimnent revsew of the CHS ET Actraty Package and wmiform the
eperatonal drvenon HOC of ary rssues with the operational request. such 2s m-country
coovdmaton problems. elevated nsk scenanos. or 2 ugmficant foresecable reason o
delay the actrnty

= [LFOUD) Momstor Sentinel CHS travel and ET actraaty tasks to recerve HOC -approved
ext sumtabie for deseranation © m-country USG and/'or formgn partoers The HOC wall
obtamn formen desermanon request m}mﬂﬁmhlmmﬁm

» (UWFOUD) Process CHS wavel and ET actraty Tasks by creatmg [ HMs. conductng
regmute n-comntry notifications. and provading the status of requesied potificabions

¢ (U'FOUC) Coosdmate travel requests with the HOC . as needed
1.7 (1 FOUD) Kele of the International Operations Division m ET ¢ HS Operanons

£5NF) Once the approprate FOD geographac unst recevves notificanon from the FBIHQ
eperatiens] drnmon HOC of the ET operation request the 10D peographac unst must ensuse that
e ET operation of the CHS dors sot conflsct with or potentially impasr other FBI operations
enderway m the CHS AOR. The 10D prographsc unst mast also

- s (8INF) Coordusate with the affecied Legatin) on the operational request as approprate

.
.
N
[i_ ‘ »  [(SNF) Provde the FBIHO operabonal drvvson HOC and the requesthing FO wath mmight
- - e posishle grographecal wsues tat may affect the proposed operation of any

~®»  (SVNF) Geve the reqquesting entitees 2 fuller understanding of global intellipence
'-'-‘ collecnon prioties and pusdamnce on threat telated activity m the AOR that may be
#nhqﬂu
and cover Sentme] micrmaton leads for CHS perwonal
and waosst wavel Consult the FBIHQ operatonal dnasion HOC o1
atyve tegarding concerms of o rexpuest operational approv al
and cover Sentmel mformation leads for CHS ET wavel and actraty
enamne] docsmment sevew of the CHS ET Actaty Package and inform the
1 HOC of sy msues with the operational request such as in country
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mmm:ﬂmunmm
delay the activaty

= (U/FOUO) Momtor the Sentinel CHS Hmmhm-ﬂ“ '
Legat coverage. 1o recewve HOC -approved text sustable for dissemmation t© m-country
USG and or foreign partners The HOC wall obtam FDR approval for host mabon.
notificatvon

e (U/FOUQ) Process CHS ET actvaty tasks, for countries without current Legiat coverage.
bv aratng LHMs, conductng requsite m-country nottfications. and providing the status
of requested notifications

(S/'NF) For requests that mclude a request for an exemption of notificatvon to the Legat, the IOD

peographic tmt must assast the FBIHQ operahonal divission HOC wath faciltatmg AD. 1OD
approval of the request m accordance with subsection 19 15, “Exemption to Provadng Legat
Notficaton

19.71. (1) International Operations Division Approval and Management Role Over <
LEGAT- or ALAT Assigned ET CHS I

(L FOUO) Whenever a LEGAT or an ALAT seeks to open and operate an ET CHS pursuant %
this sechon. FOD management assumes the role, authonties, and responsabalines of FO =
nuanagement. as detaled m tus PG Moreover, all standards, requarements, nohificatrons, and N

approvals for openang and operating a CHS apply 1o a Legat or an ALAT. unless speaifically
exempted w this PG These polices include. but are not hnted to, requurements for openmg a

CHS. operating a CHS m an ET envwonment, admonishing a CHS, paying a CHS. documenting
CHS contact. and conductng CHS file reviews, among other activines

(L7 FOUO) Accordingly, the following equivalent roles are established for 10D management:

« (LU FOUO) Wherever the CHS policy mandates SSA approval. the UC of the 1OD umst r
responsible for that Legat is the approving official -

e (U/FOUQ) Wherever the CHS policy mandates ASAC authonty, the IODSCsthe
approving officaal 3

s (LFOUO) Wherever CHS policy mandates SAC authonry, the 10D DAD is the
approving official

s (U FOUO) Wherever CDC authonty 1s requared. TOD must seek m:yhu-m .

(LFOLO) 10D must desygmate a CHSC. who wall assume the same role, authornnes, and
responsthilities as CHSCs n FOs (see subsection 2 1 7 “Confidential Human Source

Coovdinator )

198  (U)ET CHS Operations by a LEGAT or an ALAT

(S NF) A request for the LEGAT or ALAT to open a CHS i a foreign country st be made
support of an open full substantive natonal secunty. PFL or conunal mvestigation. A Legst may
not be the OO for a full substantive myvestigation. A full 163 ¢l NI 1 | s

substantive investigation. and therefore 1s not permntted as the basis for ape
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Human Sowrce Admomshments,” and approved by the appropnate 10D UC The openmg
commuucation mnst also document that the LEGAT or ALAT has coovdimated with the FO
squad, task force, or other FBI entity assipned to the full investipation Thus information musi
michude the FO personne] contacted. thear role m the full mvestpgation, and theu support of the
CHS opemmng and subsequent operation to support the FO mvestigation Additionally. based
upon the natare of the full mvestigation, the LEGAT or ALAT should provade the FO agent or
TFO assigned to the FO mvestigation with adommstrabve access to the CHS Delta file to ensure
that the FO and LEGAT/ALAT are closely coordmatmg on taskings to the CHS and all
actionable ntellipence receved from the CHS

(UYFOUO) Concurrently with the above approval to open the CHS, the TOD unat with oversight
responsibility for the Legat must subnuat a request for the LEGAT or ALAT to operate the ET
CHS using the
geographic umiC 1om the operational division AD with
program responsibality for the full mvestigation that the CHS 1s supporting The request to
conduct operational activity mmst be documented 1n accordance with approval and notifications
requurements detadled m subsection 19 4 . "Documentation Requurements for All CHS ET

Operational and Commumcation Requests,” and other relevant subsectons of this PG The
approval 1s obtamed using the hwmkﬂuw mn the carcumstance of a Legat

operating a foreign CHS. the category 1s most hikely “Foreign Resident

(S//NF) Pnor to a LEGAT s or an ALAT s external dissenination of information that was
obtamed from a CHS assigned to the LEGAT or ALAT and 1s related to a pending FBI crimunal
or natonal secunty mvestgation. the information must be reviewed by the appropnate 10D wmt
and the affected FO squad. task force. or other FBI entity to ensure that the information 15
deconflicted wath other known information and 1s of value to intended reciprents. The 10D
peographuac umit and affected FO(s) must respond to the LEGAT request to review the proposed
dissenunation no more than five business days from the time notification 1s sent by the LEGAT
otherwise, the information 1s dissemunable through an approved FBI dissemunation process

198.1. (U/FOUOQ) LEGAT or ALAT Access to a Field Office CHS File

(LYFOUO) Whenever an FBI CHS resides or 1s located m a forergn country for 60 or more
consecutive days. the FO assigned to the CHS should coordinate with the country’'s LEGAT to
deternune whether the LEGAT or ALAT should be provided admamstrative access to the CHS
file. Thas designation 1s discretionary and 1s deternuned by the FO based upon the type of CHS
reporting. the host country threat level. and other relevant operational factors related to the CHS

199, (U') Emplovee Travel Related to a CHS Operation

[S//NF) If an employee travels to a foreign country in connection with the operation of a CHS
the employee must send the following information wath action leads to the appropnate

operational dovision HOC . IOD peograpluc unit, and Legat(s) mn an SAC-approved EC. with a
reference to the separate £

2 If the mavel involves a non-agent emplovee the appron g official must consider not only secunity risks related to
the in-country environment, but also operabonal nsks associated with mteracting with a CHS in a controlled o

public settimg
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" (UFOUO) Official Burean name or AFID®™

o (UWFOUQ) Purpose of ravel (e g . meetings, CHS debmiefmgs )

e (S//NF) Cover status, 1f apphicable

o (U/FOUQO) Probable minerary (1 e | ravel schedule, flight numbers. hotels)
e (U/FOUO) Passport type, number, and expiration date

e (U/FOUQ) Previous travel to country (including permanent assignments. TDYs, and
personal travel)

o (U/FOUO) City or location where the employee may be operatiomally active

e (U/FOUO) Time penod of operational actvity

» (U/FOUO) Hotels used operationally

e (U/FOUQ) Cellular telephone to be used and anticipated use of any techmcal equepment

e (L/FOUO) Whether the employee will need access to or assistance from the station, an
embassy, or a consulate

(U//FOUQ) As soon as known. flight and lodging stimerary must be provaded to the operational
division HOC and the Legat

(U//FOUQ) The EC must request country clearance from the Legat and provide detals on the
purpose of the official travel (see Bullet 2 above) Separately. the emploves must submat 2 DOS
electronic country clearance (eCC) via the Internet through the DOS s Web page. Specalic
requurements for obtaimng country clearance are provided on the JOD Intranet site

(S/NF) The emplovee should outy i [N
—amw foreign nanonals often process the request form
(U//FOUO) The employee must also complete the mlerml_

(U//FOUO) The above employee travel request and approval commumcation content must be
classified as appropnate for the mvestigative activity to be undertaken and 1t must be senalized
mnto the substantive invesngatve file the employee 1s travelng to support

199.1. (S5/NF) Special Agent Undeclared Travel

(S/'NF) The purpose of thus subsection 15 to establish a2 means to meet with and debnef an open
CHS n a fore1en country whule protecting both the CHS s and and the SA s USG afiliatons In
this regard. the below-descnibed actnaty 1s not undercover activity. since 1t 15 not designed to
collect ntelligence or obtain evidence trom a subject of an vestigahon or 10 ENZASE 0 ANV
operattonal activity. ncluding CHS taskings Rather. 1t 15 conducted i furtherance of an open
CHS file supporting a domestic mvesngation. and the activines are solely related 1o debnefing
and adnumstrative support of the foreign-based CHS  Agents must be cogmzant that actmary
under this subsection 15 authonzed pursuant to ET CHS authonties and 15 not governed by other

= As noted earhier w the section. all provisions of the PG apply unless stated otherwnse Nevertheless if 15 mmportant
to emphasize that subsection ) 2 3. "Non-Agent lovesngatnve Stafl ~ apphes to FBl non-ageni operabonal staff
extraterntonally Moreover -mu-'.: only be used 1o support of a CHS-related meetng or debnefing actoaty
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crmmunal o natvwonal secunty ET opetatonal podelnes tor eoployees Therelore. no operaniona

actvity, incloding undercover achaty i pernntted when ttavelmg oo sl fo U Pl ton

(5//NI) In '--\'I'|"‘I"l"'l1'-'| an FRI on VUSIC olyer ive . the necessity may anse (o an SA 1o bavel

overseas in an undeclared mannes o debnel, am, o assess an ahieady open CHS i a foreyym
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o (S//NF) The CHS s subject 1o arest and prosecutson for all violatione of host natson laws

o (S/NF) The CHS, of subject 10 U S law, may be anested and prosecuted for all violations
of S laws unless the violation of these laws 15 authonzed by the FBI

s (S/NF) The CHS may take responsible measures of self defense n order to protect lus or
her own hife o the lives of others These measures. however, may be undertaken only
when 1t 15 not possible 1w obtan protection from LE authormes The CHS muast mzlkee
every reasonable effort to comact and inform the FBI of the self defense measures taken

as soon as possible

« (S/NF) If it becomes necessary. in an emerpency situation, for the CHS 1o paticipate m
an activity that 1s illegal or requures AG approval and for whach the CHS does not have
the proper authorization (e g . a sensiive cucumstance ), the CHS must make every
reasonable effort 1o contact the FBI i advance of the activity i accosdance with the
emergency plan descnbed in the CHS wavel or operations request

s (S//NF) If the CHS 15 arrested or detamned as a result of activities undertaken on belialf or
at the request of the FBI. including OIA  corcumstances may be such that nerther the FBI
not the DOJ can provide any assistance 1n resolving the situation

(U/FOUQ) If the ET admomshments cannot be performed m person secure commumecshon
protocols must be utilized i accordance with subsection 10 2 Electromc Comnmeucations
with a CHS ' After the admomshments are provided. the SA and witness must document that the
admomshments were gaiven and the CHS acknowledged and understood them The
admomshments must be placed mto the CHS s validation sub-file The admonssheents must be
placed wto the CHS file

19.11. (U) Pre-Operational CHS ET Briefs and Planning

(S//NF) A CHS should also be thoroughly bnefed on taskmngs. the commumcation plan wihidle m-
country and upon return to the United States. the emergency commumcation plan. the exfiltraton
plan. and the cover story for the operational travel as needed Other travel-related 1ssues and any
safety considerations should be covered with the CHS to ensure that the CHS s ssnsanonally
aware of the threat environment

19.12. (U/FOUO) CHS Paviments

(U//FOUO) Pavments to a CHS engaged m ET operations must be i accordance with subsection . .
17 7 . “'Payvment Requests " subsection 17 § . “Pavment Approvals.” and subsechon 17 5 o
“Paving a CHS :

1013, (U/FOUO) Emergency ET OLA Authorization

(S//NF) If it becomes necessary for a CHS to participate m OIA that was not foreseen or
anticipated. he or she must make every reasonable effort to contact the FBI m advance of the
actnaty The appropriate operational division. m fum. must make every reasonable effort 1o .
contact the AG or AG s designee 1if the OIA 1 whach the CHS needs 1o parncipate would requere
the approval of that entiry If the advance contact with the FBI and'or DOJ 15 mot feanble mthe
fnrrufanumnmrmdmumh&nrphwnlnﬁwwhm“_dﬂ.ﬁ
operation where national secunty would be senously endangered. the CHS nay pamicspate m the
OIA so long as he or she does not take part . and makes every effort to prevent. any act
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ﬂm An act of violence 1 any activaty that mapht canse senous bodily gy to anothe

person. These provissons do not prevent a CHS from takang reasonable sell defense measiaes

an emerpency m order to protect his on her own life o the lives of others Upon leanmg of this
actoaty, the FRIT employee must repont the actiaty 1o the SAC as soon as possible The SAC m
e, mwst subiat the report o the appropmiate operational division HOC 10D peographye unit

and Legat The opevational division HOC pmust then prosaptly miorm the AG or AG s desipmer
if AG approval would have been tequured

1914, (1) Duvation of E 1 OLA Anthorzation and Keguest for Renewal

(LVFOLO) Approval for any CHS ‘s particrpation m ET OIA dung a commnal investigation or a
national secunty mvestipanon 1s vahd for a penod of up 1o one vear A request fon renewal of
OIA authonzanon may be submutted prion 10 the expuation of the penod . and there 15 no it on
the mumber of renewals If the need anses for CHS participation m O1A of a different rype
magmtiade, or location from what was approved. a new request must be appioved at the propes
authonty level as set forth in subsecnon 19 7 1 "ET OIA by a CHS m Support of a Nanonal
Secunty Investigation,” and subsection 19 34 "ET OIA by a CHS m Support of a Crinunal

Investganon
19.14.1. () Suspension and Revocation of E1T OLA Authorization

(LHFOLID) See subsection 11 7 . "Suspension of OIA Authonzation ™ and subsection |3 8
“Revocanon of Q1A Authonzabon

19.15. (U) Exemption to Providing Legat Notification

(S/NF) The Legat 1s the FBI s representative in the host country. establishing and mamntaiming
relatonsiaps with both the host country authories and U S LE and intelhgence communities in
that coumtry It 15 essential therefore, that the Legat be notified and made fully aware of all CHS
ET operanons and travel i the host countrv operation

{S/NF) An exemption to providing this nonficaton requures compellng justificanon and internal
FBI approval. as descnibed below  The FO must request an exemption to Legat notfication via
an EC, using the respective operational divisiton HOC s restnicted Legat exemphion case file in
Sentinel Upon receipt of the request. the HOC must coordinate the request among the tield and
FBIHQ entihes. It 1s strongly recommended that the requesting SA seek gundance from the
appropnate FBIHQ it representative prior to prepanng the [ G
ust not be used to request ET operational activiry
hon when seekang this exemption. The EC must include specific facts showing that the
cucumstances of the travel or operation are so extraordinanly sensitive that the Legat s
knowledge of the mveshgation or operation would likely jeopardize the operanon Additionally
the EC must provide all relevant details about the CHS operation that would nommaly be

addressed m the [N

(S/NF) If approved. the CHS travel must be coordmnated directly wath C1A Headquarters through
the operatonal divisson HOC | and the COM must be notified of the activaty iof the COM
notification 15 appropnate for the operational cucumstances

(S/NF) The requared approvals. 1o be 1ssued via EC. for granting an exenption to the Legat
notfication requurement are as follows

* (S/NF)SAC approval
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® (S/NF) Whether specific charpes were brought against the CHS, including the type(s) of
2w Ay
e (S/NF) Detals sunmounding the CHS s participation m the UIA, mcluding the depree and
nature of the CHS ‘s pariicipation and the senousness of the activity in terms of damage
tw hife and 10 property

= (S/NF) Whether the ULA was related to the CHS 's tasking by the FBI. and if so, in what

* (S//NF) Whether the CHS ‘s relationship with the FBI has been revealed or confumed to
any outside agency as a result of the CHS's participation 1n ULA and, 1f so, details of the
disclosure

e (S//NF) Whether any attempt has been made or will be made to intercede on behalf of the
CHS. or whether any request or recommendation has been made to any foreign LE
authontes

» [S//NF) The SAC’s decision regarding whether to continue operating the CHS a
justification supporting the decision and. 1if applhicable, the opimon of the AUSA

(UWFOUO) For the purposes of ET anmunal CHS operations, ULA refers to actraty illegal under
U S federal state or local law and the laws of a host country UTA durmg ET natonal secunty
CHS operations does not include violattons of host country law UIA also does not include CHS

actmaty tasked by the FBI for wiach the FBI was requured to obtain. but failed to obtan, proper
OIA authonzation

{S//NF) Smce the UILA 15 relevant to validation factors. the actrvity must be documented i the
FOASR. The CA may have the option of submutting the FOASR n support of an out-of—cvcle
validation request if there are concemns regarding the CHS s continued use (see

(LYWFOUO) If a CHS self-reports UTA. the CA nmust immediately notfy the Legat. IOD

geograpiuc unit, and the operational division HOC via an EC. If the actrvity descnibed would
have requued AG approval, the operatonal division must notify DOJ

19.19.1. (U) Unauthorized Hlegal Activity Notification to DOJ

(S//NF) For cninunal operations, the operational drvision must promptly notify the AG (o1
designee) through contact wath the AAG for the Cnnunal Division. of any senous violation of
law, or violations of law whach, 1n cnnnunal operations. would constitute sensitive curcumstances
as defined m subsection 19 3 3 “ET CHS Operations in Support of Crimunal Investigations
Involving Sensitive Cucumstances,” by a cnnunal CHS. Thus mcludes senous charges or an
arrest on such actvity by any intemational or foreipn LE agency After consultanon wath all
affected USG entities. the SC will decade what action, iof any. should be taken with respect
1o the violaton(s), short of prosecution. Thas includes the decision of whether or not to contuue
the source relatonshup with the CHS Any decision as to a potential prosecution will be made by
DO on 3 case-by-case basis

{5 NF) For natiomal secunity matters, whenever an FBI emplovee recerves credible information

concermng UTA by a nanonal secunty CHS. whether or not the acnvity ocourred i connection
with the FBI-authonized operation or tasking. the employee must notify lus or her supervisor and
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the SAC The SAC, in consultation with the operational drvision AD (or designee). may
determune to authonze continued participation m that actraty by the CHS m accordance with the
national secunty OLA procedures detaled in this section The requurement to report the UJA w0
the AG (or designee) through contact with the AAG for NSD applies only if the SAC after
consultaton with the ] SC. decides not 1o approve the CHS ‘s particapation m the actrvaty If
the determunation 1s made not to approve the activaty, the UIA must be commumnscated to DOJ
usmg a document sintable for dissermnation

19.20. (S/NF) International Incidents

(S//NF) An mtemational incident 1s defined as any mcident that may potentially damage U S
foreign relations International incidents include circumstances that could have 2 sgmificant

adverse impact on foreign relations or LE activities and affect U S interests anywhere, includng
matters such as treaty negotiations. extraditions. drug mterdiction efforts. and linganion m
foreign. domestic. or intemational courts An mternational cident does not generally mchude
the arrest of a CHS However, a reported amrest must be reviewed to determune the extent of ULA
mvolved See subsection 19 19 . “ET Unauthonzed Nlegal Activaty ™

(S//NF) If a CHS notifies an FBI employee that the CHS was mvolved m an intemational
incident, the FBI employee to whom the notice 1s given must immediately notify the appropriate
Legat, 10D geographic umt, operational division HOC, and. of apphcable, the AUSA mvolved m
the operation of the CHS The operational division HOC 15 responsible for notifymg the AG or
AG s designee of the incident as soon as possible, as well as the CIA and the DOS. «f appropnate

168 .
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0. (V) Confidential Human Source Validation

(LN Unial updated pundance on CHS vahdation standards policy 1s ssued. please vefer o the
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Appendix A: (U) Final Approvals

2% e CN e L e ey T

Primary Strategic Ohjective | P4 Collection
Publish Date 2015-09-21
Effective Date | 2015-08-21
| = -— —- R — EI! e ——ee =
Review Date | 2018-09-21
|
None
Sponsoring Executive Approval Rafael J. Garcia, Jr.
Assistant Drector
Drrectorate of Intelhigence
Final Approval Eric Velez Villar
Executive Assistant Duwector
Drrectorate of Intelhgence
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Appendix C: (U) Contact Information

Dir ectorate of Intelligen e

Standards and Practices [ mif

J Edga Hoover Bunldmg
935 Pennsylvama Avenue N'W

Washmgton [DC 20535

I met € hiefl

Point of € ontact _

Uit
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Appendix D: (U) Acronyms TS el
AAG assistant attomey peneral
AAR after-action report
ACS Automated Case Support
AD assistant duector Dl
ADIC assistant director in charpe
AFID alias/false identification ' i
AFOSI Aur Force Office ;ES;rttal Im*rsugaums_m [ i
= T A o g oS NI RO NRHBEN HIG A R
AGG Attomey General s pmdelnes
AGG-CHS | m:nsam? }Tf:ma'u.’ s Guidelines Regarding the Use of FBI Confidential
The Attorney General s Guidelines for Domestic FBI Operations
| The Attorney General s Guidelines for F;:fem.l’ Ewe_m; af frrTﬂs_njfa;wn___
Undercover Operations

| Advanced HUMINT Operation Course

| assistant legal attaché

Asset Management Unit

area of responsibility

assistant spectal agent in charge

assistant Umted States attomey

Behavioral Assessment Team

border crossing card

Bureau of Prisons

case agent

Customs and Border Patrol

Countenntelligence Drvision

chaef drvision counsel

case expendinures

HEEEEEEBEREBERE i

D-1
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electrome commumcation

RIBIEIT|R|B|B|E|2

electromc country clearance

:

The Electromc Commmumcations Pnivacy Act

b
=

electrome survedllance

executive order

Employee Retwrement and Income Secunty Act

IFE

Enforcement and Removal Operations

:

FBI Automated Messagmg System

Federal Bureau of Investigation

Fumance Dhvision

foreygn dissenunation request

Field Intelligence Group

Fumancial Cnmes Enforcement Network

Foreign Intelligence Surveillance Act

Gield office

PP

Field Office Annual Source Repont

:

For Official Use Only

Federal Prosecuting Office

foreign service officer

Field Tradecraft Course

EHE

=

Federal Travel Regulation

D-3
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HOC
HEAT

HOC
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| HUMINT Coordination Center

| HUMINT Evaluatsm and Assessmment Tean

E

HUMINT Operations Center

HQ | headquarters - |
E HSI Homeland Secunity Investigations __ iy jj_:

HSRC Human Source Review Commuittes
- L i
| HSVR + Human Emur{: Validation Report "
| HU“-lI'H"I human mtellhipence TS _._-I

IJL intelligence analyst R '
| LMJ | [ntermational Af{mn {Jﬂ'lrr T 2
| IC s Intelligence [cmmnmm
| ICE - Iumuplal:m and Customs Fntn:rrrﬂnrm
E mtelligence u;;:n‘u;a:ﬂu report B |
™MF [ntemational Mnnﬂa_I.'- Fuod -
| INR Bureau of Intelligence :md Rnrm & i J
[0 | eligee o _ J
i 108 Intelligence Oversight Board el i
lIﬂ;D lulmnt:mm! D|J-t“.l:l-hm1‘:. Drvision

[RSU | 1!r|!|1r.'rm e F'Ltw“u Eil_';:l'l.q]]}m'l Unut |
F——-—--- uuﬂmnmm] terTon s

JTTF Jount Tfnu.;ir-lam Task Force

LE jaw enforcement Bk i
EE;EAT ¥ legal Ir;EI;IL:c-t:IIT:ul;

Le-m'r legal artache (office) g

[ EQ _1;1x enforcement officer
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Appendix E: (U) TS/SCI CHS Reporting

() Overview of [

(UFOUO) Il the FBI record management system established to mamtam mformation
reported by a CHS that must be cateponized as Top Secret (TS) or Sensitve Compartmented
Information (SCT) [ used m conpunction wath Delta, provades all FBI employees who
receve TS and SCT information from a CHS wiath the capatality to document, handle. store and
access the mformaton

(1) Requirements and Procedures for the Use of ||

(UHFOUO) [l must be unlized to document and store TS and SCI mformation obtamed from

a CHS. The procedures for requesting access tu-'.md maimntamng CHS reporting i the [T
system are provided on lhriul_mwt page

(1) Requirements for Closing a CHS File/Folder in ||

(UWFOUO) When a source 1s closed. his or her[JJlifolder wall be marked as closed. and details
about the closure of the source will be entered into -'I'hr-r.murr folder wall be marked
with an electromic flag tn-aml moved to another location within |1 vse a
SharePomnt-based computing service to store closed sources. Any source folder for a closed
source st be moved to the [l SharePoint RCS within one vear of deactivation The CA 15

responsible for ensunng that deactuvated source folders are moved to the SharePoint RCS
HPMLU wall conduct a nannual review

E-1
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Appendix F: (U) Service Agreement

Mandatory Language:
SERVICE AGREEMENT

Whereas the Federal Burean of Investigation. hnrlﬂhl!ﬁhﬂﬂhlﬁl!ﬂl,ﬂtﬁ!
lawful investugation reparding activities on the pan of mdividuals engaged i the violaton
vanous United States (insert type—e g crimmnal) stabutes

Whereas (CHS's payment name ) 1s m a position to and 1s willing 1o furmsh assistance 1o the FBI
n its mvestigation, and

Wheteas the parties hereto desire 1o record thew respective mterests and obligations
Now_ therefore, the parties hereto agree as follows:
RESPONSIBILITIES OF PARTIES

In furtherance of the poals of the aforementioned investganon. (CHS 's payment name ) wall
provide information on the (msert program type—e g, cnmmnal) actrvities of vanous (insent type
of case—e g white supremacy and/or domestic terronsm subyects)

(CHS's imutials) wall not participate m any unlawful activities, except insofar as the FBI
deternunes that such participation 15 necessary to this mvestigation and the FBI expressly
authonzed these acts. It 1s understood that any such violations of the law not expressly
authonzed by the FBI may result in the prosecution of (CHS's payment name) The FBI does not
have authority to make any pronmuse or commutment that would prevent the government from
prosecuting for illegal acts which have not been specifically and expressly authonzed by the FBI

(CHS's imtials) will not imtiate any plans to commut cnounal acts. nor will be or she pamcpate
in any acts of violence If he or she 15 asked to participate m any act of violence or learns of such
plans. he or she will attempt to discourage those plans or acts and will promptly notsfy the FBIL

(CHS's umtals) 15 not an employee partner. member of a jowt venhure. associate. or special
agent of the FBL nor will he or she identify hum- or herself or hold hum- or herself out to be such
Notwithstanding this provision, (CHS ‘s mmtials) may be considered an employee of the Unsted
States government, as defined m 28 Unted States Code (U S C ) Section (§) 2671 for the hmsted
purpose of defending civil claims ansing out of allegations of wrongful or neghgent acts os
omusstons related to any actvaty conducted by (CHS's payment name ) m furtherance of the

aforementioned mvestigation

(CHS's payment name ) shall have no authonity, actual or imphed. 1o obligate and 'or bund the FBI
to any contractual duty and’or obhgation. and any obligations so made are the sole obhgations of
(CHS's payment name) and not of the FBI

It 15 understood that the FBI at 1ts sole discretion wall control all mvestigative activities,
meluding any decision to ternunate this investigaton

LIABILITY OF PARTIES

It 15 expressly mdemtmdlhatdmfﬂlmmuspﬂhyuhﬂﬁyhmm
name) for anv income loss, hmm;rn&smnﬂmu‘puﬂmtw
personal damages, property damage. or losses winch may anse as dwect or

F-1
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~ of (CHS s payment name) providing voluntary cooperation m furtherance of the aforementioned
mvestigation (CHS's payment name) aprees to hold hamless the FIBL s apems, employees.
and contractors for any and all habality for damapes resulung duectly on induectly there fiom,
except as set forth m this agreement. This provisson shall survive the exparation on termnation of
thas agreement or of the mvestigation

The habahty for any neghgem acts of the FBI and its apents. employees. and contiactors will be
bome by the FBI The hability for any neghgent or wallful acts or omussions of (CHS 's payment
name) 15 the sole responsibihity of (CHS 's payment name) However, (CHS's nutials) does not
warve the nght o claum to whach (CHS s payment name ) may be entitled under the Federal Tort
Clasms Act This provision shall survive the expiration or termunation of this agreement or of the
mvestigation

CONFIDENTIALITY

(CHS s payment name) will in no way reveal the confidental and sensitive nature of thas
mveshgation or wdenify any FBI agents to any unauthonzed person or persons, and further, wall
not undertake any publication o1 dissenmunation of any information or matenal that results from
this mvestigation without the pnior express wntten authonizanon of the FBL Thus provision shall
survive the expmration or termmation of thus agreement or of the investigation

DURATION OF AGREEMENT

Ths agreement shall commence on the date of acceptance by (CHS 's payment name). as
signified by subscription of hus or her signature hereto. and shall continue as long as the FB]
deems that the services of (CHS 's payment name) are requared. however, the agreement shall not
exceed twelve months from the date of acceptance (A time penod such as 90 days or 6 months
from the date of {CHS s payment name) signature may be added. if a shorter termunation date 1
deswed ) Thus agreement 1s subject to a six-month review and deternunation for continued
services Thus agreement may be termunated at any tume, by either party. and for any reason by
delrvery of a wnitten notice to ternmnate If exther party 15 unable to provide wnitten notice of
termumation. oral notice of ternunation may be given to the other party, provided that after orally
termunating the agreement. the ternunating party creates a wniten document detatling (1) the date

me, and recypient of the oral termunation. (1) the method by which termunation was conveved
and (1) a summary of what was said to termunate the agreement

Tlus document constitutes the full and complete agreement berween (CHS ‘s pavinent name) and
the FBI Any and all prior agreements. whether wnitten or oral. express or imphed. are hereby
rendered null and vosid. Modifications to tlus agreement wall have no force or effect unless and
ushl such modification 1s reduced to wrinng and signed by all parties thereto

The representative for the FBI contracting officer in this agreement 15 Special Agent (mnsert CA's
name) (msert division)

“If Applicable” Language:
[1f CHS 15 supporung a UCO. add language detaling the role the CHS wall have in the UCO |

The FBI wall reunburse (CHS 's payment name) for expenses mcurred by lum or her whach are
- deemed by the FBI to be reasonable and i furtherance of thus mvestiganon (CHS s pavment

name) agrees that. prior to mcuming such expenses. he or she wall consult wath the FBI s
representative as 1o the nature and justificanon for incumrmg such expenses (CHS s

F-2
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wntials) aprees 1o provide vendor recepts for these resmbrasements except whese the FBI has )
determumed that obtammg a receipt would endanges (CHS s payment name | or desclose (CHS 5 :
imitials)'s relationshap with the FBI The FBI has the niglt 1o direct (CHS's payient sime) 601 #9

ncur expenses which the FBI deems not to be in furtherance of s mvestigative goals If there g
should be a dispute as to whether an expense was reasonable the FBI contracting officer of e
record wall be the final arbater of that dispaate '

Set monthly payment amount:

The FBI agrees 1o pay (CHS 's payment name ) (insert dollar amount) per month for hes or bher
services telated to ths mvestigation The FBI has determaned that (mnsent dollar amount) per
month 15 commensurate with the value of the information or assistance (CHS's payment e )
shall provide to the FBI If at any ime the FBI deternunes m thew sole discretion that the value
of information or assistance provided by (CHS s payment name ) to the FBI 1s not commenssnate
with (insert dollar amount) per month, the FBI shall termanate or modafy thes agreement Recept
of these funds 15 contingent upon comphance with the obhigation of confidentiality and all
aspects of this agreement (CHS's payment name ) acknowledges that these pavments are taxable
mecome and that he or she 15 responsible for payment of all applicable local state and federal
taxes and/or withholdings

Pavment monthly amount up to designated lmit:

The FBI agrees to pay (CHS 's payment name ) up to (insert dollar amount) per month for us or
her services related to this investigation The amount of these monthly payments wall be
determuned at the sole discretion of the FBI and must be commensurate with the value of the
information or assistance (CHS s payment name) provides to the FBI Recewpt of these funds »
contingent upon compliance with the obligation of confidentialsty and all aspects of thas
apreement (CHS's payment name) acknowledges that these payments are taxable meome and
that he or she 15 responsible for payment of all apphcable local state. and federal taxes and'or
withholdmgs

(CHS's payment name) agrees_ at the duection and under the supenasion of the FBIL to meet

with designated indimviduals. and agrees 1o make or have made by the FBI consensual visual osal

and wure recordings of such meetings and related telephone calls. 1f determaned 10 be safe 10 do

s0 by both parties Further. (CHS 's payment name ) will provide wnitten authonzanen to the FBI

to morutor and record such meetings and conversations pnor to such monstonng or recording e

(CHS s paviment name) agrees when directed by the FBI to testify and furnish all mformation m N

hus or her possession, custody. or control. whach he or she has recerved dunng the course of or iy

related to this investiganon (CHS s payment name ) understands that of he or she tesifies 1 any *':
court proceeding, hus or her idenury may be fully revealed and hus or her cooperation with the i O
FBI disclosed to the public and the subjects of the mvestgation N

The FBI does not have the authonty to reduce (CHS s pavinent name ) sentence and the FBI

makes no guaraniees or promuses to (CHS 's uutials) regarding a sentence reducuon. However at
the sole discretion of the FBL the FBI may advise the proper authonties regarding the extent of
(CHS s payment name) assistance and cooperation

By signing below. the parties herewath acknowledge ll:lhyhumﬂ.m-lﬂ
abide by the foregomg statements e
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