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Agenda

Check In

08:30

09:00 Welcome -- Goals and Intent

09:10 .govCAR Introduction

09:30 .govCAR Architecture Under Analysis
10:00 .govCAR Threat Methodology

10:30 Break

10:45 .govCAR Scoring

1118 .govCAR Analysis Overview

11:45 Questions
12:00 Lunch

1:00 Capability Scoring for Protect/Detect/Respond
2:00 Analysis

2:45 Break

3:00 Continue Analysis

Breakouts: Architecture, Threat, Facilitating a scoring session
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Introductions

Introduce yourself

Company/Department/Agency
Role

Interest in .govCAR

What is your goal for today?
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Goals for this Morning’s Training

Provide insight and knowledge to prepare the audience to
read, understand and derive maximum value from the
.govCAR Technical Annex

Deeper technical and methodology training than the standard
30 minute overview




.govCAR goals

Inform DHS’s approach to assisting Departments and Agencies with

insight and knowledge to make prioritized cybersecurity investment
decisions across the .gov environment

Create a threat-based security architecture review that provides an

end-to-end holistic assessment that is composed of capabilities
provided by DHS or the individual Departments and Agencies.

Create a common framework t
architectural choices:

For a shared Federal IT Infrastructure
To inform DHS’s approach for its capabilities

o discuss and assess cybersecurity

To enable Departments and Agencies to make threat-based risk decisions

Be transparent and traceable
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.govCAR: Move to Stronger Risk Management

Threat-based
Approach

Cyber Hygiene

Compliance
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Risk determination based
on performance-based
measures

Risk determination based
on automated asset and
account management

Risk determination based
on checklist
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The Department of Defense Cybersecurity Analysis and Review
(DoDCAR) was created by the DoD CIO, NSA, and DISA in June of
2015 to analyze the existing architecture and Proposed changes and
make recommendations

Developed a threat-based methodology that provided a single evaluation
framework across the full scope (holistic) of the DoD Architecture,
including the DoD boundary and individual services and agencies

Architectural recommendations used to drive budget (POM) and
programmatic changes

.9ovCAR began in April 2017 and leverages the same methodology and
is part of the DoDCAR community

OMB “Federal Cybersecurity Risk Determination Report and Action
Plan”, May 2018 — implement the Cyber Threat Framework to prioritize
efforts and Mmanage cybersecurity risks.
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Why .govCAR?

Are my current cyber security capabilities protecting me
against threats?

If not, where are the gaps?
Am | investing my cyber security budget wisely?

Is there unwanted duplication of security functionality?

What should my next investment be?
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How to use .govCAR

Evaluate architectures of architectures (layered architecture)

Evaluate enterprise architectures and capabilities (vendor
independent descriptions of building blocks, e.qg., firewall)

Evaluate security stack architectures and capabilities
Support investment direction and decisions

Can evaluate people, policy and process capabilities, but has
been primarily used for technology (materiel) evaluation
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How NOT to use .govCAR

Does not evaluate vendor implementations of a capability

Does not provide mission-based/cyber key terrain-based
analysis (no impact analysis)

Does not provide implementation choices
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Impact of .govCAR

Have provided actionable recommendations, backed by extensive data and

analysis, for targeting cybersecurity investments on department and agency
networks, and for DHS services

Provided input for decision-making and revectoring on CDM Phase 3, TIC RA v3.

Cybersecurity Threat Framework mentioned in OMB report: Federal
Cybersecurity Risk Determination Report and Action Plan

Special tasking to determine if there is a clear security distinction for DHS
between using a single or multi-tenant deployment model for MS Office 365

Director for Network Security Deployment at DHS, signed out a memo directing
the NCPS and CDM program to incorporate the current .govCAR

recommendations into the planning and delivery of evolving capabilities (August
2018)

Newly formed CISA CTO using .govCAR results to drive technology
investigations

CISA
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.govCAR Methodology

Threat Focus Architecture Focus

Section 4
Capabilities §
Framework /j—> Scoring ¢ /7 :
— ’ Section 5 ;
Topology f-

v

Heat Map )—' Analysis Sections 2 & 3

Section 6

Recommendations
Affirmations
Observations

Section 7
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SPINs to date

SPIN 5
* Mobile

SPIN4
* D/A Data
Center N\ Endpoint

CISA
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Spin 1-5 Architecture View
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Core Assumptions

Capabilities are deployed and used as intended. Scores do
not reflect the impact of partial, incomplete, or incorrect
deployment of a capability.

A generic architecture is used for scoring and analysis; current
results do not represent a particular D/A.

CISA
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Deliverables

.gov Cybersecurity Architecture

Review (.govCAR)
Technical Annex .gov Cybersecurity Architecture
Review (.govCAR)
Spin 5 Summary and Findings
Version 5.0

December 19, 2018
For Official Use Only
Not to be Published

December 19, 2018
Version 1.0

For Official Use Only

\‘kh’r‘f

ART
f CYBER+INFRASTRUCTURE St
'\I’ “\ l-v’: CIS
“'M: CYBER+INFRASTR .govCAR
D 3% Spin 5 Preliminary Results
11/27/2018
V1.2
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B Additional Materials

Methodology Document
Slick Sheets

Fact Sheets
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ARCHITECTURE UNDER

ANALYSIS
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Data Center Data Flows (Section 3)

Internet<> DC
\ TICAP/MTIPS \

’ Data Center : 3
Close Access
- Agency<> DC
Data Center Protection

Data Center Boundary Protection

Intra Data Center

Intra Data Center Zone

Endpoint/
Workstation

CISA
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Spin 4 Architecture and Flows Relationship

il e

( Internet

_ Intemet> DC

—=Data Center Boundary Protection

Intra Data Genter <
f_/‘\' *

IntrgData Certer Zone ; Data Center

vl
Close Access *
i / Agency<> DC
Ddta Center Protection

Architecture

/5 Endpoint/

Architectural Layers “ Ma_tmy

Sy, Considered to be untrusted — no credit for

endpoint/enclave protections
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Capabilities (Section 3 and Appendix C)

TICAP/MTIPS Spin Description Assumptions

Firewall TICAP/RATIPS Deep Packet Scored without access to clear

Section 3 — List of capabilities in
i P i d : ;
: \ :cinrse'i:;ﬁ'on (DRI} text fraiic payloag dota an architectural layer with an
4____ " e N .
Firewall TICAP/MTIP, 1,3~ _Adds QoS and file Scored without access to clear abbreviated capability description
Enhancements rep ion text traffic payload data
Firewall TICAP/MTIPS w{ Break & 1,3 Scored with access to clear
Inspect\(B&l) text traffic payload data
Firewall TICAP/MTIPS 1,3 | Adds QoS and file d with access to clear
Enhancements w/ B&I reputation text tra load data
\
Architectural Layer ———— 11cAp/MTIPS Capabilities

Architectural Layer % Table C-1.8 - TICAP/MTIPS - Firewall Features
Capabilities Feature Description

GeolP Blockin The source/destination IP address is checked against a vendor supplied
Appendix C - Detailed list and sounce s ng GeolP database and is filtered according to rules in the NGFW/IPS.

Supports custom [P assignment into GeolP groups.

description of the features of the

architectural layer capabilities Deep Packet Inspection is used to identify the application (e.g., Skype)

being used in a session and supports filtering by application. Supports

“F = “Enh " custom application identification. Supports blocking functions w/in
uture” and “Enhancements” are part applications (e.g., file transfer w/in instant messaging).

" Application Filtering

of the “Planned” architecture Protocol Port Using Application Identification enforce that ports are only being used for
Enforcement the intended application.

Architecture layer capabilities have one or more features that are described in a generic
nature (i.e., not a specific product, but generally included in products in that category) and
in sufficient detail to allow scoring for P/D/R against threat actions

CYBER+INFRASTRUCTURE 22
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Spin 4 Architectural Layers &
Capabilities
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Meaning of with and without B&l

e ~75% of traffic to/from D/As is encrypted (mostly HTTPS)

* Need to show the effect of widely-used encryption on
ability to mitigate threats

e Notation:

— “without B&I” - govCAR scoring assumes 100% of traffic is
encrypted (except DNS)

— “with B&I” — govCAR scoring assumes that in some manner clear
text traffic payload is available to the component being scored

* Not intended to imply or endorse the method (e.g.,
Break & Inspect) of decryption — just a shorthand
notation for access to clear text traffic payload
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Cyber Threat Framework

The progression of cyber
threats over time to achieve

objectives
Intent/Resource Dlive PaisiAtenice Monitor /
Development Yy s Exfiltration
OBJ ECTNES Reconnaissance/_ Initial Compromise/ Privilege _’ AlteriDecoive <
The purpose of conducting an Staging Exploitation { Escalation (¢
action or series of actions
Weaponize Installation Defer_'nse
Evasion
Credential
Access
Host Enumeration/
Internal Recon (|
Lateral
ACTIONS Movement
Actions and associated
resources used by a threat = :
actor to satisfy an objective = — Execution
Command &
\‘\\’.\RHUL

uiring counterac o Control
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NSA Adversary Lifecycle Threat

Framework v2.0

Get In
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Reading a threat description
Think like the adversary

Initial The process of executing malicious code (trojans) on a http://arstechnica.com/tech-

Compromise/| ‘Trojan .victim computer withirll a Yictim‘s nt?twork to gain p(larsonal policy/201 l.fO.ZIanonymous—

Exploitation information. Adversaries infect victim computers with speaks-the-inside-story-of-the-
malware (trojans) via remote access trojans (RATS). hbgary-hack/3/

Attacks are broken apart across the framework...
Command & Control (C2) :

N r Commonly used port
g A T

* Lateral Movement : Remote

File Shares
Intent/Resource Weaponization : Delivery : Spear- Initial _ 3
Development :  Add Exploits to  phishing Emails ~ Compromise/ Q Defense Evasion : Indicator
Intent/Resource  Application Data W/ Attachments ~ Exploitation : Removal from Host
Development Files Trojan

Potential actions after

Sample ‘trojan’ compromise* compromise
\‘%‘-{ft

@ CYBER+INFRASTRUCTURE
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Endpoint v Network

Network observables sometimes occur in earlier phases or are covered under

command and control

Being observable on the network does not mean all points in the network (lateral
movement may only be observable on a local segment)

Endpoint observables include strictly host-based activity

V4

/

VA Y,

T B A T

Intent/Resource
Development :

Intent/Resource
Development

Weaponization : Delivery : Spear-

Add Exploits to  phishing Emails

Application Data w/ Attachments
Files

Sample ‘trojan’ compromise

® Not observable on network or endpoint J Network Observable

_VART),
il Iey

N2/

CYBER+INFRASTRUCTURE

Command & Control (C2) :
Commonly used port

L
w

Lateral Movement : Remote

File Shares
Initial ’
Compromise/ Defense Evasion : Indicator o 4
Exploitation : Removal from Host i
Trojan

Potential actions after
compromise

v Endpoint Observable
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Threat Heat map

Heat map reflects prevalence (number of actors) & maneuverability (number
of threat actions available in the objective) of adversary action

Based on open source reporting with data on 63 different threat actor groups
Full list in Appendix B

Documented threat actions map to 143 out of 188 threat actions

Manual process to review reports and map to the threat framework

CYBER+INFRASTRUCTURE
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Stay In
Defense Evasion| Credential Host Lateral
Access Enumeration/ Movement
Internal
Reconnaissance i
Legitimate Credential Account Application
Credentials Dumping Enumeration Deployment
Software
i AT “‘:k;.‘:“ : 15
Binary Padding | Network Sniffing File System Exploitation of
Enumeration Vulnerability
2.0 1.6 2.6
Disabling User Interaction Group Logon Scripts
Security Tools Permission
Enumeration
3.4 3.1 1.5
Library Search Password Local Metwork Authentication
Hijack Recovery Connection | Assertion Misuse
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2.0 2.2 2.6 31
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SCORING
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Scoring Team Members

Architecture / Analysis WG member

Knows capability & scoring procedure; performs initial normalization:
documents mitigation capability

Threat WG member

Knows threat framework; assists in helping team to understand the threat
actions

Capability SME

From organization that owns capability; knows the details of the capability for
determining mitigation; sets score

Communications WG member

Develops understanding of capability and rationale for scoring in preparation
for documenting

Facilitator

Runs the process during a scoring meeting; responsible for overall adherence
to methodology
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Identify — Develop the organizational understanding to manage cybersecurity
risk to systems, assets, data, and capabilities

Protect — Preventative measures with or without detection; near immediate effect

Detect — Passive; identifies use of a given action/technique, results in event data
in cyber relevant time

Respond - Response after actions/techniques successful
Can be detection
Can be analysis
Can be changing configuration

Recover — Develop and implement the appropriate activities to maintain plans for

resilience and to restore any capability or services that were impaired due to a
Ccybersecurity event. (Not scored in this analysis.)
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|dentify —Additional Details

Identify capabilities provide data to develop the
organizational understanding to manage cybersecurity
risk to systems, assets, data and capabilities.

|dentify capabilities may not provide the ability to protect,
detect, or respond to a threat action but enable other
capabilities that do.

|dentify capabilities enumerate the security capabilities,
process, policy and assets under protection.
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Identify Scoring Spreadsheet

CDM
Capability

Score

PARTY
OL—ley

Network Type Owined
Asset Type End| e L e
Data Type CPEH CPES cve T i
VUL Credentialed
Network  Effectiveness L L v L
y Network connectivity is not 100% |Ne twork connectivity is not 100% [Network connectivity is not 100% |Network connectivity Is not 100%
reliable to connect to every reliable to connect to every reliable to connect to every rellable to connect to every
endpoint; falls below s0n¢ endpoint; falls below 90% endpoint; falls below 90% endpoint; falls below 905
endpoint visibility. Gathersthe [endpoint visibility. endpoint visibility. endpoint visibility. Gathers a
same basic host information as small amount of CCE data as a
the agent-based side effect of vulnerabilities,
Network Effectiveness L L L None
Network connectivity is not 100% Network connectivity is not 100% Network connectivity is not 100% [Could | nfer configuration errors
reliable to connect to every reliable to connect to every reliable to connect to every from traffic but does not,
|endpoint; falls below 908 endpoint; falls below 908 endpoint; falls below 905
|endpoint visibility. Gathers endpoint visibility. Gathers endpoint visibility. Gathers
information by inferernce. Not Information by inferemce. Not information by inferernce. Not
100% reliable data. 100% reliable data. 100% reliable data.
CSMAgent-based  Effectiveness s L None s

|Able to deploy the agent on 100%

of endpoints. Reports basic host
information,

Able to deploy the agent on 100%
of endpoints. Constrained to

Able to deploy the agent on 1008

software enumerated in the NVD,

of points. Does not gather
CVE data as a side effect of CCEs.

Able to deploy the agent to 100%
of endpoints. Only meas uring

the CCEs. Agent collects
reliably and reports when it is
connected.

L

L

None

I

Network connectivity is not 1008

|reliable to connect to every

endpoint; falls below 90%
endpoint visibility. Gathers the
same basic host information as
the agent-based

Network connectivity is not 100%
reliable to connect to every
endpoint; falls below 90%
endpoint visibility.

No side effect of finding CVEs
when scanning for CCEs

Network connectivity is not 100%
reliable to connect to every
endpoint; falls below 90%
endpoint visibility,

CISA

CYBER+INFRASTRUCTURE

A A A A A A A A A A A N X XY
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Data Type
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ldentify Scoring Rubric

Identify Data Types

CPE-H - Basic Information concerning the
physical device and its existence,
presence or connection to networks
(platform - hardware and OS — has to be
IP addressable)

CPE-S - Presence and versioning
information of software installed and
enabled on hardware (any software
over/above the OS)

CVE - Understanding of known
vulnerabilities within that Hardware and
the Software it is currently running

CCE - Understanding of the security-
related configuration settings for Software
installed on Hardware

Assumption: Scoring CCE based on what is
available to be configured.

CISA

CYBER+INFRASTRUCTURE

Scoring Values

N/A — capability not designed to
iddentify this type of asset/entity or
ata

None — could, but currently does
not support this type of asset/entity
or data

Limited — provides a small amount
of coverage of asset/entity types or
data; less than 90%

Moderate — provides a moderate
amount of coverage of asset/entity
types or data; 90% to 98%

Significant — provides a significant
amount of coverage of asset/entity
types or data; greater than 98%
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Protect, Detect, Respond (PDR) Scoring

Spreadsheet

Threat ‘Actions’

from the
govCAR Mitigation Framework Stage |
Draft Scoring Sheet NIST CyberSecurity
Framework Mitigation
Objective Functions (section 5.1)
g
g 8
Security i " Threat Action Y Threat Actio
Capabilities for - 7 =EiE e
as-implemented, sy | Detailed Capability | §
: — e i =
as iun;l:-d, and ] Description Lo R Protect | Detect | Respond | Protect | Detect | Respond
récommended To create new on Threat Action Description Threat Action Description
architecture Capabilities, select the §
ire w

configurations e ow of anp

M
P/D has some allowed paths. All actions [ Threat action is permitted but logged.
Logs only persist 1 week

Description

are logged

Logical Groupings
of Capabilities by
Architectural
Layer

N/A N/A N/A L L L

Description
only covers one possible vector

Rationale 0%

B (Enhancement) Description N/A N/A N/A M M M
coverage include additional but not all

Rationale 0% VeRtaG

Score based on
rubric (section
5.1.1)
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Protect / Detect / Respond Scoring Values

N/A — The capability does not have access to artifacts associated with the threat
action or is out of scope for the Spin.

None — The capability has access to the artifacts associated with the threat
action but it provides no mitigation coverage

Limited (L) — The capability provides a small amount of coverage to the given
threat action. This includes cases where

A capability can mitigate an action, but only for a small subset of the possible execution methods for that
action; the P/D/R score will be reduced to reflect the pro-rated contribution for total mitigation of the action.

Coverage is unreliable.

Protect/Detect relies on exact foreknowledge of adversary tools, protocols or infrastructure (e.g., adversary IP
address space or domain names)

Moderate (M) — The capability provides modest coverage on the action. It
includes cases where coverage is relatively reliable but not complete, and mostly
not dependent on exact foreknowledge (e.g., behavior-based).

Significant (S) — The capability provides robust coverage. Coverage is very
reliable, almost complete, and not dependent on foreknowledge.

¢ @- CI S A Tech Annex Section 5.1.1
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PDR Scoring Intricacies

Cyber Relevant Time
Applies to Protect and Detect
Can score ‘none’ for Detect, but have scores for Protect and Respond.

Scoring Capabilities that Require Foreknowledge

Capabilities can score no higher than “L” if it depends on periodic updates to signatures or code.

A similar signature-based capability that is updated essentially in real-time, such as from a threat
intelligence feed, can score an “M”.

A few select capabilities can potentially score an “S” if the prior knowledge is not signature-based,
perhaps utilizing machine learning to generate algorithms for static analysis.

Scoring Capabilities that Mitigate/Remediate Misconfigurations or Open
Vulnerabilities

A capability can score no higher than “L” if it depends on ad-hoc application of fixes.

A similar capability that is updated and can apply patches or restore configurations essentially in real-
time, can score an “M”.

Capabilities can potentially score an “S” if exploiting the vulnerability is not able to affect the
underlying host.

CISA Tech Annex Section 5.1.1

CYBER+INFRASTRUCTURE 39




Non-Materiel Mapping

For non-materiel capabilities (e.g. people, processes, policy), a
modified scoring approach is used.

The mapping process requires making extrapolations and
assumptions about the possible implementations of a non-
materiel capability to provide potential mitigation for a threat
action.

We interpret the non-materiel capabilities in a broad manner,
representing non-materiel capabilities with the largest potential
applicability to threats

The mapping process also assumes that the non-materiel
capabilities have been implemented for more than just
compliance, but can be measured for proper implementation in
support of Ongoing Assessment (as defined in the CDM
Program).
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Protect / Detect / Respond Mapping Values for
Non-Materiel

N/A — No part of the non-materiel capability has been identified
that could mitigate the threat action.

Applicable — The non-materiel capability could be
implemented to provide some level of mitigation of the threat
action.

Tech Annex Section 5.1.7
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FedRAMP to Threat Relationship Example

Threat: Connection of Rogue Network Devices

The insertion and/or use of existing rogue interfaces to authorized network devices (e.g. extra network
interface cards (NICs), embedded infrared, Bluetooth, Wi-Fi, or cellular modems)

Control: AC-4 Information Flow Enforcement | Physical / Logical Separation of Information Flows

r'he information system separates information flows logically or physically using [Assignment:
organization-defined mechanisms and/or techniques] to accomplish [Assignment: organization-defined
required separations by types of information].

Relationship: Protection

Assumes organization-defined policy covers network devices and organization-defined separations
prevent rogue network devices from communicating if connected to virtual machine.

 Mapping Requires Assumptions and Interpretations of the

Controls and Possible Implementations

CPARTAL
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Scoring Assumptions

Assumptions frame and focus scoring and analysis.

Assumptions are sorted into one of the following groups:

Data Center Architectu re, Data Center Capability, Threat Framework, Threat Heat
Map, Analysis, Non-Material Capability Mapping

Examples:

Capabilities that achieve any level of mitigation with respect to Protect, Detect, or
Respond are given at least a score of Limited.

For this spin, the asset being protected in Figure 3 is the Agency Server in the
Data Center (a physical server; virtualization is not used — virtualized Data Centers
are covered by the Spin 3 laaS analysis)

It is assumed that technical controls are in place to constrain administrator
interaction with the internet (e.9. no recreational use or office automation tasks). As
such, 9 threat actions were scored “N/A”.

Tech Annex Section 5.2
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ANALYSIS OVERVIEW

Laurie
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How Analysis Uses Capability Scores

Understand Threat coverage:

What is the net effect of moving from a government or contractor-
owned/operated environment to the cloud?

What is the net effect of all capabilities combined?

What is the difference between capabilities at network boundaries
and the endpoint?

What are the effects of the individual layers in the architecture?
What is the effect of the planned future upgrades?
Where are the gaps in the comprehensive view?

Comparison of capability sets

Future: Cost vs. threat coverage
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PDR Analysis: Capability Sets

7 T ilzlsl N ;
BlE|8 | |2|E|28 | N Enables comparison of threat coverage changes between
2lelel; =|2]|= f' A Y H
/ HHHAAHHHEHRA sets and evaluation of threat coverage on a data flow
| 12181 I3|E|2 (815 (2] W . . .
; THHARHE : K ﬂ “Current” and “Planned”, with and without B&I
Sl [s)8]28]g(8 |s
|88z [£]el8]91z |2 . . .
! AHHHBHEIHE Create new sets as needed using previously defined
HHHEHHHHILE i capabilities or new capabilities
Elad|Eflas| ]| E|a|E|ag <
i il Bl et ) 3
‘,; glalalasldlslalalzds] |
=F N\ SRR AERERT
! DCFirewall curent TICAP ILE \ *-g- o | £ B ES o 3 &
|' DCFirewall En TICAP n %i 5 = 3 = = 5 : v |2 e
!.' DCPassive Sensor a '\“ g E ,§ ; § g E '§ ; cg
| LE Bound ! s L] ;- -
| [oeapBlaist t H\ = = 2B H Z b z E =
" [DCODoS Mitigation h \ 5 g E 2 - 8 g g - E
| [ocacs i \ o ps o |5 [ =) ° = g 1]
| \ i~ o % |© w u % v
|I 0 } v\‘ o . a — S o > o - o>
\ ¥, c (] S &l © c 9 2 |g 3| @
|\ [oCHex GenFirewall wjo b - J y g | 5| |82 5] 8| &5|L8 |50 &
'\, [DCPassive sensor | B y ] &n = &n 2 &n = &ﬂ X &n 2 E(‘J
in Motion w/ B&I 1 # = = = |= F = g b T T = kS
: » Sl BB ElElElElsd 3
= = —— | = = = | = hed
S| S 335;5 = | = ::E:
DCOBFW w/B&l
DCDBAM w/BAI
3Im Behavior Detection (future) " DCFirewall current Ti CAP
DCNetwork Segmentation T T a2 [ DCFirewall Enhancements TICAP
DCNetwork Access Control (NAQ) Ar DC:Passive Sensor
DENAC Enhancements Combined — =
DC:Device Control (CSM) ¢ | / AW DCIPBlacklist
DCFile Integrity =3 i 7 ) O B DC:DDoS Mitigation
DCDevice Health Check ¥ f ¢ r v s y DCACLs
DC:Device Health Check Remediation ra I I .
DCAuto DevHealth Check Remed (Future) 70 I, . 3
DC-Re putation (future) AN DC:Next GenFirewall w/o B& ¥
DCWhitelisting (SWAM) A 0 () O I - A - DCPassive Sensor v v v v
beolli : : e L ' DCDLP in Motion w/ B& -
CIS ! DCWAF/RWP w/ B&I
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PDR Score Roll-Up Calculation

.8oVvCAR Mitigation Draft

Scoring Sheet Db 2
Threat Action Y Threat Action Z
: Protect Detect Respond Protect Detect Respond
W Threaj Action Description Threat Action Description
|Capabilities
A L ) N/A L M None M
1B L *" None L L None L
None S S L S
N/A N/A N/A N/A N/A
None M None None M
— [ = . . y .
S S

CISA

CYBER+INFRASTRUCTURE

Maximum score for Protect, Detect and
Respond is Significant (S)
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PDR Analysis: Aggregating the Scores -

Title of set and

Threat Coverage Roll-Ug

. " “asis” typical D/A cybersecurity architecture w/o B&| Coverage For: Protect, Detect, & Respond LR |
Threat Objective | == . Capabilities in
o
from the Pares | i the set
Framework [T Te— et rape e -n::" g meslnten % ] trenten e _m! Wine/Dacatve | [+ R T T
Corvsiopma-t. Shaging Comprarsivel Uramaration| | Mmersan Comtred (1) (Ctmervation) o B |
e vesmal Efniton. Slun
ervag e | AT | Sewer gy | Tarm | WAt | "==|__ e e R B e :L-;mn curvent TICAF
eyt e b gnn namarstion | Deplymens ot o Pastive Senior
L Machmesty | velrerddity i Sty o Inbousdlowibaund SMTP Per
e [Spwar phinhirg | Tnget paraing | in by e irinm | (isnationof [ Phadceemt | Commteeeh | DotnCompnang | ferwalONNER || o Remote Actets/VPH |
e emat yrtem e Erameiation | vdneratiiag removabic iy Do & Recursive DHS
it s | ey g M| 5 muthomrarive ons praey
Saids B T [ - Wﬁ_hﬁ% prropatit i |
Threat Actions roeedl] i B | e
= Bemcutle | targets web Replace: et | dtiesnicatan | Proces . s Sagest Dats Mtaresen | | o inbousdowtbaund SMTP oy |
from the el v ot o snece s |
Framework. ‘ uu::lw m Trogas. Locel Mtwibig| ke ot eraces o--:' " e L2 et :::mw-m :m“m:':.l.h.l::::;.'.
; T i e e | IS st s
color is from ook ey o [0 -MAANA A lyfic fromes, acoets s SMIP
e it | gt | e G ]y Ty Ty [T | K
Legend and [ st o B e
indicates vl [ S| verems L e Bl :a::::ii:ﬁ.m.a.u.m
. | v - i 1ing [FWAM)
highest level of o | v Bl = - B !
- i G mmaruan. ety sty . . H—
PDR coverage Color Cods Legend £ e o et Asess Commot MK |
.
across all Ll T ] o, [
capabilities in e il R g e |
faon " ;
the set. marerie i B e e
|
1
o Trranation)
Cortom pmeryion | Data bsceied. |
g
Whuitiphe Protooly | 10w Domaine
Laperad.
ke LA WP
i
|
|
Sareftne
petecton
——|
Behasior Delirt.
- lllustrates highest level of PDR coverage across all capabilities in the set.
oty

Goal is not to turn it all green, but to identify opportunities for improvement.
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Mitigation by Protect, Detect and

Respond

Fitlo of sot
CSF Function

Current Enterprise Enabled Mobile De vice to Internet (Protected) w/o B&/

Protect Detect Respond
L =
L]
B
-]
]
{FOLOY)
Threat Actions
Frlmm\:fhe;k Each column represents
ANAWOrE. one Threat Objective
Color is from from the Framework
Legend and
indicates
highest level of
PDR coverage
across all Limited
capabilities in
the set.

Moderate

CISA
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Resilience in Maximum Mitigation
No Coverage | Unique increasing DeptiN

CSF Function Title of set

(FOUO) Current Enterprise Enabled Mobile Device to Internet (Protected) w/o B&/

Depth - Protect Depth - Detect Depth - Respond
W

2 1 1 B EE =

L I

2

BRIE
L

wlraleafr

mlralalplelole]e

|m]mlu~»»mnun»

LI

LI ]

I BN [ B

e 1 TG 0

Threat Actions from the
Framework.

Color is from Legend and Each column represents
indicates amount of one Threat Objective
resilience in Protect, Detect from the Framework
or Respond coverage
across all capabilities in the
set.

In this case, there are 3
capabilities which provide
the maximum score.

CISA
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Unique Bar Chart

Title of set and
e it of PDR
Unique Mitigations by Score for Planned Enterprise functions
Enabled Mobile Device to Internet (Protected) w/o B&lI

for Protect, Detect, & Respond

MAM Enhancements
MTD (Future)

MDM
Each bar represents the

number of Protect,
Detect or Respond
Mitigations that are
unique at the Limited
(red), Moderate (yellow)
or Significant (green)
level.

MDSE (Future)

MimM

MAV (Future)

0 10 20 30 40 50 60 70 80 9 100 110 120

| Limited Moderate Significant

(FOUO)

CISA
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PDR Analysis: Comparing Sets with

functions listed

Coverage Map T

Coverage Change from "as is" typical D/A cybersecurity architecture w/o B&l to "to be" typical future planned D/A
cybersecurity architecture w/o B&I For: Protect, Detect, & Respond
Sy in

T )
Fha Based On Compansen of The Follawing
< . e B - Peopagus | hasns Pl 4 it
ket R msurce - Waemenimtion | Dy i naallation el [ Wmranian | Gommared & Comtrot i WissalBuasben | “a1 13- Fical DIA cbere curity arhetesture
[Reem— Farimrnie et Bemun ]
Duvalopmant Snging Compeomise | et B M mant L= 0t restiony! wio BRI
Sl imtarmal aditisti —| o Firewall cument TicA®
Dhrritned O
Spaar ghinhing Tangens Voreing s ek i)
m—— il dserier OB | o Passive sensor
o ot TR Py - L
o Ry & Memote Acers/VFN Capab“'t'es in
Mt

= Mecurive DNG

Threat actions o . Dk sy the sets

& Mot GanFirewall luture wio K1
= WEE
7 © Passioe Semuer
with no < Inbowmd fouthound SMT? rosy

change have = Ferunivs Dl

o oS ey
o - © EY combined [collector, SILE & Analyties)
been blurred harming Lagbeatomatn o 3 Semvor Combined Capabiity (/o P -
o E1A Active Senvor {175}
Sngiusr = | & Domain Gen Alg (DGA] Analvtic
i ) @ EXE-MAMA Anslytic (SMTP anly)
ComeREm | © D*wre Conmi (CSM0
& Tils Wbegnty
| & Device Health Check
Betea e Mot ik Lol athon fan Derisl of Service ® Device Health Check Remediation
m‘lﬂﬂ *amaval from s rypton Loeel yriee & Whabelsn bimg [ W AM)
ook | o Mot IM/FW
npholt We st Indiator © Metwork Segmentabon
Aciwns Comtroi W ervoeval v o Metwark Access Contrel (NAC)
"o be” hpical future planned DfA cyberiecunity
- wfo RE
(BRI Wnwler o Firewall future TIC

& WCF sembined (TI0)

] & Passive Semar
_F—Man- e bncrypaed I8 SMTP Provy Combined [T16]
Lauanch & DD (Furure}
& Memete Aucess (VPN combined
[Ee—— | Eaphoiation of © Recun i DHS
[y Vo it 1o 0 o Auth DMS Pravy Combined
Urcoarresety Lived. o Mest Senfirrmall beture wio BRI
o WEF combined (ageny]
o Parsive Senior
o Aecurive DS
& Auth DS Proey Combined
1 sombined frollectar, SK, & Analyic)
& E2 Seasor Combined Capability (w/o B8
@ B3 Ative Sensor (195)
& E3A Active: Semsor [95) (WIF) no 881

o Domain (en Alg [DGA) Analvic
o EXE-MANA Analyic (SMITPonlyl
© Devoe Contsal {C5M)
o Dewce Mealth (hed
o Auto Dev Mealth Check Remed (Future]
I_ Hox (Huture |

stng (SWAMY

‘aws Net Behavior Detection (futsre |

i Threat action Eplgplomseg et
— b Sepmentation

iened Malicious coverage e ot
—— Hane changed from
Content Limited to

Significant.
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Threat Objective

Threat Action

Heat map score
for the threat
action

Visual value of
heat map score

PDR Function

A

ey eIy W T TEEETT RN W W W s e . . . A A A
JI DO 2 -
o [ o
ap Date
Objective Threat Action Heat Map Heat |PDR E All Capabilities | All Capabilities E
[ Mw £ |"asis" typical D/A| "to be" typical E
] S c;'r:a:r:tecum\; D;::ur:e planm:ﬁ i Capability or
architectu aps
] s iy Capability Set
v v v v v B&I = =
Intent/Resource Development I source Development 4.0 |Protect N/A N/A
Intent/Re source Development Intent/R e Development 4 4.0 [Detect L | L
Intent/Resource Development  |intent/Resource Development 4.0 [Respond L L
Al Spear-phishing Emails w/ Attachments Protect |9 M S r
Delivery ; ishing Emails w/ Attachmens- i Detect | M 5 : Rollup Score for
Delivery Is;uear-n'-*-" -.ois W/ Attachments Respond [ M s s “Detect” function
|Delivery Spear-phishing emall w/Malicious Link i M M across all
- Spear-phishing email w/Malicious Link 1 M M capabilities in set 2
Delivery ar-phishing email w/Malicious Link A M M
|Delivery Websites b L S A
Delivery Websites 57 |Detect |w L M b
Delivery Websites 5.7 |Respond |'% L S 'y
Initial Compromise/ Exploitation _[Trojan 49 |protect 5 S Difference between
Initial Compromise/ Exploitation _|Trojan 49 |petect L L the capabilities or
Initial Compromise/ Exploitation _|[Trojan 4.9 |Respond S s capability sets
Initial Compromise/ Exploitation |Le mate Access 49 Protect None Nene
Initial Compromise/ Exploitation |Legitimate Access 49 |petect None None
Initial Compromise/ Exploitation qulummnrr-u 49 |Respond L L
4.9 |Protect L L
Persistence 49 |petect None None
Persistence 4.9 |Respond L L
Persistence 2.2 jProtect N/A N/A
Persistence 2.0 |Detect N/A N/A
|Master Boot Record 2.0 |Respond N/A N/A
’Prlvl!ege Escalation |l.a;ithnm Credentials 3.6 |Protect None None
Privilege Escalation Legitimate Credentials 3.6 IDetect None None
Privilege Escalation Legitimate Credentials 3.6 [Respond L L
Defense Evasion Legitimate Credentials 6.2 |protect None None
Defense Evasic it P lone
meeew Greater improvements in high heat threat actions .«
Defense Evasii S
Deferse have more impact on risk reduction o)
nse Sle

CISA
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PDR Analysis: Top Threat Actions

[FOwo)

Objective

Threat Action All Capabilities AllCapabilities
Currentintemet | Planned Internet to
toData Center | Data Center w/o B&I

wada BBy

Host Enumeration/ Intemal Reconnaissance
19 stallation

ion/ intemal Reconnaissance

Sorted by Heat
~ Map Value

NfA

L
'_.‘

L

L

L

L

5 |Respond Only

v_____|Rep & WAF/RWP Enh
e

Rep & WAF/RWP Enh

Host Enumeration/ Intermal Reconnaissance

CISA
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Elzie] |- |- iz~ jafal- |-

o

Extil over C2 channel

Legitimate Credenti
Multi Tenant Side Channel Cache Attack
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B e . e . . . . . . A A A o

"as is" typical D/A cybersecurity architecture w/o B&I

Pre-Event
In @
None (Admin. / Ge:' Ac( E“‘;‘ Stay In (Engage / Access) Act
N/A Prepare) =
Limited fiy
Moderate E‘ 5 i 7 g ‘E
g i S - £
Significant g3 g £ Bl 8 |8 -.g g 3 Threat Obijective
= i = (7]
33 |z S
: g 7 b= Bl c e i e s £ |
Percentage of TTPs with _g Fgifn K= 5. S E S % @ 22wl 2|8 g
varying levels of coverage at c § = % 2 |8l = % = @ % § g g § £ =
different network layers E|e o e £ £ & E a8 |52 £ 8| 3|89
Architecture Protect bt | [ | | . |
Layer TIC Detect | | ; B | Y |
Respond i [ | [ ;
Agency et | ! ! ’ - ! Percentage of Threat
Detect L [ | i i Actions with varying
Boundary Respond I Ty N I | Il | !e;velti of F;:(J\.nrerag;e
] | e . T Tl : or the Respon
Protect I — | _ - : - _ function in Monitor
T Dotect [SmE L _jm I | LN S F (NI WA (Observation)/
Respond | | | L [ ¥ ! i el | | L . Exfiltration Threat
Protect | [ [ | N] B @ NI ' ; Objective
s::e:"::t Detect il o | g al N | B i
pos Respond ' - ; TR W T : |
Protect ' : 5 [ | E '
Agency Enclave i ol ’ ' - i f
Respond i [ | [ | | N | .
Protect LU i L
All Layers Detect | | | |/ L
Respond ] il | || § | |
: PDR Function
i}‘-ﬂ,‘[&t
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LUNCH BREAK

Anyone leaving now see Branko before you leave.
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Workshop Agenda

1:00 Capability Scoring for Protect/Detect/Respond
2:00 Analysis

2:45 Break

3:00 Continue Analysis

3:30 Breakouts: Architecture, Threat, Facilitating a
scoring session
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Goals for the Workshop

Scoring: Apply Rubric, Understand Capability and Threat
pairing

Analysis: Interpreting the analysis views; Lines of investigation;
Creating Recommendations, Affirmations, Observations

Break out Sessions:

Architecture: Architecture decomposition, Capabilities and capability
decomposition, Datasets and Flows

Threat: Reading a threat report, Heatmap Generation
Facilitating a Scoring Session: Scoring Philosophy, Modified Delphi Method

CISA
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CAPABILITY SCORING FOR

PROTECT/DETECT/RESPOND
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Practice Scoring

Apply Rubric

Understand Capability and Threat pairing
Hands-on Practice
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PDR Scoring Rubric

Cybersecurity Framework Core Functions

Identify — Develop the organizational
understanding to manage cybersecurity risk to
systems, assets, data, and capabilities (Not scored
by this analysis)

Protect — Preventative measures with or without
detection; near immediate effect

Detect — Passive; identifies use of a given
action/technique, results in event data in cyber
relevant time

Respond — Response after actions/techniques
successful

Can be detection

Can be analysis

Can be changing configuration
Recover — Develop and implement the appropriate
activities to maintain plans for resilience and to
restore any capability or services that were

impaired due to a cybersecurity event. (Not scored
in this analysis.)

CISA

CYBER+INFRASTRUCTURE

Scoring Values

N/A — The capability does not have access to
artifacts associated with the threat action

None — The capability has access to the artifacts
associated with the threat action but it provides no
mitigation coverage

Limited (L) — The capability provides a small
amount of coverage to the given threat action. This
includes cases where

A capability can mitigate an action, but only for a small subset
of the possible “delivery” methods for that action; the PDR
score will be reduced to reflect the pro-rated contribution for
total mitigation of the action.

Coverage is unreliable

Protection/Detection relies on exact foreknowledge of
adversary tools, protocols or infrastructure (e.g., adversary IP
address space or domain names)

Moderate (M) — The capabilit?/ provides modest
coverage on the action. It includes cases where
coverage is relatively reliable but not complete, and
mostly not dependent on exact foreknowledge (e.g.,
behavior-based).

Significant (S) — The capability provides robust
coverage. Coverage is very reliable, almost
complete, and not dependent on foreknowledge.
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NextGen Firewall
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Feature

Description

GeolP Blocking source/dest IP

The source/destination IP address is checked against a vendor supplied GeolP database and is
filtered according to rules in the Firewall/IPS. Supports custom IP assignment into GeolP
groups.

Application Filtering

Deep Packet Inspection is used to identify the application (e.g., Skype) being used in a session
and supports filtering by application. Supports custom application identification. Supports
blocking functions w/in applications (e.g., file transfer w/in instant messaging).

Protocol Port Enforcement

Using Application Identification, enforces that ports are only being used for the intended
application.

A/V

Signature-based anti-malware

IPS

Signature based blocking of malicious traffic

Rate Limiting/QoS

Up to NN different rate limiting/QoS policies can be applied based on packet DSCP.

Custom Traffic Filtering

Filtering rules can use IP address, BGP ASN, VLAN, DSCP tag to apply rulesets.

File Reputation Check

File hash is checked against vendor supplied file reputation databases. Custom
hashes/reputation can be added. Known bad files are blocked.

File Type Filtering

The file type is identified and used in filtering rules.

DLP (limited)

Data Loss Prevention is performed via pattern-based (e.g. REGEX) content in applications and
files.

CISA
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File Integrity & Application Whitelisting

Capability Description

File Integrity Performs File Integrity Checking by performing a checksum analysis to establish a baseline for each file
and generates events associated with deltas. Performed against a subset of security-relevant files (not
all files)

Application Whitelisting Monitors SW inventory to identify known “good” applications. Denies all, and allows only specified
applications. Protection is limited since some high-risk applications must be allowed.

CISA
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Analysis

Interpreting the analysis views

Lines of investigation

Creating Recommendations, Affirmations, Observations
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Current Enterprise-Enabled Mobile Device to Internet

(Protected)
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Mitigation by Protect, Detect, Respond for Current Enterpris-

Enabled Mobile Device to Internet (Protected)

Current Enterprise Enabled Mobile Device to Internet (Protected) w/o B&/

Protect Detect

Respond
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Resilience in Maximum Mitigation Current Enterpris- Enabled
Mobile Device to Internet (Protected)

Current Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I
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Unique Mitigations for Current Enterprise-Enabled Mobile

Device to Internet (Protected)

(FOUO)

Unique Mitigations by Score for Current Enterprise
Enabled Mobile Device to Internet (Protected) w/o B&|
for Protect, Detect, & Respond

MDM

MAM

MIM

VPN
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Limited = Moderate W Significant (FOUO)
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Layer Coverage for Current Enterprise-Enabled Mobile Device

to Internet (Protected)
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Coverage Change Current to Planned Enterprise-Enabled

Mobile Device to Internet (Protected)

(FOuQ)

Coverage Change from Current Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I to Planned Enterprise
Enabled Mobile Device to Internet (Protected) w/o B&I For: Protect, Detect, & Respond
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Coverage Change Current to Planned Enterprise-Enabled

Mobile Device to Internet (Protected)
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Mitigation by Protect, Detect, Respond for Planned Enterprise-

Enabled Mobile Device to Internet (Protected)

Planned Enterprise Enabled Mobile Device to Internet (Protected) w/o B&/

Protect Detect Respond
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Resilience in Maximum Mitigation Planned Enterprise-Enabled

Mobile Device to Internet (Protected)

No Coverage Unique Increasing Dept
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Unique Mitigations for Planned Enterprise-Enabled Mobile

Device to Internet (Protected)

(FOUO)

Unique Mitigations by Score for Planned Enterprise
Enabled Mobile Device to Internet (Protected) w/o B&|
for Protect, Detect, & Respond
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Percentage Difference by Layer: Current to Planned Enterprise-

Enabled Mobile Device to Internet (Protected)
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Difference From Current Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I to Planned
Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I
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Layer Coverage for Planned Enterprise-Enabled Mobile Device

to Internet (Protected)

(FOUO)
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Best Calculation

-govCAR Mitigation Draft
Scoring Sheet

Dbje -
Threat Action Y Threat Action Z
W Protect | Detect | Respond | Protect Detect | Re

A Threat Action Description Threat Action Description
Capabilities

A L N/A L

N

N/A N/A N/A N,

MNone No! M None None M

- s | B
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M
one L
L None S 5 L 5
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on
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5 s L s |

Significant— 0.9  Protect — 0.4
Moderate — 0.6 Detect — 0.3
Limited — 0.3 Respond - 0.3
None & N/A -0
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Protect Weighted Coverage:

' For each Threat action, calculate
Score * ScoreWeight *
HeatMapValue
Sum all the values for all threat
actions

Repeat for Detect & Respond

Combined PDR Weighted Coverage:

(Protect Weighted Coverage * Protect Weight) +
(Detect Weighted Coverage * Detect Weight) +
(Respond Weighted Coverage * Respond Weight)
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Best calculation

(FOUO) Weighted Coverage (All

Enabled TTPs) E

Sum of all Protect scores * ScoreWeight * HeatMapValue 2

=

\ o

o

[

Capability Mitigation Rollup Layers S 5

e

g

=

Bolaiis o

S o 4 a8

\~a._ o o a
DC:Device Health Check Agency Server Current Internet to Data 99.4 25.4 124.0 84.6

Remediation Center w/o B&l i
DC:Whitelisting (SWAM) Agency Server Both 940 35 94.0 66.8
DC:Device Health Check Agency Server Both 00 9.5 3485 630
DC:WAF/RWP w/ B&l Data Center Zone | Current Internet to Data 60.9 22 58.2 48.7

Boundary Center w/o B&I
»

Combined PDR Weighted Coverage: Combined PDR Weighted Coverage:
(Protect Weighted Coverage * Protect Weight) + 99.4*0.4 +

(Detect Weighted Coverage * Detect Weight) + 25.4*0.3 +
(Respond Weighted Coverage * Respond Weight) 124.0 0.3
= 84.58
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Top Threat Actions
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Privilege Escalation

Multi Tenant Side Channel Cache Attack
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Recommendations, Affirmations,

Observations

Recommendations are suggested changes to the architecture
based on the data analysis.

Affirmations are not suggested changes, but strong statements
showing where the architecture and its capabilities are
providing the intended mitigations and may not need
Investment.

Observations are areas where the data indicates issues, but
the conclusions are not strong enough for a Recommendation
or Affirmation. Further analysis in those areas is warranted.
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RAQ Development

Each analyst keeps notes on what they see

Application Whitelisting provides Moderate to Significant coverage for High
Heat Map threat actions

The bulk of current threat coverage for Persistence and Privilege Escalation is
mitigated by Application Whitelisting capability
Looking across all analysis for themes

Deciding on the messaging:
Have the above as Affirmations, or

Recommendation: Implement Application Whitelisting in the environment to
prevent unknown applications from running.

Recommendations should be actionable and have clear iImpact
It can help to present finding along with the recommendation
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ROA'’s from Today
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Tool Needs Discussion
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Mini Breakouts

Kurt
Topics .

Facilitator

Architecture
decomposition
e Capabilities and
capability
decomposition
e Datasets and
Flows

Ingrid Laurie

e Readingathreat ¢ Scoring
report Philosophy

e Heatmap e Modified Delphi
Generation Method
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Architecture - Composition

Decide what you want to protect/assess
E.g., protect endpoints, protect data center servers

|dentify the use cases/interactions of the protected
element with network source/destination points (e.g.,

Internet)
Include the network source/destination points in the architecture

composition

« Establish logical groupings (Architectural Layers) where
capabilities would be deployed in the Architecture

E.g., Agency Boundary, Agency Endpoint
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Architecture - Capabilities

For each Architectural Layer, identify the Capabilities (things
providing cybersecurity) that will contribute to providing
mitigations for the protected element

Include Current and Planned (and Prospective?)

Consider “directionality” — is the protected element the initiator (source) or
receptor (destination) for a network session?

Capabilities may be grouped if they only work in conjunction with each other

Determine the features (cybersecurity functions) for each
capability
Describe in sufficient detail to remove ambiguity and support scoring
Granularity based on ability to “turn on/off” or configure
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Architecture — Flows/Capability Sets

Flows are the path through the Architectural Layers
between network source/destination points

Establishes the baseline Capability Sets (Current/Planned) based on the
capabilities in the Architectural Layers traversed

Baseline Capability Sets are modified to do layer analysis
Remove capabilities one Architectural Layer at a time

Create additional Capability Sets to add/remove
capabilities for layer or “what if” analysis

May include only a few capabilities to show overlap/complementary
nature
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Parsing a threat report (Example)

“The Initial Compromise represents the methods intruders use to first penetrate a
target organization’s network. As with most other APT groups, spear phishing is
APT1’s most commonly used technique. The spear phishing emails contain either
a malicious attachment or a hyperlink to a malicious file.” (p. 28)

APTL

“The subject line and the text in the email body are usually relevant to the
recipient. APT1 also creates webmail accounts using real peoples’ names —
names that are familiar to the recipient, such as a colleague, a company
executive, an IT department employee, or company counsel — and uses these
accounts to send the emails."

“If anyone had clicked on the link that day (which no one did, thankfully), their
computer would have downloaded a malicious ZIP file named “Internal _
Discussion_Press_Release _In_Next_Week8.zip”. This file contained a malicious
t(execu;table that installs a custom APT1 backdoor that we call WEBC2-TABLE.”
p. 28

“APT1’s beachhead backdoors are usually what we call WEBC2 backdoors.
WEBC2 backdoors are probably the most well-known kind of APT1 backdoor, and
are the reason why some security companies refer to APT1 as the “Comment
Crew.” A WEBC2 backdoor is designed to retrieve a webpage from a C2 server. It
expects the webpage to contain special HTML tags; the backdoor will attempt to
interpret the data between the tags as commands. The standard, non-WEBC2
APT1 backdoor tyPicaIIy communicates using the HTTP protocol (to blend in with
legitimate web traffic) or a custom protocol that the malware authors designed
themselves.” (p. 31)

94

299999999999 999 1119994444444 4442 09 A R A AN



....... I L a4 A & A A A A A 4 A 4 A 1

“The Initial Compromise represents the methods intruders use to first penetrate a target

organization’s network. As with most other APT groups, spear phishing is APT1’s most
commonly used technique. The spear phishing emails contain either a E'1 ) malicious

attachment or a (2) hyperlink to a malicious file ” (p. 28)
(1) [Spear-phishing with Attachments] / (2) [Spear-phishing with Malicious Link]

“The subject line and the text in the email body are usually relevant to the recipient. APT1 also
Creates (3) webmail accounts using real peoples’ names — names that are familiar to
the recipient, such as a colleague. a company executive, an IT department employee, or
company counsel — and uses these accounts to send the emails.”

(3) [Intent/Resource Development]

“If anyone had clicked on the link that de%/ (which no one did, thankfully), (4) their computer
would have downloaded a malicious ZIP file named “Internal

Discussion_Press Release In Next Week8.zip”. (5) (6)This file contained a malicious
executable that installs a custom APT1 backdoor that we call WEBC?- ABLE.” (p. 28)
(4) [Weaponization: Add Exploits to Application Data Files],

(5) [Delivery:data encoded] (6) [Trojan]
More information needed regarding communication methods.

“APT1’s beachhead backdoors are usually what we call WEBC2 backdoors. WEBC2
backdoors are probably the most well-known kind of APT1 backdoor, and are the reason why
Some security companies refer to APT1 as the “Comment Crew.” A WEBC2 backdoor is
des“i/?ned to retrieve a webpage from a C2 server. It expects the webpage to contain special

L tags; the backdoor will attempt to interpret the data between the tags as commands.
The standard, non-WEBC2 (7). (8) APT1 backdoor typically communicates using the
HTTP protocol (to blend in with legitimate web traﬁici (9) or a custom protoco tﬁat the
malware authors designed themselves.” (p. 31)

(7) [C2:commonly used port], (8) [C2: Standard App Layer protocol]

(9) [C2:Custom Application Layer Protocol]

CISA
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Heat Map Generation

Applicability —
Based on whether the use of that action produces artifacts that can be
observed in the cybersecurity architecture. That is, whether the architecture
can defend against the action. Actions that are not observable by the
architecture are given lower applicability scores. (Currently all are 1)

Maneuverability

Based on the number of actions/techniques identified for achieving a
particular objective/tactic. (Log 16 of Threat Actions in Objective + 1)

Prevalence Count
Based on the number of threat actors that used the action/technique.

Heat Map Formula:

Applicability xPrevalence
pp y A

Maneuverability
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FACILITATING A SCORING
SESSION




Facilitating a Scoring Session: Philosophy

We are interested in big muscle movements, not configuration
details.

The Scoring Moderator guides the team through the processes
keeping the team focused on the capability definition, threat
action definition, scoring rubric, and CSF Function definition to
guard against scope creep.
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Facilitating a Scoring Session: Delphi

Method (modified)

Introduce problem
Understanding of threat action and capability

Some discussion, with no positing of scores
Examples of good discussion include:
How reliable is the anomalous behavior detection?

Is the capability only signature based?
What are the facets of this threat?

Everyone silently arrives at a scoring value
Around the room to collect scoring value only.
Summarize and discuss rationales

Arrive at consensus

CISA
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Facilitating a Scoring Session: Art of

Leading the meeting

The moderator should guide through the process in a way that avoids
anchoring.

Get the score and rationale individually, then allow discussions, then
guide to consensus.

Don't start with your opinion. Err on not having one unless information is
missing.

Don’t auto-N/A. Sometimes there are artifacts that are seen.

We advocate, not argue. To advocate you have to have a position and
rationale.

Listen for “facts not in evidence” e.g. someone trying to attribute a
function to a capability (over-exaggerated example — making a passive
sensor have a protect capability)
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Running a Scoring Session: Art of

Leading the meeting

Approaches - list all scores individually; get a sense of the room. Help focus
discussion.

Delphi is not a voting or averaging mechanism. It is a focusing mechanism
and a forcing mechanism to provide info that may not have been in the room

There’s an art to letting everyone be heard, and then if needed, SME
tiebreak. Caveat- SME thinks everything is wonderful.

Develop a sense of the scores against a particular threat action or from a
capability in a broad sense to be aware if there’s a major deviation going on
Host v network
Suddenly giving protect scores
Giving unusually high or low score

Learn team — who needs to be prompted; recognize if someone is spoken
over and then doesn’t speak up again (around the room helps but is time
consuming)

CYBER+INFRASTRUCTURE
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Running a Scoring Session: Time

Management

Leading the witness:
Select a score as a prompt.
Judgement call as to when to use — make sure everyone has spoken
Use as a way to wrap up discussion

When you come to similar threat action — allow air time for
concurrence/disagreements. If they disagree, don’t disagree
with the disagreement. (that poisons the water)

Tactical and Strategic time management
Figure out when its time to finalize score
Know how much needs to get done today, and where you are in meeting that

Don'’t be afraid to park an issue in order to keep moving.

» CYBER+INFRASTRUCTURE 102
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Running a Scoring Session: Discussion

Management

When it feels like you are getting pushback/arguments (and
not advocacy) —

Sometimes you just have to offer a score - are you ok with this? What they
may be trying to get at is something in the rationale.

Do you have a specific recommendation / rationale

Silent room? Call on people
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Running a Scoring Session: Potential

traps/rabbit holes

Google has the answers Stay true to the defined / agreed upon
capability features and threat definition
/interpretation

| know the product Stay true to the defined / agreed upon
capability features and threat definition
/interpretation

Extreme corner cases It's ok not to consider an extreme
corner case

Valid examples seriously deflating A valid counter example may reduce

score the score, but often that doesn’'t mean

bl rmat e EBER o e cant e 8o 7 oo B
the capability provides notl 11Ng
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Wrap Up

Thank you
Electronic versions of the slides will be sent to you.
Please fill out the survey on this training.

Please protect this information:
It is CUI
Encrypt for transmission
No further dissemination

Contact CyberLiaison@hqg.dhs.gov for further questions
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Technical Annex Requests

Request in writing to
Description of interest and intent
Expected users
Use and potential benefit to agency

Requests adjudicated by DHS leadership

* Once distributed
Protect information
Limit access to requested users
No further dissemination
Allow DHS review of derived work
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Topics for Discussion

D/A volunteers to participate in Spin 6?
What can D/As do today?
= D/A Suggested future Spin topics?

108
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Comments/Questions

* Lessons learned from applying .govCAR

Data Architectures
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08:30 Check In

09:00 Welcome -- Goals and Intent

09:10 .govCAR Introduction

09:30 .govCAR Architecture Under Analysis
10:00 .govCAR Threat Methodology

10:30 Break

10:45 .govCAR Scoring

11:15 .govCAR Analysis Overview
11:45 Questions

12:00 Lunch

1:00 Capability Scoring for Protect/Detect/Respond

2:00 Analysis

2:45 Break

3:00 Continue Analysis

3:30 Breakouts: Architecture, Threat, Facilitating a scoring session

pART
S

CISA

CYBER+INFRASTRUCTURE 112

TTTTI T TTITTITEIEIRINITIY ™



Maddddd d dd dd A d A A A 4 A A4 A A A4 DA LA L A LA L DL L LY )

.govCAR Methodology

Threat Focus Architecture Focus
Section 4
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Framework j_’ Scoring e

Section 5
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Section 6
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— — ||| Affirmations
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Spin 4 Architectural Layers & Elements
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NSA Adversary Lifecycle Threat

Framework v2.0
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Threat Framework Host vs. Network
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Threat Heat map

Based on open source reporting

" Includes data on 63 different threat actor groups
Full list in Appendix B

Documented threat actions map to 143 out of 188 Heat map reflects
prevalence/ maneuverability of adversary action

Manual process to review reports and map to the threat framework
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Protect, Detect,

Spreadsheet

Security
Capabilities for

as-implemented,

as-funded, and
as-
recommended
architecture
configurations

Logical Groupings
of Capabilities by
Architectural
Layer
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=
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M
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Threat ‘Actions'

- -vvt"""".'..““‘m

Respond (PDR

from the
govCAR Mitigation Framework Stage i
Draft Scoring Sheet NIST CyberSecurity
Framewaork Mitigation
Objedive Functions (section 5.1)
: ‘; Threat Action Y Threat Actio
i | Detailed Capability i §
wy
Description S| = Protect | Detect | Respond Protect | Detect | Respond
To create new b _g_ Threat Action Description Threat Action Description
Capabilities, select the 5 E
Capabilities entire row of an A O
Layerl
A Description M M S None None L
P/D has some allowed paths. All actions | Threat actionis permitted but logged.
Rationale are logged Logs only persist 1 week
dyer.
B Description N/A N/A N/A L L L
: only covers one possible vector
Rationale

B (Enhancement)

Description

N/A N/A N/A

M M M

Rationale

0%

Coverage include additional but not all

vectors

CYBER+INFRASTRUCTURE

Score based on
rubric (section
5.1.1)
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Key Tenets of Scoring

Use Modified Delphi Method

Establish an architecture frame of reference for the capability
What data flow is being seen by the capability
What actions it can take
What architectural component is it protecting

Understand where you are in the Threat Framework (prepare, get in,
stay in, act).

Focus on the current action i.e. don't confuse multiple actions that are needed for actor
success with current action under evaluation.

Spend a little time to review all the objectives at least. Threat Actions if you have time to
help with this

Understand scoring rubric for P, D and R functions and evaluate one at a
time.

Completeness

Reliability

Foreknowledge

Cyber relevant time — capability “functions” (PDR) before threat actor

SA
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PDR Scoring Rubric

Cybersecurity Framework Core Functions

Identify — Develop the organizational
understanding to manage cybersecurity risk to
Systems, assets, data, and capabilities (Not scored
by this analysis)

Protect — Preventative measures with or without
detection; near immediate effect

Detect - Passive; identifies use of a given
action/technique, results in event data in cyber
relevant time

Respond - Response after actions/techniques
successful

Can be detection

Can be analysis

Can be changing configuration
Recover - Develop and implement the appropriate
activities to maintain plans for resilience and to
restore any capability or services that were
impaired due to a cybersecurity event. (Not scored
in this analysis.)

‘T\R'I.:,,l

¥ CIs

CYBER+INFRASTRUCTURE

Scoring Values

N/A — The capability does not have access to
artifacts associated with the threat action

None - The capability has access to the artifacts
associated with the threat action but it provides no
mitigation coverage

Limited (L) — The capability provides a small
amount of coverage to the given threat action. This
includes cases where
A capability can mitigate an action, but only for a small subset
of the possible “delivery” methods for that action; the PDR

score will be reduced to reflect the Pro-rated contribution for
total mitigation of the action.

Coverage is unreliable

Protection/Detection relies on exact foreknowledge of
adversary tools, protocols or infrastructure (e.g., adversary |P
address space or domain names)

Moderate (M) — The capabi!it?/ provides modest
coverage on the action. It includes cases where
coverage is relatively reliable but not complete, and
mostly not dependent on exact foreknowledge (e.g.,
behavior-based).

Significant (S) - The capability provides robust
coverage. Coverage is very reliable, almost
complete, and not dependent on foreknowledge.
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PDR Analysis: Aggregating the Scores -

Title of set and
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lllustrates highest level of PDR coverage across all capabilities in the set.

CI Goal is not to tumn it all green, but to identify opportunities for improvement.
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