
ServerClient

1
Hello

2
16 Bit Server Challenge SC

3 16 Bit Client Challenge CC

4 Challenge Hash H = SHA1(SC,CC, username)

5 NT-Hash K = MD4(password)

6 ChallengeResponse R = DESk[0..6](H)||DESk[7..13](H)||DESk[14..20](H)

7
R,H, username

8 NTHashHash NHH = MD4(MD4(password))

9 Digest D = SHA1(NHH|R|M1)

10 Auth Response A = SHA1(D|H|M2)

11
A


