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(U) Chapter 4
The Phasedown (1990s)

(U) Overview

€FS/7FK) The 1990s can be characterized by the
phrase “declining resources.” While the worldwide
intelligence target set broadened considerably, the
downsizing of the SIGINT system forced the clo-
sure of several collection facilities. However, as the
priority of the Russian targets diminished in both
size and scope, the countries developing and testing
their own missile and satellite programs increased
dramatically. In 1990 there were almost 240 non-
Soviet, non-PRC missiles of the over 2,000 report-
ed on by DEFSMAC. Missile developments by
North Korea and Iraq were becoming of high con-
cern. There were ninety-one foreign space launches
in 1990, including eight to the MIR Soviet space
station. Of those, there were nineteen space launch-
es which placed twenty-six satellites into orbit,
including three launches by the PRC.%” By 1995, the
former Soviet Union had reduced its satellite
launch rate only from about 120 per year inthe
mid-1980s to about 80 per year.

{F5/F%K> The complex of space-based intelli-
gence collectors that provided intelligence informa-
tion on foreign missile and space actmtles did not
decline significantly. However, st
NSA believed that no more than
should be used for
this was deemed sufficient for the priority Russian
and Chinese FIS missile and space targets. The clo-
sure of the land-based telemetry collection loca-
tions suffered more. The most significant closure
was HIPPODROME, a location primarily targeted
agamst Russmn missiles from KYMTR and against
n_orbiting satelhtes Also the three

PL86-36/50 o

losures further reduced
coverage 0

still operated thellaie

ity (but te losed itin 2001). The IRy

also closed in 2001 and

USAF-operated _{facility
cosed in 1995. erated i

acnhtv in remained open in
the 19905 but close in 2001. Only the USAF

facili

remained open
after 2002.

£6) As is often the case during periods of declin-
ing resources, several studies were conducted dur-
ing the 1990s to review the activities of the U.S. FIS
community of collectors, processors, and analysts.
This was occurring across the board in the
“Technical SIGINT" area, a term that had been
developed to cover the FISINT, ELINT and PRO-
FORMA areas. One of the most comprehensive was
conducted under the umbrella of the Associate
Director of Central Intelligence for Military Support
(ADCI/MS) in 1997. The review concluded

.. that Technical SIGINT 1s in serious
trouble due to resource adjustments
and cutbacks. If aarrent deficiencies
are not rectified. the results couldd
be disastrous for weapons-related
Joreign instrumentation
FI1S)™

signals
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Transmitted signals associ:
-operauonal deploymen

military or:civilian| iappl ations’ Telemetry, béaconry, vxdeo 3 .
'data Imks, trackmg/armmg/fusmg/command signals s 59 Fig. 141.
i Technical SIGINT

Intelhgence derived’ from torelgn non-communications ;
electromagnetic radiations: RADAR, ‘missile guidance, missile
seekers, (¥ mmand and (0 ‘ol (Pmtm ma), altimeters, '

Figure 141 shows the definitions of FIS and ELINT,  tributions and relationship of Tech SIGINT to the
used by this group, and figure 142 shows the con-  other intelligence disciplines for weapons systems

Tech SIGINT is the Foundation of Tr uth
for manv Weapons

OPEN SOUR : WhIM%GIERYl K? :
"OPE IRCE J ere should we:look? _ i
4 N & ! When should we'look? : : COM‘INT

Are theylylng?.
: Are they knowledgeable?
/Can we:confirm parts:ofithe/story?
. ‘Arehweigettingithe wholefstory?
‘To.what'system'areithey referring? .
‘Where should we target!collection? —S} Fig. 1 4_2'
: 4 Tech SIGINT is the
foundation of truth

for many weapons.

A ¢ thi ) lylng,’

{Can'we! conﬂrm paris of the/story?:
~Areiwe getting:the:whole story?
_:To what system are they.referring?

¢ thcy lying? X
¢ithey-knowledgeable? |
ve confirm parts of theistory?
Awhat system'are they/réferring?. -
i- Arewe getting theiwhole story?
Who!should|we target for: collection?
; tiworth risking their: lnes"
Caniweldirectithemipro;

] Wluch sysicms shouldiwe! buy?:

|Is! thls ‘fully/capable;:or an *éxportiversion’

“Are {here variants of the systemiavaflable?

Have modifications:been'made since/explojtation?
‘Areithey aware ofithein yulnerabilities?® =
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Other key related studies were
done during the 1990s by the Weapons and Space
Systems Committee (WASSC) of the United States
Intelligence Board (USIB). The WASSC was formed
in 1994 by the deputy director of Central

Intelligence (DDCI) partially because ofthe con-
cern about deteriorating U.S. knowledge for world-
wide foreign weapons systems. These studies are
shown in figure 144. Itis significant to note that
NSA’s FIS analysis and production dollar expendi-
tures dropped from about 50 percent devot-
edto FIS processing) in 1990 ton 1998.

Team Study) (1993)

Studies Since 1990

« GDIP REVIEW OF TECHNICAL ELINT PROCESSING AND ANALYSIS (1990)

+ FIS REQUIREMENTS AND THEIR SATISFACTION (1992)

+ SIRVES EVALUATION OF PROFORMA REQUIREMENTS AND THEIR SATISFACTION (1992)

« REVIEW OF TECHNICAL SIGNALS EXPLOITATION AT S&TI CENTERS AND THE
INTERMEDIATE PROCESSING CENTERS (IPCs) (1993)

« WEAPONS-RELATED SIGNALS: IMPROVING A COMMUNITY PROCESS (also called the Lead

« COPING WITH THE ELECTRONIC BATTLEFIELD: A REVIEW OF TECHNICA L ELECTRONIC
INTELLIGENCE PRODUCTION PROCESSES (also called the TEST Report) (1996)

« FIS ANALYSIS IN THE US INTELLIGENCE COMMUNITY (also called the INTEC FIS Study) (1996)

« RESPONSIVENESS OF THE USSS TO WEAPONS AND SPACE STIGINT NEEDS (in progress)

-6+ Fig. 144. Technical SIGINT Studies, 1990 - 1997
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(U) The Changing Nature of Foreign Missile
and Space Activities

53 While resources were declining, the types
and geographic dispersal of worldwide missile and
space launch locations were expanding at an enor-

mous rate. DEFSMAC had requirs

ition, the long-time inter-
estin Russia, the former Soviet Republics, and the
PRC continued. *° Figure 145 shows a list of foreign
countries, other than Russia, that have missile and
space facilities. Figure 146 is a map of these world-
wide locations, called “Nth” countries for this
graphic. The net impact was a much ereater




graphic dispersal of potential intelligence target
locations, which makes photographic and signal
intercepts (and types of signals) much more com-
plex and difficult. The impact of satellite telemetry
collection can be found in the following from a.July
1998 WASSC report on weapons telemetry:

So far in 1998, RO orcent of TM intercepts
have been collected from overhead.

{83 By 1994 Soviet/Russian missile and space
activities had declined in quantity as well as in pri-
ority. As shown on figure 147, the DEFSMAC
“Period-of-Interest” (POI) announcements for non-
Russian, non-PRC possible events_was almost
percent of the total, although ove:mpercent of the
actual launches were Russian, which speaks to the
reliability ‘mer /] i 0oy

91

based missile technology provided by Russia or
China. This unclassified assessment of the
“Rumsfeld Commission” was supplemented by a

highly classified report outlining the details which
supported their conclusions and added informa-

tion, including the threat from nations not listed
above.'®* Even little Yemen launched eleven short-
range SCUD ballistic missiles, one of sixteen coun-
tries that launched missiles or satellites in 1994.

£8) Although Former Soviet Union (FSU) satel-
lite launches declined significantly during the late
1990s, the Soviets opened a new satellite launch
facility at Svobodnyy. Russia, with the launch of
an SL-18 (a launch vehicle based on the SS-25
ICBM and thus subject to the constraints of
START-1) and the launching a ZENA navigation
satellite in 1997. Itis believed that the Russians
wanted to reduce their dependence on the
Tyuratam Missile and Space Center (TTMSC),
which is now in Kazakhstan. (The former name
used for this facility during

(U) By the late 1990s, ballistic missile threats to
the U.S. came not only from Russia and China, our
Cold War adversaries with long-term experience in
developing missiles, but from North Korea, Iran,
Iraq, India, and Pakistan, all of whom had SCUD-

TOR-SECRETHCOMMNTHTKINOFORNH 26251123~

{8) Fig. 147. 1994 launch events

its initial period of activity
while it was still in the Soviet
Union was Tyuratam Missile
Test Range (TTMTR)). The
announcement of the new
Svobodnyy launch facility was
‘also used by the Russians in
political negotiations with
Kazakhstan on the future
Russian use ofthe Tyuratam
facilities.

(U) The DEFSMAC DESERT
SHIELD and DESERT
STORM Achivities

€S Starting from a recom-
mendation of USSPACECOM
in early 1990, DEFSMAC,
NSA and DIA reviewed their relationships. '** The
result was a Memorandum of Agreement (MOA)
signed in March 1990 between CINCUSSPACE-
COM, DIRDIA and DIRNSA which clarified the
role of CINCSPACE with regard to DEFSMAC
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crisis/war role for DEFSMAC for the
first time."*

T.4(c) One of the

most extensive and significant roles of
DEFSMAC in the early 1990s was the
support it provided to DESER

and DESERT SHIELD. [R®
1.4(c)

DEFSMAC
was able to alert NSA ecrisis managers
who advised U.S. and Allied combat
forces of Iraqi SCUD Short Range
Ballistic Missile (SRBM) missile launches. The
DEFSMAC information was able to give the

his allowed U.S. and Allied
forces to take defensive as well as offensive actions
against the SCUD missile. Over fifty CRITICs were
initiated based on the DEFSMAC information.
Figure 149 shows the overall datg flow for the sce-
nario. Figure 150 is the Project s 86'/5 dis-
play in DEFSMAC that provided the information on
which the DEFSMAC analyst could make judg-

ments, and figure 151 shows the display of the ter-

RIBEE86/50USC 3605 T e e

(TSIISULTK) Fig. 150 [l
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+¥5) Fig. 149. DEFSMAC intelligence role

MECIESIICIIN <vstems also often provided related

92

for DESERT STORM

minal issuing a CRITIC report onsuch aSCUD
launch. The U.S.-sponsored and |EaiG)

or confirming information. General background
information was provided by another DEFSMAC
analyst support system called
which plotted known locations of SCUD missiles
in Iraq. Figure 152 shows such a display. DEFSMAC
later received an award from the NSA deputy
director for operations for its DESERT SHIELD-

STORM activities. '**

—8) Fig. 151. Critic report
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S) Later, in 1992, the important DEFSMAC
role in evaluating foreign missile and space

launches was fu : ‘ y adding DEF-
SMAC to the Missile Event
Conference phone network, sponsored by the

U.S. DoD National Military Command Center
(NMCC). [EI®)

(U) DEFSMAC and Other Management
Changes

) The 1990s started with
R

s director of DEFSMAC, followed
Steven Smith (1992-1994),
(1994-1996),
Davis (early 2000),
decade).

oy

. Boyd D.
pPrIPL 86-36/50 USC Ganct

(U//FOUO) The 1990s started out very well for

DEFSMAC. The Center was awarded the National
Intelligence  Meritorious  Unit  Citation on
December 4, 1990, by the director of Central
Intelligence (DCI) for its accomplishments in the
late 1980s while was the DEFS-
MAC director. The citation states in part that DEF-
SMAC

93

+¥$) Fig. 152. DEFSMAC | basasiad Support Program

responded to the challenge of sustained.
substantial increases in foreign missile and
space activity and demonstrated extraordinary
responsiveness in meeting major new opera-
tional and Intelligence Community require-
ments which extended far beyond the tasking in
its original charter.

The DEFSMAC management team which led this
effort, along with senior NSA managers, is pictured
in figure 153.
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5455 While the rest of the world increased its
missile and space activity, the demise of the Soviet
Union started to have its effect on Soviet/Russian
missile and space activity. In particular, the num-
ber of SOYUZ manned spacecraft missions to MIR
began to decrease. While the Russians still kept
MIR almost continuously manned, there was a
marked reduction in the number of applied military
research experiments carried out by MIR. Starting
inJanuary of 1990, the DEFSMAC Manned Space

Operations Center (MSOC) reduced its fully staffed
L 86-36/50 USC 3605

PL 86-36/50 USC 3605 ith call-in

linguistic support as required. This would be the
first reduction of DEFSMAC activities of the
decade, but not the last. Atthis point there were
about 115 people directly assigned tothe Center
from DIA and NSA. While this area was reducing,
DEFSMAC and NSA support tothe forthcoming
START regime on all ICBMs (at least six types) and
SLBMs (at least seven types) was adding a work-
load to DEFSMAC as well asto the W1 NTPC sig-
nals processing organization. '*®

+6) Inearly 1990 consideration was given to
moving all of Group W, including the W1 Office of
Space and Missiles, but not DEFSMAC, to the NSA
Friendship Annex complex, called FANX, near the
Baltimore Airport. This would have had a severe
impact on DEFSMAC/W1 interactions. A study was
conducted in early 1990 outlining the ramifications
of this move. Atthe minimum there would have
been an $11,000,000 cost to adjust tothe DEFS-
MAC/W1 separation. An additional eight people
would also have been required. A useful by-product
of the study includes a good description of all of the
electronic systems interfaces then existing or
planned between W1and DEFSMAC. (Fortunately
for DEFSMAC and W1, the planned Group W move
did not materialize.) """

€5/7/SH By the middle of the 1990s, DEFSMAC
was still pretty busy. In 1994 Russia successfully
launched forty-eight spacecraft. The rest of the
world, including the PRC, launched seventeen.
There were more than 300 satellites on orbit and
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under control of foreign entities. By comparison,

the U.S. had about 175 satellites on orbit. Foreign
targets launched 484 missiles of all types. Russia
continued to lead the countries in launching testing
and training missiles for a total of over 400 launch-
es. The rest were from sixteen different countries,
of the ninety-two countries that own missiles of
varying capabilities. “*7 In February 1996 Group W
once again reorganized, along with the rest of the
Operations Directorate, and became The Global
Issues and Weapons Systems Group.

) In March of 1992, there was an NSA
Directorate of Operations (DO) restructuring and
the NSA element of DEFSMAC, which had been
administratively assigned to W11, the Operations
Division ofthe W1 Office ofSpace and Missiles
me W41, The director of
t the time, became the
chief of W4 This ga\e DEFSMAC administrative
responsibility for all of the NSA people directly
assigned to DEFSMAC, aswell asthe administra-
tive workload that accompanied such a change. The
primary reason for the DO restructuring was to
form a new Group called “Z” responsible for crypt-
analysis and cryptanalytic processing throughout
the DO. The name of W Group was changed to
“Technical SIGINT and Exploitation.” The major
changes affecting FIS were (1) the formation of Wy
which moved the NSA personnel assigned to DEF-
SMAC from Wito W4; and (2) the creation of the
National Weapons Signals Processing Center,
which consolidated FIS, ELINT and PROFORMA

rocessing activities into one organization.*
as its first chief.”® Figure 154 shows the

revised W Group structure.

653 Also in 1992 a DoD Inspector General report
on NSA raised the issue of the lack of definitive DoD
guidance on how NSA and DIA should share man-
ning and budgeting responsibilities. (A DIRDIA
and DIRNSA Memorandum of Understanding in
May of 1964 had established the general guide-
lines.) A representative of the assistant secretary of
defense for C31 reviewed the topic with NSA, DEF-
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(U//FOUO)Fig. 154. W Group personnel structure

SMAC and DIA managers, and no changes were
made."*?

(€ By the middle of 1993, there was intense
pressure to reduce funding and personnel expendi-
tures within the intelligence community. DEFS-
MAC was not excepted from this scrutiny. A review
was conducted by W Group and included W4/DEF-
SMAC. A considered response indicated that while
some functions could possibly be moved from DEF-
SMAC to other NSA organizations, there was only a
possible net reduction in personnel strength by
three staff position from an authorization ofm
people. The ongoing O&M funding requirements
for computer rental and software licenses of about
year and the procurement funding of
“less than er year could not be reduced.
The R&D funding of about [Htisadiib e five

rears for DEFSMAC modernization (primarily
was felt to be minimally funded at

that lex;el.

-1S) In late 1993 DEFSMAC and the U.S. Space
Command Combined Intelligence Center (SCJ2F)
undertook a detailed review of their missions, func-
tions, and interfaces in order to identify adjust-
ments to streamline operations of the two organiza-
tions. The in-depth review Dby the joint team

FOR-SECRETHCOMNTHTKANOTORN 20261423

95

revealed complex and divergent missions,
driven by different customer require-
ments and a general void of duplicity. "'®
The review only enhanced the relation-
ships between DEFSMAC and SC.J2F.

£8) Also in late 1993 consideration
was given by the deputy director of
Central Intelligence (ADM William O.
Studeman, USN) to making DEFSMAC
the core ofan interagency DCI “center”
similar to the DCI's Counterterrorist
Center, the Counternarcotics Center, and
the Nonproliferation Center. It was con-
cluded that there would not be any
significant gains from that action, so
DEFSMAC remained an NSA/DIA joint
operation with USSPACECOM and Air
Intelligence Agency participation. ™

S) In1994 Wiwas transformed into WoWw,
Space and Weapons Science; and W4 became WoQ,
DEFSMAC. The Gxoup W name was changed to

Deployments.
ing function was transferred to W9T, Target Access.
All administrative support for all of Wg was cen-
tralized in WoG, Group Support. W Group now
included Information Systems (WgqC); Weapons
and Space, now called Space and Weqpons Science
(WgW); ELINT and PROFORMA

Military Applications (WoM); the
program, now called Deployments (W9D), and
Signals Analysis (WgS). Figure 155 shows
DEFSMAC’s relationship to the new W Group and
the other SIGINT Directorate Groups. The DIA
contingent in DEFSMAC reported to the DIA

National Military Intelligence Collection Center.
gPL 86-36/50 USC 3605

Also in 1994, the “B Gnoup
eplesentatwe “position” in DEFSMAC
was changed from a full time “watch” position to a
“call-in” position. In1995 Group W made some
minor organization shifts that did not affect DEFS-
MAC and was renamed as the Global Signals
Technology and Combat Support Group.
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ig. 155. NSA/CSS 1994 organization

£S) DEFSMAC had overgl lectrical commu-
nications circuits to various collection facilities and
users of DEFSMAC intelligence product reports at
the fthe 1990s. Some of these were '—
ﬂnetwox ks that allowed|J gy
organizations to receive DEFSMAC mfonmatlon
and provide information to the Center.”* By DEFS-

(U) Fig. 156. DEFSMAC 30th anniversary
commemorative cake cutting with Duey Lopes,
Director, DIA Central MASINT Organization, and
Barbara McNamara, Executive Director, NSA

96

MAC count, there were ntelllgence and
military organizations that received some
form of DEFSMAC reports in 1993, based on
missile/space launches that year. Only
through automation was the center able to
keep up with its increasingly diverse require-
ments on foreign missile/space activities.

(U//FOUO) Nineteen ninety-four marked
the 3oth anniversary of DEFSMAC, and an
appropriate ceremony was held. To commem-
orate the 3oth anniversary, several photo-
graphs were taken of the operations and intel-
hgence reporting areas at that time; they

ar
26/50 USC 3605

Page 86 TOR-SECRETHCOMMNTHTHIINOFORNA2029 1123




+&) Fig. 158. DEFSMAC mission directors and
operations management work areas

g T \}

™ {_ BTt

. L T ’

iy s, [ N -

LR . b

~+8) Fig.160. Watch operations displays

“£€>In 1998 W9Q became W9D and now includ-
ed the former analytic elements of W1 (W14 and
then WgW) that covered space as WgD5. The ele-
ment that included missile analysis and reporting
(W15 for many years) now became WgD7. Other
functions formerly in other parts of W Group also
became part of WoD. Target Plans became WgD2,
and report dissemination became WgD3. Language
analysis became WgD8, and the Telemetry and
Beacon Analysis Committee (TEBAC) was also
attached to WgD as was the NSA representative to
WSSIC. All in all there were“eople. including

—83 Fig. 159. Typical analyst work areas

4S) Fig.161. Manned operations
transcription position

a few contractor personnel. The original DEFSMAC
data support function was still located in DEFS-
MAC spaces but was now part of WoC, Information
Systems, and in 1997 would become E234, part of
the new E Group, Information Technology
Applications Development and Support. Figure 162
shows the new organization of WgD, still to be
called DEFSMAC.

(U) When itbecame clear that the DEFSMAC

facilities in use on the 2nd floor of the Operations
Building at NSA since 1966 were no longer able to
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(Ul FOUO) Fig. 162,
DEFENSE SPECIAL MISSILE
AND ASTRONAUTICS
CENTER (DEFSMAC) -
1998

be upgraded in place, a new facility was construct-
ed on the first floor ofthe NSA main operations
building and was occupied in 1997. Figure 163
shows the NSA main complex and the arrows point
to the old and new Center locations. The new
Center was dedicated to the memory of Charles C.
Tevis, the first DEFSMAC director. The commemo-
rative inscription reads:

98

Founding Father
First Director
1964-196~
His vision is our reality today
and our inspiration for tomorrow.

(U) Fig. 163. DEFSMAC
locations

0ld Location
2nd Floor So
Hatn Operacq
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(U//FOUQ) Fig. 164. The new DEFSMAC Mission Director’s console;
(U//FOUOQ) Fig. 165. The new Operations Analysis positions - 1998

(U) Overhead Satellite Collection
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1.4(c) “Gap
Filler” site had been closed in April 1991. The other

two_transportable systems in Europe,
PL 86-36/50 USC 3605 were also phased out
of operation in the 1990s. Figure 167 shows the

facilities."” This left only the

(U) Ground Collection

-3 The 1990s saw many significant
changes in ground-based FISINT collec-
tion of missile and satellite signals. One of
the early momentous events was the closing
of the HIPPODROME site at Sinop, [EE)
Turkey, in 1992. (See figure 166.) Sinop
had been the location of the first inter-
cept of Soviet missile telemetry in 1956
and was the largest U.S.-operated FIS
ground site, primarily targeted atthe
KYMTR launch site ESV and space
probe command uplinks, and telemetry
downlinks in the southwestern USSR.
With the reduction of missile and space
activity by the Soviets, a reduction of
the intelligence priority of those tar-
gets, and the ever-increasing costs of
operating the Army Field Station at
Sinop, it was decided to close the entire
field station by 1992."°

(U//FOUOQ) Fig. 166. HIPPODROME facility — 1992

-5y With the unification of West
and East Germany and the closure of
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£S) The PL86‘36/ SUBEI® i craft continued

their outstanding performance on missile tests
throughout the 1990s and were deployed to an
ever-increasing number of geographic areas as
many nations expanded the development of

missiles and tested them onor near interna-
tional waters.

FL 80-30/0U USL S0UD ircraft being a pl'ime

participant. (See Figure 180.)

(U) Sea-based Efforts

PL 86-36/50 USC 3605

. PL 86-36/50 USC
(U) Fig. 181 i




Strategic Defense Command (USASSS-
DC) acting as executive agent. Prior to
1993 the ship had been funded within
the GDIP and operated bythe USAF,
with Electronic Security Command
(successor to the Air Force Security
Service) providing the operation of the

NAIC was the focal point for
ort,

The DEFSMAC role was
portrays OBIS and clearly

"ORRA




108

(U) Fig. 184. USNS Observation Island
(OBIS)

1.4(c) (U) The New, Smaller Signal Detection

Systems
1.4(c)

PL 86-36/50 USC 360

€TS/4S1) In the 1990s there was an even further
expansion of foreign communications satellites,

including several foreign-controlled consortium

that added even more to the B

PL 86-36/50 USC 3605

be tasked to do this g
1.4(c)

general term |ibadibunadcplaced the use of the
terlns PL 86"36/50 USC 3605 SillCﬁ' the

major collection sites at JUEA(®)
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suite operated by the USAF LRI

Squadron. **°

PO BT PL 86-36/50 USC
~Na
i. The 1990s saw an even grealer use of

B leployments than in the 1980s. Table 4-2
provides a list of some of these deployments.

£3) NSA also experimented with|iie 86'/50
equipment to deal with characterizing command
and control patterns from m

that continuously transmit

Page 101




» developed as

a test project ati and was later

tested at [RACY
(U) Collection Summanry

“F5+5H Information on Former Soviet Union
(FSU) missile and satellite activities remained a
high priority during the early 1990s. There had not
yet been much reduction of FSU activity. Fiscal
constraints, however, dlctated the early 1990s clo-

since 1998) and the increased use of the [
and the new |8

site added collection capabilities.

mhe ongoing A
collection activities took on an even more signifi-

112

cant role since they could partially cover these col-
lection losses, and the START agreement in late
1991, where the FSU agreed to discontinue encryp-
tion of missile telemetry enhanced the value of
FISINT material on mlSSlIE testmg Flscal con-
straints, however. wer 5

(U//FOUO) The funding reductions that were
imposed on the intelligence community in general
precluded much development of new field collec-
tion capabilities. One area of automation that did
move forward in the 1990s was the automated con-
trol of telemetry collection antennas and associated

device control (e.g., receivers, demodulators,
recorders). Starting in 1975, Sylvania Electronic
Systems West, which became part of GTE
Government Systems and is now part of General
Dynamics Advanced Information Systems, became

48//TK) Fig. 188. Current collection sites ~ 1998
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the preeminent contractor for automating collec-  opment ofthese capabilities and the lists of field
tion system functions. Figure 189 shows the devel-  computer systems that were used. Note the prepon-

48) Fig. 189. Site automation development subsystem chart
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derance of DEC, VAX and PDP computers used for
the mission control and automation functions.
Figure 190 shows a typical PDP 11/70 computer
configuration used at many of the ground sites. The
project names listed are those used by GTE and are
usually not the cover names used by the govern-
ment. The boxed table insert in figure 183 shows
the government project names.

(U) Fanther DEFSMAC Automation

~S) By 1990 several important additional net-
working and processing initiatives had been started
in DEFSMAC. The NSA time-sensitive computing
environment was becoming more mature as com-
puters were dramatically increasing in power, while
decreasing in size and cost per operation, and DEF-
SMAC could take advantage of these improve-
ments.'3* The computer support inthe early 1990s
had come a long way since the origin of the center
in the 1960s, and distributed computing systems
using SUN_UNIX-based systems were already in
place on PL 86:?9/,50 and the DEFSMAC local
area network | NahaBEAUIU IO This is illustrated
in figure 191, which shows then general data flow in
the center. Figure 192 gives a detailed set of flow
paths and usually shows the project name, its func-
tion, and the computer model number. Figure 193
highlights the modernization architecture that was
envisioned. A reference guide was also prepared
that described the projects in some detail."**

t€) DEFSMAC codified its requirements for
both connectivity and message and data processing
capabilities with a complete study in 1991; these
requirements formed the basis of computer
upgrades for many years. Many of these require-
ments were incorporated into various upgrades of
the NSA National Time-Sensitive System (NTSS)
during the 1990s, particularly a dedicated Tandem
computer processor - L 86-36/50
UNISYS multiprocessor designa.ted PL 86'3/50
Later a distributed processing system designated
Rkl | all the systems together with a

master database, at an investment cost of well over
1.4(c)

(U) Fig. 190. PDP 11/70 computer configuration
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454484 Fig. 191. DEFSMAC data flow — 1991
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~5+-5trFig. 192. DEFSMAC data flow paths planned - 1991
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| Data Systems Division [} “CONEIDENTIAL

- -

— DEFSMAC Modernization

NTSS (CRITICOMM, OPSCOMM, SOCOMM, GENSER)

{63 Fig. 193. DEFSMAC modernization interconnection for the late 1990s
1.4(c)

(U) FIS Field Data Processing

£8) Several of the field collection systems
continued to have improvements made to a
field site capability to process and report
telemetry data, particularly in the FISDI for-
mat, either on computer tapes, or electrical-

ly over high-capacity data communication
circuits, e.g., thhhannel
mAlso, to the maximum extent

possible, the field sites were provided with
equipment that would automate the field
analysis and provide Telemetry Analysis
Reports (TARs) for electrical transmission
to NSA as well as produce FISDI files. Figure
194 shows arepresentative TAR that can be

automatically generated. This particular
R is 3 MMARY AR ‘OMm 14(6)

{8) Fig. 194. Automatically generated TAR example

TOP-SECRET/COMINT/HTKTNOFORNIT2029 1723~ Page 107




118

15 By the early 1990s, the

major_field telemetry processors

and HIPPODROME. Figure 1
shows the rack layout for
Figures 196 and 197 show
the equipment nomenclature and
list the signals that could Dbe

rocessed by the system. The
h equipment was

removed from HIPPODROME

upon its closure in 1992 and used
— Ol‘iih-

(U / FOUQ) Fig. 195.
L) DELF at the
1.4(c)

(BN | cations produced TARs and FISDI com-  and NSA had also installed DELF systems in their

puter data files. ADELF system was also providled =~ CONUS processing centers; they were called

PL 86-36/50 USC 3605

sPL 86-36/50 USC 3605
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SIGNAL LIST

1.4(c)

(8+Fig. 197. 86'/50 signals
PL 86-36/50 USC 3605 - respectively.

Figure 198 shows the DELF upgrade performed in
1990.

(U//FOUOQ) Fig. 198. DELF upgrade in 1990

FOP-SECRET/ICOMINT/TRINOFORNITZUZI T123

+£3) The processors had been
developed by Loral/FWS/EMR i :
the USAF-operated sites at

They were
ased on the R 7511 Frame Synchronization
Unit. One was also installed a

provided to the
replacement and one

I8 system calle

Special Purpose Analysis System (SPAS). Th;%
unit was called TAPSS (Telemetry Analysis and
Processing subsystem). Figure 199 shows an
MGEIEUN The processors  produced TAR
reports and could handle elemetry as
well as most telemetry. They used
PDP and VAX computers, the basis ‘of many field
telemetry processors up until the early 199o0s.

(EEESEIE T 25 all hardware-based signal proces-
sor “cards” and has a printer and graphic plotter for
use at the field site and produces FISDI digital com-
puter data files for use at NSA.

{U//FOUO) Fig. 199. |k 86-3/50
1.4 )
Another field analysis and

PL 86-36/50

reporting system called was in opera-

'y - one was provided to the
PL 63/ Sl is for medi-

um-size locations and produces TAR reports but
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as also purchased by NAIC for
their processing facility and one for the
NSA space signals evaluation laborato-

l'y. 136

-ESASHK) While significant strides
were taken inthe 1990s with respect to
automating the generation of field signal
analysis reports and generating FISDI
data files, a corresponding improvement

(U//FOUO) Fig. 200. Bt 86'3/50

35 Figure 200 shows a
i n 1992.

TTS//TK) In the late 1990s, based on some orig-
inal development work for processors for what is
called the “EVAL” or “evaluation”
1.4(c) eveloped the

processor
for ground-based collection systems Again, the
primary outputs were TAR-formatted reports for
data transmission to NSA and FISDI data files for
the most common satellite telemetry signals.

Page 110

e ere provided with the capability to
automatically forward FISDI files fromﬁar-
gets. FISDI computer magnetic tapes have to be

requested to be forwarded from all the other sites
case by case.

(U//FOUO) Electro-Mechanical ~ Research
(EMR), which was absorbed into Fairchild-Weston
Systems (FWS), then became part of Loral Data
Systems and then part of Lockheed Martin, main-
tained a continuing role in developing autom'ited
signal processing systems up through th
parti LR E 5150 eloped the DF_LF
and ; systems described above. This
type of equipment was often integrated into the
field systems, or operated and “stand alone” sys-
tems at NSA/NTPC or other FIS processing and
analysis locations. When Loral — Strategic Systems
Operation (SSO, formerly part of the WDL portion
of Phileo-Ford) purchased FWS, they attempted to
transfer the FWS capability to the Maryland area,
but many of the key personnel did not wish to relo-
cate. The last two (IR 36/ S vc e built by Loral
in Florida in 1999 using’ some ofthe Florida per-
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sonnel. Lockheed-Martin now owns and manages
the SSO facilities in Maryland. For a brief time
ManTech Real-Time Systems Laboratory tried
unsuccessfully to keep the Florida portion of FWS
going in this very specialized business area. And
most all of the newest generation of FIS processing
equipment is completely digitally based and con-

trolled by computer software modules for each sig-
nal (e.g. PL86‘36/50 BRI | sther than having spe-
cific hardware modules designed and built for each

signal. ZETA Corporation is the leader for this
approach.

(U//FOUO) The former ESL, which became
part of TRW (which became part of Northrop
Grumman in 2002) has along history of telemetry
processing. TRW both built equipment for process-
ing, particularly IEIC S
cessing, and operated a processing facility (DERF).

They were a key contributor
@at a major ground station. The ESL operation
in Sunnyvale, California, also suffered a reduction
in business in the FIS processing area and has now
relocated to a smaller facility in San Jose,
California. NSA phased out the effort fox TRW to

operate the DERF FIS
1.4(c)

, install, and

maintain &)

E-Systems, now part of Raytheon,

(U//FOUQ)
also was a producer ofsignals processing equip-

ment particularl for th

er aft HRB Svstems is also a long-tlme developer of
signal processing equipment (e.g.,
and is also now part of Raytheon - E-Systems. The
capabilities of both HRB and E-Systems were
reduced considerably inthe late 1990s, primarily

due tolack of business in their previous areas of
expertise.

(U) The FISINT Reductions Get Addressed

—53) The demise of the Soviet Union and the real-
location of FIS signal data processing brought

about a significant reduction in funding for NSA

FIS data processing. In1990 NSA was allocated
abou ke 86'/50 for FIS signal processing equip-
ment. This was reduced to abouhin 1995 and

n 1998. Similarly, the analytic work force was
T o

reduced from about
contractor) in 1990 to only about
PL

NSA andigR
eople in 199 NSA and-

PL 86-36/50
Contmctm) with about concentrated on

B

hese reductions caused great concern
within NSA, and the corresponding reductions
throughout the community on FIS and ELINT
resources caused the Associate Director of
Intelligence for Military Support to hold a confer-
ence in 1997 to discuss the situation. The NSA pres-
entation to the meeting showed that the NSA budg-

et for FIS processin systems h’ld dropped from

and # in 1998. NSA's weapons and space
analysis and reporting personnel had dropped from

PL n 1990 to (RN in 1995 and

PL in 1997, including contractor-provided

analysts.

—£3) It was clear by 1993 that the weapons signals
processing and analysis portion of the intelligence
community needed to become more efficient and to
reduce expenditures and effort. A community-wide
study was conducted in 1993 using the Total
Quality Management (TQM) process. Several rec-
ommendations were made for all aspects of the
FISINT (and other facets of technical SIGINT) con-
tributors to weapons signals processing and analy-
sis. This is often referred to as the “Studeman
Study,” since it was initiated by VADM Studem'm
USN, when he was the dept o ] ¥
was “Available resources for
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ofthe south end of OPS-l One of the

£5) By June of 1997 the USIB Weapons and
Space Systems Subcommittee had also completed a
study on Technical SIGINT (F1S, Technical ELINT,

and PROFORMA) that documented the overall -

funding and personnel problems, including train-
ing. The critical natme“

summarized as follows:

1.4(c)

(U) CONUS-based FIS Signal Processing

he major portion of the FIS
signal processing equipment located atthe south
end of the third floor in OPS-1 and in some portions
of the south end of the second floor became excess
to NSA’s needs This included two Cray computers
d in the basement to }JlOCCSS

uilt by TRW/ESL inthe late 1970s, and
° processing.

-5 At the end of the 1990s, the NSA processing
equipment now located in the south end of the
basement of the OPS-1 building occupied only a few
40’ x 40’ bays of space compared to the numerous

bays previously occupied on the 2nd and 3rd ﬂooxs

" d
sed on [ERRRY

which is actually an
1nt End Processor). It
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TS

(U//FOUO) Fig. 201,

used for many years at TRW and at NSA forlB®)
e y) R

telemetry signals. Figure 202 showsj i

in 1991 and still used the versatile FW rame
Synchronizer first built in the early 1980s. (See
Figure 203.)There are g bositions at NSA
The other main system is called E"':
based or{fERCISRElTEIVNIN which processes
“the ICBM and SLBM START regime telemetl y
tapes provided to the U.S. by the Ru ql nq ut-
put of both systems provides data the
FIS signals database and the actual FIS SIgnalq in
FISDI format. The signals also are available to

downlinked [FECISRIIGIVM o distribution to other analytic cen-
~Nars
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tial reporting of Soviet testing of MRBMs, including
SCUDs, using SIGINT and MASINT sensors and
the authorities of NSA and DIA. DEFSMAC was
able to orchestrate the reliable detection and
reporting of Iraqi SCUD activities that was useful
not only for attack alerts but for tip-off to coalition
airborne “SCUD hunters” as well. "+

8> With the expansion of missile and_g

aetiviti many countries in the 1990s, the
; P, Wnechanism, which could bring into play
e —— many airborne and sea-based platforms, became a
versatile and valuable source of information of for-

(U//FOUO) Fig. 203. FWS 7511 Frame eign_missile and space launches. particularly on

ters. Figure 204 shows the overall FIS data flow for
the NSA center.

)
e

«8/751) Sometimes there is infor-
mation to be gained even with what are
considered to be “failures” in colle

: PL 86-36/50
AR S C 3605 .

(U) Important Analytic Results

£8) In 1990 and 1991, the U.S. was faced with a
potential, and then a real “hot war” situation with
Iraq as the “enemy.” Building on the capabilities significant concern generated throughout the intel-
long in place in DEFSMAC to detect, analyze and  ligence community, and Congress on this “intelli-
report on foreign missile events, DEFSMAC wasthe  gence failure.” DIRNSA requested that the director
pre-eminent organization toissue valid CRITICS  of DEFSMAC lead an intelligence community

on Iraii SCUD milsqili. lilliiiim |iiiiﬁi" |Iii I review of tasking policy and procedures for such

~FOR-BECRETHCOMNTHTHIIROFORN2628~4423 Page 113
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important events.™** The resulting
review and analysis resulted in
improving the SIGINT collection
posture applicable to all foreign rest-
of-world (ROW) missile tests. The
results also included a Weapons
and Space Systems Intelligence
Committee (WSSIC) draft docu-
ment for future data requirements
and collection strategym

1.4(c)

were alerted, and most _ha

including telemeti §1-4()
A1.4(c)

DEFSMAC launch report [
Figure 207 shows that DEFSMAC
recognized the possibility of the event bein

Figure 208 shows an artist’s con-
cept of the North Korean missile arsenal,
including the expected Taepo Don

—5) The decade started with the expanded
reporting of Operational FIS (OPFIS)
“TACREP” reports from DEFSMAC to
U.S. Space Command (USSPACECOM) of
Russian operational use of their reconnais-
sance satellites. SPACECOM had encouraged
DEFSMAC/NSA to initiate this reporting for
many years, and had even offered to provide

Page 114 TOP-SECRET/ICOMINT/TRINOFORNITZUZY T123"
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were available to report, and reporting efforts’
required personal attention ofan ever- demeasmg

DEFSMAC workforce. Critical data of this type me

still provided directly to SPACECOM by DEFSMAC"

on operational data and voice channels. Other useys
such as DIA can retrieve the d "En§6'36'59 Usc
as needed. ™+

1.4(c)

HE VIDDILE 1 ASL! An [ntetigelice urnaraiing

additional manpower for the DEFSMAC cen-
ter to accomplish this functien. DEFSMAC wnd'
the USAF Electronic Security Command (EQC) How Réal:a Tireat?

signed an M@®U for ESC to provide WUSAF e v he 193 e o g e by e g g i

ULS. expevtszay they Aediexe'that among  states,® Narth Ko: {173
analysts to DEFSMAC in provide analysis and bt o el o Gt S TS i b e

develur ing mizsiles singc the corly 19605, Lased o Rustian and Chiness

TACRE P Aesigat and bechaolers.

No ril! Koraa (] Arunal

reporting support to the 14
reporting. This was wodified in 1994 to 1educe
the number to Inadequate funding had’
precluded building up this capability at DEFS-
MAC, at NSA, and at the tield FISINT collec-
tion sites, which were decreasing in numbers.
With the demise of the Soviet Union, the pri-
ority of the requirement had diminished. DEF-
SMAC stopped issuing these tactical advisori ies
in 1998, asthe priority dropped, fewer data’

: LRCHE I

s et
inat

L

s

i
b=

LR

(U) Fig. 208. Artist’s concept of North Korean
missile arsenal (“The Missile Trial/ An

Intelligence Turnaround,” Washington Post, T e ‘rwmawl fngas-u Audedigiaat ited ol lagy e
14 January 2002) sl vl gt e e VIRl R
%o Tdimmd g
Rome, 350 miimy Lrnme
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FS/7817/FS The diversity of missile and space
events by the mid-1990s detected and reported by
DEFSMAC in 1994 is illustrated by the facts that

(U) Summary

¥ Information on Former Soviet Union (FSU)
missile and satellite activities remained a high pri-
ority during the early 1990s. There had not yet been
much reduction of FSU activity. Fiscal constraints,

however, dictated the early 199 cosure of HIP-
A4(c

The ongoing
collection activities took on an
even more significant role since they could partial-
ly cover these collection losses, and the START
agreement in late 1991, where the FSU agreed
to discontinue encryption of missile telemetry
enhanced the value of FISINT material on missile
testing. Fiscal constraints, however, were soon to
1 i j ion
ite

consistently provided the “first reports” of new
signals and field analysis of FISINT on satellites

(U) As the expansion of telemetry signals con-
tinued as the rest of the world (ROW) began testing
and launching missiles and satellites, and the use of
telemetry in other areas of intelligence interest also
expanded, NSA prepared a study of expected
telemetry use in the 21st century that could chal-

lenge FIS collection and processing resources. *?

(U) 1990s Lessons Learned
(U) Lesson 1 - Joint intelligence opera-

tions centers really work. The DEFSMAC
(NSA, DIA, and CINCSPACE) success in

Page 116

126

delecting and reporting Iragi SCUD missile
launches during DESERT SHIELD and
DESERT STORM showed the benefits of the
DEFSMAC operations and reporting con-
cepts in “hot war” situations as well as mis-
sile testing activities., This was further con-
firmed at the beginning of the 1990s when
USSPACECOM requested OPFIS support for their
space defense mission.

(U) Lesson 2 ~ You can’t really do more
with less anymore in the FISINT world. The
reduction of operational locations and sys-
tems during the 1990s added constraints to
an already difficult technical collection
problem. This was confirmed in the mid- and late
1990s with the establishment of several high-level
study groups, first under DDCI (then VADM
Studeman, USN) and then under USIB/WASSC in
1997. All of the studies were directed atthe prob-
lems of meeting intelligence needs for technical
SIGINT in the face ofthe declining collection and
processing and analysis capabilities of the commu-
nity.

(U) Lesson 3 — When you change the
focus of previously integrated functions,
vou lose capabilily. The divesting of NSA
tasking of FISINT assets from Group W
component (Wi1) of the DEFSMAC, both
physically and functionally, in the mid-
1990s significantly reduced the SIGINT
tasking effectiveness for DEFSMAC. The
broadening of the NSA Group W charter and suc-
cessive reorganizations of the NSA SIGINT organi-
zations significantly changed the sharp focus that
NSA Group W had previously been able to apply to
FISINT topics.
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	(U/ I FOUO)Fig. 154. W Group personnel structure 
	SMAC and DIA managers, and no changes were made.q 
	CB By the middle of1993, there was intense 
	pressure to reduce fonding and personnel expendi­tures within the intelligence community. DEFS­MAC was not excepted from this scrutiny. A review was conducted by\i\' Group and included W4/DEF­SMAC. A considered response indicated that while some functions could possibly be moved from DEF­SMAC to other NSA organizations, there was only a possible net reduction in personnel strengt~ three staff position from an authorization otja people. The ongoing O&M funding requirements for com uter rental and software li
	year and the procurement funding of ·ess·t an er year could not be reduced. The R&D-nuiding ofabout ver five ~FSMAC modernization (ptimarily ~wasfelt to be minimally funded at 
	that level. 
	--CS-) In late 1993 DEFSMAC and the U.S. Space Command Combined lnte1ligence Center (SC,J2F) undertook a detailed review oftheir missions, fi.mc­tions, and interfaces in order to identify adjust­ments to streamline operations ofthe two organiza­tions. The in-depth review by the joint team 
	-tSt Also in late 1993 consideration was given by the deputy director of Central l_ntelligence (ADM William 0. Studeman, USN) to making DEFSMAC 
	the core of an interagency DCI ·'center" similar to the DCI's Counterterrorist Center, the Counternarcotics Center, and the Nonproliferation Center. It was con­cluded that there would not be any significant gains from that action, so DEFSMAC remained an NSA/DIA joint operation with USSPACECOM and Air 
	Intelligence Agency participation. 
	'tS:} In 1994 W1 was transformed into W9W, Space and 'Weapons Science; and W4 became W9Q, DEFSMAC. The Group W name was changed to Technical SIG . . 1clud
	. . 
	ed the former W9D, Deployments. JNT tasking function was t ransferred to W9T, Target Access. All administrative suppo1t for all of W9 was cen­tralized in W9G, Group Suppo1t. 'v\l Group now included Information Systems (W9C); Weapons and Space, now called Space and Weapons Science (W9W); ELlNT and PROFORM~ Military Applications (W9M); the.­program, now called Deployments (W9D); and Signals Analysis (\<\'98). Figure 155 shows DEFSMAC's relationship to the new W Group and the other SIG1NT Directorate Groups. T
	PL 86-36/50 USC 3605 
	Also in 1 4, the "B Group" 
	• ; • • representative "position" in DEFSl'vlAC was cf,;nged from a full time '"watch" position to a "call-in" position. ln 1995 Group W made some minor organization shifts that did not affect DEFS­MAC and was renamed as the Global Signals Technology c1nd Combat Support Group . 
	19. 155. NSA/CSS 1994 organization 
	-$) DEFSMAC had ove1-lecttical commu­nications circuits to various collection facilities and users of DEFSMAC intelligence product reports at 
	h f the 1990s. Some oft~es~ wer . , ~ _ _ _ 
	networks that allowe • • • ther
	. 
	organizations to receive DEFSMAC information, By DEFS
	(U) Fig. 156. DEFSMAC 30th anniversary commemorative cake cutting with Duey Lopes, 
	Director, DIA Central MASINT Organization, and Barbara McNamara, Executive Director, NSA 
	l'vlAC count, there were lil!lntelligence and militmy organizations that received some form of DEFSMAC repo1ts in 1993, based on lllamissile/space launches t hat year. Only 
	~ 1gh automation was the center able to keep up with its increasingly diverse require­ments on foreign missile/space activities. 
	(U//FOUO) Nineteen ninety-four marked the 30th anniversary of DEFSMAC, and an appropriate ceremony was held. To commem­orate the 30th anniversary, several photo­graphs were taken of the operations and intel­ligence repo1ting areas at that time; they 
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	~ Fig. 158. DEFSMAC mission directors and operat-ions management work areas 
	-fS-l Fig. 159. Typical analyst work areas 
	~ Fig.160. Watch operations displays 
	-f€}In 1998 W9Q became W9D and now includ­ed the former analytic elements ofW1 (W14 and then W9W) that covered space as W9D5. The ele­ment that included missile analysis and repo1ting (vV15 for many years) now became \N9D7. Other functions formerly in other pmts ofW Group also became part ofW9D. Target Plans became W9D2, and repo1t dissemination became W9D3. Language analysis became W9D8, and the Telemet1y and Beacon Analysis Committee (TEBAC) was c1lso attached to W9D as was the NSA representative to WSSIC
	{S.) Fig.161. Manned operations transcription position 
	a few contractor personnel. The original DEFSMAC data suppo1t function was still located in DEFS­
	MAC spaces but was now pait of W9C, Information Systems, and in 1997 would become E234, patt of t he new E Group, Information Technology Applications Development and S11ppmt. Figure 162 shows the new organization of W9D, still to be called DEFSMAC. 
	(U) When it bee.ame clear that the DEFSMAC facilities in use on the 2nd floor of the Operations Building at NSA since 1966 were no longer able to 
	(U//FOUO) Fig. 162. DEFENSE SPECIAL MISSILE AND ASTRONAUTICS CENTER (DEFSMAC) 
	1998 
	be upgraded in place, a new facility was construct­ed on the first floor of the NSA main operations building and was occupied in 1997. Figure 163 shows the NSA main complex and the arrows point to the old and new Center locations. The new Center was dedicated to the memory ofCharles C. Tevis, the first DEFSMAC director. The commemo­
	rative inscription reads: 
	Fo1111cli11g Father Ffrst Directo1· 
	1964-196
	His tiision is · reality tuclay cmd our inspfratio11 f o1· tomorro w. 
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	(U// FOUO) Fig. 164. The new DEFSMAC Mission Director's console; (U//FOUO) Fig. 165. The new Operations Analysis positions -1998 
	1.4(c)
	(U) Oue1·ltead Satellite Collectio11 
	1.4(c) 
	1.4(c) 
	1.4(c) 
	1.4(c)
	1.4(c) 1.4(c) 
	1.4(c) 
	-tEB The 1990s saw many significant changes in ground-based FISINT collec­tion of missile and satellite signals. One of the early momentous events was the closing 
	of the HIPPODROME site at Sinop, Turkey, in 1992. (See figure 166.) Sinop had been the location ofthe first inter­cept ofSoviet missile telemet1y in 1956 and was the largest U.S.-operated FIS ground site, primarily targeted at the KYMTR _launch site ESV and space probe command uplinks, and telemetry downlinks in the southwestern USSR. 
	With the reduction ofmissile and space activity by the Soviets, a reduction of the intelligence priority of those tar­gets, and the ever-increasing costs of operating the Army Field Station at Sinop, it was decided to close the entire field station by 1992. uu 
	-f,S3 With t he unification of West and East Germany and the closure of 
	1.4(c) 
	'Gap Filler" site had been closed in April 1991. The other 
	· Europe,lil!ll!I ere also phased out ure 167 shows the 
	(U// FOUO) Fig. 166. HIPPODROME facility -1992 
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	rr 
	n ii 2029 
	PL 86-36/50 USC 
	-f,S-) The aircraft continued their outstanding pe1formance on missile tests throughont the 1990s and were deployed to an ever-increasing number of geographic areas as many nations expanded the development of missiles and tested them on or 
	ircraft being a p1ime part1c1pant. (See Figure 180.) 
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	1.4(c) 
	1.4(c) 
	NAIC was the focal point for intelligence requirements and, with MIT su 01t. the radar data. ' 
	wit t e . . Army Space an Strategic Defense Command (USASSS­DC) acting as executive agent. Prior to 1993 the ship had been funded within the GDIP and operated by the USAF, with Electronic Security Command (successor to the Air Force Security Se1vice) providing the o eration of the 
	--------------------· 
	(U) Fig. 184. USNS Observation Island (OBIS) 
	1.4(c) 
	PL 86-36/50 USC 3605 
	ff'J//8+) Ln the 1990s there was an even frnther expansion of foreign communications satellites, including several foreign-controlled consortium that added even more to the 
	(U) The New, Smallel' Sig11al Detection 
	Systems 
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	-ES, · · ed to provide capa-bility is ranspo1table equipment 
	PL 86-36/50 USC 3605 
	suite operaled by the USAF Squadron. J:w 
	PL 86-36/50 USC 
	(U) 1Wo1'e 
	he 1990s saw an even grealer use of­eployments than in the 1980s. Table 4-2 
	. . 
	provides a list ofsome of these deployments. 
	PL 86-36/50 
	equipment to deal with c­
	and control patterns from 
	··----
	, developed as and was later 
	(TS//SB Information on Former Soviet Union (FSU) missile and satellite activities remained a high p1iority dming the early 1990s. There had. not yet been much reduction of FSU activity. Fiscal constraints, however, dictated the early 1990s closme of HIPP D . 
	~sedt1se of the ~and the new 
	site added collection capabilities. 
	1.4(c)
	~heongoing co~~ook on an even more signifi
	straints, howev r w .r s 
	(U//FOUO) The funding reductions that were 
	imposed on the intelligence community in general precluded much development of new field collec­tion capabilities. One area of automation that did move fo1ward in the 1990s was the automated con­trol of telemet1y collection antennas and associated device control (e.g., receivers, demodulators, recorders). Sta1ting in 1975, Sylvania Electronic Systems West, which became pa1t of GTE Government Systems and is now pa1t of General Dynamics Advanced Information Systems, became 
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	-{SLLIK) Fig. 188. Current collection sites -1998 
	the preeminent contractor for automating collec­opment of these capabilities and the lists offield tion system functions. Figure 189 shows the <level-computer systems that were used. Note the re on
	~ Fig. 189. Site automation development subsystem chart 
	derance of DEC, VAX. and PDP computers used fo r the mission control and automation functions. Figure 190 shows a typical PDP 11/70 computer configmation used at many ofthe ground sites. The project names listed are those used by GTE and are usually not the cover names used by the govern­
	ment. The boxed table insert in figure 183 shows the government project names. 
	(U) Furthe1· DEFSM.-\C .-\ttto111M io11 
	~By 1990 several important additional net­working and processing initiatives had been started in DEFSMAC. The NSA time-sensitive computing environment was becoming more mature as com­puters were dramatically increasing in power, while decreasing in size and cost per operation, and DEF­SMAC could take advantage of these improve­! The computer support in the early 1990s had come a long way since the origin of the center in the 1960s, and distributed computing systems using SUN UNfX-ba ed systems were already 
	E€J DEFSMAC codified its requirements for both connectivity and message and data processing capabilities \~~th a complete study in 1991; these requirements formed the basis of computer upgrades for many years. Many of these require­ments were incorporated into various upgrades of the NSA National Time-Sensitive System (NTSS) during the 1990s, pa1t icularl ' a dedicate Tandem computer processor calle • ; • • and a new 
	• • • I
	UNISYS multiprncessor designated • • •
	. 
	(U) Fig. 190. PDP 11 / 70 computer configuration 
	Later a distributed processing system esignated 1· _~ tied all the systems together ~ th a master database. at an investment cost ofwell over 
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	Data Systems Division -SONFIDENTIAL 
	NTSS (CRITICOMM, OPSCO)MM, SOCOMM, GENSER) 
	~ Fig. 193. DEFSMAC modernization interconnection for the late 1990s 
	(U) FIS Field Data Pl'ocessing 
	~everal ofthe field collection systems continued to have improvements made to a field site capability to process and repo1t telemetty data, particularly in the FJSDI for­mat, either on computer tapes, or electrical­ly over high-capacity data communication circuits, e.g., th~hannel 
	~Also, to the maximum extent 
	~field sites were pro\~ded with equipment that would automate the field analysis and provide Telemetry Analysis Repo1ts (TARs) for electrical transmission to NSA as well as produce FISDI files. Figure 194 shows a representative TAR that can be automatically generated. This paitic 11 r 
	T , 
	ts) Fig. 194. Automatically generated TAR example 
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	PL 86-36/50 
	+ISJ The processors had been
	developed by Loral/FWS/EMR the USAF-a erated sites at T1ey were ase on t e R 7511 Frame Svnchronization Unit. One was also installed a 
	. provided to the for use o replacement and one for the ' system calle~ Special Pmpose Analysis System (SPAS). Thellilil unit was called TAPSS (Telemetry Analysis and Processing subsystem). Figme 199 shows an 
	PL 86-36/50 
	The processors roduced TAR repo1ts and could handle ' telemetry as well as most ' telemet1y. They used PDP and VA,V.. computers, the basis ·of many field telemetry processors up until the early 1990s. 
	PL 86-36/50 as all hardware-based signal proces­
	sor "cards" and has a printer and graphic plotter for use at the field site and produces FIS DI digital com­puter data files for use atNSA.
	PL 86-36/50
	f&t-Fig. 197. ignals 
	PL 86-36/50 USC 3605 · 
	respectively. Figure 198 shows the DELF upgrade performed in 1990. 
	1.4(c) 
	Anot her field analysis and repo1tmg system calle~lili.1JM·•"as in opera­
	(U//FOUO) Fig. 198. DELF upgrade in 1990 
	t I , . • , t , t I 
	one was rovided to the
	1.4(c) 
	medi­
	(U// FOUO ) Fig. 200.l&t1·1 
	·ff8//'fK) In the late 1990s, based on some orig­inal development work for processors for what is called the ''EVAI..." or "evaluatio." ' 
	1.4{c) 
	eveloped the • for ground-based collection sy~tems. Again, the pdmary outputs were TAR-formatted reports for data transmission to NSA and FISDI data files for the most common satellite telemetry signals. 
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	as also purchased by NAIC for their processing facility and one for the NSA space signals evaluation laborato­
	•30 
	-e;s//gf/TK) While significant strides were taken in the 1990s with respect to automating the generation of field signal analysis reports and generating FTSDT data files, a corres ondin im rovement 
	' ere prnvided wtth the Vito automatically forward FISDI files from ' argets. FISDI computer magnetic tapes ave o be requested to be forwarded from all the other sites case by case. 
	(U//FOUO) Electro-Mechanical Research (EMR), which was absorbed into Fairchild-Weston Systems (FWS), then became pait of Loral Data Systems and then part of Lockheed Ma1tin, main­tained a continuing role in developing automated ~-itir;,~~~ pait~.,,eloped the DELF, I •systems described above. This type of equipment was often integrated into the field systems, or operated and "sta.nd alone" sys­tems at NSA/NTPC or other FJS processing and analysis locations. When Loral -Strategic Systems Operation (SSO, forme
	(U//FOUO) The former ESL, which became pa1t of TRW (which became part of Northrop Grumman in 2002) has a long history oftelemet1y processing. TRW both built e ui ment fo r rocess­ing, pa1ticularly ' pro­cessing, and operated a processing facility (DERF). 
	1.4(c)
	·•cea key conhibuto,ta major ground station. The ESL operation m ._ nnnyvale, California, also suffered a reduction in business in the FIS processing area and has now relocated to a smaller facility in San .Jose, California. NSA phased out the effo1t for TRW to operate the DERF FIS rocessin facilitv in the late 
	(U//FOUO) E-Systems, now patt of Raytheon, also was a producer ofsignals processing equip­ment, pa1ticu~ th
	(e.g.,_n or t e _ _ _ _ _ all'craft. HRB Systems is also a long-time develo~er of signal processing equipment (e.g., liil:afH'■ and is also now pa1t of Raytheon -E-Systems. The capabilities of both HRB and £-Systems were reduced considerably in the late 1990s, primarily due to lack of business in their previous arens of expe1t ise. 
	(U) The FISINT Reductions Get .4dcfressed 
	-ES3 The demise ofthe Soviet Union and the real­locatioi:i of FIS signal data processing brought 
	1998. Similar! , the anal· ic work force was reduced from about ~ _ _ _ _ people NSA an • contractor) in 1990 to only about eople in 199 NSA andlill with about • .oncentrated· ·on 
	great concern within NSA, and the corresponding reductions throughout the community on FTS and ELINT resources caused the Associate Director of Intelligence for Military Support to hold a confer­ence in 1997 to discuss the situation. The NSA pres­entation to the meeting showed that the NSA budg
	analysis an reporting personnel had dropped from n 1990 to in 1995 and in 1997, including contractor-provided analysts. 
	-ffl} It was clear by 1993 that the weapons signals processing and analysis po1tion ofthe intelligence community needed to become more efficient and to reduce expenditures and effo1t A community-wide study was conducted in 1993 using the Total Quality Management (TQM) process. Several rec­ommendations were made for all aspects of the FlSINT (and other facets oftechnical SIGlNTI con­tributors to weapons signals processing and analy­sis. This is often referred to as the "Studeman Study," since it was initiate
	. 
	~ By .lune of1997 the USTB Wec1pons ;:ind Space Systems Subcommittee had also completed a study on Technical SlGlNT (F1S, Technical ELlNT, and PROFORMA) that documented the overall funding and personnel -·obltrain­
	ems. includin ing. The critical nature ' was summarized as follows: 
	(U) COIVUS-based FIS Signal Processiny 
	s1gna processing eqrnpment located at the south end of the third floor in OPS-1 and in some portions ofthe south end of the second floor became excess to NSA's needs. This included two Cray computers th h d in the basement to process 
	s ows t ~u1t y TRW/ESL in the late 1970s, and ~many years at TRW and at NSA fo1pp 
	-processing. 
	-ES, At the end ofthe 1990s, the NSA processing equipment now located in the south end of the basement of the OPS-1 building occupied only a few 40' x 40' bays ofspace compared to the numerous bays previously occupied on the 2nd and 3rd floors ofthe sot'.th end of_?PS-1. One of the-~■ systems 1s called sed on I _(sometimes which is actually an 
	Pr cessor). It ownlinked 
	-based o • ; • • • which processes the ICBM and SLBM START regime telemetry tapes provided to the U.S. by t he Russi ns. ut­put of both systems provides data to· ; • • he 
	0 
	FTS signals database and the actual FIS signals in FISDI format. The signals also are available to PL 86-36/50 or distribution to other analytic cen-
	(U/ / FOUO) Fig. 203. FWS 7511 Frame Synchronizer 
	ters. Figure 204 shows the overall FIS data flow for the NSA center. 
	(U) Imµo1·tanl ..J.,wlytic: Results 
	~ In 1990 and 1991, the U.S. was faced with a potential, and then a real "hot war" situation with Iraq as the "enemy." Building on the capabilities long in place in DEFSMAC to detect, analyze and repo1t on foreign missile events, DEFSMAC was the pre-eminent organization to issue valid CRITICS 
	~ With the expansion of missile and~ 
	~many countries in the 1990s, thelllllllll 
	-mechanism, which could bring into play many airborne and sea-based platforms, became a versatile and valuable source of information of for­paiticularly on 
	events. ·u 
	significant concern generated throughout the intel­ligence community, and Congress on this "intelli­gence failure." DIRNSA requested that the director of DEFSMAC lead an intelligence community review of tasking policy and procedures for such 
	The resulting review and analysis resulted in improving the SIGINT collection posture applicable to all foreign rest­of-world (ROvV) missile tests. The 
	ment for futme data re~ and collection strategy-
	1.4(c) 
	Figure 206 shows t he initial 
	1.4(c)
	DEFSMAC launch repo1t -Figure 207 shows that DEFSMAC reco nized the ossibilitv ofthe event bein 
	Figure 208 shows an a1t ist's con­cept of the No1th Korean missile arsenal, 
	d. d 1.4(c) 
	--t6, The decade staited with the expanded repo1t ing of Operational FIS (OPFIS) "TACREP" repo1ts from DEFSMAC to 
	U.S. Space Command (USSPACECOM) of Russian operational use oftheir reconnais­sance satellites. SPACECOM had encouraged DEFSMAC/NSA to initiate this repo1ting for many years, and had even offered to provide 
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	---· --* --
	were available to report, and repo,ting efforts required personal attention of an ever-decreasing DEFSMAC workforce. Critical data of this type are still provided directly to SPACECOM by DEFSMAC on operational data and voice chanJ1el:'. Other w~·s such as DIA can retrieve the datsPfflt1'f'J 
	J.J.J 
	additional manpower for the DEFSMAC cen­ter to accomplish this function. DEFSMAC and the USAF Electronic Security Command (ESC) signed an !\IOU for ESC to provide ' USAF analysts to DEFSMAC in provide analysis and 
	precluded building up this capability at DEFS­MAC, at NSA, and at the field FISINT collec­tion sites, which were decreasing in numbers. With the demise of the Soviet Union, the pri­ority of the requirement had diminished. DEF­SMAC stopped issuing these tactical advisories in 1998, as the priority dropped, fewer data 
	(U) Fig. 208. Artist's concept of North Korean missile arsenal ("The Missile Trial/ An 
	Intelligence Turnaround," Washington Post. 14 January 2002) 
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	~The diversity of missile and space events by the mid-199os detected and repmted by DEFSMAC in 1 is illustrated b , the facts that 
	(-st Information on Former Soviet Union (FSU) missile and satellite activities remained a high pri­ority dming the early 1990s. There hnd not yet been much reduction of FSU activity. Fiscal constraints, however, dictated the early 1990s' closure of HIP­
	PODROME in Turke and the The ongoing 
	co lection activities took on an 
	even more s1gmficant role since they could partial­
	ly cover these collection losses, and the START 
	agreement in late 1991, where the FSU agreed 
	to discontinue enc1yption of missile telemetry 
	enhanced the value of FISINT material on missile 
	testing. Fiscal constraints, however, were soon to 
	(U) As the expansion of telemetry signals con­tinued as the rest of the world (ROW) began testing and launching missiles and satellites, and the use of telemetry in other areas of intelligence interest also expanded, NSA prepared a study of expected telemetry use in the 21st centrny that could chal­lenge FIS collection nnd processing resources. 
	( U) 1990s Lessons Learned 
	(U) Lesson 1 -Joint intelligence opera­tions centers really work The DEFSMAC (NSA, DlA, and CINCSPACE) success in 
	cepts in ''hot war" situations as well as mis­sile testing actiYities. This was fmther con­firmed at the beginning of the 1990s when USSPACECOM requested OPFIS suppo1t for their space defense mission. 
	(U) Lesson 2 -You cm1't really do more \\ith less anymore in tl1e FISINT world. TI1e reduction ofopcrationa1 locations and sys­tems during the 1990s added constraints to an already difficult technical collection 
	prohlem. This was confirmed in the mid-and late 1990s with the establishment of several high-level study groups, first under DDCI (then VADM Studeman, USN) and then under USIB/ WASSC in 1997. All of the studies were directed atthe prob­lems of meeting intelligence needs for technical STGlNT in the face of the declining collection and processing and analysis capabilities of the commu­nity. 
	(U) Lesson 3 -"When you change the focus of previously integrated functions, you lose capability. The divesling of NSA tasking of flSINT assets from Group W component (W11) of the DEFSMAC, both physically and functionally, in the mid1990s significantly reduced the SIGINT tasking effectiYeness for DEFSMAC . The brnadening of the NSA Group W cha1ter and suc­cessive reorganizations of the NSA SIGINT organi­zations significantly changed the sharp focus that NSA Group W had previously been able to apply to FISIN
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