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Privacy Policy and
Data Retention Guidelines

Protection
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protect your information from uns

How long do we retain non-public data?

Unless otherwise indicated, we retain the following types of data for no mors
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Privacy Policy and
Data Retention Guidelines

Audits for existing systems

These guidelines are based on practices that the Fa
our server logs. However, our older systems may nc
guidelines are adopted, WMF's technology teams pl
necessarily occur in a gradual fashion.
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Private database



{ Schema
"userName": "string",
"imageTitle": "string",
"timestamp”: "number"

{w..%,, SO — Event;

"userName": "Bob",
"imageTitle": "Fluffy Dog",
"timestamp"”: 12345678960




Collect status of schemas




Schema talk:MobileWebEditing

Maintainer: Jon Katz & Sam Smith This page holds a JSON sche
Team: Reading - Web
Project: Mobile Wikimedia sites
Status: active

Purge: Auto-purge username +
eventCapsule PII after 90 days

Category: Schemas (active)




Look for sensitive structures




User
Account
Identifier

"userName": "Bob",
"imageTitle": "Fluffy Dog",
"timestamp"”: 1234567890




Related
Sensitive
Information

"userName": "Bob",
"imageTitle": "Fluffy Dog",
"timestamp"”: 1234567890




Fluffy Dog



S Agree on purging strategy
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partially
sensitive

not
sensitive

ffm"‘*’-‘? full purge

-----> partial purge

;-;;_-> minimal purge



//( Activate auto-purging [TODO]



Links of interest

WMF's Privacy Policy

https://wikimediafoundation.org/wiki/Privac olic

WMF's Data Retention Guidelines

https://meta.wikimedia.org/wiki/Data_retention_guidelines

EventLogging on Wikitech

https://wikitech.wikimedia.org/wiki/EventLogging

EventLogging Audit on Wikitech

https://wikitech.wikimedia.org/wiki/Analytics/EventLogging/Data_retention_and_auto-purging

List of schemas
https://meta.wikimedia.org/wiki/Research:Schemas
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Questions?



