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Two aspects of disinformation ZBMEDE: ™

e Disinformation: wrong + intentionally spread
e Misinformation = Disinformation

1) How can we be sure about the quality of information?

2) How can we estimate the intention of an author or distributor?

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de



Two aspects of disinformation ZBMEDE: ™

Agenda
1) Additional information about facts: Wikifier (by Janez Brank)
2) Text style classificatior as proxy to intention: Four Shades of Life Science

3) Webservice for user information literacy
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1. Accuracy of information ZBIEDS:

Manual fact checking

e Requires expertise and specialist knowledge
e Time-consuming and tedious
e Increase in publications: Not possible to cover all publications
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1. Accuracy of information ZBMED::

Automated fact checking

e Short statements: difficult; long texts: more difficult (Wang 2023)
e Claims are checked individually (Guo et al. 2022),

but Problems often depend on the context (Gensing 2020)
e \erification only in relation to the reference corpus

— Currently: support only (Wang 2023, Wadden et al. 2020)

— Fact checking cannot reveal intention
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1. Accuracy of information ZBIEDS::

Supporting users to fact check themselves

Provide additional information

Increase information literacy

Good quality of Wikidata and Wikipedia information
Enhancement of texts with Wikidata and Wikipedia articles

WIKIDATA

WIKIPEDIA

The Free Encyclopedia

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de



.o
© ® ® Information Centre
* ® ® @ forLife Sciences
cs 000080 .

1. Accuracy of information ZBHEDS

e Named-entity recognition (NER)
e Entity linking

Step 1: Step 2: -
Named Entity Entity Linking m
Recognition w
. lext: Paris Q- -- @ Paris, Arkansas
_I_) — ) Fype: LOC “."® Paris Hilton
Paris is the capital ek O Paris, France wikipedia.org/wiki/Paris

of France y
—— [ext: France
[".;ll : l()('

Offset: 5

—O---@ France Football Team
“O France wiki pe lia.c e/ wi ki/France

——

Aparravi, CC BY-SA 4.0 <https://creativecommons.org/licenses/by-sa/4.0>, via Wikimedia Commons
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1. Accuracy of information zBiEss:

Wikifier

o Self-made NER tool: using SpaCy Python Library e s
« Existing tool: Annotiations of text with Wikifier. Semantic S
Annotation Service for 100 Languages e AT e e e
o  Service by Janez Brank, JoZef Stefan Institute in Enter or paste your document below:
Slovenija: https://wikifier.org
o APl for library metadata enhancement:
http://www.wikifier.org/annotate-article

Language: | Autodetect v | Load sample document l

Advanced options: | (for testing purposes
Host: [posta v | Port:[8095 v | Submit

Eva Seidlmayer: NLP for Data Literacy seidimayer@zbmed.de Page 12
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Wikifier Webinterface: Text annotated with Wikipedia Links

Wikifier results

® Language autodetected as English (en; #0). Show details.

Text

"Employee Sues Hospital That Fired Her for Reporting COVID Vaccine Injuries to VAERS Health Employee Sues
Hospital That Fired Her for Reporting COVID Vaccine Injuries to VAERS by Brenda Baletti, Ph.D. | The
DefenderMay 23rd 2024, 5:31 am A physician’s assistant is suing a New York hospital system, alleging it violated
the federal False Claims Act by failing to complete mandatory reporting to VAERS of injuries associated with the
COVID-19 vaccine.Image Credit:franckreporter / GettySharePostTweetMessageEmailLIVEA physician’s assistant is
suing a New York h 1 system, all it violated the federal False Claims Act by failing to complete
mandatory reporting of injuries associated with the COVID-19 vaccine to the Vaccine Adverse Event Reporting
System (VAERS).Deborah Conrad worked at United Memorial Medical Center, part of Rochester Regional Health (
RRH), until October 2021, when she said she was fired for reporting vaccine-related adverse events.Conrad filed
the lawsuit in May 2023, but the complaint wasn’t unsealed and made publicly available until February,
TrialSiteNews reported last week.She is seeking job reinstatement and back pay for herself and civil penalties on
behalf of the U.S. government.Most importantly, Conrad told The Defender, she hopes the lawsuit will lead to
changes in how vaccine adverse events are reported.Save 40% on Ultimate Fish Qil today and improve your
supplement routine & experience the world-renowned powerhouse formula!“How can anybody trust the vaccine
program when medical professionals are not adhering to the reporting requirements of the one system we have in
place that is meant to assure us that these things are safe?” she asked.“I want policy change. I don’t care about the
money, the vindication. I want to be able to trust the health system,” Conrad said.Under the False Claims Act,
whistleblowers can file a lawsuit on behalf of the federal government against an entity they allege profited from
taxpayer funds by defrauding the government.False Claims Act cases are initially sealed while the government
investigates the cases and determines whether it will intervene and take the case on itself, or allow the
whistleblower to proceed with the action.The government decided not to intervene in the case. It is now unsealed
and moving forward with Conrad as the “relator,” who gives evidence to the court on behalf of the U.S.
government.She told The Defender the evidence she is submitting to the court is substantial — she meticulously
saved every email, patient file and recorded conversations with supervisors and other hospital staff.United
Memorial Medical Center, like all institutions in the U.S. that administered the COVID-19vaccines, signed the
Centers for Disease Control and Prevention’s (CDC) COVID-19 Vaccination Program Provider Agreement, according

to the complaint.The Vaccine Safety ProjectThe agreement stipulated that organizations providing the shots and
received compensation for doing so from the federal government were required to “report moderate and adverse
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1. Accuracy of information ZBIEDS:: "

e Wikidata Q-IDs: missing in the Wikifier Webinterface,
but can be retrieved via API

e Accurarcy of information: Wikifier tool supports user
verify information themselves

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de
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2. Intention of information zeMéﬁ?i?f'

Why do people spread disinformation?

Attention! (Ryan et al. 2020)
Money! (Ryan et al. 2020)

Influence! (Lewandowsky, Ecker, Seifert, Schwarz, & Cook, 2012;
Paarlberg, 2014)

Discrediting competitors!

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de
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Indicators for disinformation
e Violations of good scientific practice
(DFG 2022) =
o Missing or insufficient citations |-
o Reference to unverified sources, [

& PpopcasT

such as preprints

o Lack of balanced discussion
Advertisements
Emotionally charged imagery
Political accusation
Fear-inducing language
Missing or incomplete imprint
Typical terms

POPULAR ARTICLES

WEEK MONTH YEAR

Big Ag pollution tied to pediatric cancers
and birth defects

WS tells Americans to "skip meals” to
deal with food inflation as America
collapses into a lawless THIRD WORLD
dumpster fire

RED DAWN ALERT: Chinese agents are
being sent across Mexican border to
prepare for attacks on USS. soil

7 Best herbs for lowering blood
cholesterol naturally

SMOKING GUN: Obama's CIA recruited
foreign allies to spy on Trump and
concoct Russian collusion hoax

Military whistleblowers claim UFO
successfully disabled American nuclear
warhead during routine test

UK. data reveal PANDEMIC of the
VACCINATED from 2021 to 2023

Introducing our NEW

ORGANIC BUTTER POWDER -Non-GMO, non-China, gluten-free and certified organic

in Convenient #10 Cans and 8 oz. pouches! *Lab tested for glyphosate, heavy metals and microbiology

POLITICS ~ CULTURE  HEALTH & MEDICINE

* A delicious and versatile condiment made from real organic butter @ @

SHOP NOW)> | M
" e
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COVID vaccine injections can cause AUTISM,
study finds

01/23/2024 // Ethan Huff // 4.6K Views
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2. Intention of information zeM‘éﬁ?i?f'

Hypothesis: Semantics and syntax as a
proxy for recognizing intention.

e Use of trained language models for classification,
o Language style is learned
o Knowledge is learned implicitly

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de
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2. Intention of information ZBiiEDs:

It all depends on the training data...
Balanced dataset: 1722 text items
e 4 Classes:
o Class assignment takes place at the level of the data source
e 16 Data sources
o Selection of data sources based on self-designation and expert assessment
e 11 Topics
o Equal number from each category for each topic

| Stroke

| Measles

| Abortion
scientific vernacular disinformative alternative scientific
text style text style text style text style

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de Page 19



2. Intention of information zBM'E‘Dg;:f'

Experiments with basic NLP frameworks
e Bag of words (BoW) text represenation
e Classification algorithms: Logistic Regression, XGBoost, SVM, Ada Boost, Random Forest

Classification algorithms F1

Logstic Regression 0.94368
XGBoost (Extreme Gradient Boosting) 0.96639
SVM (Support Vector Machine) 0.90640
Ada Boost (Adaptive Boosting 0.95465
Random Forest 0.93197

F1 score: measure of predictive performance; 1 = best

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de Page 20




2. Intention of information zBM'E‘Dg;:f'

Experiments with advanced NLP frameworks
e Supervised learning: BERT-base-uncased, BioBert, SPECTER, Mistral 7B
e Task: Multi label Classification containing 4 Labels
e Split ratio: 70% Training, 15% Validation, 15% Test
e 5 epochs

Model best F1

BioBert 0.95651 (5th epoch)
Bert base uncased 0.99412 (4th epoch)
Specter 0.9927 (2th epoch)

F1 score: measure of predictive performance; 1 = best

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de Page 21
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3. Webservice for user information literacy ZBMED3::*

o Left: Wikifier Wikipedia/Wikidata Text Annotator
e Right: Intention Classifier: Four Shades of Life Sciences

ata Literacy seidimayer@zbmed.de

1. Wikifier

Currently it is not easy to validate facts in full texts automatically. However, we can use Named-entity
Recognition (NER) to identify crucial terms and use the entity linking service Wikifier to retrieve
Wikidata and Wikipedia records in order to verify the proposed information.

Try to annotate the questionable text using Wikifier and get more information on the Wikifier was
implemented by Janez Brank.

Use Wikifier for additional information by Wikipedia or Wikidata. The text is cut off after 1000
characters.

Enter your text here. .

Response:

Please submit text for Wikifier Annotation

2. Four Shades of Life Sciences Intention Classifier

The hypothesis of project AQUAS is that the goals for spreading disinformation (attention, money,
influence for political claims) shape syntax and semantic of texts. Applying machine learning
techniques, a language model can learn the characteristics of texts, specific terms and language
styles. In order to train a langugage model, we compiled a dataset on life science documents related to
the four categories ("four shades of Life sciences”):

1. Scientific text style

2. Popular scientific text style

3. Disinformative text style

4. Alternative scientific text style

Based on this data set several models had been fine tuned to classifiy similar language styles. You can
choose between standard Bag_of Words methods, such as Random Forest, Support Vector
Machine,Logistic ion , and T language models, such as Bert, Scibert, and Specter.

Enter your text here...

P
O Random Forest Classifier O Support Vector Machine O Logistic Regression O Fine tuned Bert-
base uncased model O Fine tuned SciBert model O Fine tuned Specter model




3. Webservice for user information literacy
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Most Americans are concerned about the possibility of coronavirus
vaccines having “major” side effects, and four in ten identified
themselves as experiencing at least “minor” side effects from the jab, a
Rasmussen Reports survey found.

According 10 the survey, 36 percent belicve the vaccines have been “eHective” at “preventing
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2. Four Shades of Life Sciences Intention Classifier

The hypothesis of project AQUAS is that the goals for spreading disinformation (attention, money,
influence for political claims) shape syntax and semantic of texts. Applying machine learning
techniques, a language model can learn the characteristics of texts, specific terms and language
styles. In order to train a langugage model, we compiled a dataset on life science documents related to
the four categories ("four shades of Life sciences"):

1. Scientific text style
2. Popular scientific text style

3. Disinformative text style

4. Alternative scientific text style

Based on this data set several models had been fine tuned to classifiy similar language styles. You can
choose between standard Bag of Words methods, such as Random Forest, Support Vector
Machine,Logistic Regression , and Transformer language models, such as Bert, Scibert, and Specter.

of coronavirus vaccines having “major” side
effects, and four in ten identified themselves as
experiencing at least “minor” side effects from
the jab, a Rasmussen Reports survey found.

Most Americans are concerned about the possibilit1

According to the survey, 56 percent believe the
accines have been “effective” at “preventing
fection with the virus,” but of those, only 26

ercent believe it has been “very” effective. Ovey

O Random Forest Classifier O Support Vector Machine O Logistic Regression O Fine tuned Bert-
base uncased model O Fine tuned SciBert model O Fine tuned Specter model

Submit

Clear

Response:

The model predicted class...

...scientific text style with probability: 44.27%

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de Page 24
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3. Webservice for user information literacy ZBMED?: "

e Different models can be explored

of coronavirus vaccines having “major” side
effects, and four in ten identified themselves as
experiencing at least “minor” side effects from
the jab, a Rasmussen Reports survey found.

Most Americans are concerned about the possibilit1

According to the survey, 56 percent believe the
vaccines have been "effective” at “preventing
infection with the virus,” but of those, only 26
percent believe it has been “very” effective. Ovep
© Random Forest Classifier © Support Vector Machine O Logistic Regression O Fine tuned Bert-
base uncased model O Fine tuned SciBert model O Fine tuned Specter model

Submit Clear

Eva Seidimayer: NLP for Data Literacy seidlmayer@zbmed.de Page 25




3. Webservice for user information literacy

.o
© ® ® Information Centre
* ® ® @ forLife Sciences
cs 000080 .

ZBMED®: "

The classifier examines similarity to existing texts
Results shown as percentages and as barchart
No binary results: 4 x 100% for every class
No deletion of identified text
No censorship, but increase of information literacy
Next steps:

o Expansion of training data set

o Explainable Al (XAl)

T coronaviras va ee eV Ing Majo e
effects, and four in ten identified themselves as
experiencing at least “minor” side effects from
the jab, a Rasmussen Reports survey found.

According to the survey, 56 percent believe the

vaccines have been “effective” at “preventing

infection with the virus,” but of those, only 26

percent believe it has been “very” effective. Ovep

O Random Forest Classifier O Support Vector Machine O Logistic Regression O Fine tuned Bert-
base uncased model O Fine tuned SciBert model O Fine tuned Specter model

Submit Clear

Response:
The model predicted class...

...scientific text style with probability: 0.80%

...popular scientific text style with probability: 10.72%
...disinformative text style with probability: 92.29%
...alternative scientific text style with probability : 0.20%

() Predictions by fine tuned machine learning model
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3. Webservice for user information literacy

The classifier examines similarity to existing texts
Results shown as percentages and as barchart
No binary results: 4 x 100% for every class
No deletion of identified text
No censorship, but increase of information literacy
Next steps:

o Beta version: go live!

o Expansion of training data set

o Explainable Al (XAl)

This publication has a high
similarity to titles of
“disinformative text style”.
What does this mean?

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de
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effects, and four in ten identified themselves as

experiencing at least “minor” side effects from
the jab, a Rasmussen Reports survey found.

According to the survey, 56 percent believe the

vaccines have been “effective” at “preventing

infection with the virus,” but of those, only 26

percent believe it has been “very” effective. Ovep|

O Random Forest Classifier O Support Vector Machine O Logistic Regression O Fine tuned Bert-
base uncased model O Fine tuned SciBert model O Fine tuned Specter model

Submit Clear

Response:
The model predicted class...

...scientific text style with probability: 0.80%

...popular scientific text style with probability: 10.72%
...disinformative text style with probability: 92.29%
...alternative scientific text style with probability : 0.20%
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Summary ZBMEDE: ™

e Two aspects of disinformation 1) accuracy and 2) intention of information
e They can be addressed by metrics of NLP techniques
o  Accuracy: Wikifier provides links records on Wikipedia and Wikidata
o Intention: Four Shades of Life Science classifier of text style
m Exploration of different machine learning classfiers
m Data set Four Shades of Life Sciences for model training
e Enabling users to make their own estimates on correctness and intention

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de Page 28



Summary ZBMEDE: ™

e Two aspects of disinformation 1) accuracy and 2) intention of information
e They can be addressed by metrics of NLP techniques
o  Accuracy: Wikifier provides links records on Wikipedia and Wikidata
o Intention: Four Shades of Life Science classifier of text style
m Exploration of different machine learning classfiers
m Data set Four Shades of Life Sciences for model training
e Enabling users to make their own estimates on correctness and intention

I am happy to take your questions!

Eva Seidlmayer: NLP for Data Literacy seidlmayer@zbmed.de Page 29
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to:
e Dr. Lukas Galke, University of Southern Denmark,

Odense/DK
e  Prof. Dr. Konrad Forstner ZB MED, Cologne/Germany
e My unit: Data Science and Services
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