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e 22 mil millones de paginas
vistas en agosto de 2021
e 47 millones de ediciones en

agosto de 2021
e 300+ idiomas f 900+ wikis
Algunos e 6,3 millones de paginas wiki

en inglés
datOS e /7 millonesde archivos
lIbres en Commons
e 95 millones de “items” en
Wikidata
Q)
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https://stats.wikimedia.org
https://stats.wikimedia.org
http://listen.hatnote.com/
https://meta.wikimedia.org/wiki/List_of_Wikipedias
https://meta.wikimedia.org/wiki/List_of_Wikimedia_projects_by_size
https://en.wikipedia.org/wiki/Special:Statistics
https://commons.wikimedia.org/wiki/Special:MediaStatistics
https://commons.wikimedia.org/wiki/Special:MediaStatistics
https://www.wikidata.org/wiki/Special:Statistics

cCuanto pesa la
Wikipedia?
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https://commons.wikimedia.org/wiki/User:Victorgrigas

Tamano aproximado*

CATEGORIA TAMANO CRECIMIENTO
(2021-09-25) (Uultimos 30 dias)

Codigo (git) 56 GIiB 1,2 GiB
Metadatos (sql) 12TiB Negativo’
Texto (sql) 78 TiB 120 GiB
Multimedia (Swift) 380TiB 1,3TiB
Varios 1.4 TiB 320 GiB

*Sin tener en cuenta compresion, redundancia, deduplicacion o nivel de RAID. No incluidos: monitorizacion, estadisticas, indices de
buUsqueda, alojamiento externo, hosting para la comunidad, ficheros temporales, caché, renders, miniaturas, etc.
1 El mantenimiento permitié ahorrar mas de 400GB de almacenamiento



Las copias de seguridad no es lo
importante, sino tu plan de recuperacidn

Analisis de la Implementacion,
estrategia de pruebasy

recuperacion monitorizacion




Software libre en backups
varios (Bacula)

Politica mas comun:
Bacula e Completos cada mes
i e Incrementalescadals
director dias

e Diferenciales cada dia

Bacula
Storage
(Offsite)

Bacula Bacula
transfer Storage

Cliente



Software libre en backups

de cédigo y bases de datos
(mydumper, xtrabackup)

e Snapshots (full): diarios
e Copias logicas (full): semanales
e Streams de logs binarios

Empaquetado

(gitlab-backup) , 8itlab1001

Bacula Bacula

Yy

wn Bacula Sync (Offsite)

Exportado
(mydumper, dbpl‘OV
xtrabackup)




daily_shapshot.py
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Long-term :
logical Zarcillo replacement,
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freshness
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Software libre en backups
multimedia (MinilO)

/ Un unico backup completo por centro de datos +
Incrementales continuos

ms-backup = Upload MinilO

Yy




Local Local

File update > Jobqueue/ network network
Eventlogging edge, incase || edge,incase

of offsite of onsite

storage storage

Partial backup

— storage
MediaWiki
metadata Backup fil
Backup storage
processing

Direct metadat Backup metadata

extraction
storage
Temporary Backup
local metadata
n storage data.base
(misc)



Lenguajes de programacion en
W|k|med|a

e ;TODOS!
o PHP Z@
Python

Js/Node

= nede
Bash

oy ©
Lua &

SPARQL
C/C++

O o0 o o o 0 0 O O



SRE elegimos
Python para:

e Orguestacion

e Automatizacion

e Monitorizacion
e "Pegamento" entre aplicaciones

e [Estadisticas
e Dashboards @
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Cumin

Framework de automatizacion
usando clustershell

Incluye un lenguaje de consultas,
diferentes capas de transporte y
gestion de errores

Simplifica acciones como "reinicia
los servidores de aplicaciones del
grupo "API" en tandas de 5, espera 1
minuto entre tanda y tanda y

parate si mas del 25% fallan"

$ sudo cumin --batch-size 2 --batch-sleep 5
--success-percentage 95 --timeout 30 --mode async \
'(P{R:class = role::puppetmaster::backend} or
P{R:class = role::puppetmaster::frontend}) and not
D{rhodium.eqiad.wmnet}' \
‘date’ 'ls -la /tmp/foo’
4 hosts will be targeted:
puppetmaster[2001-2002].codfw.wmnet, puppetmaster[1001-10
02].eqiad.wmnet
Confirm to continue [y/n]? y
NODE GROUP
puppetmaster[2001-2002].codfw.wmnet
OUTPUT
Nov 2 18:45:18 UTC 2017
NODE GROUP
puppetmaster2002.codfw.wmnet
OUTPUT
: cannot access /tmp/foo: No such file or directory
NODE GROUP
puppetmaster2001.codfw.wmnet

-rw-r--r-- 1 root root @ Nov 2 18:44 /tmp/foo

I
| 25% (1/4) [00:05<00:01, 2.10hosts/s]
FAIL: |
| 25% (1/4) [00:05<00:01, 2.45hosts/s]

25.0% (1/4) of nodes failed to execute command 'ls -la
/tmp/foo': puppetmaster2602.codfw.wmnet

25.0% (1/4) success ratio (< 95.0% threshold) of nodes
successfully executed all commands. Aborting.:
puppetmaster2001.codfw.wmnet




Cookbooks

e Centralizacion de "recetas" de
automatizacion comunes

e Incluye una libreria de servicios
comunes (spicerack)

e Permite realizar tareas automaticas
O interactivas, de varios pasos, asi
como de detectar fallos y revertir

e Ejemplos de uso: reiniciar
maqguinas fisicas, instalacion
automatica, desmantelar hosts,

failover del centro de datos, ...

S cookbook -1v
cookbooks
‘-- sre: SRE Cookbooks

|-- sre

.dns: DNS Operations
sre.dns.netbox: Update and deploy the DNS re
.ganeti: Ganeti Cookbooks
sre.ganeti.addnode: Add a new node to a Gane
sre.ganeti.makevm: Create a new Virtual Mac
.hosts:

sre.
sre.

sre

sre

sre.

hosts
hosts
.hosts
sre.
sre.
sre.

hosts.
hosts.
hosts
.hosts
hosts
.mediawiki:

Generic hosts Cookbooks
.decommission:
.downtime:

Decommission a host
Downtime hosts and all
.ipmi-password-reset: Reset the hos
reboot-cluster: Perform a rolling
reboot-single: Downtime a single
.remove-downtime: Remove the Icingsc
.upgrade-and-reboot: Upgrade all pc
.upgrade-varnish: Upgrade/downgrade
Mediawiki Cookbooks

sre.mediawiki.restart-appservers: Restart se

.switchdc:

sre.
.switchdc
sre.
sre.
sre.
sre.
sre.
sre.
.switchdc
sre.
sre.
sre.

sre

sre

switchdc

switchdc
switchdc
switchdc
switchdc
switchdc
switchdc

switchdc
switchdc
switchdc

Switch Datacenter
switchdc.mediawiki:
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.
.mediawiki.

Switch Datacenter fc

00-disable-puppet
00-reduce-ttl: Re
@0-warmup-caches
01-stop-maintena
02-set-readonly:
03-set-db-readon
04-switch-mediaw
05-invert-redis-c
06-set-db-readwr
07-set-readwrite
08-restart-envoy
08-start-maintenc



§ cat /etc/wmfbackups/remote_backups.cnf

type: 'snapshot'
WMFbackups [
retention: 5

compress: True
archive: False

t ra n Sfe r stats_file: '/etc/wmfbackups/statistics.cnf'
° sections:

s1:
host: 'db1139.eqiad.wmnet’
e Framework que resuelve la port: 3311 a
destination: 'dbprov1601.eqiad.wmnet'’
stop_slave: True

programacion, orquestacion

order: 2
. . s2:
(usando cumin), transferencia de host: 'db1102.eqiad.wmnet’
port: 3312
archlvos ejeCUCIén de va rIOS tipos degtination: "dbprov1002.eqiad.wmnet'’
! order: 4
s3:
de backups de bases de datos, host: 'db1102.eqiad.wmnet’
port: 3313
P H destination: 'dbprov1602.eqiad.wmnet'’
gestion de errores & logging, ctop. slave: True
.. ., order: 8
restauracion y generacion de s4:
host: 'db1150.eqiad.wmnet’
s . port: 3314
eStadIStlcaS pa ra |aS neCGSIdadeS destination: 'dbprov1603.eqiad.wmnet'’

stop_slave: True

de la WMF order: 3




$ check_bacula.py

CheCk_bacu Ia.py == jobs_with_all_failures (@) ==

== jobs_with_fresh_backups (103) ==

an-master1002.eqiad.wmnet-Monthly-1st-Mon-production-hadoop-na
menode-backup

[...]

e Pequeno script que

EEI'FT\itEE' seaborgium.wikimedia.org-Monthly-1st-Fri-production-openldap
F) . serpens.wikimedia.org-Monthly-1st-Sun-production-openldap
webperf1002.eqgiad.wmnet-Monthly-1st-Wed-production-arclamp-app
lication-data
©) COHSUltar el eStadO de webperf2002.codfw.wmnet-Monthly-1st-Thu-production-arclamp-app
lication-data
los backups en linea de —= jobs_with_no_backups (8) ==

== jobs_with_stale_backups (8) ==

comandos

== jobs_with_stale_full_backups (8) ==

$ check_bacula.py
dbprov1001.eqiad.wmnet-Weekly-Wed-DatabasesCodfw-mysql-srv-bac
kups-dumps-latest

[...]
Esun exporter de id: 371115, ts: 2021-89-15 02:07:32, type: F, status: T,

bytes: 5619465929606
id: 373235, ts: 2021-09-22 02:05:07, type: F, status: T,

Mmeétricas de bytes: 563897821872

Crear alertas de icinga

$ check_bacula.py --icinga

prOmetheUS Fresh: 103 jobs




e Monitorizacion del proceso:
o Fallo de transferencia (checksum
y ficheros)
o Fallo de la preparacion
o Fallo de ejecucion
o Comprobacion de no errores en

Monitorizacion g

e Monitorizacion post-backup

y pruebas o Backup existe, tiene menos de X

horas y su tamano no varido mas
de un 5%

e Pruebas de recuperacion
o Recuperacion a host de pruebay
resincronizacion
©
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88 Bacula <

eqiad v gerrit1001.wikimedia.org-Hourly-Sun-production-gerrit-repo-data v

~ Global success ratio
Last 24 hours

Success ratio

100.00%

Attempts Errors

v Backup freshness for selected job

Last successful backup

Expected freshness

3 hour

Last taken

30 minutes ago

Backup freshness

3.47 hour
2.78 hour

2.08 hour

9/261200  09/26 16:00

09/25 09/260400  09/26 08:00

- expected fre:

~ Backup history data for selected job

Backup size

70 6B
6068

5068

4068

09/26 16:00

09/260000  09/2604;

- Size (bytes]

Attempts

840

Last 7 days

Errors Success ratio

100.00%

Last successful FULL backup

Last taken

a day ago

09/2620:00  09/2700:00  09/27 040 9/27 08:00

09/26 20 09/2704:00  09/27 08:00

Expected freshness

1 week

1.32 week

6.94 day

463 day

09/2520:00

300000

512:00

== Backed up files

time since last full backup

Last 30 days

Attempts Errors

3739 0

Last execution

Time

30 minutes ago

Backup freshness (FULL)

Backup files

09/260400  09/260800  09/26 120

09/2616:00  09/26 20:0(

@ Last 2 days vie| S

Success ratio

100.00%

Exit status

Terminated normally

9/27 0000  09/27 04X 9/27 08:00

09/27 08:00



dump of m3 in codfw

dump of m3 in eqiad

dump of m5 in codfw

dump of m5 in eqgiad

dump of matomo in eqgiad

dump of s1 in codfw
dump of s1 in eqgiad
dump of s2 in codfw
dump of s2 in eqgiad
dump of s3 in codfw
dump of s3 in eqgiad
dump of s4 in codfw
dump of s4 in eqgiad
dump of s5 in codfw
dump of s5 in egiad
dump of s6 in codfw

dump of s6 in eqgiad

2021-09-28 08:03:26

2021-09-28 07:58:16

SN 2021-09-28 08:07:24

SUIe7EN 2021-09-28 07:50:15

2021-09-28 08:08:48

2021-09-28 07:55:52

l

2021-09-28 07:55:52

2021-09-28 08:19:15

(6] 2021-09-28 08:23:13

2021-09-28 08:14:20

|

2021-09-28 08:02:10

2021-09-28 08:11:36

|

2021-09-28 08:16:39

2021-09-28 08:17:00

|

2021-09-28 08:06:31

OK 2021-09-28 08:21:27

|
|

(0]¢ 2021-09-28 08:22:03

306d 20h 31m 36s 1/3

306d 20h 31m 36s 1/3

0d Oh 19m 45s 3/3

0d 1h 38m 58s 3/3

42d 3h 54m 13s  1/3

306d 20h 31m 36s 1/3

306d 20h 31m 36s 1/3

306d 20h 31m 36s 1/3

306d 20h 31m 36s 1/3

306d 20h 31m 36s 1/3

306d 20h 31m 36s 1/3

42d 5h 29m 9s 13

42d 5h 24m 8s 13

21d 5h 15m 17s  1/3

21d 4h 48m 34s  1/3

0d 2h 35m 49s 1/3

21d 4h 5m 49s 13

Last dump for m3 at codfw (db2078.codfw.wmnet:3323) taken
on 2021-09-28 06:26:03 (64 GB)

Last dump for m3 at eqiad (db1117.egiad.wmnet:3323) taken
on 2021-09-28 05:24:09 (64 GB)

Last dump for m5 at codfw (db2078.codfw.wmnet:3325) taken
on 2021-09-28 07:31:00 is 20 GB, but previous one was 37
GB, a change of 46.4%

Last dump for m5 at egiad (db1117.eqiad.wmnet:3325) taken
on 2021-09-28 06:24:33 is 20 GB, but previous one was 37
GB, a change of 46.4%

Last dump for matomo at eqiad (db1108.egiad.wmnet:3351)
taken on 2021-09-28 04:00:12 (0 GB)

Last dump for s1 at codfw (db2097.codfw.wmnet:3311) taken
on 2021-09-28 00:00:02 (160 GB)

Last dump for s1 at eqiad (db1139.egiad.wmnet:3311) taken
on 2021-09-28 00:00:02 (160 GB)

Last dump for s2 at codfw (db2101.codfw.wmnet:3312) taken
on 2021-09-28 00:00:01 (124 GB)

Last dump for s2 at eqgiad (db1102.egiad.wmnet:3312) taken
on 2021-09-28 00:00:01 (124 GB)

Last dump for s3 at codfw (db2139.codfw.wmnet:3313) taken
on 2021-09-28 00:00:02 (118 GB)

Last dump for s3 at eqiad (db1102.egiad.wmnet:3313) taken
on 2021-09-28 00:00:01 (118 GB)

Last dump for s4 at codfw (db2139.codfw.wmnet:3314) taken
on 2021-09-28 00:00:02 (163 GB)

Last dump for s4 at egiad (db1150.eqiad.wmnet:3314) taken
on 2021-09-28 00:00:02 (163 GB)

Last dump for s5 at codfw (db2101.codfw.wmnet:3315) taken
on 2021-09-28 00:00:01 (94 GB)

Last dump for s5 at eqgiad (db1150.eqgiad.wmnet:3315) taken
on 2021-09-28 00:00:02 (94 GB)

Last dump for s6 at codfw (db2141.codfw.wmnet:3316) taken
on 2021-09-28 04:23:35 (102 GB)

Last dump for s6 at eqgiad (db1140.egiad.wmnet:3316) taken
on 2021-09-28 03:21:55 (102 GB)
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Almacenaje y
recuperacion

e Retencidon de 2-3 meses

e TTR objetivo: 30 minutos por
base de datos de 1-2TB

Hasta ahora, recuperacion
en pequenos incidentes
(e.g. DROP TABLE) y
contestar a preguntas de
desarrolladores "podrias
comprobar el estado de X el
dia Y" (debugging)

CATEGORIA

Codigo (git)

Metadatos
Sel)

Texto (sql)

Multimedia
(Swift)

Varios

TAMANO de
backups por
cada DC
(2021-09-25)

1.7 TiB
66 TIB

85TiB
336 TiB

34 TiB



sql> SELECT file_name, size, file_date
FROM backup_files

H H 4 4 JOIN back
Utllldad mas alla ON baciﬁp:?id = backup_files.backup_id

WHERE section='s1' and

S X type='snapshot' and
host like '%eqgiad%' and
de la recuperacion
start_date > now() - INTERVAL 1 day and
file_path="enwiki'’
ORDER BY size DESC
LIMIT 10\G

Provisionado automatico 1
kkhkkkhkkkkhkkkkhkkkhkhkkk . row kkhkkkhkkkkhkkhkkkhkkkhkhkkk

de bases de datOS file_name: revision.ibd
size: 193399357440

- . . . file_date: 2021-09-27 00:32:17
Estad|st|cas de CreC|m|entO *i*i**i*i******** 2 FOW *HRkkkkkkkkokkkkkkk

ifi A file_name: links.ibd
detalladas y planificacion ile_name: pagelinks.i

size: 169705734144
. file_date: 2021-09-27 00:32:20
de ca paC|dad KhkkkkhhAkhhkkhhk 3 FOW FRKFEKKokkk koK ke ok koK k
file_name: templatelinks.ibd

.. , ize: 105084692416
Deteccidon de anomalias file_d:‘tcze? 2021-09-27 00:32:20

kkhkhkhkkkkkhhkhkhkkkdxkx 4, row Frxdhkkkkkkkkhkhkkhkhx

file_ : ision_actor_temp.ibd
Fuente de datos de tle_name: revision-actor_temp.1

size:

T ~1 T+ file_date: 2021-09-27 ©00:32:17
SerVICIOS no CrItICOS kkkhkkkhhkkkhhkkkhikkiik 5 row kkkhkkkhhkkkhhkkkhikkiik
file_name: externallinks.ibd

size: 73740058624
file_date: 2021-09-27 00:32:20




Para saber mas...

https://www.usenix.org/conference/sreconl9emea/presentation/mouzeli

(video)

https://www.slideshare.net/jvhus/backing-up-wikipedia-databases

https:/wikitech.wikimedia.org/wiki/Portal:Wikitech
o Bacula
o MariaDB/Backups
o Media_storage/Backups

https://grafana.wikimedia.org/d/413r2vbWk/bacula
Cédigo:

o WMFBackups

o Cumin

o Transfer.py

o - Cookbooks [Spicerack]

O

Configuration management (backup module, check_bacula.py)



https://www.usenix.org/conference/srecon19emea/presentation/mouzeli
https://www.slideshare.net/jynus/backing-up-wikipedia-databases
https://wikitech.wikimedia.org/wiki/Portal:Wikitech
https://wikitech.wikimedia.org/wiki/Bacula
https://wikitech.wikimedia.org/wiki/https://wikitech.wikimedia.org/wiki/MariaDB/Backups
https://wikitech.wikimedia.org/wiki/https://wikitech.wikimedia.org/wiki/Media_storage/Backups
https://grafana.wikimedia.org/d/413r2vbWk/bacula
https://github.com/wikimedia/operations-software-wmfbackups
https://github.com/wikimedia/cumin
https://github.com/wikimedia/operations-software-transferpy
https://github.com/wikimedia/operations-cookbooks
https://github.com/wikimedia/operations-software-spicerack
https://github.com/wikimedia/puppet
https://github.com/wikimedia/puppet/tree/production/modules/backup
https://github.com/wikimedia/puppet/blob/production/modules/bacula/files/check_bacula.py
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