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Abstract

Internet Protocol version 4 (IPvs) is an internetwork protocol that is active at the internet layer according to the
TCP/IP model, it was developed in 1981 within a project managed by Defense Advanced Research Projects Agency.
In the following years, the use of IPv4 grew to dominate data networks around the world, becoming the backbone
of the modern Internet. In this survey, we highlight the operation of the protocol, explain its header structure, and
show how it provides the following functions: Quality of service control, host addressing, data packet fragmenta-
tion and reassembly, connection multiplexing, and source routing. Furthermore, we handle both address-related
and fragmentation-related implementation problems, focusing on the IPv4 address space exhaustion and explain-
ing the short and long terms proposed solutions. Finally, this survey highlights several auxiliary protocols that pro-
vide solutions to IPV, namely address resolution, error reporting, multicast management, and security.

Introduction

In the 1970s, several independent data networks were
being developed in the United States and Europe, each
has its local protocols and characteristics. These net-
works need to connect, in order to exchange data, thus,
the question of internetworking was arising. In this con-
text, the Internet protocol version 4 (IPvs) was devel-
oped enabling networks to mutually exchange data
blocks called the packets or datagrams.?!

This paper is a survey on IPvy, its operations, and its re-
lationships to other network protocols and services.
The rest of this survey is divided as follows. First, we
show a brief historical background on the origin of the
protocol. Then, a general overview of the operation of
the protocol is carried out. Next, the protocol header
and its structure are fully described. After that, a de-
tailed section is dedicated to explaining the functional-
ities of IPv4. This is followed by problems encountered
after the protocol was implemented. Finally, the auxil-
iary protocols section highlights major protocols and
technology used side by side with IPvs.
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Historical Background

After WW Il was over, analog communication was dom-
inating. To make a communication channel between
two ends, a physical connection needs to be estab-
lished, creating an electrical path that the data signal
will follow. This operation requires switching efforts in
order to allocate channels and maintain the electrical
circuit close. The switching was taking place in the
switching nodes, initially in manual methods and then
automatically. This technology is referred to as circuit-
switched telecommunication.!

In the early 1960s, Paul Baran, working at the RAND
Corporation, was the first to observe the advantages of
digital communications in terms of reliability and
throughput.!! Later in 1964, Baran suggested a new
method to create communication channels called
the packet switching. Instead of using a central model
where allocating, establishing, managing, and closing
physical channels is managed in the core of the net-
work, Baran suggested a distributed model with no al-
located physical channels. As an alternative, Baran cre-
ated a new concept to exchange data and call it the
"Block message". According to Baran, network termi-
nals create the block messages based on the need, and
then send them into the network. Each message is 1024
bits long and can include only text data. Baran sug-
gested that terminals add information to the data to be
sent, including a code for the message source, and the
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destination address as well as indicators for the start
and the end of the message (Figure 1).15 The additional
information was called: Housekeeping information. In
the following years, the block message and the house
keeping information were to become the data packet

and the header respectively.l®!
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Figure 1: The block message as proposed by Paul
Baran in 1964.
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Figure 2: Timeline for the development of
the Transmission Control Protocol and Several ver-
sions of the Internet Protocol.

The development of packet switching technology in the
1960s was the first major step towards Internet Proto-
col (IP). In a packet-switching network, digital infor-
mation is carried in small chunks called packets, each of
which contains a fixed number of bytes. From its source
to its destination, sending one packet is totally inde-
pendent of sending other packets sharing the same
channel.!

In 1973, Louis Pouzin created CYCLADES, the first
packet-switched network that successfully adopts the
concept of datagram for the first time in the history of
data networks. According to Pouzin, a datagram con-
tains all the information needed to define its source
and the final destination.’® Based on that, data net-
works started to support connectionless channels in-
stead of the traditional connection-
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oriented telecommunication channels. In the connec-
tion-oriented mode, predetermined channels that con-
nect the source of the data with its destination are
needed, and establishing these channels is mandatory
for data transmission to become possible. On the
other hand, in the connectionless-mode, packets are
routed based on source and destination addresses car-
ried by the packets themselves. The datagrams were
"eagerly embraced" by the designers of the early Inter-
net, and this resolution had deep effects on the devel-
opment of the other network protocols."!

In 1974, a paper titled "A Protocol for Packet Network
Interconnection" was published by Bob Kahn and Vint
Cerf.[°1 This paper marks the starting point of the time-
line shown in Figure 2, it describes a transport proto-
col to be activated between hosts in a packet-switching
network. The suggested protocol provides several ser-
vices related to data packets including flow control,
process addressing, and end-to-end error checking. The
protocol was called Transmission Control Program
(TCP)and it was described in a specific Request for
Comments (RFC)which has the codename "RFC
675".[11]

Later, the functions of the program were divided into
two separated protocols: Transmission Control Proto-
col (TCP)eand IP. The two protocols were developed
within a project supported by the Defense Advanced
Research Projects Agency (DARPA). Regarding IP, be-
tween 1977 and 1979, several experimental versions of
the protocol were released. During this period,
many Internet Experiment Notes (IENs) that describe
the IP versions before the official standard were re-
leased:

e |EN2, dated: August 1977, titled: "Com-
ments on Internet Protocol and TCP". it
showed the need to divide functionalities
of the transmission control program into
two separate protocols. In three years,
the two protocols will be IPv4 and TCP.
IEN2 also proposed the first version of IP
and used a version number equal to 0 to
identify it in the protocol header.PI3]

e |EN 26, February 1978, "A proposed new
internet header format". It described ver-
sion 1 of the protocol (IPv1).1**]

e |EN 28, February 1978, "Draft Internet-
work Protocol Specification version 2". It
described version 2 of the protocol
(IPv2).033


https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-6
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-7
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-REP-1-8
https://en.wikipedia.org/wiki/Louis_Pouzin
https://en.wikipedia.org/wiki/CYCLADES
https://en.wikipedia.org/wiki/datagram
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-JOU-2-9
https://en.wikipedia.org/wiki/Connectionless_communication
https://en.wikipedia.org/wiki/connection-oriented
https://en.wikipedia.org/wiki/connection-oriented
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-BOO-1-10
https://en.wikipedia.org/wiki/Academic_publishing
https://en.wikipedia.org/wiki/Bob_Kahn
https://en.wikipedia.org/wiki/Vint_Cerf
https://en.wikipedia.org/wiki/Vint_Cerf
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-JOU-3-11
https://en.wikipedia.org/wiki/transport_protocol
https://en.wikipedia.org/wiki/transport_protocol
https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/Transmission_control_Program
https://en.wikipedia.org/wiki/Transmission_control_Program
https://en.wikipedia.org/wiki/Request_for_Comments
https://en.wikipedia.org/wiki/Request_for_Comments
https://tools.ietf.org/html/rfc675
https://tools.ietf.org/html/rfc675
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-2-12
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-14
https://en.wikipedia.org/wiki/DARPA
https://en.wikipedia.org/wiki/DARPA
https://en.wikipedia.org/wiki/Internet_Experiment_Note
https://en.wikipedia.org/wiki/Header_(computing)
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-15
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-Web-1-16
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-Web-2-17
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-Web-3-18

e |[EN 41, June 1978, "Internet Protocol
Specification version 4"I!. This was the
first IEN to describe IPv4, however, the
header structure was different from the
current protocol.¢]

e |EN44, June 1978, "Latest header for-
mat". It summarized the edits on the
header protocol reported in IEN41.1]

e |EN 54, September 1978, "Internetwork
Protocol Specification version 4". This
note included a description identical to
the structure adopted later by the official
standard of the protocol.[*®]
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Figure 3: The first page of IPv4 standard (RFC 791).

Later in 1980, IEN 128 was given the code name RFC
760 to become the first RFC dedicated to the internet
protocol.[*9! In September of the next year, RFC

791 was published under the title: "Internet Protocol"
(Figure 3). Since then, it is the official standard of IPv4.
In the next two years, the protocol had been gradually
adopted in the United States, and ended as the main
internetwork protocol in ARPA network starting from
the 1% of January 1983.1201(2]

Internet Protocol version 5 (IPvs) was developed under
the name: "Internet Stream Protocol", but it did not
exceed the experimental stage.'??! Additionally, be-
tween 1988 and 1993, when IPv4 address space was
being rapidly exhausted, a new version of the protocol
was developed as a response, it was arbitrarily named
IPvy as its developer stated. However, the project was
completely abandoned by 1993.13!

Internet Protocol version 6 (IPv6) is the successor of
IPvs. It is essentially developed to answer the IPv4 ad-
dress space exhaustion problem. Whereas an IPv4 ad-
dress is 32 bits long, providing a space that includes
£4.3x109 addresses only, an IPv6 address is 128 bits
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long, supplying 3.4x103® addresses. IPv6 was firstly de-
scribed in RFC 1883.1241 Then, many modifications were
included and a new standard was released in 1998 un-
der the code name RFC 2460.25 Lastly, in 2017, RFC
8200 was issued to cover amendments made in the
past 20 years.**! Although its address space is ex-
hausted and it is, slowly and surely, replaced by

IPv6, Internet Engineering Task Force (IETF) intends to
continue fully maintaining and supporting IPv4 as well
as continuing the promotion of IPv6 encouraging peo-
ple to use it.[?7]

On 1 April 1994, IETF published an RFC confirming the
development of IPvg. However, it was an April Fool.[28]
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Figure 4: Basic TCP/IP network node.

The main objective of the internet protocol is to allow
applications, running in nodes, to exchange data pack-
ets via the network. In order to run IPv4, each node
must support an IP module at the network layer of

its protocol stack. Figure 4 shows the position of the
network layer in the TCP/IP model, where it is located
under the transport layer and above the data link layer.
When an IPv4 node is sending data, the IP encapsu-
lates the Protocol Data Unit (PDU) coming from the
transport layer and passes the results to the data link
layer. When the node is receiving data, the IP module
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accepts PDUs of the link layer, then, the module de-
cides which protocol will be the next to process data,
either, one of the protocols in the transport layer or
another protocol running in the network layer. In both
cases, the IP decapsulates the PDU, removing the IP

header, then, delivers the result to the next proto-
col.[29130]
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Figure 5: ARPA model for a transmission path between
two hosts and a gateway.

If two nodes, referred to as data source and destina-
tion, are using the same link protocol, they can ex-
change data packets directly. However, if the source
uses a link protocol that differs from the link protocol
used in the destination, then, a device supporting the
two link protocols is needed. This device is called

the gateway, and it is used to forward the packet from
the source to the destination.3 To achieve that, the
gateway has a single IP module that connects with the
two nodes via two different link modules. In this case,
the IP module will have two IP interfaces, each will be
numbered according to the IP address subspace used
in the network where the corresponding node is lo-
cated.B?! Figure 5 shows the model of the network
where IPvs was first implemented, it is called

the Advanced Research Projects Agency NETwork
(ARPANET). In Figure 5, two hosts are connected via a
gateway, each host supports:

1. TCPasatransport protocol to pro-
vide host-to-host communication via
a virtual channel.

2. IPv4 as an internetwork protocol to
provide host-to-gateway communi-
cation.

3. Two different link protocols, namely
LN1 and LN2, each active in a sepa-
rate segment of the network.

4 of 29 | WikiJournal of Science

WikiJournal of Science, 2022, [Volume]([Issue]):[Article] a ’A\ g
doi: 10.15347/wjs/2022.002 S
Figure Article [

Functionalities

From a functionality perspective, IPv4 belongs to a
family of network layer protocols called

the internetwork protocols.?33! Of this family's func-
tions, B34 IPv4 provides:

e A mechanism to determine the Quality of
Service (QoS) needed for each data
packet separately.

e Aspace of digital addresses and its struc-
ture, each of which is called an internet
address. Any entity in the network that
supports IPv4 needs to host at least one
IP address, thus, it is called a host. This
functionality is called addressing, and
IPv4 supports two types: classful and
classless. In the classful addressing, the
address space is divided into a set of
groups that includes a predetermined
number of addresses, each group is
called a class. Addresses that belong to
the same class share the same structure.
On the other hand, in the classless ad-
dressing, there are no specified-length
classes, and the address space is divided
flexibly as needed.!

e Fragmentation and reassembling. If the
node is sending data, IPv4 can fragment
it into smaller pieces if needed. The same
process can take place in any router that
handles the packets on the way to their
destination. Fragmentation happened
when a packet's length is greater than
the Maximum Transmission Unit
(MTU) of the next network where the
packet is to be routed. On the contrary,
the reassembling can only be done at the
final destination. the process aims to re-
construct the original data packet as it
was before the fragmentation.®

e A mechanism to multiplex data from dif-
ferent applications together at the
packet source and to demultiplex them
at the destination.”!

e Anoptional function to provide source
routing. It is a routing mechanism that
provides the source of the packets with
the ability to determine an optional or
mandatory route for the packets they
create. If this function is used in the op-
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tional mode, the routers are recom-
mended to use the route specified by the
source. If it is used in mandatory mode,
the routes must forward the packet in the
route specified by the source. If this is not
possible, the packet must be dis-
carded.i®®

The previous functions will be discussed in detail in the
functions section below.

IPv4 has limitations, it cannot provide the following in-
ternetwork-related functionalities:

e IPv4 does not provide host auto-configu-
ration. The configuration of hosts' IP ad-
dresses can be achieved either manually
or automatically through a dynamic con-
figuration protocol,®% such as Dynamic
Host Configuration Protocol (DHCP).H0]

e Ifthe packet's path includes more than a
gateway, IPv4 is not able to route data
packets alone. In this case, a routing pro-
tocol is needed to exchange routing in-
formation between gateways, thus,
paths between IPv4 hosts through the
network can be established.! "

e IPv4 does not provide a reliable data
transfer service because it
uses connectionless channels. If an error
occurred while transferring data packets,
the lost data can not be restored. How-
ever, reliable transport protocols, such as
TCP, can be used above IP to provide reli-
able data transferring service us-
ing connection-oriented channels.!?

e IPv4 does not have any kind of flow con-
trol.1

e IPv4 does not have any built-in security
mechanisms.3!
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Header Format

1] 4 B 14 J1bit
Version| IML | TOS Total length
Tdentification Flags |  Fragment offset
M | Protocsl Header checksum
Source address
Dastination address
7 options 7

{ f

Figure 6: Data packet structure for IPv4

IPv4's PDU is called a packet, it consists of

a header and data payload. The header length varies
between 20 and 60 bytes, and the payload length can
grow up to reach around 65 thousand bytes.[44!

Header fields can be classified into two types of fields:
permanent and options. The length of permanent
fields is 20 bytes. An IPv4 packet might include no op-
tions, however, if it has any, their maximum allowed
length is 40 bytes. The structure of the IPv4 packet is
shown in Figure 6.145!

Permanent Fields

0 1 2
DF | MF

Ras.: Rasaryad

DF: da not fragmert
MF: mare fragments

Figure 7: The structure of Flags field in the IPv4 header

IPv4 header contains 12 permanent fields, its structure
is displayed in Figure 6. In the following, there is a brief
description for each field:4®]

e Version: the length is 4 bits and the value
of this field is always set to 4 in all IPv4
packets.

e Internet Header Length (IHL): & bits, it

determines the end of the header and the
start of the payload. The value represents

the number of 32-bit (4 bytes) words in
the header. The minimum acceptable
value for this field is 5, which corresponds

pli
bytes

0-40

bytes
Up to
5515
bytes
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to the minimum header length (20
bytes).

e  Type of Service (ToS): 8 bits, it contains a
code used to describe the QoS needed
while the packet passes via the network.
The parameters used to configure QoS
are the precedence, delay, throughput
and reliability. The structure of this field
was first defined in the RFC 791, then a
new structure and mechanism to de-
scribe QoS was introduced in RFC
1349, and later in RFC 2474.[48]

e Total Length: 16 bits, it defines the
length of the packet in bytes. The maxi-
mum allowed value is 65535.

e Identification: 16 bits, it is used to
uniquely distinguish a packet and all its
fragments resulted from the fragmenta-
tion. This field helps the protocol module
in the destination to detect all fragments,
and reassemble them producing the orig-
inal data packet again.

e Flags: 3 bits, this field contains one re-
served bit always set to zero and two
flags: Don't fragment and more frag-
ments (Figure 7). The first flag is used to
prevent fragmentation under all circum-
stances (when set to 1). The second flag
is used to distinguish the last fragment
resulting from the fragmentation of a
packet (if set to 1). These flags are only
used if the packet was subjected to frag-
mentation.

e Fragment Offset: 13 bits, this field is set
only if fragmentation is used. It contains
the relative position of the fragment to
the start of the original data packet be-
fore fragmentation. The fragment offset
field helps to reassemble fragments cor-
rectly in the destination. The value of this
field is equal to the real offset divided by
8. Thus, if this field contains 1, then, the
real shift is 8 bytes. The maximum al-
lowed value for the shift is 2*=8192
which represents 65536 Bytes.%

e Time To Live (TTL): 8 bits, it is set by the
source of the packet, and contains the
maximum number of hops the packet
can do. Each node processes the packet,
such as routers and gateways, checks the
value of this field first. If it is equal to
zero, the packet is to be discarded. If not,
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the node subtracts one from the value of
this field continues processing the
packet.

e Protocol: 8 bits, it is used by the IPv4
multiplexing mechanism. The field con-
tains codes used to define the protocol
that is going to process PDU next. The
codes are standardized by Internet As-
signed Numbers Authority (IANA).Y

e Header Checksum: 16 bits, it contains the
output of the checksum algorithm that
was applied only to the header fields. In
the destination, the IP module recalcu-
lates the header checksum and compares
it to the value of this field. If they
matched, the header is not cor-
rupted. RFC 791 explains the algorithm
used to calculate the value of this
field,®? it must be applied to recalculate
this field every time a change in the
header is taking a place. For example, de-
creasing the value of the TTL field.

e Source address: 32 bits, it contains the
IPv4 address of the sender of the packet
which is called the packet source.

e Destination Address: 32 bits, it contains
the IPv4 address of the packet destina-

tion.
Options
1 1 Pl Bytels]
Typ= [ Length | v@'e
A 2 s Bits] N
[ [class | MNumber
Copy flag

Figure 8: IPv4 option general structure

IPv4 header might include facultative fields called the
options. The existence of these fields within the
header is optional, however, the support of the options
is mandatory in all IPv4 implementations. There is no
fixed length for the options field in an IPv4 packet, it
might include no options, one or more with a maxi-
mum length of 40 bytes.’s3! The options field must al-
ways end at the boundary of a 32-bit word. If this is not
the case, the missed bits will be completed with pad-
ding bits.’5#!

IANA maintains a standardized record of IPv4 op-
tions.[s5] All the options, except two, have a TLV struc-
ture, Figure 8 shows this structure which includes three
fields:53!
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e Type: 8 bits, it consists of three subfields:

o Copy flag: 1 bit, itis used
with fragmentation to de-
termine whether the option
used is to be copied to all
fragments (C=1) or not
(C=0).

o Class: 2 bits, it is used to in-
dicate the functionality of
the option: (00)2 for "con-
trol" or (10)2 for "debugging
and measurement".

o Number: 5 bits, itis a
unique numerical value to
distinguish each option.

e Length: 8 bits, it contains the length of
the options field in bytes.

e Value: variable length, it is specified by
the type of the option.

The two exceptions that do not follow the previous
TLV structure are:5®

e End of options list: 8 bits, (00)1¢, it is used
to mark the end of the options field.

e No operation field: 8 bits, set to (01)1s, it
sits in-between two options for the pur-
pose of separation, when the header has
more than one option.

IPv4 options are rarely used because they can be a ba-
sis for launching several attacks.[”]

Functions

In this section, we discuss the following functions of
IPvyg:

1. Quality of service Control.
Addressing hosts and groups.

3. Data packet fragmentation and re-
assembly.

4. Multiplexing and demultiplexing of
the connections of higher-layers
protocols.

5. Source routing.
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Figure 9: The structure of the ToS field in the IPv4
header according to RFC 791
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Figure 10: The structure of the ToS field in the IPv4
header according to RFC 2474

When IPv4 is used, QoS is set using the ToS field in the
protocol header, the original structure of this field is
shown in Figure 9. RFC 791 had reserved three bits in
the ToS field to determine the precedence of the
packet that contains the header, and the standard de-
fines 8 codes for these bits, each refers to a specific
level of precedence. In addition to that, the standard
specified the QoS of services needed for each packet in
terms of three elements: delay, throughput and relia-
bility. The mechanism is implemented by reserving a
bit for each element in the ToS field creating three
subfields. For each element, if the corresponding bit is
set to o, this indicates that the packet accepts reqgular
delay, a normal throughput and regular reliability re-
spectively. On the other hand, setting these bits to 1
indicates the need for the low delay, high throughput
and higher reliability respectively. By choosing differ-
ent combinations for the previously described bits, the
protocol allows the making of a trade-off between the
QoS elements. 58

In 1998, Differentiated Services (DS) were introduced
by defining a scalable architecture for classifying and
managing data within the network.[591®] Based on
that, the ToS field was also restructured, merging to-
gether the previously mentioned subfields. As a result,
the Differentiated Services CodePoint (DSCP) subfield
was created (Figure 10).1°* DS depends on categorizing
data packets into a specific number of classes and then
tagging the packets with the class unique identifier.
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After that, the routers are to be configured to recog-
nize the QoS needed for each packet based on the tag
it carries. When DS is applied, the routers at the edge
of the network classify the packets, while the core
routers only process the packets, so that supporting
QoS at the core of the network remains fast and sim-
ple.[62]

The network, where the previous set of routers are
found, is called the differentiated services do-

main.®3! Any router in the DS domain handles each in-
coming packet independently from other routers, and
that is why this mechanism is called Per-Hop Behavior
(PHB). Four standard types of router's behavior are de-
fined:64

e Default Forwarding (DF) behavior, it is
the choice selected by a router pro-
cessing a data packet when no other be-
havior fits that packet. Supporting DF be-
havior is mandatory on all routers that
support DS. When this behavior is se-
lected, the value of the DSCP subfield is
to be set to (00000),.

e Expedited Forwarding (EF) behavior, it is
the behavior corresponding to real-time
applications such as sound and video.
The provided QoS, when this behavior is
chosen, satisfy requirements of low de-
lay, low jitter and low data loss. If this be-
havior is selected, the value of the DSCP
subfield is to be set to (10110),!%]

e Assured Forwarding (AF) behavior, it al-
lows packets delivery as long as the data
traffic does not exceed a specified
threshold. If it does, the probability of
discarding packets increases on a three-
zone scale: low, medium and high. In or-
der to provide users with configuration
options, there are four different classes
applies for each of the previously men-
tioned zones ending with a total of 12
possible levels to configure. Table 1 pro-
vides a recommended set of values of the
DSCP subfield for all the classes if the AF
behavior is selected.%®!

e Class Selector (CS) behavior, it provides a
way to compatible support for the origi-
nal ToS precedence subfield. If this be-
havior is selected, the value of the DSCP
subfield is (bob1b2000)2, where bo, b1 and
b2 are the precedence bits respectively.
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Table 1: Recommended codepoints for the AF Behav-
ior (in binary) 1€

Dropprec- Classl Class2 Class3 Class 4
edence

Low 001010 010010 011010 100010

Medium 001100 010100 011100 100100

High 001110 010110 011110 100110
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Regarding bits 6 and 7 of the ToS, the two bits are used
for the Explicit Congestion Notification (ECN), which
was first described in 1999.7When set to (11)s, the
two bits provide a mechanism for routers to notify the
destination that congestion currently exists in the net-
work. Three other combinations of the two bits can be
used by the data source as follows: (00). to indicate
that the mechanism is not used, and (20) or (01). to in-
dicate the use of it.1%¢

Addressing

IPv4 addressing is giving digital identifiers to IP hosts
residing in a local area network or on the inter-

net.[®! The digital identifier is called an IP address, it
may be used to uniquely distinguish a specific host, or
to identify members of a group each of which is host-
ing that address at the same time.7°]

Structure development

The structure of the addressing system was discussed
early when IPv4 was being developed. In 1973, Pouzain
argued that the structure should allow 2-level address-
ing: a short address that uniquely identifies the host
within the local network and a long address that identi-
fies the host within the whole network. this structure
was based on the idea that a network might include
thousands of hosts. (P. 8) Pouzain also proposed a for-
mat that includes a hexadecimal notation for ad-
dresses that can have 3 to 14 positions. (P. 10-11). Alt-
hough the proposed format was not adopted later in
IPv4, the 2-level addressing scheme was a core con-
cept in the IPv4 addressing structure.(RFC g50)
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In the next year, Vinton and Cerf proposed the Trans-
mission Control Program (TCP). In the addressing sec-
tion, the authors proposed a two-fields address struc-
ture: network (8 bits) and identifier (16). This structure
allows only 2/8= 256 unique networks to be able to
connect to the system, with a maximum of 2716 =
65536 hosts in each of which. (Vent P. 5) Although this
structure was modified later, the 8-bit length of the
network part was adapted for IPv4. David Clark, in
1978, referred to this choice as a limitation for the in-
ternet growth writing the followings: "We should thus
begin to prepare for the day when there are more than
256 networks participating in the internet." (IEN 46,
P.1-2)

The initial version of IPvs4, documented in IEN 123 (De-
cember 1979) and later RFC 760 (January 1980), did not
consider these concerns. Althought it extended the ad-
dress to include 32 bits instead of 24, the proposed
strucute has two fixed-sized fields: network (8 bits)
and hosts (24).(RFC 760, p. 22) However, by Septem-
ber 1981, when RFC 791 was released, the address
structure was modified to include 3 different modes
called classes, hence the name classful addressing. The
new addressing scheme allowed the following varia-
tion in lengths for network and host fields: (8,24),
(16,16) and (24,8). (RFC 791, p. 11) A detailed structure
for the classes was illustrated in RFC 796. (RFC 796, p.
1)

IPv4 Address

Most 172 . 16 .254 |, 1 Dﬂfm-?:;:jn:lal
mgnE;ant 4 } } }

1 Binary
IDIULIDE!.DUDIHDDDJ1111110.'5@% rumbering

v v
It 7 1™ 4" Octet's order
e B,
g
324t 4 baytes]

Figure 11: A diagram of an IP address (IPv4).

It is a 32-bit digital identifier, normally written Dot-
decimal notation. However, it might also be written
using the Binary numeral system. The IP address is di-
vided into four parts, each of which is 8 bits long, thus,
it is called an octet. The enumeration of the octets
starts with one, and the first octet includes the Most
Significant Bit (MSB) (Figure 11).17%

9 of 29 | WikiJournal of Science

WikiJournal of Science, 2022, [Volume]([Issue]):[Article] o & ‘
doi: 10.15347/wjs/2022.002 . Evg .
Figure Article [

When the dot-decimal notation is used, the IPv4 ad-
dress follows the format: "#.#.#.#", where '#' repre-
sents a numerical value in the decimal numeral system.
Because each octet is 8 bits long and contains only
positive integers, the value in each octet varies be-
tween o and 255.721731 For example, 10.0.0.1,
172.16.254.1 and 240.0.0.9 are IP addresses written in
the dot-decimal notation.

IPv4 addresses can be represented using dot-binary
notation, this can be done by converting the value of
each octet from the decimal numeral system into the
binary. For example, 10.0.0.1 can also be written as fol-
lows: 00001010.00000000.00000000.00000001. Alt-
hough an IPv4 address has two representation forms,
the two can not be used together, thus, when written
down, one notation must be used.

IPv4 Address Space
1 o
g
13T P ET
e
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Figure 12: IPv4 address subspaces.

It is the set of all IP addresses. The space includes

23% addresses, approximately 4.3 billion. Based on the
value of the first octet, the IPv4 address space is di-
vided into three smaller subspaces as follows (Figure
12):

e  Unicast address subspace: it covers 7/8 of
the original address space and includes
all addresses that have the first octet
ranging between 0 and 223, regardless of
the values of the other octets. These ad-
dresses are used to identify unicast hosts
in data networks, i.e. they can be used to
as source or destination addresses in
one-to-one transmission. The unicast ad-
dress subspace was further divided based
on the addressing method (classful or
classless). Classful addressing is the origi-
nal method described in the IPv4 stand-
ard. However, it was later obsoleted and
replaced by the classless method due
to the rapid exhaustion of IPv4 address


https://tools.ietf.org/html/rfc760
https://tools.ietf.org/html/rfc760
https://tools.ietf.org/html/rfc791
https://tools.ietf.org/html/rfc791
https://tools.ietf.org/html/rfc796
https://tools.ietf.org/html/rfc796
https://en.wikipedia.org/wiki/Dot-decimal_notation
https://en.wikipedia.org/wiki/Dot-decimal_notation
https://en.wikipedia.org/wiki/Binary_numbers
https://en.wikipedia.org/wiki/octet
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-75
https://en.wikipedia.org/wiki/Integer
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-24-76
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-25-77
https://en.wikipedia.org/wiki/IPv4_address_exhaustion

space, the two methods are to be cov-
ered in the next section.

e  Multicast address subspace: it covers 1/8
of the original address space and includes
all addresses that have the first octet
ranging between 224 and 240, regardless
of the values of the other octets. These
addresses are used to identify multicast
hosts in data networks, i.e. they can be
used to as destination addresses in one-
to-many transmission. The unicast ad-
dress subspace is also referred to as Class
D.[74]

e Experimental address subspace: an addi-
tional address subspace was reversed for
reasons, it covers the remaining 1/16 of
the original address space, it is also re-
ferred to as Class E.*

Addressing method

As mentioned in the previous section, IPv4 address
space is divided based on two addressing methods:
classful and classless. The first was the original method
and the latter was adapted latter to overcome the IPvy4
exhaustion problem. In this section, we discuss first the
Classful addressing method, then, we present the
classless addressing method. The IPv4 address space
exhaustion problem is to be covered in the problems
section.

Classful addressing
Brwe + Biag + Byap, = 32 bits

I-'frr.- th:. I]'I-II:-

HeSeNed Notworkidentifer | Host entiier

Figure 13: IPv4 address structure used for unicast

classful addressing.
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B 10000000 10111111 128 191 2 14 16 24
C 11000000 11011111 192 223 3 21 8 2%

When the classful method was used, an IPv4 unicast
address had the following structure (Figure 13):17%!

e Reserved bits, which cover brsy bits. This
field is used to define the function and
the size of the address subspace!® to
which the address belongs. The reserved
bits field starts from the address's MSB
covering one bit at least, and extends to
the right including up to 3 bits at most.

e Network identifier (NID), it is used to
uniquely identify the subspace to which
the address belongs. All addresses that
reside in the same subspace have the
same NID. Network identifier starts di-
rectly where the reserved bits ends, its
length, referred to as bnip varies accord-
ing to the number of resulted sub-
spaces Nspc. The relationship between the
two parameters can be mathematically
written as follows: Nspc = 2°nip.

e Host identifier (HID), which uniquely
identifies the IPv4 host. The value of this
field is unique inside each subspace. Host
identifier starts directly where NID ends,
its length, referred to as buip varies ac-
cording to the number of available ad-
dresses in the subspace Nadr. The rela-
tionship between the two parameters is
written as follows: Nagr = 2%ip. "

b+ biap =32 bt

Prrefix wetom st idemtifier

Table 2: Standard classes for IPv4 unicast addr Figure 14: IPv4 address structure used for unicast

Class 1% octet range Field's lengtclassless addressing.

Binary Decimal

(bits)

from To from to by bwnp

A 00000000 01111111 O 127 1 7

When the classful addressing method was used, the
unicast subspace was divided into 3 classes, Class A,
Class B and Class C. Table 2 shows the length of each
part of the addresses, the number of subspaces (Nspc)
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and addresses (Nadr) within each class. When the Inter-
net was put to commercial use, the limited size of class
C subspaces and the overwhelming size of class A sub-
spaces led to rapid consumption of Class B subspaces
and to the exhaustion of the IPv4 address space.

Classless addressing
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Figure 15: Table for prefixes used in classless addressing, and
their equivalents in classful addressing.

The classless addressing was adopted in 1993 as a short-
to-mid term solution for the exhaustionlPvs4 address
space.”® when used, there are no classes nor specific
predetermined volumes for the subspaces, i.e., sub-
spaces can be created based on the need.91€ When
classless addressing is used, an IPv4 address will have
the following structure (Figure 14):84

e A prefix, which is shared among
all the addresses belongs to the
same subspace. It covers bps bits
starting from the address's MSB
and has no predetermined
length. Instead, it can extend
longer in the address creating
larger subspaces as needed.

e An HID, which starts from the
end of the prefix and covers all
the remaining of the address.

Classless addressing requires a hierarchical ad-
dressing system,® which means that the address
space, independently but subsequently, is being
divided into smaller subspaces. At each level of the
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hierarchy, the prefix length increases at the ex-
pense of HID (Figure 15).

Because IPv4 addresses are binary-based num-
bers, all the previously mentioned subspaces must
always include a number of addresses that is mul-
tiple of 2, i.e., the number of addresses with the
subspaces is a member of the set
§2,4,8,16,...,23%.177]

Network Mask

Table 3: Network masks used with classful addressing

Class Mask notation
Dotted- Prefix
decimal

A 255.0.0.0 /8

B 255.255.0.0 /16

C 255.255.255.0 [24

It is a 32-bit number associated with the IPvg4
unicast addresses. A network mask have the same
4-octet structure as any IPv4 address and is written
using the same notation systems.®3 However, the
mask has a special one-and-zero pattern: starting
from its MSB, the mask includes only a sequence of
ones, followed by a sequence of zeros, and the sum
of the lengths of the two sequences is 32 bits. In
both classful and classless addressing, the mask is
used to detect the HID field of the corresponding
network address. To do so, the bits in the sequence
of zeros correspond to the HID field.!

For example, HID in a Class C network address is 8
bits occupying the 4% octet (Figure 11). The net-
work mask that corresponds to this address is 1111
1111 . 1111 1111 . 1111 1111 . 0000 0000. However,
to avoid writing long sequences of ones and zeros,
the mask can be written as follows: /x, where x is
the number of ones in the mask, this writing sys-
tem is called the prefix notation.®! For example,
the previous network mask can shortly be written:
/24, and that is the standard mask for all Class C
subspaces. Table 3 shows the standard masks for
unicast address subspaces when the classful ad-
dressing method is used.[?!
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Address Space Management

Allocation and Assignment

Regional

internet
registries

Local internet
registries

Clients or sub-local
internet registries

Figure 16: The hierarchy of the unicast IP address

allocation space in IPv4.

Longer Prefixes

ra

|LANA 288 ARIN [t [SP "ot

L

Larger spaces

Figure 17: Example of allocating and assignment
of an IPv4 address space according to the alloca-
tion hierarchy.

The Internet needs a central authority to allocate
and assign digital identifiers and to keep a reserva-
tion record. Since the beginning of the net-
work, IANA, managed by the Information Sciences
Institute in California, has provided these ser-
vices.!% However, starting from March 2000, IANA
became a part of Internet Corporation for As-
signed Names and Numbers (ICANN) which took
control of allocation services on the Internet.®7”

IANA  maintains  global  registers  for
both unicast and multicast subspaces. However,
allocation differs as follows:
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e  Unicast subspaces allocation: follow-
ing the classless addressing ap-
proach, the process is provided
based on a four-level hierarchical
model shown in Figure 16:[58

1. IANA, residing at the top of the pyramid,
provides the allocation service for sev-
eral Regional Internet Registries (RIRs) based
on geographical bases and following a three
principles policy:®

1. It allocates RIRs subspaces distinguished
with prefix /8.

2. It is committed to allocating RIRs with sub-
spaces that satisfy their future needs for at
least 18 months.

3. It allows the RIRs to adopt their own alloca-
tion strategies and to keep their own reserva-
tion records.

2. RIRs, serve Local Internet Registers (LIRs),
providing them with smaller subspaces, based
on their needs.

3. LIRs assign subspaces to local internet sub-
registers or directly to agents.

4. Local internet sub-registers assign sub-
spaces to agents where subnetting and VLSM
are used to locally manage the provided sub-
space.

Note that the allocation is distinguishable
from the the assignment in this context: while
the first is providing Internet Service Providers
(ISPs) with IPv4 subspaces, the second is giving
subspaces on a customer base.® In addition
to that, going down in the pyramid shown in
Figure 16, the allocated/assigned subspaces
will have longer prefixes and will, as a result, in-
clude a smaller number of addresses.!®? Figure
17 shows an example of an allocation process
that started by providing the American Regis-
try for Internet Numbers (ARIN) with a /8 prefix
and ended with the client assigned a /27 sub-
space.

Some subspaces, usually referred to as blocks
of addresses, are reserved addresses for spe-
cific protocols, or for special purposes.®In
general, addresses from these subspaces
should not be used to number hosts globally
on the Internet. For example, 127.0.0.0/8 is re-
served for theloopback function.”Z IANA


https://en.wikipedia.org/wiki/en:IANA
https://en.wikipedia.org/wiki/en:Information_Sciences_Institute
https://en.wikipedia.org/wiki/en:Information_Sciences_Institute
https://en.wikipedia.org/wiki/en:California
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-35-94
https://en.wikipedia.org/wiki/en:ICANN
https://en.wikipedia.org/wiki/en:ICANN
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-36-95
https://en.wikipedia.org/wiki/en:unicast
https://en.wikipedia.org/wiki/en:multicast
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-96
https://en.wikipedia.org/wiki/en:Regional_Internet_registry
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-Web-11-97
https://en.wikipedia.org/wiki/en:Regional_Internet_registry#Local_Internet_registry
https://en.wikipedia.org/wiki/en:Subnetwork
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-38-98
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-30-89
https://en.wikipedia.org/wiki/American_Registry_for_Internet_Numbers
https://en.wikipedia.org/wiki/American_Registry_for_Internet_Numbers
https://en.wikipedia.org/wiki/en:Communication_protocol
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-ietf-39-99
https://en.wikipedia.org/wiki/localhost
https://en.wikiversity.org/wiki/WikiJournal_of_Science/A_Survey_on_Internet_Protocol_version_4_(IPv4)#cite_note-100

maintains a regestary for these blocks of ad-
dresses.[!

Multicast subspaces allocation: IANA is
charged with the process of multicast sub-
space allocation and it maintains the IPv4
multicast space registry.**/ IANA allocates
and assigns blocks of multicast addresses di-
rectly to newly developed protocols.*!

Subnetting and VLSM

Longer Preflies

=
A O 5 22

) Larger spaces

Figure 18: Subnetting concept when used
with classful addressing.

Subnetting is a mathematical operation used
to logically divide an IPvg4

unicast address space into two or more smaller
subspaces called subnets, it can be used with
both classful and classless addressing. Figure
18 shows how subnetting was being per-
formed with the classful addressing approach:
a new field, called Subnet IDentifier (SID) is
created in between NID and HID, it grows right
to occupies one or more bits from HID, the
number of SID bits (bsip) determines how
many subnets (Nsus) will result after perform-
ing the operation, the two are bonded to-
gether in the following formula: Nsuw =
2P51p.[96183) O the other hand, when the class-
less addressing method is used, the SID is cre-
ated between the prefix and the HID following
the same approach.®
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Figure 19: Volumes comparison for subspaces
resulted from subnetting a class C subspace.
To the right: single-level subnetting, and to

the left multi-level subnetting.

The previous approach is called single-Level
subnetting, when used, equal-volume sub-
spaces will be created. If the subnetting algo-
rithm is performed again on one subnet, new
and smaller subspaces will be created, and this
approach is called multi-level subnetting. The
result of the multi-level approach will be sub-
nets that have different volumes and are dis-
tinguished with different masks.!%! Variable
Length Subnet Mask (VLSM) is a special type
of multi-level subnetting, it is performed on a
single classful subspace. As shown in Figure 19,
when compared to single-level subnetting,
VLSM allows network administrators to effi-
ciently manage their assigned subspaces
based on the need.!%®]

When creating new unicast addresses sub-
spaces, two special addresses need to be con-
sidered in each subnet: the network and the
broadcast, that is because they are the two ex-
tremities of the address range. The network
address is the smallest address in the subspace
and corresponds to all-zero HID, it is used to
represent the address subspace in total. The
broadcast address is the largest address in the
subspace and corresponds to all-ones HID, it is
used as a destination address to send packets
to all hosts numbered using the addresses
from the corresponding subspace. Both, the
network and the broadcast addresses, should
not be used to number hosts. 99!
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Fragmentation and Reassembly
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Figure 20: Fragmentation example: an IPv4
packet is divided into smaller fragments.

The idea of connecting different networks
was a core concept of the internet, thus, there
is no surprise that the word internet is coined
from the expression: interconnected net-
works.°I However, supporting different net-
works involves having different MTUs, leading
to the question: How to transmit a data
packet through a network, if it is greater than
the MTU of that network? the answer is frag-
mentation and reassembly. [203202]

Fragmentation

Figure 21: IPv4 fragmentation algorithm as

specified in RFC 791.

When the IPv4 module receives a data packet
to be sent to via network that is directly con-
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nected to the host where the module is lo-
cated, it determines the value of the MTU as-
sociated with that network and compares it
with the packet's length. If the packet's length
is greater, then, the packet must be frag-
mented, each of which will become a new data
packet independent from the original packet
(Figure 20).1203!

IPv4 supports intranet fragmentation. This
means that fragmentation occurs not only at
the packet's source but also at any intermedi-
ate node that processes the packet along the
path to its destination.3% Note that as frag-
ments cross the networks to their destination,
they can be fragmented creating smaller data
packets if needed.*4!

Figure 21 shows the  fragmenta-
tion algorithm as described in the IPv4 specifi-
cation, it can be briefly summarized as fol-
lows:205]

1. InanlPv4host, the IP module receives
a routed data packet to be sent via a
network directly connected to that
host.

2. The module determines the packet's
length and compares it with the MTU
associated with the network via which
the packet will be routed:

1. Ifthe length is greater, then,
fragmentation is needed,

2. Else, the packetis to be sent,
as it is, to the next stage of
the encapsulation, and the
process is to be ended.

3.The DF flag in the packet is to be checked:

1. If it is set, the packet is to be dis-
carded, and the process is to be
ended.

2. Else, the fragmentation process starts
as follows:

1.The payload length of fragments is determined
according to the MTU and the length of the IP
header.
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2. A part of the original payload, equal to the
length determined in step (3.2.1) is sliced off to
create the payload of a fragment.

3. A new IPv4 header is to be built for the sliced
payload as follows:

1. Calculating the length of the frag-
ment header and adding it to the IHL
field.

2. Calculating the total length of the
fragment and adding it to the Total
Length field.

3. Determining the lifetime of the frag-
ment and adding it to the TTL field.

4. Setting the value of the Identification
field to the same value found in the
Identification field in the header of
the original data packet.

5. Calculating the fragmentation offset
and adding it to the offset field.

6. Determining the value of the frag-
mentation flags: DF and MF, and add-
ing the values to the Flags field.

7. Calculating the value of the checksum
and adding it to the Checksum field.

8. Copying the value of the source and
destination addresses fields from the
same fields in the header of the origi-
nal data packet.

4. Generating the new IPv4 packet by encapsu-
lating the payload of the fragment with the
built header.

5. Sending the new packet to the next stage of
encapsulating.

6. Determining whether the previous packet is
the last packet by checking the value of MF:

1. If it is set, the previous packet is the
last, and the process is to be ended.

2. Else, repeat starting from step (3.2).
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Reassembly

Figure 22: IPv4 Reassembly algorithm in as specified
in RFC 791.

The process of collecting fragments and using them to
reconstruct the original data packet, as it was before
the fragmentation, is called reassembly.[2°%! In IPvg, re-
assembly takes place only at the final destination of the
packet. That is because routing for each fragment hap-
pens independently, and it is highly possible that frag-
ments might be routed via different paths. Thus, reas-
sembly in a given node on the path might be impossible
due to the lack of all fragments.7!

Figure 22 shows the reassembly algorithm as specified
in the IPvy specification, it can be briefly summarized as
follows: (28!

1. Inthe final destination, the IP module receives
a data packet from the data link layer.

2. The IP module checks if it is a fragment from
an original packet or not:

1. Ifitis not (Offset = 0 & MF=0), the
packet is sent to the next stage of pro-
cessing, and the process is to be
ended.
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2.Else, reassembly starts as follows:

1. Setting a hold timer and run it. If the timer is
expired, reassembly is not possible and all the
collected fragments are to be discarded.

2. Determiningthe payload and the header in the
received fragment

3. Determining the relative position of the frag-
ment in the original packet,

1. Ifit was the first segment (Offset = 0),
then it will be added to the first posi-
tion of the packet

2. Else, ifitis the last segment (MF = 0),
it will be added to the last section of
the packet.

3. Else, the segmentisto be added toits
relative position.

4. Checkif reassembly of the original packet pay-
load is completed:

1. If yes, the original packet header is
created, the original packet is recon-
structed and sent to the next stage of
processing. The process is to be
ended.

2. Else, check for any newly received
data packet that contains the same
identifier value.

1. If received, repeat starting
from step (2.1).

2. Else, wait until the hold timer
expired, and periodically
check for the arrival of data
packets.

1. if a packet is re-
ceived and the
timer has not been
expired yet, go to
step (2.4.2.1)

3. If the timer expired, all collected frag-

ments will be discarded, and the process is
to be ended.
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Figure 23: m-to-1 multiplexing and 1-to-n demultiplex-

ing for protocol connections at the network layer.

Multiplexing is the ability to merge multiple protocol
connections over a single connection, the reverse pro-
cess is called splitting or demultiplexing (Figure
23).[2091301 Py, provides this function using the Protocol
field in its header.52 The field includes a value that
specifies the following protocol in the encapsulation
process, which may be another network layer protocol
that performs a different function, such asInternet
Control Message Protocol (ICMP), or atransport
layer protocol such as TCP or a User Datagram Protocol
(UDP).[37]

Source Routing

Source routing is a routing scheme in which the source
of the data packet specifies the routing information for
routers that are going to process the packet, the infor-
mation includes a set of IPv4 addresses of network
nodes. Routed to these addresses sequentially, an IPvs
packet can follow a route desired by its source.[°9 |Pvy
supports two types of source routing:3®

e Loose Source Routing (LSR): it is called
loose because the routers are not obliged
to use the information in the option, and
can route the packet based on their own
routing scheme if needed.%

e  Strict Source Routing (SSR): the word
"strict" in the option's name reflects its
mandatory nature as routers are obliged
to route the packet based on the infor-
mation carried in the option. If this is not
possible, the routers are to discard the
packet. [
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Figure 24: Format of the two source routing options in
IPv4

The implementation of the previously described
source routing types is achieved using two IPv4 op-
tions that have the same format as shown in Figure
24:[112]

e Typefield, 8 bits long. It is set to 131 for
LSR and to 137 for SSR.

e Length field, 8 bits. It includes the length
of the option in bytes. The minimum ac-
cepted value for this field is 4.

e Pointer field, 8 bits. It refers to the start
of an address in the next field. The speci-
fied address is to be used by the next
router that is routing the packet. The
minimum accepted value for this field is
Route data field, it has a variable length.
This field includes a set of IPv4 addresses
to be used for routing the packet, the or-
der of the addresses is to be considered
because they are to be processed se-
quentially as the packet is being for-
warded from a router to another.

Problems

This section is dedicated to addressing problems en-
countered after IPv4 was implemented, especially
problems related to addressing and fragmentation.
Regarding the addressing, we are going to highlight
the IPv4 exhaustion problem and the overlapping of
address spaces. Concerning fragmentation, we will
cover many related attacks and discuss the solutions.

Related to Addressing
Address Space Exhaustion

IPv4 address exhaustion is the depletion of free ad-
dresses in the space pool due to allocating to RIRs and
ISPs or globally assigning to hosts on the Internet. The
problem was first noticed in the early 1990s, while the
Internet was rapidly expanding. Since then, solutions
are being proposed and implemented.7®!

Answering the address exhaustion of IPv4 followed
two strategies:3104]
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1. Ashort-term strategy aimed to slow
down the speed of the exhaustion
and to extend the protocol lifetime
as long as possible

2. Along-term strategy, aimed to re-
place IPv4, which has a limited num-
ber of addresses (around 4.3 billion),
with another internetwork protocol
that supports larger address space.

The short-term strategy was expected to prolong the
lifetime of IPv4 for 3-5 years, !5 Nevertheless, in prac-
tice, the lifetime extended for more than 25 years.
However, the exhaustion of the address space contin-
ued, slowly but surely. In February 2011, ICANN issued
a press statement to report start using of the last free
/8 block of the IPv4 address space. 23]

Figure 25: IPv4 exhaustion problem timeline.

The two strategies were implemented in parallel, and,
as shown in Figure 25, the result was:

e Two emergent solutions were developed
as an answer to the short-term strategy:
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Figure 26: Example of a NAT operation.

e Network Address Translation
(NAT). It is a technology based
on the idea that local networks
can be numbered using the same
address spaces, referred to
as private addresses. NAT is a
broad term dedicated to describ-
ing a set of mechanisms used to
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change network identifier val-
ves, such as IP addresses and
port numbers, in data packets
that pass across a router that
connect two domains: Local and
global.[16l

Before NAT is applied, it requires the router to
be preconfigured with pairs of identifiers: one
from the global domain and the other from the
local domain as well as a direction, which is
used as a condition allowing only packets that
satisfy it to start a NAT Session. After being
preconfigured, the router monitors the move-
ments of the packet between the domains
(Figure 26). If the router found a packet that
satisfies NAT requirements, a NAT session is
started and a pair is allocated for this packet,
and to all packets that are moving in that con-
nection in the two directions.™”]

NAT can be classified based on how the pairs
are created. If the pairs include only IP ad-
dresses and either the source or the destina-
tion address in the packet is changed, this is
Basic NAT. If the pairs in the Basic NAT are
fixed, it is called Static NAT, if the structure of
the pair is of dynamic nature, it is Dynamic
NAT. If NAT includes port numbers, as well as
IP addresses, it is called Network Address Port
translation (NAPT). Other types of NAT also
exist including Bidirectional NAT which allows
the NAT sessions to be started by packets
moving in two directions between the do-
mains, and Twice NAT Which allows the source
and destination IP addresses to be changed at
the same time. 18

NAT was developed in 1994 and was first de-
scribed in RFC 1631.1'% Then, a new standard
was issued in 2001 including several new fea-
tures such as Port address translation (PAT)
that theoretically enables up to 65,000 local
hosts, addressed with private addresses, to ac-
cess the internet using a single public IP ad-
dress and different port numbers.[120]
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Figure 27: An example of route aggregation as a

part of CIDR.

Classless addressing approach as
a part of a new routing method
called Classless  Inter-Domain
Routing (CIDR).!? As discussed
above, classless addressing is a
method to create address sub-
spaces compatible with internet
topology and following a hierar-
chical perspective.’?210n the
other hand, CIDR is a routing
method based on classless ad-
dressing. Because addresses are
compatible with Internet topol-
ogy, hosts that are located on the
same site, share a part of their
prefixes can be used to define a
route destination. Based on this,
routers can perform a mathe-
matical operation to represent
the previous set of routes, called
now the aggregated routes, us-
ing an alternate single route
called the aggregate route. Ag-
gregated routes can be several,
tens of thousands of routes, and
can be more based on how the
addressing was being done and
on the position of the router that
performs the aggregation in the
global routing system. The previ-
ous operation is called route ag-
gregation or route summariza-
tion, it resulted in the router
keeping only the aggregate
routes in its routing table and ad-
vertising them on the network
(Figure 27) reducing the amount
of routing information to be ex-
changed among routers and cre-
ating smaller and more effi-
cient routing tables.['?]
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CIDR was first described in 1992 as an "Address
Assignment  and  Aggregation  Strat-
egy",*?Ithen, in the next year, two requests
for comments were issued to cover the ad-
dressing structure!®! and the routing mecha-
nism?U separately. Finally, in 2006, aBest
Current Practice (BCP) was issued to summa-
rize the technology and report the CIDR's ef-

fect on the global routing state.™2¢]

e A new internetwork protocol in
accordance with the long-term
strategy, it is Internet Protocol
version 6 (IPv6).2411271 The new
protocol provides 128-bits ad-
dresses and defines a space that
includes 2128 (3.4x10%®%)  ad-
dresses.'8! The IPv6 design in-
cluded default support for many
technologies that were added to
IPv4 such as route aggregation,
link-local addressing, as well as
supporting new technologies
such as Stateless Address Auto-
Configuration (SLAAC)®*! and a
new type of addressing
called anycast allowing a single
IP address to be shared by de-
vices, usually servers, located in
multiple locations. When a data
packet is destined to an anycast
address, it will be routed to the
closest device.[3%

The transition toward IPv6 begun in the last
years of the 20" century, but it went slower
than expected, as short-term solutions proved
to be mid-term.?% Thus, there is a need to
support the two protocols at the same time,
prompting the developers to design technolo-
gies such as the dual-stack.[3"

IPv6 was documented in 1995 under RFC
1883.121 Two years later, several minor modifi-
cations were included and a new request for
comments was issued (RFC 2460).12°! This RFC
was the official documentation for IPv6 for al-
most twenty years, until 2017, when RFC
8200 was published to adopts amendments
for this protocol, based on features that were
separately added in the previous two dec-
ades. 28]
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IP Address Spaces Overlap

Figure 28: Example for an IP address space
overlapping.

Internet subspaces overlapped
when there is a set of addresses
shared between two or more
spaces, this occurs because of im-
proper use of VLSM or route aggre-
gation. As a result, two hosts might
end with the same address, but
each had a different mask, which
will be leading to a routing prob-
lem. 232

The solution lies with precise de-
signing of the network and careful
configuration of the routers, thus,
subspaces will be completely sepa-
rated.!33! Figure 28 shows an exam-
ple where VLSM is used to create an
addressing a 4-level hierarchy. In
this example, the address subspaces
200.100.10.0/26 (green) in the third
level overlaps with 200.100.10.0/27
(red) in the fourth level. Thus, the
two subspaces should never be used
to number hosts at the same time.

Host mobility

When IPv4 was developed, host
mobility was not considered. Thus,
when wireless communication be-
come popular in the late 19905, a
problem related to addressing was
present: An IPvy4 host shares a prefix
with nearby local hosts and gateway
routers, and the routing mechanism
is based on this shared prefix. when
moving to a new position where an-
other network is used, physically
and logically, the host needs to ob-
tain a new IP address from the new
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network and share a new prefix with
the novel nearby neighbors. When
this is done, the routes to reach the
host are completely changed, new
routes need to be established and
all previous connections will be
failed.[34!

Several solutions were proposed to
overcome this problem®3), including
Mobile Internet Protocol (MIP)
which was first proposed in 1996
in RFC 2002.13% When MIP is imple-
mented, the mobile host is given a
long-term IP address in a network
called the home network, addition-
ally, it activates the home agent, a
router on the mobile host used to
route data packets to the home ad-
dress when the host is away from his
home networks. In the networks
that support MIP, a router called the
foreign agent is to be activated.
When the mobile node visits an
away network, it needs to register its
home agent with the foreign agent
of that network to obtain routing
service and be integrated with the
routing system of that away net-
work.[37]

Related to Fragmentation

Supporting fragmentation is a basic
service to be provided by all IPv4
implementation.*® Some attackers
took advantage of this mandatory
designing and launching several
fragmentation-based attacks on
data networks. In the following, we
discuss a set of these attacks and
how to handle them:

e Tiny Fragment Attack:
it is based on the fact
that the smallest data
packet supported by
any IPv4 module has
68 bytes: a header
with the maximum al-
lowed length (60
bytes) and 8 bytes of
payload. This length is
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not sufficient to in-
clude a transport pro-
tocol header in the
packet, thus, it passes
through firewalls with
out being verified be-
cause the firewall usu-
ally checks the port
numbers at the
transport protocol
header. This problem
is defined in RFC
1858.13391 The solution
was introduced in RFC
3128 recommending
to reject all data pack-
ets that have offset
field value set to 0 or
1.[140]

Overlap segments at-
tack: It depends on a
vulnerability in the re-
assembly algorithm:
any subsequent seg-
ment can, partially or
completely, overlap
with another previous
segment. This means
that the first frag-
ment, which contains
the headers, can pass
through the firewall
with correct values,
then, its content can
be manipulated using
another subsequent
fragment. This attack
can be countered by
updating the reassem-
bly algorithm to pre-
vent overwriting data
received previ-

ously. 4]

Address Resolution
Protocol

(ARP) flooding: ARP
provides the link-layer
address associated
with a known IP ad-
dress for a remote
host. When a data
packet is fragmented,
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instead of sending an
ARP request once per
the original packet, it
is to be sent for every
fragment creating

an ARP flooding which
can be used as Denial-
of-service (DOS) at-
tack.4#4 To prevent
this, it is recom-
mended to set a limit
for the maximum
number of ARP re-
quest to be sent per
destination, for exam-
ple, an ARP request
every second per des-
tination.143

Auxiliary Protocols

Address Resolution Protocols Family

Matching addresses used in the net-
work layer with those used in the
data link layer, and vice versa, is a
function needed in the network pro-
tocol stack. It is provided by a family
of network protocols called Address
resolution protocols. 4 Examples
of members of this family, used
with IPvg, are the following:

e Address Resolution
Protocol (ARP): it is
used to discover the
link address associ-
ated with a known IP
address of a remote
host, and this match-
ing is essential to cre-
ate the IP packet. The
protocol was devel-
oped in 1982 and de-
scribed in RFC 826.114%!

e Inverse Address Reso-
lution Protocol (In-
ARP): it does the op-
posite of what ARP
does, i.e., itis used to
discover an IP address
associated with a
known link address of
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aremote host. The
protocol was created
in 1992 and it is speci-
fied in RFC 1293.[246]

e Reverse Address Reso-
lution Protocol
(RARP): it is used to
discover an IP address
associated with a
known link address in
the same host that
runs the protool. The
protocol was devel-
oped in 1984 and de-
scribed in RFC 903.147

Internet Control Message Protocol

Internet Control Message Proto-
col (ICMP) is a network-layer proto-
col and an integrated part of IPv4.
The protocol is used to provide a
packet's source and destination
with a mechanism to communicate
to exchange different pieces of in-
formation about the network status
or packet processing. ICMP was de-
veloped in 1981 and it is described
in RFC 792.048!

The original standard defines 11
messages: redirect, destination un-
reachable, quench, time exceeded,
parameter problem, echo and its re-
ply which were used later to create
the ping tool, timestamp and its re-
ply, and Information request mes-
sage and its reply. Later, to re-
spond to the needs of new proto-
cols, several RFCs defined addi-
tional messages. For example, when
the subnetting process was stand-
ardized, a couple of messages was
created to address the new technol-
ogy's needs: Address mask request
and its reply.5°1 On the other hand,
several messages were obsoleted,
due to the emergence of technolo-
gies that efficiently provide their
services. For example, information
request message, address mask re-
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quest and their replies were obso-
leted because of the development
of DHCP.lsY

An IPv6-compatible version of the
protocol was created in 1995, it is
called Internet Control Protocol for
the Internet Protocol version 6 (IC-
MPv6), it was primarily described
in RFC 1885.0%52]

Internet Group Management

Protocol

Internet Group Management Proto-
col (IGMP) is a network-

layer protocol that manages IPvy
multicast groups. It defines how
hosts automatically join and leaves
groups. In addition, the protocol
does not add restrictions on the
number of group members nor on
their locations, and it also allows a
host to join more than one group at
the same time.[*53]

The IETF have developed three ver-
sions of IGMP:

1. IGMPv], devel-
oped in 1989 and
described in RFC
1112, it covers the
basic function of
multicast group
management
such as member-
ship!154l

2. IGMPv2, devel-
oped in 1997 and
described in RFC
2236. It includes
several features
and enhancement
to IGMPVI, such
as allowing a host
to request leaving
a specific
groupe. 53

3. IGMPv3, which is
the current ver-
sion of the proto-
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col. It was devel-
oped in 2002 and
described in RFC
3376.1%681 |GMPv3
is compatible
back with old ver-
sions of the pro-
tocol, however, it
supports many
additional fea-
tures such

as Source-specific
multicast which
allows group's
members to de-
cide the whether
to accept mul-
ticast traffic or
not based on the
source of the traf-
fic.[*7

Internet Protocol Security

Internet Protocol Security (IPSec) is
a protocol suite used to pro-

vide privacy services and authentica
tion for other protocols active in
the network layer. IPSec is used to
secure connections between gate-
ways (gateway-to-gateway), be-
tween host and gateway (host-to-
gateway) or between hosts (host-
to-host). It is used not only by IPvs
but also by IPv6 and

other internetworking protocols.?8

IPSec is an open standard that co-
vers three types of proto-

cols:[*591 Authentication Headers
(AH), which is used to ensure

data integrity,** Encapsulating Se-
curity Payload (ESP), used to pro-
vide data confidentiality,** and Se-
curity Association (SA) which de-
fines the rules of secure communi-
cation in the Internet environment
such as how to use cryptographic
keys.[:62]

IP Security Working Group was es-
tablished as a part of the Internet
Engineering Task Force in 1993 to
unify the efforts made by multiple
research institutions, mainly
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Application

the United stated Naval Research
Laboratory (USNRL), and to set a
standard for security services pro-
vided in the network layer.:%! This
group had published three Requests
for Comments in

1995, (2641265113661 3nd that was but an
introduction for dozens of RFCs and
standards in the following

years**7 until 2005 when it was ob-
soleted.!83]

In local area networks

IPv4 is the dominant internetwork-
ing protocol in Local area Networks
(LANSs). Each LAN will use IPv4 ad-
dress space, commonly referred to
as a network, and every node con-
nected to the physical network
needs to be configured with a valid
and unique local IP address from
that address space as well as a net-
work mask that helps the node rec-
ognize the network and the host
part of the given address. Addition-
ally, it is essential for every node to
be configured with the gateway IP
address. It is the router address on
that local network.2%81 If the node
needs to connect with nodes on
other networks it needs to send
packets to the gateway address.

There are two key protocols used in
LANSs along with IPv4: Dynamic
host configuration protocol
(DHCP)%°l and Address resolution
protocol (ARP).245I DHCP is used for
dynamic host configuration, a cli-
ent/server mechanism that allows a
network node to dynamically obtain
an IPvg4 address, a network mask,
gateway addresses, and other infor-
mation without any manual config-
uration except for enabling the
mechanism.2%9! There are also auto-
configuration mechanisms for pri-
vate IP addresses, usually refers as
Automatic Private IP Addressing
(APIPA)79! these mechanisms
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were originally developed by Mi-
crosoft and Apple, but an open
standard was released by IETF in
2005, it is described in RFC 3927.074

Regarding ARP, it allows the nodes
to discover the link-layer addresses
for other nodes in the same broad-
cast domain. If a node needs to
send a packet to an adjacent node,
it knows its IPv4 address and not
the link address which is needed to
fill the link layer header. This is im-
portant to L2 devices, such as
switches that rely on the link-layer
addresses, so they can send data
frames correctly to their destina-
tion. ARP uses broadcast messages
asking any nodes in the broadcast
domain to reply if it has the corre-
sponding IPv4 address. When the
node reply, ARP can learn the physi-
cal address of the node.72!

Other network services, such

as Domain Name System (DNS), are
based on IP or heavily rely on it.
DNS is a client/server mechanism
that provides name-to-address con-
versations and vice versa. IPvy4 ad-
dresses consist of a sequence of
numbers that can easily be mis-
typed or forgotten.*731 When DNS is
used, each IP address is associated
with a name that is easy to remem-
ber by humans. When a user needs
to send data or connect to an IP ad-
dress, it can use the name instead of
the address.[74]
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Figure 29: IPv6 adoption in the In-
ternet (2011-2022)
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Figure 30: PNAT in a SOHO

Internet is abbreviated from Inter-
network meaning Interconnected
Networks,75! and all these net-
works are to be addressed using In-
ternet protocol. Based on google
statistics, until 2010, more than
99% of hosts on the Internet were
using IPv4 natively. The percentage
decreased significantly in the last
decade as the IPv4 address space
was exhausted (Figure 29), mean-
while the Internet continues grow-
ing thanks to IPvé. In 2022, almost
4,0% of hosts connected to the In-
ternet use IPv6 natively.[7®]

For IPv4 hosts to connect to the in-
ternet, they need to use the public
addresses assigned by IANA, RIR, or
local ISPs.[821 Using NAPT, which is a
form of NAT, is another common
possibility in Small Office/Home Of-
fice (SOHO) networks. In this sce-
nario (Figure 30), the site is assigned
a public IPv4 address (200.100.10.1)
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and all hosts in the local network
(the inside realm) are addressed us-
ing private addresses (10.0.0.0/8).
NAPT takes place at the router that
connects the network to the inter-
net (outside realm) where each con-
nection is assigned a unique port
number, thus, a socket (IPv4, port
number) can be now used to distin-
guish each connection.

Although the global routing system
is entirely based on IP addressing
following strictly

the CIDR mechanism, IPv4 does not
play any role in the routing process
which is left to the routing proto-
cols.l¥ In 2022, more than 900.000
routes were advertised on the inter-
net,[*7 and more than 330.000
routes were addressed using
IPvg. 78]

The web is an information system
reachable via the Internet, the ac-
cess process is completely based on
IP addressing. Users do not deal
with IP addresses, but names in-
stead, because the DNS service, as
discussed in detail above, is sup-
ported by Web browsers. Browsing,
using names instead of IP ad-
dresses, is an example of DNS use.
In this case, the browser is a client
that solicits a DNS server to get the
IP address of the typed site.[*79!

For TCP, refer to RFC 793 12!

The counting of the versions started
from zero, i.e., the first version has
the version number set to 0.
Number 3 was not used as indexes
for IP versions in IENs.

Usually referred to as a network.
However, in this paper, we use the
word subspace to avoid ambiguity.
In the original protocol standard re-
served bits was part of network
identifiers, "% but they were always
excluded from the mathematical cal-
culations related to the identifiers
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and treated as a separate part of the
IPv4 address.””)

6. Adistinction must be made between
the number of addresses in a sub-
space, calculated using 2°uip, and the
number of addresses available for
numbering hosts, which is calculated
using 2°uip - 2, where the two sub-
tracted addresses are the network
address and the broadcast ad-
dresses, which are served in every
subspace and must not be used to
numbering hosts.

7. Referto RFC 1878 for all possible
masks when the classless addressing
method is used.l””)
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